Information Security — Security Associate

Bishop Fox is a rapidly growing, global information security consulting firm, serving as trusted
advisors to Fortune 1000, financial institutions, and high-tech startups. Our mission is to secure
our clients and their business. Our core practices include Enterprise Security and Assessment &
Penetration Testing.

At Bishop Fox, we pride ourselves on an awesome culture with a keen focus on quality. We
work hard, but have fun, too. Because we believe great people make great teams, we select our
teammates carefully. Some of us are hackers and some of us are engineers — but we’re all
consultants with a passion for protecting our clients that brings us together.

Generous benefits, flexible hours, and opportunities for growth abound.
Position Description: Security Associate
Reports to and supports: —

The Security Associate’s role requires a great deal of multi-tasking. During any given day you
will:

o Perform assessment services — These services may include:
network security testing
application penetration testing
source code review
wireless assessments
host-based reviews
o threat modeling
o Lead engagements — Provide technical leadership in project teams, which includes the
following activities:
o Provide updates on project findings
o Communicate with clients
o Author and edit reports
o Present to clients
o Track hours
o Maintain up-to-date knowledge — Stay current on the most recent information security
developments, such as:
threats
countermeasures
security tools
testing techniques
and security research
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JOB REQUIREMENTS

o Bachelor Degree or equivalent of four years penetration testing experience



« Experience developing custom vulnerability checks and scripts; an understanding of the
underlying concepts, methods, and techniques employed by vulnerability scanners.
Professional or significant software development experience.

Thorough understanding of software vulnerabilities.

Understanding of advanced cryptographic concepts.

Strong programming skills or fluency with network protocols or system administration.
Significant experience consulting to external clients.

Preference given to candidates who have been published or recognized as industry
thought leader — speaking engagements, conferences, etc.

JOB SNAPSHOT

Employment Type Full-Time

Job Type Information Security — Security Associate
Education Not Specified

Experience 4 years

Manages Others Yes

Industry Consulting

Location: Phoenix, Atlanta, San Francisco Bay Area
Required Travel Negligible



