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Cost Prohibitive (< 2015)

Encrypting data used to be 
expensive 

Costing between $300-$2000 
USD for wildcard certificates

ENCRYPTION IN TRANSIT

CERTIFICATES 
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LetsEncrypt (April 2016)

Certificates become free for all 
(including threat actors) 

All major cloud providers all 
provide free certificates

ENCRYPTION IN TRANSIT BECOMES FREE

CERTIFICATES FOR ALL
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GOOGLE TAG MANAGER

MALICIOUS JAVASCRIPT INJECTION
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GOOGLE TAG MANAGER

MALICIOUS JAVASCRIPT INJECTION



15

GOOGLE TAG MANAGER

MALICIOUS JAVASCRIPT INJECTION
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GOOGLE TAG MANAGER

MALICIOUS JAVASCRIPT INJECTION
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GOOGLE TAG MANAGER

MALICIOUS JAVASCRIPT INJECTION
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GOOGLE TAG MANAGER

MALICIOUS JAVASCRIPT INJECTION
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Single Sign-On (SSO) Abuse

Intercepted dozens of password 
resets and login attempts per 
week

Captured usernames, 
passwords, and phone numbers 
used during authentication

MICROSOFTONLINE BITFLIPS 

AUTHENTICATION DOMAINS



POST / HTTP/1.1
Host: passwordreset.misrosoftonline.com
Accept: */*
Content-Length: 4793
Content-Type: application/x-www-form-urlencoded; charset=UTF-8
Cookie: CookiesSupportedCookie=True; 
ASP.NET_SessionId=jt40orkjm0ldpjyp43rsuegw; flt=Iris; BannerLogoUrl=; 
SessionId=sonjsyvgeosmktykrnwhubqd; 
TrackingId=1d9f3b0095ce4f9ba081e1e69af3a0ff; 
WorkflowConsistencyCheck=636892859846146778; x-ms-gateway-dc=EUS; x-ms-gateway-
env=PROD; x-ms-gateway-su=a
Origin: https://passwordreset.misrosoftonline.com
Referer: https://passwordreset.misrosoftonline.com/
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, 
like Gecko) Chrome/73.0.3683.86 Safari/537.36
X-Microsoftajax: Delta=true
X-Requested-With: XMLHttpRequest

Victim: NYC.gov via Microsoft SSO 



ctl00$ScriptManagerMain=ctl00$ContentPlaceholderMainContent$UpdatePanelMain|ctl
00$ContentPlaceholderMainContent$ButtonNext
__LASTFOCUS=
__EVENTTARGET=ctl00$ContentPlaceholderMainContent$ButtonNext
__EVENTARGUMENT=
__VIEWSTATE=...snippet...
__VIEWSTATEGENERATOR=CA0B0334
__VIEWSTATEENCRYPTED=
__EVENTVALIDATION=...snippet...
ctl00$ContentPlaceholderMainContent$TextBoxPassword1=E--REDACTED--!
ctl00$ContentPlaceholderMainContent$TextBoxPassword2=E--REDACTED--!
ctl00$ContentPlaceholderMainContent$CurrentViewName=ViewNewPassword
ctl00$ContentPlaceholderMainContent$LiveCaptchaMode=Image
ctl00$ContentPlaceholderMainContent$WorkflowConsistencyCheck=636892855503065182
ctl00$CorrelationID=0c79cd97-4f64-4cb3-858d-df668335eb25
ctl00$OrgIdUserName=REDACTED@health.nyc.gov
ctl00$OrgIdTenantDomain=
ctl00$NameCoexistenceAccount=
__ASYNCPOST=true

Victim: NYC.gov via Microsoft SSO 



POST / HTTP/1.1
Host: passwordreset.microsoftonlind.com
Content-Length: 1901
Content-Type: application/x-www-form-urlencoded; charset=UTF-8
Cookie: flt=Iris; CookiesSupportedCookie=True; 
SessionId=v4habso3dvjg0foiadx1nb4i; 
TrackingId=77ccd32b142b4243910076d17437613c; 
ASP.NET_SessionId=htcwq3sm1u4pelut0iexsb3c; x-ms-gateway-dc=EUS; x-ms-gateway-
env=PROD; x-ms-gateway-su=a; 
BannerLogoUrl=https://secure.aadcdn.microsoftonline-p.com/dbd5a2dd-
hdbnknj009h4yrwi9fy38-
8bdidayuif3v916ej4vhk/logintenantbranding/0/bannerlogo?ts=636066981069285032; 
WorkflowConsistencyCheck=636898716470456523
Origin: https://passwordreset.microsoftonlind.com
Referer: https://passwordreset.microsoftonlind.com/
User-Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/72.0.3626.121 Safari/537.36
Via: HTTPS/1.1 proxy.dialog.dialoggsm.com AC161E19
X-Microsoftajax: Delta=true
X-Requested-With: XMLHttpRequest

Victim: Dialog.lk via Microsoft SSO 



ctl00$ScriptManagerMain=ctl00$ContentPlaceholderMainContent$UpdatePanelMain|ctl
00$ContentPlaceholderMainContent$ButtonNext
__EVENTTARGET=ctl00$ContentPlaceholderMainContent$ButtonNext
__VIEWSTATE=...snippet...
__VIEWSTATEGENERATOR=CA0B0334
__EVENTVALIDATION=...snippet...
ctl00$ContentPlaceholderMainContent$TextBoxPassword1=S--REDACTED--9
ctl00$ContentPlaceholderMainContent$TextBoxPassword2=S--REDACTED--9
ctl00$ContentPlaceholderMainContent$CurrentViewName=ViewNewPassword
ctl00$ContentPlaceholderMainContent$LiveCaptchaMode=Image
ctl00$ContentPlaceholderMainContent$WorkflowConsistencyCheck=636898716470456523
ctl00$CorrelationID=77ccd32b-142b-4243-9100-76d17437613c
ctl00$OrgIdUserName=REDACTED@dialog.lk
ctl00$OrgIdTenantDomain=
ctl00$NameCoexistenceAccount=
__ASYNCPOST=true

Victim: Dialog.lk via Microsoft SSO 



POST / HTTP/1.1
Host: passwordreset.microsofponline.com
Content-Length: 2622
Content-Type: application/x-www-form-urlencoded
Cookie: flt=Iris; CookiesSupportedCookie=True; 
SessionId=zepksk0joi3epee2ez353h3b; 
TrackingId=5a5ce80770814f6bacb465a77c50d4e4; 
ASP.NET_SessionId=ondfuinlf5xmeh2f4omzdm5w; x-ms-gateway-dc=EUS; x-ms-gateway-
env=PROD; x-ms-gateway-su=b; BannerLogoUrl=; 
WorkflowConsistencyCheck=636903074814782645
Origin: https://passwordreset.microsofponline.com
Referer: https://passwordreset.microsofponline.com/
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, 
like Gecko) Chrome/72.0.3626.121 Safari/537.36

Victim: SCC via Microsoft SSO 



ctl00$ContentPlaceholderMainContent$MultigateAuthenticationControl_Instance$Pho
neGateControl_Office$PhoneGateControl_PhoneNumberValidationBox=--REDACTED--2452
...snippet...
ctl00$ContentPlaceholderMainContent$CurrentViewName=ViewMultigateUserControl
ctl00$ContentPlaceholderMainContent$LiveCaptchaMode=Image
ctl00$ContentPlaceholderMainContent$WorkflowConsistencyCheck=636903074814782645
ctl00$CorrelationID=5a5ce807-7081-4f6b-acb4-65a77c50d4e4
ctl00$OrgIdUserName=REDACTED@fr.scc.com
ctl00$OrgIdTenantDomain=
ctl00$NameCoexistenceAccount=
__EVENTTARGET=ctl00$ContentPlaceholderMainContent$MultigateAuthenticationContro
l_Instance$PhoneGateControl_Office$PhoneGateControl_ButtonSend

Victim: SCC via Microsoft SSO 



GET /db1e96a8-a3da-442a-930b-235cac24cd5c/oauth2/authorize?client_id=b8870aea-
69be-41ab-9597-
20ea98f260af&redirect_uri=https%3a%2f%2fhub.shell.com%2f&response_mode=form_pos
t&response_type=code+id_token&scope=openid+profile+email&state=OpenIdConnect.Au
thenticationProperties%3doa7JrwOKyMd7OzDdc7GC6h5WQXQS6oU9UVgoPf8KqDu-
9wXcmXbWGPux_4LegyVzxrcWTwBovONc0emBuC3tMFWCuLgNpjrLGZWUVeUYcsfTp0J5QbFCwKp93ZA
Mb_mWTigJUxlMoJv_-0noaZGNdG7ExFyA2g3Zz7nHfs7GMWe4whMID5Fs2M3o-
lxZEEwmEVKI04zMpkP217sXPCdWBXk5vMOSvZJfj2JCbvWyBsbPET_WZ1_EQNIEkmrjInot&nonce=6
36894866829597824.YzI5MzNhYWQtOTkwOS00Njg1LWIxMzAtZDRlNDc0YjIwYzgwYjY1ZDMxZmMtN
jUyZi00NTdiLTgxZTMtNjBiZmY4YzMzMTI3 HTTP/1.1
Host: login.micrgsoftonline.com
Accept: 
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*
;q=0.8,application/signed-exchange;v=b3
Cookie: _sm_au=aaaaaaaaaaaaaaaaaaaa
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/73.0.3683.86 Safari/537.36
X-Forwarded-For: 134.163.57.49, 165.225.35.5

Victim: Shell via Microsoft SSO 



POST /youtubei/v1/log_event?key=AIzaSyB-63vPrdThhKuerbB2N_l7Kwwcxj6yUAc 
HTTP/1.1
Host: ynutubei.foogleapis.com
Accept-Language: da-dk
Authorization: Bearer ya29.GtUB3AbMdUNuIQyxCqjffE8WleW4WqU—REDACTED—
cvsA0ite3GfoDM
Content-Length: 8308
Content-Type: application/x-protobuf
User-Agent: com.google.ios.youtube/14.11.8 (iPhone7,2; U; CPU iOS 12_1_2 like 
Mac OS X; da_DK)
X-Forwarded-For: 85.202.21.158
X-Goog-Api-Format-Version: 2
X-Goog-Device-Auth: 
device_id=AEQ63XEPEr4HzUJzF+T9dTx8g++7NidXjZ8FYx15gN8Qv29Lt8psytlG+9aQn/SDGSKRw
iBnzCZEtCypdg1SigmRyh5yfrgwbQUImgkfT388Pe1hOB9T3xQaplUUEUx3iIaMzCZFMLUdEQ,data=
AFjJpFR6R7+n,content=AFjJpFTPjcPtqqqoMiDdxzHJmQm5iT3JMw
X-Goog-Visitor-Id: Cgt5dERMalBhQWpJMCik1vnkBQ%3D%3D

Victim: YouTube via Google APIs  





http://raw.githubuserconvent.com/Angristan/OpenVPN-install/master/openvpn-install.sh
https://raw.githubesercontent.com/Security-Onion-Solutions/elk-
test/master/securityonion_elsa2elk.sh
https://raw.githubuserckntent.com/kada115/bukan-untuk-umum/master/instatools.sh
https://raw.githubusercontant.com/alexa/avs-devive-sdk/master/tools/Install/pi.sh
https://raw.githubusercontant.com/diyhue/diyHue/master/BridgeEmulator/easy_install.sh
https://raw.githubusercontant.com/docker-32bits/ubuntu/master/buildimage.sh
https://raw.githubusercontant.com/Hax4us/metasploit_termux/master/metasploit.sh
https://raw.githubusercontant.com/jeedom/core/master/install.sh
https://raw.githubusercontend.com/MichMich/MagicMirror/master/installers/raspberry.sh
https://raw.githubusercontend.com/Zer0CoolX/guacamole-install-rhel/master/guac-
install.sh
https://raw.githubusergontent.com/creationix/nvm/v0.34.0/install.sh
https://raw.githubusersontent.com/robbyrussell/oh-my-zsh/master/tools/install.sh
https://rew.githubusercontant.com/alexa/avs-devive-sdk/master/tools/Install/setup.sh
https://raw.fithubusercontent.com/Homebrew/install/master/install
https://raw.githubesercontent.com/Homebrew/install/master/install
https://raw.githubuqercontent.com/Homebrew/install/master/install

Victim: Install via Github
… 



GITHUBUSERCONTENT.COM DIRECTLY TO RCE



GITHUBUSERCONTENT.COM DIRECTLY TO RCE



GITHUBUSERCONTENT.COM DIRECTLY TO RCE
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Subdomain discovery

Service discovery (HTTPS, 
SMTP, DNS)

Captured screenshot of 
application

CONTINOUSLY INSPECT SERVICES

MONITORING BITFLIPS 
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Malicious Chrome 
Extensions

Requests permission to all 
sensitive content

Compromise all of clients traffic

CONTINOUSLY INSPECT SERVICES

MONITORING BITFLIPS 
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Register All Bitflip 
Variations

Seize control of domains once 
others are listening

STOP BIT SQUATTERS

DEFENSIVE DOMAIN REGISTRATION
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Malicious CTL Activity

Indicates threat is planning to 
intercept sensitive traffic

Set alerts for domains you rely 
on for secure communication

MONITOR CTL FOR WILDCARD CERTIFICATES

CERTIFICATE TRANSPERENCY





POST /Microsoft-Server-ActiveSync?jAkHBBA22TTYxUdjsTN/vFqGT1aWBAAAAAACV1A= 
HTTP/1.1
Host: apidat.googleusercontend.com
Authorization: RPSToken
t=EwAgA91JBAAUXVHTgKyJm1pMwJWonrGcwEzI3LwAAUPhkqiHOGW7gMuZjvEnv+OjIsmNjNCl7Glgh
oWxYkSkWH3n757kphPuxeERn…snippet…/u36OJ2QCp97zpI6avas6VScgG0i19keW8e38Rb8FF7ej1
nNObcTFMpYILg9DnFqzI5A32N3oXUirXauGRENlm4UC15JA3ZhlnSBEupUtBGUloR8qATi2IXd1IuaI
OXt44MkPohpQbvULEeDsYyMeKC9G5xbI6ejWAssQfr5KgI=&p=
Content-Length: 64
Content-Type: application/vnd.ms-sync
Pragma: no-cache
X-Forwarded-For: 109.42.2.6
X-Ms-Wl: WindowsPhone/8.0
X-Wlas-Tracing: true

jVR2�EFGSIDFGDomainIdFGInternalFolderType

Victim: Every 20 minutes…



OPTIONS /Microsoft-Server-
ActiveSync?User=lenzthomas161&DeviceId=36D934D8C54763B1337FBC5A864F5696&DeviceT
ype=WP HTTP/1.1
Host: apidat.googleusercontend.com
Authorization: RPSToken
t=EwAgA91JBAAUXVHTgKyJm1pMwJWonrGcwEzI3LwAAUPhkqiHOGW7gMuZjvEnv+OjIsmNjNCl7Glgh
oWxYkSkWH3n757kphPuxeERn…snippet…/u36OJ2QCp97zpI6avas6VScgG0i19keW8e38Rb8FF7ej1
nNObcTFMpYILg9DnFqzI5A32N3oXUirXauGRENlm4UC15JA3ZhlnSBEupUtBGUloR8qATi2IXd1IuaI
OXt44MkPohpQbvULEeDsYyMeKC9G5xbI6ejWAssQfr5KgI=&p=
Cache-Control: no-cache
Ms-Asprotocolversion: 14.0
Pragma: no-cache
User-Agent: MSFT-WP/8.10.14219
X-Forwarded-For: 109.42.2.6
X-Ms-Wl: WindowsPhone/8.0
X-Wlas-Tracing: true

Victim: Every 20 minutes…



PROPFIND /caldav/v2/biancabonvivant%40gmail.com/user HTTP/1.1
Host: apidata.goocleusercontent.com
Accept-Encoding: gzip, deflate
Authorization: Bearer ya29.GmXlBuDism5sXX_--REDACTED--
oUy6aLVnaorcW8ZfEcxIRHOLVfrw
Cache-Control: no-cache
Content-Length: 144
Content-Type: text/xml
Depth: 0
Pragma: no-cache
User-Agent: MSFT-WIN-3/10.0.17134 (gzip)
X-Forwarded-For: 173.174.51.65
X-Forwarded-Port: 443
X-Forwarded-Proto: https

<?xml version="1.0" encoding="UTF-8"?><propfind xmlns="DAV:"><prop><calendar-
home-set xmlns="urn:ietf:params:xml:ns:caldav" /></prop></propfind>

Calendar Sync: Every 30 minutes…
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DEF CON 23 - Luke Young - Investigating the Practicality and Cost of Abusing Memory 
Errors

https://www.youtube.com/watch?v=4b5disac9g4

Defcon 21 - Jaeson Schultz - Examining the Bitsquatting Attack Surface

https://www.youtube.com/watch?v=IhwE1S4x36s

DEFCON 19 – Artem Dinnaberg - Bit-squatting: DNS Hijacking Without Exploitation
https://www.youtube.com/watch?v=aT7mnSstKGs

Michael Brooks – Starnoise Research Project - rewirethe.net

ADDITIONAL RESOURCES

PREVIOUS BIT FLIP RESEARCH

https://www.youtube.com/watch?v=4b5disac9g4
https://www.youtube.com/watch?v=IhwE1S4x36s
https://www.youtube.com/watch?v=aT7mnSstKGs



