Wireless Network
Risksand Controls

Offensive Security Tools, Technigues, and Defenses
13 March 2015 - CactusCon 2015 - Phoenix, AZ

Presented by:
Ruihai Fang

c'actuscan o
www.bishopfox.com

BISHOP FOX



Introduction/Background

GETTING UP TO SPEED
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Used to be a Pain

Lots to of heavy things to carry

let's warchalk..!
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blackbeltjones.com/warchalking
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Kall VM and USB Adapter

NOW EASY

AKali Linux VM+ TRLINK- TRA/N722N (USB)

File Edit View VM Tabs Help
- || O Cil BRI
Applications Places TueNov 5, 6:29 PM

root@kali: ~

File Edit View Search Terminal Help

Computer

=] root@k:

[To direct input to this VM, mave the mouse pointer inside or press Cirl+G. =29% i =
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Laptops, Netbooks (easier to conceal)
and adapters

Asus EEPc
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YAGI antenna
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YAGI Antennas Directional

Very good for attacking from a
distance, like from the comfort of
your hotel room.
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Wireless Tools

Discovery
ASupported operating systems

A Supported wireless protocols

AActive vs. passive scanning

APacket capturing and decoding

ADistinguishes between AP, ad hoc, and client devices
A Statistics and reporting capabilities

AUser interface

APrice
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NirSoft Wireless Tools

WINDOWS HACKING TOOLS

A NirSoft- WirelessNetView
A NirSoft- WifilnfoView
A NirSoft- Wireless Network Watcher

& wireless Network Watcher

File Edit Yew Opkions Help

IpiwirelessNetYiew

File Edit View Options Help
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INSSIDerW!I +1 Scanner

WINDOWS HACKING TOOLS

NETWORKS metageek
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Key Design Website:
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