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https://institutions-api.lix.com
https://oaypal.com
http://aboutus.le.com
https://aboutus.le.com
http://mx.payral.com
https://xn--fcebook-z0c.com
https://pwl-steve.art.com
http://chuang.le.com
http://facebpok.com
https://chuang.le.com
http://ffacebook.com
http://eaextranet.itt.com
https://eaextranet.itt.com
http://dev.cpq.adt.com
http://www.aamazon.com
https://dev.cpq.adt.com
http://pzypal.com
https://sft-ap-2.pgw.st.com
http://paypall.com
http://paypaal.com
http://ypal.com
http://pa-ypal.com
http://maypal.com
http://facedbook.com
http://cirs.ahu.edu.cn.qg@ogle.com
https://facxebook.com
http://xn--yaho-tqga.com N
http://yaghoo.com
http://2019.azon.com




OWNED PERCEPTAGE OF

DOMAIN
PERMUTATIONS

61%
0,
48% TOTAL PERMUTATIONS
77% 61% REGISTERED BY AMAZON
60% 33% 100% 0% 100% 29%
HE B L
ADDITION BITSQUATTING HYPHENATION INSERTION OMISSION REPETITION REPLACEMENT SUBDOMAIN TRANSPOSITION VOWEL-SWAP

AMAZON OWNS 59% OF THEIR DOMAIN PERMUTATIONS
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TYPES OF



TYPES OF ABUSE

DOMAIN
PERMUTATIONS

TYPO SQUATTING
HOMOGLYPHS
BIT SQUATTING

ADDITIONS, INSERTIONS, DELETIONS
(TLD) VARIATIONS
SUBDOMAIN PERMUTATIONS
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DOMAIN PERMUTATION

TYPOSQUATTING

DEFINITION

Registering a version of the targeted domain
that is likely to be mistyped

AKA URL Hijacking

EXAMPLE

www.facebook.com
www.facebpok.com
www.facenook.com



3 bear 6V8 Shopper, | DOMAIN PERMUTATION

Congratulations!
Complete the short survey about shopping at CVS to select your exclusive offer of up to
$100.00 cash value.

This special is available until March 2, 2019 ~
TIME REMAINING: 7:24

DEFINITION

Registering a version of the targeted domain
that is likely to be mistyped

AKA URL Hijacking

ACCEPT

EXAMPLE
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DOMAIN PERMUTATION

HOMOGLYPHS

Characters that appear the same
or similar to other characters

EXAMPLES
http://facbok.com/login.html

a a| d a o a ) a

LATIN  LATIN GREEK  CYRILLIC APL MATHEMATICAL MATHEMATICAL MATHEMATICAL
SMALL SMALL SMALL SMALL  FUNCTIONAL BOLD SMALLA ITALIC SMALLA BOLD ITALIC
LETTER LETTER LETTER LETTERA  SYMBOL SMALL A
ALPHA ALPHA ALPHA

b B b b b b b b

LATIN LATIN  CYRILLIC CHEROKEE CANADIAN MATHEMATICAL MATHEMATICAL MATHEMATICAL
SMALL CAPITAL CAPITAL LETTERSI SYLLABICS BOLDSMALLB ITALIC SMALLB BOLD ITALIC

LETTER LETTER LETTER AIVILIK B SMALL B
B TONE SOFT SIGN
SIX
C C C C C C C C

LATIN GREEK CYRILLIC LATIN SMALL DESERET MATHEMATICAL MATHEMATICAL
SMALL LUNATE  SMALL LETTER ROMAN  SMALLLETTER BOLD SMALLC ITALIC SMALLC
LETTER SIGMA LETTERES SMALL NUMERAL CHEE

C SYMBOL CAPITALC ONE
HUNDRED

- U+0061 LATIN SMALL LETTER A
|:| U+0430 CYRILLIC SMALL LETTER A

Both glyphs are set in Helvetica LT Std
Roman at identical weight, size, & baseline.



DOMAIN PERMUTATION

BIT SQUATTING

The binary representation of the character is changed
duetoachangeofaOtocaloraltoal
typically due to hardware failure

MACHINE ATTACK
: : Memory
Not likely to be mistyped 110(1]10]1 before
Not meant to target human error bit flip
Memory or storage failure 1101 1 ‘ 1f| 1 2 Mzgfrfy
44N
/ | \
01100011 01101110 01101110 0101110 01100011 01101111 01101101 %T // \
01100011 0110111 01101110 0101110 01100011 01101111 01101101 Lowering HT Cosmlc
c o n . c o m voltage radiation
Increasing

heat



DOMAIN PERMUTATION

BIT SQUATTING

The binary representation of the character is changed
due toachangeofaOtocaloraltoaO
typically due to hardware failure

MACHINE ATTACK

Not likely to be mistyped 11lol11o0]l1 I\/tl)ee;rcl)?;y

Not meant to target human error bit flip

Memory or storage failure £ Memory
L 011 1 2 after

4 A%

INTERCEPT SENSITIVE TRAFFIC " A B

Free SSL certificates make it easier for an 4] — ; TR

attacker to receive sensitive data intended Lowering :HT Cosmic

for the original domain wolioge 9 g Pl

https://github.com/bishopfox/cervus heat
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DOMAIN PERMUTATION

BIT SQUATTING

Selected Companies

gamooga.com

AllacQQmpanleS RSN, S Lookou

gamooga.com -
cloudinary.com —_
Cloudflare

Cloudflare

Cbudfront ’
Akamai —— '~'
Swiggy —— 4
Netfix — — —
mparticle.com - ;../ Cloudfront
nfixso.net /
Lookout
Amazon /
Google
__— Apple
Akamai ———
Edgecastcdn - ———— nfixso.net
Swiggy -~

Netfix / " mparticle.com

Twitter

https://kushaldas.in/posts/tracking-my-phone-s-silent-connections.htmi



DOMAIN ABUSE

TLD
VARIATIONS

DEFINITION

Registering a domain with the same
domain name as a targeted site, but
with a different top level domain (TLD)

EXAMPLES
quickencustomersupport.us
WWW.amazon.co.jp.amazono-jp.ga
amazon.it
amazon.us

goo.gl
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DOMAIN ABUSE

SUBDOMAIN
PERMUTATIONS

DEFINITION

Appending a target company name
as a subdomain to an attack domain

EXAMPLES

*ealthcare.com
facebook.verification.info
secure.runescape.com-try.top
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TYPE OF ATTACK

PHISHING

http://faclgloojok.com/login.html

facebook Creeaza un cont nou

Mai intai trebuie sa te conectezi

E-mail sau mobil

Conectare

sau

Creeaza un cont nou

Ai uitat parola?

Centrul de ajutor




TYPE OF ATTACK

MALWAR

- -

* Acrical securty ugxdate hes been releasod and you are

Software Update

Flash Player Update

Download new version

Update Now

recuared 10 update your Fiash Player.

Thes page will sutomatxaly Ciose 0nce T secunty update has

PR — Flash Player is an essential plugin for your browser that allows you to view everything from videos to games and

OK animation on the web.

Flash Player supports several data formats including AMF, SWF, XML, and JSON. The multimedia formats which are
supported by Flash Player include MP3, FLV, JPEG, GIF, PNG and RTMP.

Other supported features include accelerated graphics rendering, multithread video decoding and webcam support.

N R W @ - 9 a5 T

ADOBE ACROBAT CHROME EXTENSIONS



TYPE OF ATTACK

-RAUD

e Trezor.io vs. wallets-trezor.org @

Warning trezor data damage do
not disconnect your device.

aed te

Loading/

Wallet settings Showlog Exchange rates by CoinMarketcap

iank our translators for their contribution




REAL VS MALICIOUS

~OX WHITE SUPREMACY

e Foxnews.com vs. Foxnews.cc @

us. World Opinion Politics Entertainment Business Lifestyle TV Fox Nation b 3 i
Hot Topics  Gun law uproar Us-North Korea Summit The View erupts Markets SP500 ECOMP Lo More

ITHE §

MICHAELRE S8
COHEN ™
HEARING
L2 The Story with Martha
MacCallum

Exclusive Clips

with Dems opposing

SPECIAL REPORT N ‘
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.«/}\"iu | Den'! led House rgjects emergency declaration,
national emergancy setting up potential veto showdown

e
—

Crowd of 4 holds pro-Drumpf, pro-wall rally’ in San New York, California, 14 other states sue Drumpf in 9th

b sPECIAL REPORT Francisco Circun over emergency declaration
g_ Drumpf and Kim
Jong Un to hold S ———
high-stakes talks in
e - 0 e o
i Vietnam ' —
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',-Team | Follow |
@i_phisher s

3 Best Ready to use servers for Fresh
devices are available today.

If domain suspends within 3 month, you
will always get new instant

o

Find My iPhone

Sign in to iCloud i<Team Admin Panel

W Keep me signed in

Temrint

Crome Link by vierin's Agghe 1D

Fongat your Apg
Croste Lk by Sones st
Don't hasve an Appie K7 (
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12:09 AM - 30 May 2018

EXAMPLE

-CLOUD ACCOUNT

<0

apple.imessage.los@icloud.com
ARPPIEANILTIUS=IULUS WU VIEW
current location.
Apple Inc .

[Find My iPhone] &
Your iCloud "photo stream”
information is being restored into
the iPhone of Mr. Jack. As this is
a remote synchronous operation,
you are strongly recommended
to timely acces https://
Apple.Inc-ios-id.us and click the
“Interception” at the upper right
to invalid this operation if it is not
done by you in person.
Apple Support

[Find My iPhone] [
Your Apple ID was signed in
iCloud on Berkley Lyon's iPhone.
0S:i0S 11.4
If you believe an unauthorized
person accessed your
account,please sign in and
manage your account by going
to. https://Apple.Inc-ios-id.us/us
Apple Support

e sender is not in your contact list

Report Junk

(O A)

apple.imessage.los@icloud.com

T

immediately to check its current
number and location. If you
cannot obtain the URL, please
reply with any content to obtain
the URL, helping you to find your
lost iPhone.

Apple Support

https://Apple.Inc-ios-id.us

Find My iPhone

Your lost iPhone has been found
in surrounding area. https://
Apple.Inc-ios-id.us to view
current location.

Apple Inc [ 3

[Find My iPhone] &
Your iCloud “photo stream”
information is being restored into
the iPhone of Mr. Jack. As this is
a remote synchronous operation,
you are strongly recommended
to timely acces https://
Apple.Inc-ios-id.us and click the
“Interception” at the upper right
to invalid this operation if it is not
done by you in person.
Apple Support

The sender is not in your contact list

Report Junk

O A)




EXAMPLE

~UNNY OUTCOM

http://vveﬂsfargo.com

| love LBL!

This website is not affiliated with Wellsfargo.com and

and is only for those idiots that have mistakely typed
the website or have some how come across this link
that was incorrectly spelled!

- This site is designed and tained by Adam A. . -
Get a Clue Fargo™ 1998-2017 s ddomeaset e st i bl At Hosting Provided by GoDaddy
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GENERATE COMPREHENSIVE LISTS OF

POSSIBLE
DOMAINS

dnstwist
by Marcin Ulikowski (elceef)

dnstwist 1.02b by <marcin@ulikowski.pl>

usage: ./dnstwist.py [OPTION]... DOMAIN

Find similar-looking domain names that adversaries can use to atta
detect typosquatters, phishing attacks, fraud and corporate espion
as an additional source of targeted threat intelligence.

positional arguments:
domain domain name or URL to check

optional arguments:
-h, --help show this help message and exit
-C, CcsV print output in CSV format
-3, --Jjson print output in JSON format
=f, " registered show only registered domain names
-W, --whois perform lookup for WHOIS creation/update t
g, geoip perform lookup for GeoIP location
-b, --banners determine HTTP and SMTP service banners
=8, --Ssdeep fetch web pages and compare their fuzzy ha
evaluate similarity
4P mxcheck check if MX host can be used to intercept
-d FILE, --dictionary FILE
generate additional domains using dictiona
-t NUMBER, --threads NUMBER
start specified NUMBER of threads (default
elceef@osiris:~/dnstwists



root@ls:~/tools/dnstwist# python dnstwist.py square.com |







< C @& https://phishfinder.io <7 o =

Sign in

)
N

PhishFinder

Find phishing
campaigns before
they find youl!




PhishFinder

We're scanning your domain

Grab some coffee and take a load off while we scan your domain

square.com

|
3%



Suspicious Domains

239 SUSPICIOUS DOMAINS DISCOVERED BREAKDOWN OF SUSPICIOUS DOMAINS

22%- Hosts a website

78%- Can send/recieve emails
33 50 156

Lo Riske 63%- Registarad

High Risk Med. Risk

® 0%- Known malicious

Domain Score Can Send/Receive Emails Hosts Website Known Malicious Registered

square.no 100 ® ®

squarerecovery.com 100 (D 2 months ago
squarepayments.com 100 2 years ago
squarehr.com 100 O] ®© 5 years ago
square-online.com 100 @ 19 years ago
squaresecurity.com 100 ® 5 years ago
squareservices.com 100 O] 15 years ago
square-register.com 100 O) ©) 8 years ago
sguareaccess.com 100 ® g years ago
squarepayment.com 100 ® 4 years ago




Domain

— —pmr—rr — o mr— e — — s

squareservice.com

sQuaresecure.com

squareaccount.com

squareauth.com

squarecredit.com

loginsquare.com

hr-square.com

squaresafe.com

squareregistercom

quaredownload.com

Score

100

100

100

94

90

Can Send/Receive Emails

N

O

mailstorelsecure

SMtp.secure

Hosts Website

Known Malicious Registered

-y -

14 years ago

4 years ago

Qyears ago

4 months ago

g years ago

2 years ago

7 months ago

2 years ago

8 years ago

3 years ago




TECHNIQUE TWO

SPLUNK

Enterprise Security Content Update (ESCU)

Category: Malware Version: 1 Created: 6/01/2017 Modified: 11/09/2017

Brand Monitoring

Description:

Adversaries will often attempt to abuse your brand by using a fully qualified domain name (FQDN) that looks very similar to the
real one in an attempt to fool your employees or customers into interacting with malicious infrastructure. This Analytic Story
allows you to specify the FQDNs that you care about and will generate alternate permutations from that domain and monitor
your infrastructure for indication of DNS activity to those fake domains.

Narrative:

Once configured, the Enterprise Security Content Update app (ESCU) can leverage our adaptation of DNSTwist to generate
possible permutations of specified brands and/or faux domains. Splunk will continually scan email-sender addresses, web
traffic, and DNS requests to provide you with notable events. A drilldown gives you more actionable information, including IP
addresses, URLs, and user data. The configuration and enablement processes involve entering your brand into the ES lookup
and/or creating a .csv file containing external names you'd like to monitor. Next, you enable the three searches (email, web, and
DNS) and set the time interval for scanning. Splunk will create and send you notable events when it identifies a suspicious
brand permutation. You'll get the URL, source, IP address with likely geographic information, contextual searches to help you
scope the problem, and investigative searches to help kick off your investigation.

Configure in ES

Description
This search creates permutations of your existing domains and stores them in a specified lookup file so they can be checked for
in the associated detection searches.

Search

| dnstwist domainlist=domains.csv | eval domain_abuse="true" | table @3
domain, domain_abuse | butputlookup brandMonitoring_lookup

Att&ck:
Kill Chain Phases:

CIS 20:

Data Model:

Technologies:

References:

CIS7

Bluecoat Bro Carbon Black Response

CrowdStrike Falcon Linux

Microsoft Exchange Microsoft Windows
Palo Alto Firewall Splunk Enterprise
Splunk Enterprise Security Splunk Stream

Sysmon Tanium Ziften macOS

https://blog.domaintools.com/tag/brand-monitor/
https://securingtomorrow.mcafee.com/consumer/fa
safety/what-is-typosquatting/

https://blog. malwarebytes.com/cybercrime/2016/0€
typosquatting/






DEFENSES

USING DNS TO
PROTECT EMPLOYEES

USE DNS TO SINK HOLING DOMAINS

GOAL OpenDNS

Redirect users from blacklisted domains to
a warning page/log server

, This site is blocked due to a phishing threat.

VIA INTERNAL DNS SERVERS wilblaiisachorg
e Response Policy Zones (RPZ) rules

Phishing is a fraudulent attempt to get you to provide personal information under false
pretenses.

e Script changes to /etc/hosts file of users

Sorry, wallets-trezor.org has been blocked by your network administrator.

> Report an incorrect block

e Jason Fossen released a Windows
Sinkhole DNS powershell > Hiora: ks
script as part of SANS SEC505 class i e
(Update-HostsFile.psT and Sinkhole-DNS.psT)



SINKHOLE DOMAINS

PREVENT USERS FROM VISITING MALICIOUS CONTENT

Response Policy Zones (RPZ)

Override global DNS to provide
alternate responses to queries

Goal

Protect users by blocking all
domain permutations from being

reached
Block known malicious domains

https://github.com/Homas/ioc2rpz

http/https/ftp

[<XML>)
RRRRRRR 0
STIX g\ ‘e
« & 2
RPZ Feeds
Local files ¥ \'\) Infoblo
AL Vl'/
A
' S
RPZ Zone Transfer Sikio
4‘\
ioc2rpz S
' DNS RPZ server / l
N »,
DNS with RPZ
P R e e Y PR RO Rt W s S T Y =
e ——_—_—_—_
——7 ya / - 5 S - \\ .



CPU Utilization

Demo

- loc2rpz
- loc2rpz.qgui

Feeds:

- https://malwaredomains.com

- https:/github.com/notracking/
hosts-blocklists

|IOCs - 145374
RPZ Rules - 290748

Whitelist:
- Local whitelist

Macbook with VirtualBox:
- Linux server running ISC bind

AWS t2.micro running:

conf. reload
’u‘\zones refreshed
A

MemoryUtilization

45 00:00 OO:15 00:30 00:45 01:00 0115

t2.micro

AWS

malwaredomains
] \ ,_‘
TXT

notracking

The feeds are blocking:
- malware
- spyware
- tracking
- advertising
- analytics
- fake
- webminers
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UPCOMING BROWSER PROTECTIONS

WARNINGS FOR LOOKALIKE URLS

Chrome Warnings

Based domain permutations of sites
with a high PageRank

Prompt user to confirm

Goal

Deter attacks by interpreting likely
malicious domain requests and
prompting user to confirm

https://chromium.googlesource.com/chromium/src/+/master/
docs/security/url_display_guidelines/url_display_guidelines.md

®

Did you mean to go pay




A chrome://flags/Zenable-lockalik: X

< C & Chrome | chrome://flags/#enable-lookalike-url-navigation-suggestions w o 8 :
G‘\ MNavigation suggestions for lookalike URLs [ ‘ Reset all to default ‘
Experiments 74.0.3688.0
Available Unavailable

@ Mavigation suggestions for lookalike URLs
Enable navigation suggestions for URLs that are visually similar to popular domains or to Enabled .
domains with a site engagement score. — Mac, Windows, Linux, Chrome 05

#enable-lookalike-url-navigation-suggestions







REPLACEMENT WARNINGS

—-IGHTING BACK

Scammers are lazy and will often link to images hosted on your
own servers replace stolen images with warnings

CHASE O

WARNING: This is not an official Chase Bank login page.
Do NOT enter your credentials here.

If you did enter credentials on this page, please call the
helpdesk to reset your password.

Followus: K ¥ O in Follow us: W ¥ O in

Dic & fqual Housing Lend ChaseCanada  Stemap  MemberfDIC (&Y Fquait

BEFORE AFTER



FIGHT BACK

CALL IN THE
LAWYERS

ICANN ARBITRATION VIA UNIFORM DOMAIN
NAME DISPUTE RESOLUTION POLICY (UDRP)

e Fee: $1.300 for the first domain name

e |f complaint filer wins, domain is
transferred to them

e Typical time frame: 50-60 domains

ANTICYBERSQUATTING CONSUMER
PROTECTION ACT (ACPA)

e Penalties $100,000 per domain
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