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Question: How many of you have been hacked? What did you learn from it?

Question: How many of you have hacked someone else?

Question: What cyber security incidents has your organization faced in the past?

We want people to understand how red teaming can benefit their organizations. This is red teaming 101 and 201 in a single compressed presentation. 
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Situation – People still getting owned.

Biggest companies with biggest budgets – still getting hacked.
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Complication – No one has a good answer. Everyone keeps getting hacked. Clearly just buying more tools isn’t helping.

Shitty Mindset - Everyone has a victim mindset. 
Assumes they'll get breached and they overinvest in figuring out how to respond.
The overinvestment in response meant there was a lack of attention being paid to more effective means of defense.

Learned Helplessness (Seligman @ Upenn) - Only train to react to incidents instead of thinking they can prevent anything.


Firefighting Analogy
Change In Mindset - You don’t just keep spending on more firefighters, you build buildings to be more fire resistant. You teach firefighters not just the theory but put them in situation where they have to fight fires.

Proactive Defense – You train your firefighters the way that fire actually happen. Buildings built just to be burned.
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REAL QUESTION: What do attorneys do to help organization be more resilient to cyber attacks?

Question: What can we do to get out of the victim mindset?

Question: How do we improve security with the current state of affairs?
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Here’s one way that we have found has a high impact/value.

Talk about red teaming.

Adversarial Simulation - Enable organizations to both understand their true security posture and improve defensive capabilities against real-world threats. 

Transparent Chess - It's like playing a game of chess, but afterwards you get to ask Gary Kasparov why he made every single move he did.

Why Red Teaming?

Practice, practice, practice - Firefighters don’t inherently know how to operate a ladder truck. They aren’t born with the strength and teamwork to holster a fire hose.  They do not run into a forest fire and survive by accident. 

Set Real Fires - Red teaming allows us to set real fires that real people need to respond to. On their real networks. In real time.

You Learn - Like getting punched in the face, or learning to swim. It's learned, not innate. 

Joke: Like getting hacked for real without the downsides. Costs way less.
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How You’ll Get Attacked - No one really knows how they're going to get hit – you can't predict or control how you'll be attacked. You never know what it's going to be like until it happens to you. 

How Do We Know? – We study how real world breaches occur to understand how attacks against our organizations may be perpetrated. Then we simulate those attacker behaviors in order to test the real-world resilience of an organization. 

There’s a lot of money to be made, confusing people, and then getting them to buy something out of fear.

But the nature of attacks is actually quite straightforward.
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How do we learn more? We can learn a lot about how to defend by studying how attackers have perpetrated attacks in the past.

It’s like studying and learning from history.
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Red teams are your training partner, who has all the skills of the competition but is working hand in hand with you.

We've studied the behaviors and techniques of your adversaries, so we can simulate what they're doing. We build upon that to find ways in that even they can't achieve.

Difference - How is this different than other types of testing? Audits? PCI/HIPAA testing requirements?

Answers Different Question - This isn’t “do you have encryption”? It answers a different question –can someone break in and stay in?
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We study how real world breaches occur to understand how attacks against our organizations may be perpetrated. Then we simulate those attacker behaviors in order to test the real-world resilience of an organization.
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Why having information exposed is dangerous? CIA breached via Google 









Presenter
Presentation Notes
Short and Long-Term - You do the red team so you can influence your next tactical steps, but you also influence your long-term plans for strategic defense

"Everybody has a plan until they get punched in the mouth." - Mike Tyson










Presenter
Presentation Notes
Question: How do you protect yourself against an attacker you don't know?
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Good but not Perfect - Red teaming isn't the "silver bullet" for security issues. There are plenty of scenarios where red teaming is NOT the right choice. 
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“Our job isn’t to break into a computer network or building, it’s to improve the security of the client.” “If we haven’t done that, then we have failed." 

If you’re going to help your org or your clients, strongly consider red teaming.
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