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Presenter
Presentation Notes
Question: How many of you have been hacked? What did you learn from it?

Question: How many of you have hacked someone else?

Question: What cyber security incidents has your organization faced in the past?

We want people to understand how red teaming can benefit their organizations. This is red teaming 101 and 201 in a single compressed presentation. 
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Presenter
Presentation Notes
Situation – People still getting owned.

Biggest companies with biggest budgets – still getting hacked.


HOW DO WE FIX THIS

COMPLICATION

BEING REACTIVE VERSUS PROACTIVE



Presenter
Presentation Notes
Complication – No one has a good answer. Everyone keeps getting hacked. Clearly just buying more tools isn’t helping.

Shitty Mindset - Everyone has a victim mindset. 
Assumes they'll get breached and they overinvest in figuring out how to respond.
The overinvestment in response meant there was a lack of attention being paid to more effective means of defense.

Learned Helplessness (Seligman @ Upenn) - Only train to react to incidents instead of thinking they can prevent anything.


Firefighting Analogy
Change In Mindset - You don’t just keep spending on more firefighters, you build buildings to be more fire resistant. You teach firefighters not just the theory but put them in situation where they have to fight fires.

Proactive Defense – You train your firefighters the way that fire actually happen. Buildings built just to be burned.



HOW CAN
WE IMPROVE
SECURITY
POSTURE?



Presenter
Presentation Notes
REAL QUESTION: What do attorneys do to help organization be more resilient to cyber attacks?

Question: What can we do to get out of the victim mindset?

Question: How do we improve security with the current state of affairs?





IMULATING AN-ADERSARY TO
IMPROVE-SECURITY POSTURE

- —



Presenter
Presentation Notes
Here’s one way that we have found has a high impact/value.

Talk about red teaming.

Adversarial Simulation - Enable organizations to both understand their true security posture and improve defensive capabilities against real-world threats. 

Transparent Chess - It's like playing a game of chess, but afterwards you get to ask Gary Kasparov why he made every single move he did.

Why Red Teaming?

Practice, practice, practice - Firefighters don’t inherently know how to operate a ladder truck. They aren’t born with the strength and teamwork to holster a fire hose.  They do not run into a forest fire and survive by accident. 

Set Real Fires - Red teaming allows us to set real fires that real people need to respond to. On their real networks. In real time.

You Learn - Like getting punched in the face, or learning to swim. It's learned, not innate. 

Joke: Like getting hacked for real without the downsides. Costs way less.
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Presenter
Presentation Notes
How You’ll Get Attacked - No one really knows how they're going to get hit – you can't predict or control how you'll be attacked. You never know what it's going to be like until it happens to you. 

How Do We Know? – We study how real world breaches occur to understand how attacks against our organizations may be perpetrated. Then we simulate those attacker behaviors in order to test the real-world resilience of an organization. 

There’s a lot of money to be made, confusing people, and then getting them to buy something out of fear.

But the nature of attacks is actually quite straightforward.





-rom an offensive perspective,
every “security incident’
‘eveals an attack roadmap.


Presenter
Presentation Notes
How do we learn more? We can learn a lot about how to defend by studying how attackers have perpetrated attacks in the past.

It’s like studying and learning from history.
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Presenter
Presentation Notes
Red teams are your training partner, who has all the skills of the competition but is working hand in hand with you.

We've studied the behaviors and techniques of your adversaries, so we can simulate what they're doing. We build upon that to find ways in that even they can't achieve.

Difference - How is this different than other types of testing? Audits? PCI/HIPAA testing requirements?

Answers Different Question - This isn’t “do you have encryption”? It answers a different question –can someone break in and stay in?


BAD
PASSWORDS

INSECURE SOCIAL
APPLICATIONS ENGINEERING

THE 5 AVENUES
OF ATTACK

MISSING SIMPLE
PATCHES MISCONFIGURATION


Presenter
Presentation Notes
We study how real world breaches occur to understand how attacks against our organizations may be perpetrated. Then we simulate those attacker behaviors in order to test the real-world resilience of an organization.
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Mail News Finance Sports Politics Entertainment Lifestyle More...

*You can sit in your seat
or you can be left
behind'

s his seat was caked with feces
1 a Delta flight attendant responded
im paper towels and a bottle of gin.

‘Dehumanizing' »
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10 female candidates to  It's Election Day: Will your Viewer's guide to the 2018 USOC deals nuclear blow to  Pamela Anderson trashes
:h on Election Day vote count? election USA Gymnastics #MeToo movement

US. Ca e of Sour
Sinead O’Connor: “Truly | never wanna spend time with white
people again”

The Irish singer-songwriter tweets about Donald Trump, non-Muslims, and society's
perceptions on Islam.

Celebrity Entertainment Tonight
Khloe Kardashian Rocks String Thong in Sexy Shoot After Tristan
Thompson Cheating Episode of ‘KUWTK’
Khloe showed off her fit post-baby body in the sexy photos.

Khioe Kardashian Explains Khloé Kardashian Just Posted a Very
[riatan' heating on gnfi oo a Ahout " .

[son ] M

Trending Now

g Mail

1. Steve Kazee 6. Home Security Ala...
2. Bill Schuette 7. Camila Cabello

3. Chris Hemsworth 8. Conor McGregor

4. Hailee Steinfeld 9. Honda Pilot

5. Dentist Near Me 10. Sophie Turner
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IMPACT // ATTACK

YAHOO!

SPEAR PHISHING & CYBER KILL CHAIN
ATTACK
e Spear Phishing

e Poor Network Security

IMPACT
e 3 Billion Records (PIl)

e \Verizon Acquisition = ($350 Million)



THE CIA'S COMMUNICATIONS SUFFERED A
CATASTROPHIC COMPROMISE

AND [T ALL STARTED WITH A

MISCONFIGURATION

“IT WAS NEVER MEANT TO BE USED LONG ~ «
YOU START THINKING TWICE ABOUT
IN FACT, THE IRANIANS USED GoogLe  TERM FOR PEOPLE TO TALK TO SOURCES. PEOPLE, FROM CHINA TO RUSSIA T0

THE ISSUE WAS THAT IT WAS WORKING L
T0 IDENTIFY THE WEBSITE IRAN T0 NORTH KOREA.” SAID
THE CIA WAS USING TO w%k,f?'},ggﬁ%“gﬂi‘ﬁ'w‘\g““ THE FORMER SENIOR OFFICIAL. THE CIA
COMMUNICATE WITH AGENTS. : WAS WORRIED ABOUT ITS NETWORK

AN “E"F'E"Tu‘;“‘;sl““m “TOTALLY UNWINDING WORLDWIDE.” /ﬁ


Presenter
Presentation Notes
Why having information exposed is dangerous? CIA breached via Google 






INSECURE APPLICATION
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Presenter
Presentation Notes
Short and Long-Term - You do the red team so you can influence your next tactical steps, but you also influence your long-term plans for strategic defense

"Everybody has a plan until they get punched in the mouth." - Mike Tyson



%rom a defender’s perspective,
every “security incident” reveals
an opportunity to improve.
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THINGS HACKERS

DON’T CARE
ABOUT

COMMON EXCUSES FOR LACK OF SECURITY

e The project scope e [t's handled in the cloud

e [t's managed by a third party e About your Risk Register Entry
e [t's a legacy system e [t's an interim solution

e [t's too “critical to patch” e Other priorities

e About your budget e No “return on investment”

e Non-Disclosure Agreements e You contracted out that risk

e [t's an internal system e [t's encrypted on disk



XERNAL TTREAT Economic, Political, Trade Secrets, Sensitive DﬁIﬁREE\:ERE’AP‘gTH
NATION Military, Espionage, Business Information,

d Infl Critical Infrastruct
STATE and Influence ritical Infrastructure .
U ) =

EXTERNAL THREAT // Financial Systems, Personal

ORGANIZED Firanclal |dentifiable Information (Pii),

Payment Card Information and EXTERNAL INTERNAL
CR' M E Protected Healthcare Info (Phi)
EXTERNAL THREAT // "
HACKTIVIST Reputation Corporations, Government, e |
MOT'VATED or Social High Profile Individuals

HACKING MALWARE
INTERNAL THREAT //

INSI DER Financial, Professional Intellectual Property,
D R |\/E N Revenge, Political Corporations, Government

MOTIVES TARGETS



Presenter
Presentation Notes
Question: How do you protect yourself against an attacker you don't know?


IMPACT // ATTACK

EQUIFAX

MISSING PATCH
ATTACK
e Application Security

IMPACT
e 145.5 Million (Pl

e $439 Million Total Cost of Breach
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HOW ATTACKERS EXPLOITED VULNERABILITIES IN THE 2017 BREACH
BASED ON EQUIFAX INFORMATION

EQUIFAX DESPUTE

ATTACKERS Attackers WEB Attackers find a PORTAL SERVERS
scan the web vulnerability

for vulnerable within the Equifax
Servers dispute portal servers

Attackers locate additional @
servers and login credentials

Attackers slowly Attackers are
extract data from 51 able to remain

AVOIDING {jnagraebn?éﬁis'?osﬂ“ﬁg DATA EXTRACTION hn'%?ﬁ{]aivme DATABASE

DETECTION -void detection’  EXTENDS OVER 76 DAYS e LOGIN CREDENTIALS




SOLUTION

THREE NOTIONS SHOULD GUIDE THE POSITIONING
AND IDENTITY OF A SUCCESSFUL RED TEAM

WHERE HOW
The structure of the The scope of activities The sensitivity with
red team relative to the that it pursues which it operates and
targeted institution provides its findings

and recommendations


Presenter
Presentation Notes
Good but not Perfect - Red teaming isn't the "silver bullet" for security issues. There are plenty of scenarios where red teaming is NOT the right choice. 



QUESTIONS TO

ASK A
RED TEAM

BEFORE YOU START

e What is the red team intended to do?

What degree of flexibility?

e Do we have executive buy in? e To what end?
o What is the scope of activities we should pursue? e Are there any sensitive aspects of
 Who or what is to be red teamed? the red team targets?

* For how long? Define all the “What if?” scenarios.


Presenter
Presentation Notes
“Our job isn’t to break into a computer network or building, it’s to improve the security of the client.” “If we haven’t done that, then we have failed." 

If you’re going to help your org or your clients, strongly consider red teaming.
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