BISHOP FOX. T[—IE DRONES ARE

COMING

Game of Drones

PUTTING THE EMERGING ‘DRONE DEFENSE' MARKET TO THE TEST

Presented by:

Updated: 18 March 2019 * Francis 'tastic’ Brown

Bishop Fox, LLC
December 14, 2017 www.bishopfox.com


Presenter
Presentation Notes
Bishop Fox – Danger Drone Research:
https://www.bishopfox.com/resources/tools/drones-penetration-testers/
https://www.youtube.com/watch?v=iG7hUE2BZZo

Game of Drones – 2017 Talk:
https://www.defcon.org/html/defcon-25/dc-25-speakers.html#Brown
https://www.blackhat.com/us-17/arsenal/schedule/index.html#game-of-drones-putting-the-emerging-drone-defense-market-to-the-test---arsenal-theater-demo-7861
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1. The Danger Drone by Bishop Fox
2. Crazy State of Drone Defense Market
3. Drone Legal Landscape

4. Future ls Gonna Be Awesome




No Such Thing as Drone Defense ‘Best Practices’

- Companies are beginning to implement solutions / products
o Previous proof of concepts have already demonstrated that the threat is real

* There or proven methods for defense against drones

° are needed to test the effectiveness of these new ‘drone
defense’ deployments

oSeparating real countermeasures from
o Must be cheap, easy to build, and easy to learn how to use

Why?
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Why – Shutterstock
http://www.shutterstock.com/pic-310933958/stock-photo-hand-writing-why-question-with-marker-business-concept.html?src=f078pkDcg6dttAgZccrUxw-1-45
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DANGER DRONE

FOR PENETRATION TESTERS



Welcome to the Danger Drone

https://www.bishopfox.com/resources/tools/drones-penetration-testers/

=DANGERXDRONE=

BISHOP FOX

The Hacking Drone for Penetration Testers

sssssssss

Raffle: http://tiny.cc/dangerdrone
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Play video

https://www.bishopfox.com/resources/tools/drones-penetration-testers/

https://www.bishopfox.com/resources/tools/drones-penetration-testers/
https://www.bishopfox.com/resources/tools/drones-penetration-testers/
https://www.bishopfox.com/resources/tools/drones-penetration-testers/

Parts - Hacking ‘Over the Air’

Custom is convenient for attaching hacking USB peripherals:

TP-Link TL-WN722N
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2.5M – Standoffs
https://www.amazon.com/gp/product/B01BQUOL9S
https://www.amazon.com/gp/product/B01BQW89GW/

WiFi Pineapple Nano:
https://hakshop.myshopify.com/collections/wifi-pineapple-kits/products/wifi-pineapple?variant=81044992
https://hakshop.myshopify.com/collections/wifi-pineapple-kits/products/antenna-upgrade-for-wifi-pineapple-nano

TP-Link TL-WN722N 150Mbps High Gain Wireless USB Adapter
http://www.amazon.com/gp/product/B002WBX9C6/

Wi-Spy DBx Pro - USB Spectrum Analyzer with Chanalyzer Pro Software
http://www.metageek.com/products/wi-spy/
http://files.metageek.net/marketing/data-sheets/MetaGeek_Wi-Spy-Chanalyzer_DataSheet.pdf
http://www.toolswatch.org/2011/02/wi-spy-wifi-landscape-visualization/
http://www.amazon.com/Wi-Spy-DBx-Pro-Spectrum-Chanalyzer/dp/B00ATZE0ZM/
Bought for $679.99 on 02Jun2015 with Fran’s BishopFox Amex

HackRF One
https://www.amazon.com/HackRF-Software-Defined-ANT500-Antenna/dp/B01H3T2U7G/
https://hakshop.myshopify.com/products/hackrf
https://store.ryscc.com/collections/all/products/hackrf-one-kit

Bluetooth Low Energy - Hacking - Ubertooth One
http://ubertooth.sourceforge.net/
http://ubertooth.sourceforge.net/hardware/zero/
http://ubertooth.sourceforge.net/hardware/one/
https://hakshop.myshopify.com/products/ubertooth-one
http://ubertooth.sf.net/
https://github.com/greatscottgadgets/ubertooth/releases
http://www.shmoocon.org/schedule#ubertooth

SENA UD100 industrial Bluetooth USB adapter
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/accessories/sena-ud100-industrial-bluetooth-usb-adapter/
Supports Bluetooth monitoring with a range up to 1000 feet. Detachable SMA-style antenna. Compatible with all Pwn Plugs.
External high-gain Bluetooth supporting packet injection (up to 1000′)
PwnieExpress – Comes with PwnPad.  We have 2.
More info:
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/sensors/pwn-pad-2014/


Atmel - ZigBee Hacking Gear
http://www.digikey.com/product-search/en?keywords=ATAVR-SOAKIT
http://www.digikey.com/product-search/en?keywords=AVR%20Dragon
http://www.digikey.com/product-search/en?keywords=rzusbstick
http://www.digikey.com/product-search/en?lang=en&site=US&WT.z_homepage_link=hp_go_button&KeyWords=ATAVRRZUSBSTICK&x=0&y=0
http://www.atmel.com/tools/AVRDRAGON.aspx
http://www.atmel.com/tools/atsoakit.aspx
http://www.atmel.com/tools/RZUSBSTICK.aspx
http://www.digikey.com/product-search/en?keywords=S9015E-05
http://www.digikey.com/product-search/en?keywords=H3AAH-1018G-ND


https://www.bishopfox.com/resources/tools/drones-penetration-testers/
http://www.thingiverse.com/thing:1733953
http://www.amazon.com/gp/product/B002WBX9C6/
https://hakshop.myshopify.com/collections/wifi-pineapple-kits/products/wifi-pineapple?variant=81044992
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Parts - Hacking ‘Over the Air’

ADD-ON USB EXAMPLES

o WiFi

* Bluetooth

e RFID / NFC
« ZigBee

« Software Defined Radio

Ubertooth One

3

Bluetooth” \™

The world's first affordable Bluetooth monitoring and development platform.

» Wireless Keyboard Sniffers >

(®) WiFi Pingapple

WiFi Pineapple Nano

SENA UD100 Bluetooth USB

Asus USB-N53
(dual band)

TP-Link TL-WN722N

Bluetooth 4.0 USB Micro

Adapter (CSR 8510 Chipset) Wi-Spy DBx Pro —

USB Spectrum Analyzer

Crazyradio 2.4Ghz nRF24LU1+ USB radio dongle with antenna

Atmel — ZigBee Hacking Gear

HackRF One:
Software Defined Radio
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WiFi Pineapple Nano:
https://hakshop.myshopify.com/collections/wifi-pineapple-kits/products/wifi-pineapple?variant=81044992
https://hakshop.myshopify.com/collections/wifi-pineapple-kits/products/antenna-upgrade-for-wifi-pineapple-nano

TP-Link TL-WN722N 150Mbps High Gain Wireless USB Adapter
http://www.amazon.com/gp/product/B002WBX9C6/

For 5GHz:
Asus Dual Band (2.4GHz 300Mbps/5GHz 300Mbps) Wireless-N USB Adapter with Graphical Easy Interface (USB-N53)
http://www.amazon.com/Asus-Wireless-N-Graphical-Interface-USB-N53/dp/B005SAKW9G/

Wi-Spy DBx Pro - USB Spectrum Analyzer with Chanalyzer Pro Software
http://www.metageek.com/products/wi-spy/
http://files.metageek.net/marketing/data-sheets/MetaGeek_Wi-Spy-Chanalyzer_DataSheet.pdf
http://www.toolswatch.org/2011/02/wi-spy-wifi-landscape-visualization/
http://www.amazon.com/Wi-Spy-DBx-Pro-Spectrum-Chanalyzer/dp/B00ATZE0ZM/
Bought for $679.99 on 02Jun2015 with Fran’s BishopFox Amex

HackRF One
https://www.amazon.com/HackRF-Software-Defined-ANT500-Antenna/dp/B01H3T2U7G/
https://hakshop.myshopify.com/products/hackrf
https://store.ryscc.com/collections/all/products/hackrf-one-kit

Crazyradio PA Dongles – 2.4Ghz nRF24LU1+ USB radio dongle
https://www.amazon.com/SeeedStudio-Crazyradio-2-4Ghz-Dongle-Antenna/dp/B00VYA3A2U
http://www.keysniffer.net/faq/


Bluetooth 4.0 USB Micro Adapter (CSR 8510 Chipset)
https://www.amazon.com/gp/product/B00CG94OW8/

Bluetooth Low Energy - Hacking - Ubertooth One
http://ubertooth.sourceforge.net/
http://ubertooth.sourceforge.net/hardware/zero/
http://ubertooth.sourceforge.net/hardware/one/
https://hakshop.myshopify.com/products/ubertooth-one
http://ubertooth.sf.net/
https://github.com/greatscottgadgets/ubertooth/releases
http://www.shmoocon.org/schedule#ubertooth

SENA UD100 industrial Bluetooth USB adapter
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/accessories/sena-ud100-industrial-bluetooth-usb-adapter/
Supports Bluetooth monitoring with a range up to 1000 feet. Detachable SMA-style antenna. Compatible with all Pwn Plugs.
External high-gain Bluetooth supporting packet injection (up to 1000′)
PwnieExpress – Comes with PwnPad.  We have 2.
More info:
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/sensors/pwn-pad-2014/


Atmel - ZigBee Hacking Gear
http://www.digikey.com/product-search/en?keywords=ATAVR-SOAKIT
http://www.digikey.com/product-search/en?keywords=AVR%20Dragon
http://www.digikey.com/product-search/en?keywords=rzusbstick
http://www.digikey.com/product-search/en?lang=en&site=US&WT.z_homepage_link=hp_go_button&KeyWords=ATAVRRZUSBSTICK&x=0&y=0
http://www.atmel.com/tools/AVRDRAGON.aspx
http://www.atmel.com/tools/atsoakit.aspx
http://www.atmel.com/tools/RZUSBSTICK.aspx
http://www.digikey.com/product-search/en?keywords=S9015E-05
http://www.digikey.com/product-search/en?keywords=H3AAH-1018G-ND


Wireless Keyboard Sniffers
http://www.darknet.org.uk/2016/07/2016-wireless-keyboard-security-still-sucks/
http://www.keysniffer.net/
http://samy.pl/keysweeper/

http://www.amazon.com/gp/product/B002WBX9C6/
https://www.amazon.com/HackRF-Software-Defined-ANT500-Antenna/dp/B01H3T2U7G/
https://hakshop.myshopify.com/products/ubertooth-one
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/accessories/sena-ud100-industrial-bluetooth-usb-adapter/
http://www.atmel.com/tools/AVRDRAGON.aspx
http://www.atmel.com/tools/AVRDRAGON.aspx
https://hakshop.myshopify.com/collections/wifi-pineapple-kits/products/wifi-pineapple?variant=81044992
http://www.metageek.com/products/wi-spy/
https://www.amazon.com/gp/product/B00CG94OW8/
http://www.amazon.com/Asus-Wireless-N-Graphical-Interface-USB-N53/dp/B005SAKW9G/
https://www.amazon.com/SeeedStudio-Crazyradio-2-4Ghz-Dongle-Antenna/dp/B00VYA3A2U
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Demo videos and live demo of Danger Drone.

https://www.bishopfox.com/resources/tools/drones-penetration-testers/


https://www.bishopfox.com/resources/tools/drones-penetration-testers/

DEMO

* http://dangerdrone.io/
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The Hacking Drone for Penetration Testers
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Crazyradio 2.4Ghz nRF24LU1+ USB radio dongle with antenna
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https://github.com/insecurityofthings/jackit
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Drone Hacking: Wireless Mouse Flyby Hijack w DangerDrone from Bishop Fox - 33sec - 25July2017 - YouTube
https://www.youtube.com/watch?v=MpbcbnIMT40

Play video
https://www.bishopfox.com/resources/tools/drones-penetration-testers/

Key Sniffer/Hijack:
https://github.com/insecurityofthings/jackit
https://github.com/BastilleResearch/keysniffer

CrazyRadio:
https://www.amazon.com/gp/product/B00QBP5242/

https://www.bishopfox.com/resources/tools/drones-penetration-testers/
https://www.amazon.com/gp/product/B00QBP5242/
https://github.com/BastilleResearch/keysniffer
http://dangerdrone.io/

DEMO

FLY-BY DRONE EXPLOITATION, HIT AND RUN HACKING

* http://dangerdrone.io/

Drone defensive products / solutions were put to the test by our team, with the help of the

DangerDrone, our penetration testing quadcopter by Bishop Fox. This Raspberry Pi based copter

N — x — was designed specifically for performing pentests, see video for one such example:
h | 4
The Hacking Drone for Penetration Testers = : : -
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DEM O_:. Ex_pl_qit_in__g Wireless Mouse via Drone
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Drone Hacking: Wireless Mouse Flyby Hijack w DangerDrone from Bishop Fox - 33sec - 25July2017 - YouTube
https://www.youtube.com/watch?v=MpbcbnIMT40

Play video
https://www.bishopfox.com/resources/tools/drones-penetration-testers/

Key Sniffer/Hijack:
https://github.com/insecurityofthings/jackit
https://github.com/BastilleResearch/keysniffer

CrazyRadio:
https://www.amazon.com/gp/product/B00QBP5242/

https://www.bishopfox.com/resources/tools/drones-penetration-testers/
http://dangerdrone.io/
https://www.youtube.com/watch?v=MpbcbnIMT40

3 D D es i g ns MakerBot.Thingiverse

CHEAPER, LIGHTER, AND CUSTOMIZABLE (EXTRA SHELVES / SPACE)

L OPRINTING
\

 http://www.thingiverse.com/bishopfox/designs
« 3D Print Parts - Danger Drone - Hacking Drone for Penetration Testers by bishopfox - Thingiverse

Thinglverse DASHBOARD EXPLORE LEARN CREATE
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= Danger Drone - Hacking Drone for Penetration Testers
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We’ll be releasing the design files on BF thingiverse:
http://www.thingiverse.com/bishopfox/designs
http://www.thingiverse.com/thing:1733953

From Erle - .stl files:
https://github.com/erlerobot/erle-copter-3D
https://github.com/erlerobot/3d-support/tree/master/Erle-Brain%202%20Case

2.5M – Standoffs Screws
https://www.amazon.com/gp/product/B01BQUOL9S
https://www.amazon.com/gp/product/B01BQW89GW/


http://www.thingiverse.com/bishopfox/designs
http://www.thingiverse.com/thing:1733953
http://www.thingiverse.com/thing:1733953
http://www.thingiverse.com/thing:1733953
http://www.thingiverse.com/thing:1733953
http://www.thingiverse.com/thing:1733953

Drone Brain = Raspberry Pi

DRONE HACKER

Raspberry Pi based copters have the obvious appeal of being heavily developed and supported by
both the drone and hacker communities.

The 2 most popular Raspberry Pi based flight controllers are the Erle-Brain 3 and the Navio 2:

RASPBERRY Pl 2
° ° -
Erle-Brain 3 X Navio2 - gam

El’tE"BraiHB GNSS RECEI\.FER

GPS\GLONASS\Beidou
and external antenna port.

" HIGH RESOLUTION BAROMETER
Altitude sensing with 10 cm resolution.

12C ik
A8
UART s

RGB LED

EXTENSION PORTS

ADC, 12C and UART interfaces for
sensors and radios.

DUAL IMU

Great flight performance ------.
and redundancy.

POWER

RC1/0 CO-PROCESSOR
PPMASBUS  mput and 14

pu— - PWM output channels with “
1 [ 4 variable freguencies.

http://erlerobotics.com/blog/product/erle-brain-3/

TRIPLE REDUNDANT POWER SUPPLY

Power module port for voltage and current
sensing with overvoltage protection
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Erle-Brain 3:
http://erlerobotics.com/blog/product/erle-brain-3/
https://erlerobotics.com/blog/product/erle-brain-v2/
http://erlerobotics.com/docs/Robots/Erle-Copter/Assembly_|_Montaje/Erle-Brain_2/index.html
http://erlerobotics.com/docs/Artificial_Brains/Erle-Brain_2/index.html
http://erlerobotics.com/docs/Artificial_Brains_and_Autopilots/Erle-Brain_2/Intro.html
https://erlerobotics.com/blog/product/erle-copter-diy-kit/
http://erlerobotics.com/blog/erle-copter/
http://erlerobotics.com/docs/Robots/Erle-Copter/index.html
http://ardupilot.org/copter/docs/common-erle-brain-linux-autopilot.html
http://ardupilot.org/copter/docs/common-erle-brain2-wiring-quick-start.html#erle-brain2-wiring-chart
More:
https://github.com/erlerobot/ardupilot
http://dronecode.org/
http://erlerobotics.com/blog/faqs


Navio2:
http://ardupilot.org/copter/docs/common-navio2-overview.html


http://erlerobotics.com/blog/product/erle-brain-3/
http://erlerobotics.com/blog/product/erle-brain-3/

Parts and Pieces - Piecemeal

CHEAPER TO BUILD YOURSELF - SLIGHTLY $490 53

Essentially starting with working / flying Erle-Copter and then
adding hacking capability (without breaking flying ability):

* Adding Hardware - e.g. USB peripherals to Raspberry Pi, shelves

+ Adding Software - e.g. drivers, config changes, installs, etc.

Danger Drone - Individual Parts Costs

# Description Cost Product Link

1 |Flight Controller $199.00 |Erle Brain 2, a Linux brain for robots and drones

2 |GPS $50.68 |Ublox Neo-M8N GPS with Compass

3 |RC Controller and Receiver $49.00 |Turnigy TGY-i6 AFHDS Transmitter and 6CH Receiver (Mode 2)

4 |Motors x4 $45.,99 |Tiger Motors 6th Anniversary Limited Edition 4x MN2213 Motors + 2 p
5 |Telemetry $40.88 |HobbyKing - HKPilot Transceiver Telemetry Radio Set V2 (915Mhz)

6 |Battery (4 cell) $39.99 |FLOUREON 45 35C 14.8V 5500mAh Li-Polymer RC Battery Pack (5.98*
7 |ESCs x4 $23.57 |Amazon - Andoer 4Pcs Simonk 30AMP 30A SimonK Firmware Brushless
8 |Frame (F450) $19.99 |Amazon.com - RipaFire FA50 4-Axis Multi-Rotor Quadcopter Flame Airf
9 |Power Module $14.29 |Amazon - Ericoco Power Supply Module w/BEC APM?2 2.5 APM Flight Controller
10 |PPM Encoder $7.14 |HobbyKing - PPM Encoder Module HKPilot 32

| Total:] $490.53 |

Bishop Fox - Danger Drone Research - Parts Lists, Assembly, and Config Guidance see:
+  https://www.bishopfox.com/resources/tools/drones-penetration-testers/
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Parts – Links:
https://erlerobotics.com/blog/product/erle-brain-v2/
http://www.hobbyking.com/hobbyking/store/__76928__Ublox_Neo_M8N_GPS_with_Compass.html
http://www.hobbyking.com/hobbyking/store/__62710__Turnigy_TGY_i6_AFHDS_Transmitter_and_6CH_Receiver_Mode_2_.html
http://www.getfpv.com/tiger-motor-6th-anniversary-limited-edition-4x-mn2213-motors-2x-pairs-t9545-props.html
http://www.hobbyking.com/hobbyking/store/__55560__HKPilot_Transceiver_Telemetry_Radio_Set_V2_915Mhz_.html
https://www.amazon.com/dp/B00RCXPYB8?psc=1
https://www.amazon.com/Andoer-Brushless-Multicopter-Qudcopter-Helicopter/dp/B00LNSBID6/
https://www.amazon.com/gp/product/B00XJFXYG0/
https://www.amazon.com/Ericoco-Supply-Module-Controller-ARDUPILOT/dp/B01E50I9PI/
http://www.hobbyking.com/hobbyking/store/__62753__PPM_Encoder_Module_HKPilot_32.html

Quadcopter Power Distribution Board XT60 XT-60 20a Quad Mutlicopter 3.5mm 
https://www.amazon.com/gp/product/B00QGCILK2/

Erle Copter – Parts and Assembly Help:
https://erlerobotics.com/blog/product/erle-copter-diy-kit/
https://erlerobotics.com/blog/product/erle-brain-v2/
http://erlerobotics.com/docs/Robots/Erle-Copter/Assembly_|_Montaje/Erle-Brain_2/EN.html
http://erlerobotics.com/docs/Artificial_Brains_and_Autopilots/Erle-Brain_2/Intro.html
http://ardupilot.org/copter/docs/common-erle-brain2-wiring-quick-start.html#erle-brain2-wiring-chart

Erle – Products List (individual parts):
https://erlerobotics.com/blog/tienda/


Erle-Copter – Suitcase:
http://erlerobotics.com/blog/product/erle-copter-suitcase/
Weight: 14 kg
Dimensions:  70 x 45 x 18 cm

https://www.bishopfox.com/resources/tools/drones-penetration-testers/
https://www.bishopfox.com/resources/tools/drones-penetration-testers/
http://erlerobotics.com/blog/product/erle-copter-suitcase/

loT = Target Rich Environment

OVER THE AIR

Ideal platform to launch ‘over the air’ attacks against new [oT products popping up in both the home & office

Drone hacking threats need to be considered by consumers, security pros, and loT product manufacturers

1 THIS IS WHAT | CALL A
' TARGET RICH ENVIRONMENT

Target Rich Environment

Danger Drone

Internet of Things (loT)


https://www.bishopfox.com/resources/tools/drones-penetration-testers/
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IN THE NEWS

DRONE-STRAVAGANZA



Data Exfiltration Via Drones and Lights

Researchers exfiltrate data by blinking the LEDs on the hard drives

February 23, 2017 By Pierluigi Paganini

A team of Israeli researchers has devised a new technique to
exfiltrate data from a machine by using a malware that
controls hard drive LEDs.

Across the years, numerous studies demonstrated that it is possible to exfiltrate data from air-gapped
networks in various ways and security experts warned to cover our webcam to avoid being spied by

sophisticated malware.

Mow a group of researchers from Ben-Gurion University of the Negev's Cyber Security Research Center
has devised a new technique to exfiltrate data from a machine by using a malware that controls hard

drive LEDs.

“We show that a malware can indirectly control the HDD LED, turning it on and off rapidly (up to 5800 blinks
per second) - a rate that exceeds the visual perception capabilities of humans. Sensitive information can be

encoded and leaked over the LED signals, which can then be received remotely by different kinds of cameras

=

p A droneqisg

) with the infected“computer

> »l o) oo9si2e

e

and light sensors.” reads the paper published by the researchers. “Compared to other LED methods, our method LED-it-GO. Jumping the Air-Gap with a small HardDrive LED
Cyber Security Labs @ Ben Gurion University
is unique, because it is also covert - the HDD activity LED routinely flickers frequently, and therefore the user C 1757 -
may not be suspicious to changes in its activity.” o ata0 o shae  wes More &0 B
Published on Feb 22, 2017
By Mordechai Guri, Boris Zadow, Yuval Elovici
paper: https:/farxiv.org/abs/1702.06715
v SecurityAffairs.co - Researchers exfiltrate data with drone by blinking the LEDs on the hard drives - 23Feb2017

http://securityaffairs.co/wordpress/56583/breaking-news/data-exfiltration-hdd-leds.html
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SecurityAffairs.co - Researchers exfiltrate data with drone by blinking the LEDs on the hard drives - 23Feb2017
http://securityaffairs.co/wordpress/56583/breaking-news/data-exfiltration-hdd-leds.html
https://www.youtube.com/watch?v=4vIu8ld68fc

https://www.youtube.com/watch?v=4vIu8ld68fc
http://securityaffairs.co/wordpress/56583/breaking-news/data-exfiltration-hdd-leds.html

Military and Drones

THREATS EVOLVING, NOW DEFENSES NEED TO AS WELL

The Verge - A US ally shot down a $200 drone with a $3 million Patriot missile - 16Mar2017

A US ally shot down a $200 drone with a $3 million

Patriot missile

This will be a bigger problem as more drones show up on the battlefield

by Andrew Liptak | @AndrewLiptak | Mar 16, 2017, 10:13am EDT

MISSILE

S8 USING A $3.4 MILLION MISSILE 70 DESTROY \

Earlier this week, General David Perkins, the commander of the US Army Training and Doctrine Command (TRADOC) spoke at the
Association of the US Army’s Global Force symposium, where he discussed the threats that the US military would begin to face in the
coming years. One notable example is how a US ally recently shot down a $200 consumer drone with a Patriot Missile.

This drone was used by Iraqi government forces against ISIS in Mosul.
It shows the the weapon carriage and arming method, using two
attachments. The weapons are maintained safe and could be armed just
before takeoff.

Perkins’ talk during the symposium focused on the complexity of a military organization in the field, and how the interconnected nature
of air, ground, and sea forces can lead to a fragmented response to a threat between the commanders who are in charge of specific
areas. He specifically spoke about the necessity for commanders to address threats holistically. He used one specific example of how
this occurs on the battlefield: hostile, civilian Unmanned Aerial Systems (UASs). “The gut instinct was,” he explains, “that's an air

defense problem, because they're in the air.”

“Flying IED’s”
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Prison Break Thanks to Drone

USA Today - Jimmy Causey, escaped inmate, likely used wire cutters dropped by drone - 07July2017

USATODAY

cutters dropped by drone

Doug Stanglin , USATODAY  Published 2:38 p.m. ET July 7, 2017 | Updated 3:05 p.m. ET July 7, 2017

A fugitive South Carolina inmate recaptured in Texas this week had chopped his way

through a prison fence using wire cutters apparently dropped by a drone, prison
officials said Friday.

Jimmy Causey, 46, fled the Lieber Correctional Insfitution in Ridgeville, S.C., on the
evening of July 4th after leaving a paper mache doll in his bed to fool guards into
thinking he was asleep. He was not discovered missing until Wednesday afternoon.

Causey was captured early Friday 1,200 miles away in a motel in Austin by Texas
Rangers acting on a tip, WLTX-TV reported.

Officers found a semi-automatic handgun, shotgun, ammo, four cell phones and
$47,000 in cash on Causey, who also carried a South Carolina 1D

(Photo: Williamson County, Texas,

jail via AP}

“We believe a drone was used to fly in the tools that allow(ed) him to escape,” South Carolina Corrections Director

Prison officials say escaped inmate likely used wire

-

3

July 2017

“Prison Break via Drone”

(2= News Tonight | HB®

The Battle Against Drones Smuggling Drugs Into Prison (HBO)

(== VICENews @

News Published on Sep 29, 2018

The drones come in the night. Flown from adjacent farmers' fields, they fly high up over the floodlit
yards of the prison, float momentarily to ensure they've not been spotted, and then descend,
dropping illicit cargo in plastic bags attached by s-hook —meth, marijuana, tobacco, cell phones.
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Fire Crews Forced to ‘Let It Burn’ in Arizona

FIRST RESPONDERS AND EMERGENCY SERVICES NEED DRONE DEFENSES

AZCentral.com - Arrest made in drone flights over Goodwin Fire - 01July2017

The face of the
new threat of
rogue drones.

E & AZ - SB 1449 - Drone Law - May2016 - Crime for drones to interfere with law enforcement or emergency operations
+  https://apps.azleg.gov/BillStatus/BillOverview?billnumber=1449&Sessionid=115

azcentral.

PART OF THE LISA TODAY NETWORK

Arrest made in drone flights over Goodwin Fire

BrieAnna J Frank, The Republic | azcentral.com  Published 304 p.m. MT July 1, 2017

A 54-year-old Prescott Valley man suspected of
flying a drone that grounded Goodwin Fire
firefighting efforts last week has been arrested.

The Yavapai County Sheriffs Office reported

Saturday that Gene Alan Carpenter was arrested on
charges of endangerment and unlawful operation of (
an unmanned aircraft.

Carpenter is accused of endangering 14 aircraft
{Photo: Yavapai County Sheriffs and air crews as well as ground fire crews with a
Offfce) "substantial risk of imminent death or physical injury”

by flying a drone in the fire's airspace.

RELATED: Drone forces firefighting aircraft at Goodwin Fire to land

The Arizona Legislature and Gov. Doug Ducey last year passed a law making it illegal
for a drone to interfere with emergency or law-enforcement efforts. There are also
federal laws regulating drone flights.

19


Presenter
Presentation Notes
AZCentral.com - Arrest made in drone flights over Goodwin Fire - 01July2017
http://www.azcentral.com/story/news/local/arizona-wildfires/2017/07/01/arrest-made-drone-flights-over-goodwin-fire/446080001/

AZ - SB 1449 - Drone Law - May2016 - Crime for drones to interfere with law enforcement or emergency operations
https://apps.azleg.gov/BillStatus/BillOverview?billnumber=1449&Sessionid=115

http://www.azcentral.com/story/news/local/arizona-wildfires/2017/07/01/arrest-made-drone-flights-over-goodwin-fire/446080001/
http://www.azcentral.com/story/news/local/arizona-wildfires/2017/07/01/arrest-made-drone-flights-over-goodwin-fire/446080001/
https://apps.azleg.gov/BillStatus/BillOverview?billnumber=1449&Sessionid=115

Planes / Helicopters in Danger from Drones

DON'T DRONE SO CLOSE TO ME ... SERIOUSLY, YOU CAN KILL SOMEONE ...

Mashable - FAA investigates video of drones close call with an airplane - 02Feb2018

Feb 2018

D rone hove rS rig ht abOVe Jet @ NENT FTETTHETSOT Y EFptia - @C
. . e : NEWS
landing at Las Vegas airport -

No, it's not legal, but that didn't stop someone from taking a
remote joyride on McCarran International Airport's flight path.

EY STERPHEN SHANKLAND / FEBRUARY 2, 2018 5:15 PM PS5T

el 1100

The Federal Aviation Administration is
investigating an incident in which
someone apparently piloted a drone
right above a jet landing at McCarran
International Airport in Las Vegas.

The KLAS TV station's NEAR

ancler Mar stabibing case 1o 40 yes.

, THE FAA IS INVESTIGATING AN
This video apparently was shot from a drone : APPARENT CLOSE CALL BETWEEN

LasVegasNow.com website published

video Thursday taken at an unknown  immediately above a jet landing at Las Vegas's

A DRONE AND A PASSENGER PLANE,

time from a drone hovering over the airport.

Video from KLAS TV/LasVegasNow.com; Screenshot by Stephen

city as a jet approaches and then Shankland/CNET

MakeAGIF.com

passes underneath. The FAA said
Friday it's "aware of the incident and is investigating" but declined further ”Plan es in SeriO us Danger

comment. from Drones Flying Too Close”
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Gatwick Airport Shutdown Due To Drones

Mashable - Police still hunting for drones that caused mayhem at Gatwick Airport - 23Dec2018

Hackaday - London Gatwick Airport Shuts Its Doors Due To Drone Sighting - 20Dec2018

Dec 2018

&%%%lfl%}cs TECHNOLOGY CARS TOOLS DEFENSE STAY WARMI

We Still Know So Alarmingly Little About How
a Drone Shut Down an Airport for Two Days

As the military leaves London’s Gatwick airport after a drone scare, it's still not clear exactly what happened.

By SamBlum Jan 3, 2019

The Royal Air Force (RAF) has left Gatwick Airport in London over a week after a mysteri ous
drone sighting canceled about 100 flights and disrupted haliday travel for an estimated 140,000
tfravelers, according to the BBC.

The incident prompted international attention, and rabid speculation, as to who was controlling
the rogue UAV. The military was called in, equipped with signal-amming instruments meant to
corral the aircraft if the chance presented itself.

It never did. Autharities opted not to shoot down the drone, but rather to wait it out, in large part
due to the lack of rules dictating how to deal with such a conundrum. As business slowly
resumed its course at Gatwick, it's become clear how ill-equipped we are to deal with drones
intruding on commercial airspace, but the story of Gatwick is even more absurd than that

d

|
§

Apparently it's not such a great time for airports, though. On Thursday morning, London's i
Gatwick Airport — one of the busiest in the UK — announced that all inbound and outbound
flights are suspended following reports of two drones flying near the airport on Wednesday night.

As of 08:15am, everything was still in lockdown.

Gatwick Airport LGW & v
@Gatwick_Airport

Thursday 07 40: Flights to and from Gatwick remain suspended,
due to drone activity. Please do not travel to the airport without
checking with your airline first. We 're sorry for the inconvenience
today, but the safety of our passengers and staff is our no.1 priority.
307 12:45 AM - Dec 20, 2018 (]

Z

NO-FLY ZONES

€ 400 people are talking about this >

Gatwick's online statement confirms that the airport is investigating the sightings with the help of
Sussex police. In the meantime, staff are working to find alternative travel and accommodation 5
options for passengers who have been affected.

"We apologise to any affected passengers for this inconvenience but the safety of our
passengers and all staff is our number one priority,” reads the statement.
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Criminals Using Drone Swarms Against FBI

CNET - Criminals' drone swarm used to obstruct FBI hostage raid - 03May2018

THEVERGE v

REVIEWS SCIENCE ENTERTAINMENT VIDED  FEATURES ~ MORE

Criminals used a swarm of drones to surveil
and disrupt an FBl hostage operation

Criminals are increasingly using drones in illegal activity and to spy on authority

By Thuy Ong | @ThuyOng | May 4, 2018, 7-18am EDT

Criminals are increasingly using drones in illegal activity and as a way to counter surveil and
disrupt the FBI and other law enforcement agents, according to a report by Defense One.

The publication cites one instance where an FBI hostage rescue team set up a raised
observation post to monitor a situation. A so-called “swarm” of small drones appeared and

assailed the FBI in a series of “high-speed low passes at the agents in the observation post

Mashable -

Suspects deploy swarm of drones to
monitor and flush out FBI agents

1 “

AY 03

It's the kind of thing that's surely only cooked up in Hollywood

A gang of suspects hiding out in the outskirts of a U.S. city used a swarm of drones to flush out
FBI agents during a hostage rescue, as reported by Defense One

VIDEO ENTERTAINMENT w CULTURE » TECH = SCIENCE v SOCIAL GOOD v SHOP » MORE w

2018

May 2018
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Assassination Drones

BBC - Venezuela President Maduro survives 'drone assassination attempt' - 05Aug2018

Aug 2018

EB n Sign in News Sport  Weather Shop | Reel  Travel More

Venezuela President Maduro survives
‘drone assassination attempt’

@ & August 2018

Frsy o /‘

Footage showed doz iers running away before the transmi

Venezuelan President Nicolas Maduro says he has survived an assassination
attempt involving explosive drones.

Mr Maduro was speaking at a military event in Caracas when the alleged aftack
occurred.

Live footage of his speech shows the president suddenly looking upwards - startled -
and dozens of soldiers running away.

Mr Maduro has blamed Colombia for the attack - something denied by Bogota as a
"baseless" accusation.

Seven soldiers were injured, and several people were later arrested, the Vienezuelan



Presenter
Presentation Notes
Mashable - Feds warn about drones after Venezuela attack - 17Aug2018
https://mashable.com/2018/08/17/drone-attack-nicolas-maduro-venezuela/#uLysRpokYSqq
https://www.bbc.com/news/world-latin-america-45073385

https://www.bbc.com/news/world-latin-america-45073385
https://www.bbc.com/news/world-latin-america-45073385
https://www.bbc.com/news/world-latin-america-45073385

1.'

DRONE DEFENSE
MARKET

EMERGING MARKET OVERVIEW



Drone Defenses - Categories

BY PRODUCT TYPE - EMERGING LEADERS IN ‘ROGUE DRONE’' DEFENSE

R ///;%% & -/ =
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PREDATOR BIRD DRONE NETTING DRONE SHOOTING DRONE SHOOTING JAMMING EM

: & . . ff" ] ‘~ !\-\-“" e

CYBER GEOFENCING NO-FLY ZONES SHUTTERS CONFETTI GUN MISSILE LASER
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Examples: Common Drone Defenses

INSIDE LOOK AT WHO ARE CONSIDERED EMERGING LEADERS IN ‘ROGUE DRONE’ DEFENSE

Eagles Trained to Hunt Drones Net Cannons

Drones Swooping with Big Nets ~ Jammer Cannons Hunter Drones Shooting Nets
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Examples: UnCommon Drone Defenses @

DRONE - HATCHET DEFENSES
- &-’r ; I' I"' N i

P e %E%l

Hatchet Defenses /~} Toilet Paper Defenses 'o
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Exclusive Video: Drone Defenses Testing

BISHOP FOX WENT TO THE DESERT TO TEST DRONE DEFENSE PRODUCTS

https://www.wired.com/story/watch-anti-drone-weapons-test/
https://www.youtube.com/watch?v=j|GdPrhRvBA

i IEEE suescriBe  {)

JULY 26, 2017

Watch a Test of Anti-Drone Weapons, From Shotguns to Superdrones

From anti-drone shotgun shells to a drone-snagging megadrone, security researchers put the drone
defense arsenal to the test.
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Drone and Defenses Markets Growing

EVERYONE WANTS A PIECE OF THAT FUTURE ANTI-DRONE DEFENSE MARKET $$$ ' I |
Fortune.com - Drone Sales Are about To Go Crazy - FAA Projects http://blog.executivebiz.com/2016/03/reportlinker-global-anti-drone-market-to-reach-1-14b-by-2022/
Drone Sales To Soar By 2020 - 25Mar2016 ReportLinker: Global Anti-Drone Market to Reach

“The FAA believes that 2017 will be the big turning point in drone $1.14B by 2022

adoption by businesses, which use them for everything from scanning

power lines to inspecting rooftops for insurance companies. MarketsandMarkets’ new report on the global counter-drone
i systems market states that the anti-drone industry is projected
: to reach $1.14 billion by 2022 and achieve a 23.89 percent
will increase only slightly for the next few years.” -- Forbes — b, Compound annual growth rate from 2017 to 2022.

Commercial sales are expected to reach 2.5 million, after which sales

https://www.faa.gov/data_research/aviation/aerospace_forecasts/medi % Exhibit 7: Recent Anti-Drone Funding https:/www.droneshield. com/sites/default/files/ JAW_Drop_V27_04-25-17 pdf
a/lUnmanned_Aircraft Systems.pdf
Date Company Type Amount Total Raised
“Drone sales are expected to grow from 2.5 million this year to 7 million incide 2/116 _ Advanced Protection Systems Grant $750k $1.0m
] ) ) o the gr 4/20/16 SkySafe Seed $3m $3.0m
in 2020, according to report released this week by the Federal Aviation 51716 Dedrone Series A $10m $12.9m
- . . . - Ther - :
Administration... Hobbyist sales will more than double from 1.9 million "_E " 6/22/16 DroneShield Venture ~$5.3MUSD  ~$6.3MUSD
terms 8/22/16 Quanergy Systems Series B $90M $135.3m
drones in 2016 to 4.3 million in 2020, the agency said. Meanwhile, _— 324116 ApolloShield Seed _ $500K $120k
business sales will triple over the period from 600,000 to 2.7 million.” Lockt 11/18/16 Airspace Systems Seed ' $5m $5.0m
11517 Advanced Protection Systems Grant $500k $1.5m
21217 SRC, Inc. US Army Contract $65M -
2/13/17 Dedrone Series B : $15m $27.9m
Source: Crunchbase.com; Angelist.com; Company reports; Oppenheimer & Co. Inc.
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https://www.faa.gov/data_research/aviation/aerospace_forecasts/media/Unmanned_Aircraft_Systems.pdf
https://www.faa.gov/data_research/aviation/aerospace_forecasts/media/Unmanned_Aircraft_Systems.pdf
http://blog.executivebiz.com/2016/03/reportlinker-global-anti-drone-market-to-reach-1-14b-by-2022/
https://www.droneshield.com/sites/default/files/JAW_Drop_V27_04-25-17.pdf

Drone and Defenses Markets Growing

EVERYONE WANTS A PIECE OF THAT FUTURE ANTI-DRONE DEFENSE MARKET $$$

The Economist - Taking flight - Civilian Drones - 08Jun2017

-
Pointing skywards
Civilian drones, worldwide

Sources: Gartner; CBInsights
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The Economist – Drones:
http://www.economist.com/technology-quarterly/2017-06-08/civilian-drones
https://www.economist.com/news/technology-quarterly/21723003-most-drones-today-are-either-cheap-toys-or-expensive-weapons-interesting
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Drones Officially Go ‘Mainstream’ in 2017 /|\|/I
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Drone Defenses Gone Wild

Drone Detection & Ale g e = [ 7. Jamming Cannons Shooting Signals or EMPs =

3DEO - LIDAR Detection Airspace Systems - One-Touch Interceptor Advanced Protection Systems (DetectDrones.com) - SafeSky

Aaronia - Drone Detector DelftDynamics.nl - DroneCatcher Battelle - DroneDefender

Adsys Controls Inc - Sat32 Fortem - DroneHunter - (Formerly Excipio - theissuav.com) Blighter - AUDS (Anti-UAV Defence System)

Anti-Drone.eu — GROK Michigan Tech - Robotic Falconry China's $19k Drone-Jamming Gun

Aveillant - Gamekeeper 16U - Holographic Radar  Search Systems - SparrowHawk Phase One C-UAV CTS Technology - Drone Jammer Gun

Black Sage - BST-UAVX (built with SpotterRF) Air-to-Air: Drone arge Ne : oop in & Snag - | Digital RF - Cell-block .
C Speed LLC - LightWave Radar Malou Tech - Drone Interceptor MP200 Drone Defense UK - Dynopis E1000MP Drone Defenses °
CACI - SkyTracker Search Systems - SparrowHawk v2 C-UAV (2017) DroneShield - DroneGun ° ~89 p rod u CtS
CerbAir - DroneWatch Tokyo Police - Drone Interceptor H.P. Wiist - T-Series - RCIEDD Jammers

Chess Dynamics Ltd - AUDS : ace-to-Air Projectile ooting Ne T e Ground -~ |Hensoldt.net (formerly Airbus) - Xpeller CUAV resea rched
DDC LLC - Domestic Drone Countermeasures BigUrb - Tactical Net Gun HiGH + MiGHTY (Anti-Drones.net) - SKYNET Rifle

DeDrone.com - DroneTracker CODA Enterprises - Net Gun Liteye Systems - AUDS C-UAV

DeTect - DroneWatcher DIY - Drone Net Gun MAKE - Build a Raspberry Pi Drone Gun

Digital Global Systems (DGS) - SigBASE Drone Defense UK - Net Gun X1 MC2 Technologies - Scrambler 300 Rifle

Dronatec - D-FENCE OpenWorks Engineering - SkyWall 100 Launcher MCTECH - MC-HORIZON

Drone Labs, LLC - DroneDetector.com SkyNet - 12 Gauge Shotgun Shell Nets for Drones Radio Hill - Block 3 Dronebuster and Dronebuster-LE

DroneShield - FarAlert/WideAlert Sensors Snake River Shooting Products - Drone Munition - 12 Gauge SESP Group - Drone Defeater

Gryphon Sensors - Skylight The Net Gun (thenetgunstore.com) 8. Laser Guns — “Directed Energy” Weapons -

Kelvin Hughes Limited - SharpEye SxV Radar X Products - Can Cannon (w Net Gun Ammo) Boeing - Compact Laser Weapons System

Microflown AVISA - Skysentry AMMS - |Lockheed Martin - ALADIN/ATHENA/ICARUS

Mistral Solutions - Sky Archer AeroTargets International - Gnat C-UAS MBDA - Laser Effector

ORELIA - Drone-Detector ApolloShield - CyberBox and Command Center Poly Technologies - Silent Hunter

Quanergy Systems - Q-Guard - LiDAR X-Drone Department 13 - Mesmer Rafael - Iron Beam

Rinicom - SKY PATRIOT Drone Go Home (DGH) Raytheon - Phalanx CIWS

Rinicom and METIS Aerospace - SKYPERION Elbit Systems - ReDrone Rheinmetall - Oerlikon Skyshield

ROBIN Radar Systems - ELVIRA Israel Aerospace Industries (IAl) - ELTA Systems - Drone Guard U.5. Navy - XN-1 LawsS - AN/SEQ-3 Laser Weapon System

Rohde & Schwarz - R&S ARDRONIS-I Leonardo-Finmeccanica - Selex ES - Falcon Shield =

SAAB Group - Giraffee AMB Radar - ELSS Maldrone - First Backdoor for Drones Confetti Guns

Sensofusion - AIRFENCE Skylack - Samy.pl Patriot Missiles - $3 million

SpotterRF - A2000 Radar UAVX SkySafe

Squarehead Technology - DiscovAir SRC, Inc. - Silent Archer

TClI International - Blackbird -

Thales - SQUIRE Guard From Above - Drone Hunting Eagles
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~89 drone defense products researched:

3DEO - Rogue Drone Detection and Mitigation – LIDAR Detection	22
Aaronia - Drone Detector - Real-time RF Emission Measurements	20
Adsys Controls Inc - Sat32 - Aerial Surveillance	21
Advanced Protection Systems (APS) - DetectDrones.com - SafeSky - Drone Detection and Neutralization System	25
AeroTargets International - Gnat Counter-UAS (C-UAS) System	26
American Airspace Systems - One-Touch Interceptor TI – Drone-Mounted Net Cannon to Snag Other Drones	22
ApolloShield Anti-Drone Systems (Formerly AirFence) – CyberBox and Command Center - sends unauthorized drones a "go home" command	27
Aveillant - Gamekeeper 16U - Counter-UAS Holographic Radar	20
BigUrb - Tactical Net Gun
Black Sage - UAVX -  BST-UAVX - AI-Based Counter-UAV Radar Detection and Video Tracking System (built with SpotterRF)	20
Blighter - AUDS (Anti-UAV Defence System) – Detect, Track, Disrupt, Defeat	25
Boeing - Compact Laser Weapons System – Anti-Drone Laser Gun	27
C Speed LLC - LightWave Radar - Primary Surveillance Radar	21
CerbAir – DroneWatch – Multi-sensor Detection	20
Chess Dynamics Ltd - AUDS Anti-UAV Defence System	21
China’s $19k Drone-Jamming Gun – 28Mar2017	24
CODA Enterprises - Net Gun	24
CTS Technology – Drone Jammer Gun	25
DDC LLC - Domestic Drone Countermeasures - Drone Detection Systems	20
DeDrone.com - Hardware Products - Advanced drone detection and warning device	19
DeTect – DroneWatcher - Drone Detection Products	20
Digital RF – Cell-block – Drone Detection and Prevention	25
DIY - Drone Net Gun - Feb2017	24
Dronatec – D-FENCE - UAV CounterMeasure Systems	20
Drone Defense UK - Dynopis E1000MP - Man Portable Drone Jammer	24
Drone Defense UK – Net Gun X1 – Short-range, flashlight- looking net gun	24
Drone Go Home (DGH) - Drone Detection & Containment Solutions	27
Drone Labs, LLC – DroneDetector.com – Multi-Sensor	21
Drone Shield – DroneGun – Signal Jammin Drone Cannon	24
DroneCatcher - DelftDynamics – Drone with Net Cannon	22
DroneDefender - Battelle - Electromagnetic Gun that Shoots Down Drones	24
DroneShield - Drone Acoustic Detection Technology, Alerts, and Digital Evidence Collection	19
Elbit Systems - ReDrone - Detection an Neutralization System	26
Excipio - Net Gun Drone - theissuav.com	23
Fortem - DroneHunter - Formerly Excipio - Counter Drone Shooting Nets
Gryphon Sensors - Skylight - Drone Detection and Tracking	20
Guard From Above - Using birds of prey to intercept hostile drones	22
H.P. Wüst – Direct Digital Synthesis SWEEP signal generators - Jammer Systems	25
Hensoldt.net - Xpeller - Counter UAV System (formerly Airbus - Defense and Space - EBS)	25
HiGH + MiGHTY – SKYNET - Anti-Drones.net - Anti-Drone Rifle - Jamming	25
Israel Aerospace Industries (IAI) -  ELTA Systems - Drone Guard - ELI-4030 - Lightweight Drone Detection Radar & Tactical Communication Jammer	26
Kelvin Hughes Limited - SharpEye SxV Radar - Drone Detection	22
Leonardo-Finmeccanica - Selex ES - Falcon Shield - Counter UAV (C-UAV)	26
Liteye Systems - AUDS Counter UAV System - Detect, Track, and Disrupt	25
Lockheed Martin – ALADIN/ATHENA/ICARUS – Laser Weapon Systems / Directed Energy	27
MAKE - Build a Raspberry Pi Drone Gun - May2016	25
Maldrone - First Backdoor for Drones - Jan2015	26
Malou Tech - Drone Interceptor MP200 – Drone with Net, Catches Your Drone In It	23
MBDA - Laser Effector - Laser Weapons	28
MC2 Technologies - Scrambler 300 - Drone Rifle – Jammer	25
MCTECH - MC-HORIZON - Anti-Drone,Quadcopter,UAV,UAS Jamming system	26
Mesmer - Department 13 - Counter Drone System - Hijack Command and Control Signal	26
Michigan Tech - Robotic Falconry – Drone-Mounted Net Cannon to Snag Other Drones	23
Microflown AVISA – Skysentry - Acoustic Multi-Mission Sensors (AMMSs)	20
Mistral Solutions - Sky Archer - UAV Detection and Classification System (partnered with rinicom)	21
OpenWorks Engineering – SkyWall – SkyWall100 Drone Stopper Gun – Launcher shoots net with parachute at drone	23
ORELIA - Drone-Detector - Acoustic detection systems	20
Patriot Missiles – The $3 million Solution to Your $200 UAV Problem	28
Poly Technologies - Silent Hunter – Laser Weapons System	27
Quanergy Systems – Q-Guard - LiDAR-based X-Drone - Drone Detection	22
Radio Hill - Block 3 Dronebuster and Dronebuster-LE - Jammer Gun	26
Rafael - Iron Beam - Anti-Drone Laser System	27
Raytheon - Phalanx CIWS - Close-in Weapon System - Laser Weapon System	27
Rheinmetall - Oerlikon Skyshield - High Energy Laser	27
Rinicom – SKY PATRIOT – Optics Based UAV Detection	21
Rinicom and METIS Aerospace - SKYPERION – Counter UAV Solution	21
ROBIN Radar Systems - ELVIRA - Drone Detection Radar	21
Rohde & Schwarz - R&S ARDRONIS-I – Drone Detection	21
SAAB Group – Giraffee AMB Radar – Enhanced Anti-UAS - ELSS (Enhanced Low, Slow, and Small)	21
Search Systems – SparrowHawk Phase One - Counter UAV (C-UAV) system - Drone Capture and Recovery - Drone Shooting Net	23
Sensofusion – Airfence – Drone Detection System	19
SESP Group - Drone Defeater - Smart Jamming Solutions	25
SkyJack - Samy.pl - Raspberry Pi drone that autonomously seeks outs, hacks, and takes remote control of other drones	26
SkyNet - Drone Defense - 12 gauge shotgun shell nets for drones	24
SkySafe - Bombards unauthorized drones with radio waves to wirelessly bring them down	26
SkyTracker - by CACI - UAS Precision Tracking System	19
Snake River Shooting Products – Drone Munition – 12 Gauge Shotgun Shells	24
SpotterRF – A2000 Radar - UAVX – Counter Drone	21
Squarehead Technology - DiscovAir - Acoustic Drone Detection	21
SRC, Inc. – Silent Archer - Counter-UAS System	26
TCI International - Blackbird - Drone Detection and Geolocation - Counter UAS System	21
Thales - SQUIRE - surveillance radar	20
The Net Gun - http://www.thenetgunstore.com/	23
Tokyo Police - Dec2015 - Drone Interceptor - Drone With Net to Catch Other Drones:	23
U.S. Navy LaWS - AN/SEQ-3 Laser Weapon System or XN-1 LaWS	27
X Products – Can Cannon –  With Net Gun Modification	24


More Pricing and Comparisons

DronesX.com - The Anti-Drone Revolution - 22 Companies Building Killer Drone Tech Today - 07Jan2017
MarketsandMarkets.com - Anti-Drone Market by Technology - 2022 - Feb2016

Table 35: Detection and tracking systems evaluation results
TABLE 65 ANTI-DRONE MARKET- COMPETITIVE ANALYSIS, 2014-2015 = Table 37: Detection and interdiction hybrid systems evaluation results
http://www.marketsandmarkets.col arket-Reports/anti-drone-market-177013645.html
D/l aTetsandnar T et Repor s any oTore Ay 3070 o Weighted | Minimum » ; : Weighted | Mimimum — 1= o
Company Name Launch Date UnitPrice (USD) Technology Performance | Durability Initial Operational | Recommendation Performance Durability nif Operational ecommendation
—— Standards | COSt(SK) | Cost (Sk) Notes S Standards | COStGW) | Cost(Sk) Naotes
The Boeing Company (U.S.) October 2015 11.000.000 Laser System Liteye, AUDS 325 ‘ Unknown' — p— Strong
Lockheed Martin DeTect . Meets bu
Corporation (U.S.) October 2015 NA Electronic System Dl‘nue\‘t’ati‘.her 83.8 Standards® 400 22 Strong Counter UAV 775" Meets Standards | unknown unknown Strong
Israel Aerospace Industries System t
October 2015 NA Electronic System Gryphon Meets R&S. + Meets
(Israel) 4 _ 30.0 <1000 50 Stron o 72.6 - 700 unknown Stron
Sensors, Skylight Standards € ARDRONIS-1 Standards 2
Raytheon Company (U.S.) October 2014 6.360.000 Laser Systems | .
Adsys Controls, 745 Meets 200 20 g D _DED_}_'?MI’( 5 724" s taﬁ;:;l . unknown unknown Acceptable
Dedrone GMBH (Germany)  October 2015 NA Electronic System SATS?2 - Standards trong B o
Orelia (France) October 2015 36.000 Electronic System Meets 12“{;15‘\“;;{ 7.7 Meets Standards | 200 400 Acceptable
Rafael Advanced Defense DA (E0LE I me Standards” 0 4 S HLE = .
Systems Ltd. (Israel) October 2015 NA Laser System
Gryphon Meets
o 689 235 15 Acceptable
Airbus Group SE September 2015 500,000 Electronic System Sensors, Hawk Standards
(Netherlands) Robin Radar
Saab AB (Sweden) September 2015 NA Electronic System Systems, 67.7 StM?ar.:ds 190 28 Accepmble
an
Thales Group (France) September 2015 NA Electronic System ELVIRA
Rheil tall Def < Speed, ® Meets
o einmetall Defense LightWave 64.7 Standards <1000 20 Acceptable
ectronics GmbH September 2015 NA Laser System Radar tan
(Germany)
Selex ES SPA (Italy) September 2015 311,000 Electronic System
SRCInc. (US) AuguSt 2015 NA Electronic System Table 30: Interdiction systems evaluation results
DDCLLC (US)) June 2014 40,000 Sensors/Acoustic Weighted Minimum Initial | Operational | Recommendation
Performance | Durability pe
Droneshield (US.) May 2015 5000 Sensor Systems Score Standards Cost (Sk) | Cost(Sk) Notes
Slwir;tne]rss(tljr\ée;\\a nee May 2015 1,200,000 Electronic System H
K. .
¥ 702 No 35 unknown Unacceptable”
Search Systems Ltd. (UK.) May 2015 NA Electronic System
China Jiuyuan Hi-Tech Battelle Meets +
Equipment Corporation November 2014 NA Laser System DroneDefende 59.6 Standards unknown unknown Acceptable
(China) he N
Pwnie Express (U.S.) NA 1,500 Anti-hacking solutions and software PIO L No 12 oW Ltz
Detect, Inc. (US.) NA NA Electronic System OpenWao 46 0‘ NO‘ known known Unaccepmble
Source: Annual Reports, Press Releases, and MarketsandMarkets Analysis

e & UMassTransportationCenter.org - Final_Report_Counter_Drone.pdf — 24 Jan 2017
http://www.umasstransportationcenter.org/Document.asp?DocID=281
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MarketsandMarkets.com - Anti-Drone Market by Technology - 2022 - Feb2016
http://www.marketsandmarkets.com/Market-Reports/anti-drone-market-177013645.html

DronesX.com - The Anti-Drone Revolution - 22 Companies Building Killer Drone Tech Today - 07Jan2017
http://mag.dronesx.com/anti-drone-revolution-companies-building-killer-drone-tech/

http://www.umasstransportationcenter.org/Document.asp?DocID=281
http://www.marketsandmarkets.com/Market-Reports/anti-drone-market-177013645.html
http://www.umasstransportationcenter.org/Document.asp?DocID=281
http://mag.dronesx.com/anti-drone-revolution-companies-building-killer-drone-tech/
http://www.marketsandmarkets.com/Market-Reports/anti-drone-market-177013645.html
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MESMER

COUNTER DRONE

EEEEEEEEEEEE

EXAMPLE HIGHLIGHT:
MARKETING GETTING A
LITTLE AHEAD OF ITSELF

?.'



https://department13.com/mesmer/

1.'

Example: Marketing a Little Ahead of Itself

Competitors Matrix department @
Challengers ‘ Leaders
department@
=’ FINMECCANICA /
s Blighter A
Ll
S SKYWALL10O Ba"e"e LRea”y?? ’
2 KEROTARGETS x
E — “ ‘Dedrone m
< .
M.A.L u
Niche Players 'M Visionaries

Completeness of Vision

Department 13, International Limited, Proprietary, MESMER™

®

Date of PDF: MESMER
;1 + 04July2016 COUNTER DRONE
/
Date of v1.0 Product Released:
e 4

* 23 Jan 2017

Apparently, they considered
themselves ahead of Boeing,
Lockheed, etc. -- even though
they were still 6 months away
from their v1.0 release.

Department 13 - Mesmer - Counter Drone System - 04July2016 - Slide 9 - Competitor’s Matrix
http://www.department13.com/wp-content/sharelink/20160704-mesmer---investor-presentation-a5824ff7cc200fd305fee33cbf73c5f1.pdf
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Department 13 - Mesmer - Counter Drone System - 04July2016 - Slide 9 - Competitor’s Matrix
http://www.department13.com/wp-content/sharelink/20160704-mesmer---investor-presentation-a5824ff7cc200fd305fee33cbf73c5f1.pdf
https://web.archive.org/web/20170317100902/http://www.department13.com/wp-content/sharelink/20160704-mesmer---investor-presentation-a5824ff7cc200fd305fee33cbf73c5f1.pdf

https://web.archive.org/web/20170317100902/http:/www.department13.com/wp-content/sharelink/20160704-mesmer---investor-presentation-a5824ff7cc200fd305fee33cbf73c5f1.pdf
https://department13.com/mesmer/

Example: Marketing a Little Ahead of Itself

~$200k
Hijacking command and control signal, or “mesmerizing” the drone (as they say)

Mesmer Informational Video 0801 1080p

COUNTER DRONE

DEPARTMENT 13

SN | T [ INTROL IS GAINED REGARDLESS
1 F DRONE SIGNAL SOURCE.

RTTRRCAT

MESMER® controls the outcome of t

& 3
0 :

e & Mesmer - Department 13 - Counter Drone System - Hijack Command and Control Signal
https://department13.com/mesmer/
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http://www.department13.com/products/
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https://www.youtube.com/watch?v=HDYwGPmaNxY
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http://www.aspecthuntley.com.au/asxdata/20170123/pdf/01821479.pdf

Prices:
Final_Report_Counter_Drone.pdf – pages 95-96
http://www.umasstransportationcenter.org/Document.asp?DocID=281
PDF date:  December 15, 2016


https://www.youtube.com/watch?v=HDYwGPmaNxY
https://department13.com/mesmer/
https://www.youtube.com/watch?v=HDYwGPmaNxY

Example: Marketing a Little Ahead of Itself

Popular Science - No one knows the best way to stop a drone - 09Feb2017

MESMER

COUNTER DRONE

DEPARTMENT 13

A new systern competing in this space is MESMER, by Virginia-based Department13. MESMER debuted
last month in a segment on drone countermeasures on the Today Show. According to Departmenti3
CEO Jonathan Hunter, it’s "a non-kinetic means of taking commercial drones and controlling, truly
controlling the airspace.” Which is to say: if it works as designed and tested, MESMER can stop drones

without crashing them or shooting them.

To block those radio signals, the U.S. Army spent $17 billion on jammers, with mixed results. " H ere fS tO h Op [ n g the bad
Department 13’s approach, which led them to MESMER, wasn’t to jam the radio signals, but instead find : [
out everything about the radio sending the signals and then send a more sophisticated signal to override g Uy S d’ dn t aCtuaI I y tak € an y
it instead. time to secure their drone's

; "

at we're doing is we're essentially communicating the same language of the drone,” says Hunter. .
“What we’re doing is we’ ially icating th language of the drone,” says command and control signal
“So when we do our transmission to take over the drone, essentially we’re talking the same language, s’
we’re not beating it with power. I don’t have to yell louder, I just have to speak the same language. Once V. ’
we're speaking the same language, it will only listen to me.”
What if the drone signal is encrypted? 4— == Yeah, gOOd questlon!! " Not surprising, it seems that
“Most people don't implement encryption well,” says Hunter, after noting that MESMER doesn't P ” m ost d r? ne d efe nse com pa nies
decrypt encryption. It can do a password search if need be, but mostly the software is looking to find J ust d on t Want tO aCtu al Iy ShOW
pathways into the drone’s controls that don’t require breaking through any secure channels. A’ or s el I y ou th ei r pr o) d uct. I t| S
I should note, at this point, that Popular Science hasn’t witnessed MESMER in demonstration yet. There a |Ways apro toty pe that is
is footage of it on the today show and in an explainer video at Department13’s site, and Hunter says 1
about to come out

they've demonstrated the technology for a long list of potential customers, including the Department of :

Defense and the Australian Defense Forces. And, perhaps most confusingly, MESMER is both a system-
in-a-box and a kind of software than customers will ultimately work into their existing networks of
sensors and jammers.

» Yeah, sure! Who would really

113 T T - . ’

We al.so lﬂ.ce to think of it as sof‘cwa::‘e, but in ordef‘to s)el] software you have to have hardx.\fare, s0 thlt Want to k now h oW y our pr'Od u Ct
we do is build a reference platform,” says Hunter. “We've found most people have a hard time wrapping . !
their heads around it. People want to buy a black box, so here’s a black box.” works before b uying it??7?
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DRONE DEFENSES

THERE ARE NO BEST PRACTICES ... YET
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DRONE DETECTION &
ALERTING SYSTEMS
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Drone Detection and Alerting Systems

Acoustic
Sonic/Ultrasonic
LIDAR

Radar

RF
Visual/Optical/Video
Infrared (IR)

Lasers

Thermal

WiFi

ADS-B (Automatic Dependent
Surveillance-Broadcast)

Holographic Radar



Drone Defenses Gone Wild

NO BEST PRACTICES, SO PENTEST TOOLS NEEDED TO VALIDATE THESE ARE WORKING

ZDNet- Cisco chairman backs drone security startup (Dedrone) in $15m Series B round - 14Feb2017

The Register - Airbus doesn't just make aircraft - now it designs drone killers - 27July2016
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The Register - Airbus doesn't just make aircraft – now it designs drone killers - 27July2016 
http://www.theregister.co.uk/2016/07/27/airbus_designs_drone_killers/

DeDrone – YouTube Channel:
https://www.youtube.com/channel/UC3bYNaCvLmkgq2y2RhyEqTg/videos

DeDrone - Advanced drone detection and warning devices
http://www.dedrone.com
http://www.dedrone.com/en/dronetracker/counter-drone-measures
https://irp-cdn.multiscreensite.com/d7c2e0a2/files/uploaded/20160923%20dronetracker-productlist.pdf

Feb2017 – Dedrone raises $15m in funding:
http://uasmagazine.com/articles/1651/counter-drone-company-dedrone-attracts-15-million-in-new-funds
http://www.zdnet.com/article/cisco-chairman-backs-drone-security-startup-in-15m-series-b-round/

http://www.zdnet.com/article/cisco-chairman-backs-drone-security-startup-in-15m-series-b-round/
http://www.theregister.co.uk/2016/07/27/airbus_designs_drone_killers/
http://www.theregister.co.uk/2016/07/27/airbus_designs_drone_killers/

Drone Defenses Gone Wild

NO BEST PRACTICES, SO PENTEST TOOLS NEEDED TO VALIDATE THESE ARE WORKING

Gizmodo - The Next Star Wars Movie Has Recruited a Team of Drones to Protect Its Secrets - 22Feb2016

Motherboard - Star Wars Ordered a 'DroneShield' to Prevent Leaks On Set - 10Sept2014

« Why monitor a problem if you don’t do anyth/ng about it, though?

Star Wars Episode 7. The Force Awskens - Scenes Being Filmed

LT

PRODUCTS
WIDEALERT SENSOR FARALERT SENSOR
Broad, Full-Range Drone Detection Far-Reaching Drone Detection
DRONESHIELD BASEPROCESSOR DRONESHIELD USER INTERFACE
o Drone Detection Without Internet Continuous, Online Menitoring of
252,63 Connection Requirement Local Drone Activity
4+ Dramiaa "

DRONESHIELD

‘\

DRONEGUN

Highly effective drone
countermeasure

DRONESENTRY

Autonomous Detection &
Countermeasure

DroneShield — Drone Detection and Response Products
«  https:.//www.droneshield.com/products

42


Presenter
Presentation Notes
Star Wars - Drones Being Used to Illegally Snag Footage of New Star Wars movie filming
Popular Mechanics - Drones Will Guard the Set of Star Wars Episode VIII - 23Feb2016
http://www.popularmechanics.com/culture/movies/a19540/star-wars-episode-viii-set-to-be-guarded-by-drones/
Gizmodo - The Next Star Wars Movie Has Recruited a Team of Drones to Protect Its Secrets - 22Feb2016
http://gizmodo.com/the-next-star-wars-movie-has-recruited-a-team-of-drones-1760542258
Gizmodo - Star Wars Producers Wanted a Fully Operational Drone Defense System - 21Sept2014
http://gizmodo.com/star-wars-producers-wanted-a-fully-operational-drone-de-1637404816
Digital Trends - Anti-drone Drones May Guard the Set of Star Wars Episode VIII - 25Feb2016
http://www.digitaltrends.com/cool-tech/star-wars-drones/
Motherboard - Star Wars Ordered a 'DroneShield' to Prevent Leaks On Set - 10Sept2014
https://motherboard.vice.com/en_us/article/star-wars-ordered-a-droneshield-before-its-set-got-droned
Star Wars Episode 7: The Force Awakens - Scenes Being Filmed - YouTube
https://www.youtube.com/watch?v=jjbkPNVnodc

DroneShield – setup to protect Star Wars filming
https://www.droneshield.com/
https://www.droneshield.com/sites/default/files/DRO_Products_Information_Brochure.pdf

Mashable – DroneShield – DroneGun - Here's the anti-drone gun of your Rambo fantasies - 27Nov2016
http://mashable.com/2016/11/27/drone-shield-anti-drone-gun/
https://www.droneshield.com/dronegun

DroneShield DroneGun - 26Nov2016 -  YouTube
https://www.youtube.com/watch?v=sbW3ZeoMJio

FCC – Illegal Jamming:
https://transition.fcc.gov/eb/jammerenforcement/jamfaq.pdf
https://www.fcc.gov/general/jammer-enforcement

http://gizmodo.com/the-next-star-wars-movie-has-recruited-a-team-of-drones-1760542258
https://motherboard.vice.com/en_us/article/star-wars-ordered-a-droneshield-before-its-set-got-droned
https://www.youtube.com/watch?v=jjbkPNVnodc
https://www.droneshield.com/products

Drone Defenses Gone Wild

DRONELIFE - What's So Secret About the FAA Contract with CACI? - 06Apr2016

« “The FAA announced a partnership with CACI, an information services company, and the Department of Homeland
Security to create a drone detection system, according to a press release.”

SELECTED SIGNAL
.
SKYTRACKER
= g SkyTracker creates an SENSOR LOCATION ~ TETADATA | __
electronic perimeter boundary HEALTH &
Stops UAS Threats to Valuable to protect valuable assets STATUS

Assets and National Airspace and national airspace.

CURRENT

SENSOR

A\ CACI
B SENSOR

CALCULATED LOCATION
ACCURACY ESTIMATE

CACI
SENSOR

— C2 HANDSET

\/ LOCATION

E L SkyTracker - by CACI - UAS Precision Tracking System
http://www.caci.com/skytracker/


Presenter
Presentation Notes
SkyTracker - by CACI - UAS Precision Tracking System
http://www.caci.com/skytracker/

Washington Business Journal - CACI drone tracker technology drawing interest but don't expect sales anytime soon - 04Feb2016
http://www.bizjournals.com/washington/blog/fedbiz_daily/2016/02/cacis-drone-tracker-technology-drawing-interest.html


http://dronelife.com/2016/04/06/whats-secret-faas-contract-caci/

Drone Defenses Gone Wild

AOPA.org - Sensofusion AIRFENCE - Drone fence arriving in Denver - 03Nov2016
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https://www.sensofusion.com/

DRONE FENCE ARRIVING IN DENVER

November 3, 2016 By Jim Moore

Drones approaching sensitive facilities can be instantly identified and
tracked; their operators located; and, if need be, the defense system
developed by a company called Sensofusion can even force the offending
drone to land at a location designated in advance—all without need for
human intervention. The essential equipment is roughly the size of a
wireless router commonly found in homes and offices, or a set-top cable
television box. Add an antenna and a computer, and you're up and running.
Soon there will be an Airfence at Denver International Airport.

to detect and control drones that enter sensetive areas. and will soon be

The Airfence system by Sensofusion use d
nstalled at Denver International Airpert. Airfence device photo courtesy of Sensofusion

3- Sensofusion — AIRFENCE — Drone Detection and Tracking System
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Sensofusion – AIRFENCE – Drone Detection and Tracking System
https://www.sensofusion.com/

AOPA.org - Sensofusion Airfence - Drone fence arriving in Denver - 03Nov2016
https://www.aopa.org/news-and-media/all-news/2016/november/03/drone-fence-arriving-in-denver#


https://www.aopa.org/news-and-media/all-news/2016/november/03/drone-fence-arriving-in-denver

Drone Defenses Gone Wild ~Sa0K

DDC LLC - Domestic Drone Countermeasures - Drone Detection Systems

The Basic Personal Drone Detection System consists of three boxes: a Primary Command and Control Module and two Detection Sensor Nodes.
These three boxes create a mesh network that can triangulate moving transmitters.
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DDC LLC - Domestic Drone Countermeasures - Drone Detection Systems
http://www.domesticdronecountermeasures.com/home.html|


Presenter
Presentation Notes
DDC LLC - Domestic Drone Countermeasures - Drone Detection Systems
http://www.ddcountermeasures.com/products.html
https://web.archive.org/web/20130731040907/http://www.domesticdronecountermeasures.com:80/home.html

Popular Science - Company To Make Anti-Drone Tech Available To The Masses - 20Mar2013
http://www.popsci.com/technology/article/2013-03/company-to-make-antidrone-tech-available-to-the-masses

Price:
MarketsandMarkets.com - Anti-Drone Market by Technology - 2022 - Feb2016 
http://www.marketsandmarkets.com/Market-Reports/anti-drone-market-177013645.html


https://web.archive.org/web/20130731040907/http:/www.domesticdronecountermeasures.com:80/home.html
https://web.archive.org/web/20130731040907/http:/www.domesticdronecountermeasures.com:80/home.html

Drone Defenses Gone Wild

DRONE DETECTION AND ALERTING SYSTEMS $235k

GRYPHON
SKYLIGHT

SKYLIGHT SYSTEM
MULTISPECTRAL SENSORS

SAMI

SAMI (Skylight Airspace Monitor Interface) is the glue that
brings our sensors together to give you a complete
airspace picture.

R1400* - PRIMARY RADAR | SPECTRUM SENSING (52)

@ SKYLIGHT

« Large area, precision surveillance « Fast target acquisition

« Drone security and Detect & « Strong positive confirmation
Avoid applications for targets of interest

+ 10km (sUAS), 27km (General « Provides line of bearing
Aviation)

+ Up to 5km detection range

+ Low false alarm rate
+ Up to 360° coverage

« Low size, weight and power
(SWaP); man transportable

« Visual Target Identification
« Optical Tracking

« Thermal and EO lenses

+ 3km detection range

+ 360° Pan Rotation

« 180° Tilt Rotation

SLEW-TO-CUE CAMERA

3- Gryphon Sensors - Skylight - Drone Detection and Tracking
« http://gryphonsensors.com/products/
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Gryphon Sensors - Skylight - Drone Detection and Tracking
http://gryphonsensors.com/products/
http://gryphonsensors.com/wp-content/uploads/2016/09/Skylight-2-13-17.pdf

Prices:
Final_Report_Counter_Drone.pdf – pages 95-96
http://www.umasstransportationcenter.org/Document.asp?DocID=281
PDF date:  December 15, 2016


http://gryphonsensors.com/products/
http://gryphonsensors.com/products/

Drone Defenses Gone Wild

DRONE DETECTION AND ALERTING SYSTEMS

Wired.com - An Amazing (lllegal) Plan to Defeat Terrorist Drone Attacks - 28Feb2017

‘ Black Sage Technologies
CAMERA AND JAMMER SYSTEM

Doppler radar detection enhanced

Detection principles
with video tracking

Range 500 m

Coverage angle 90°

Constant Internet connection Not required

The Black Sage Technologies BST-UAVX detection and tracking system comprises the Compact Surveillance Radar
augmented by the Daylight Camera and the Thermal Camera, the Mobile Supercomputer for incoming signals

processing, and the software for UAVs visualization and saving forensics.

10
‘14

Mobile Supercomputer

Compact Surveillance Radar with Camera

Black Sage’s UAVX was recently used in a staged event at a major college campus open-air
football stadium with a seating capacity in excess of 60,000 people. The goal of this event was to
simulate a terrorist attack using a UAV to fly over the stadium and disperse a nerve agent on the
crowd. The test was conducted jointly with Black Sage, The University (which cannot be named),

The National Guard, local fire and police departments, and Emergency Management Services.

Event officials utilized a DJI Inspire quadcopter UAV to simulate the attack by flying over the stadi-

L. %%

wrsiem a0s1sm
40257Tdeg 00003 deg
116633 deg 00003 deg

Figure 14 — Forensic display of the radar detection with plotted locations of the UAV

Black Sage
Technologies

Black Sage - UAVX - BST-UAVX - Al-Based Counter-UAV Radar Detection and Video Tracking System (built with SpotterRF)
https://www.blacksagetech.com/whitepapers/2015/9/26/uav-detection-and-tracking
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Black Sage - UAVX -  BST-UAVX - AI-Based Counter-UAV Radar Detection and Video Tracking System (built with SpotterRF)
https://www.blacksagetech.com/whitepapers/2015/9/26/uav-detection-and-tracking
https://www.wired.com/2017/02/sky-net-illegal-drone-plan/
http://dronebouncer.com/en/black-sage-technologies-bst-uavx
https://spotterrf.com/wp-content/uploads/2016/03/SpotterRF-Radar-with-Black-Sage-Technologies-tracking-Drone.mp4?_=1



https://www.wired.com/2017/02/sky-net-illegal-drone-plan/
https://spotterrf.com/wp-content/uploads/2016/03/SpotterRF-Radar-with-Black-Sage-Technologies-tracking-Drone.mp4?_=1
https://www.blacksagetech.com/whitepapers/2015/9/26/uav-detection-and-tracking
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PREDATOR BIRD

EAGLES & FALCONS
PLUCKING DRONES
FROM SKY




GUARD FROM ABQVE

Drone Defenses Gone Wild

FALCONS AND EAGLES TRAINED TO ATTACK DRONES

The Washington Post - Terrorists are building drones. France is destroying them with eagles. - 21Feb2017

Fox News - Watch a police eagle take down a drone - 01Feb2016

“I'd like to spend my security
training budget on falconry
classes, please.” -

Every Security Professional Next Year

3- Guard From Above - Using birds of prey to intercept hostile drones
http://guardfromabove.com/
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Guard From Above - We are using birds of prey to intercept hostile drones
http://guardfromabove.com/
http://guardfromabove.com/wp-content/uploads/2016/01/NL-ENG-Guard-From-Above-Press-Release-FAQ.pdf

The Washington Post - Terrorists are building drones. France is destroying them with eagles. - 21Feb2017:
https://www.washingtonpost.com/news/worldviews/wp/2017/02/21/terrorists-are-building-drones-france-is-destroying-them-with-eagles/

Fortune.com - French Army Trains Eagles to Fight Drone Terrorism - 22Feb2017
http://fortune.com/2017/02/22/drones-eagles-france/

BBC News - Dutch police fight drones with eagles - 'Flying Squad' - 12Sept2016
http://www.bbc.com/news/world-europe-37342695

Fox News - Watch a police eagle take down a drone - 01Feb2016
http://www.foxnews.com/tech/2016/02/01/watch-police-eagle-take-down-drone.html

Mashable - Eagles are waging war against drones, knocking them out of the sky - 18Nov2016
http://mashable.com/2016/11/18/eagles-drones-knocked-out

The Register - Dutch cops train anti-drone eagle squadron - 01Feb2016
http://www.theregister.co.uk/2016/02/01/anti_drone_eagle_squadron/

Eagle vs Drone - 2m Wedge-Tailed Eagle takes down Drone. Watch it Punch it out of the sky – 08Aug2015 - YouTube
https://www.youtube.com/watch?v=Hr-xBtVU4lg

https://www.washingtonpost.com/news/worldviews/wp/2017/02/21/terrorists-are-building-drones-france-is-destroying-them-with-eagles/?utm_term=.2254bec5fc1e
http://www.foxnews.com/tech/2016/02/01/watch-police-eagle-take-down-drone.html
http://www.foxnews.com/tech/2016/02/01/watch-police-eagle-take-down-drone.html
http://www.bishopfox.com/files/tools/drone/DroneGIFs/1.DroneDefenses-FalconsAndEagles.gif
http://guardfromabove.com/

Drone Defenses Gone Wild

FALCONS AND EAGLES TRAINED TO ATTACK DRONES

1 GFA Team (Bird and Birdhandler training):

GFA Bird (365 days specialist training, caretaking and drones) EUR 98.000,--
GFA Birdhandler Training (20 days) EUR 25.000,--
GFA Training/Deployment equipment EUR 4.000,--

Additional advice ((estimate)For example: export/transport) EUR 20.000,--

I n It I a I I n Ve St m e nt (example) Prices excluding VAT and depending on availability of birds

GUARD FROM ABQYE

usb  4.260,--
USD 21.300,--

Total Investment: EUR 147.000,--

Long term Investment

USD 156.555,--

¢
USD 104.370,--
USD 26.625,--

* Eagles live around 60-80 years
e Deployable for 40 years
Y A W W

Guard From Above - Using birds of prey to intercept hostile drones

http://guardfromabove.com/

GUARD FROM ABOVE
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Guard From Above - We are using birds of prey to intercept hostile drones
http://guardfromabove.com/
http://guardfromabove.com/wp-content/uploads/2016/01/NL-ENG-Guard-From-Above-Press-Release-FAQ.pdf

The Washington Post - Terrorists are building drones. France is destroying them with eagles. - 21Feb2017:
https://www.washingtonpost.com/news/worldviews/wp/2017/02/21/terrorists-are-building-drones-france-is-destroying-them-with-eagles/

Fortune.com - French Army Trains Eagles to Fight Drone Terrorism - 22Feb2017
http://fortune.com/2017/02/22/drones-eagles-france/

BBC News - Dutch police fight drones with eagles - 'Flying Squad' - 12Sept2016
http://www.bbc.com/news/world-europe-37342695

Fox News - Watch a police eagle take down a drone - 01Feb2016
http://www.foxnews.com/tech/2016/02/01/watch-police-eagle-take-down-drone.html

Mashable - Eagles are waging war against drones, knocking them out of the sky - 18Nov2016
http://mashable.com/2016/11/18/eagles-drones-knocked-out

The Register - Dutch cops train anti-drone eagle squadron - 01Feb2016
http://www.theregister.co.uk/2016/02/01/anti_drone_eagle_squadron/

Eagle vs Drone - 2m Wedge-Tailed Eagle takes down Drone. Watch it Punch it out of the sky – 08Aug2015 - YouTube
https://www.youtube.com/watch?v=Hr-xBtVU4lg

http://guardfromabove.com/

GUARD FROM ABOVE

Drone Defenses Gone Wild

FALCONS AND EAGLES TRAINED TO ATTACK DRONES

Life-cycle cost analysis (LCCA) exmpie a i

Yearly cost per 1 GFA trained Bird of prey for 1 year (365 days):

Bird quarters Construction (Basic) EUR 2.000,-- USD 2.130,--
Food EUR 1.000,-- USD 1.065,--
Medical care (Perodic checks and basic care) EUR 1.500,-- UsSD 1.597,50
Individual Equipment (yearly) EUR 1.500,-- USD 1.597,50
Contingencies EUR 500,-- USD 532,50
Training drones (depending on the client demand: Brand/type) EUR ............. USD ..
Daily caretaking and training (by client staff 365x 1,5 h (547,5 hours)) EUR ............ USD ...............
Total yearly investment (for 1 bird) EUR 6.500,-- USD 6.922,50

Guard From Above - Using birds of prey to intercept hostile drones
http://guardfromabove.com/
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Guard From Above - We are using birds of prey to intercept hostile drones
http://guardfromabove.com/
http://guardfromabove.com/wp-content/uploads/2016/01/NL-ENG-Guard-From-Above-Press-Release-FAQ.pdf

The Washington Post - Terrorists are building drones. France is destroying them with eagles. - 21Feb2017:
https://www.washingtonpost.com/news/worldviews/wp/2017/02/21/terrorists-are-building-drones-france-is-destroying-them-with-eagles/

Fortune.com - French Army Trains Eagles to Fight Drone Terrorism - 22Feb2017
http://fortune.com/2017/02/22/drones-eagles-france/

BBC News - Dutch police fight drones with eagles - 'Flying Squad' - 12Sept2016
http://www.bbc.com/news/world-europe-37342695

Fox News - Watch a police eagle take down a drone - 01Feb2016
http://www.foxnews.com/tech/2016/02/01/watch-police-eagle-take-down-drone.html

Mashable - Eagles are waging war against drones, knocking them out of the sky - 18Nov2016
http://mashable.com/2016/11/18/eagles-drones-knocked-out

The Register - Dutch cops train anti-drone eagle squadron - 01Feb2016
http://www.theregister.co.uk/2016/02/01/anti_drone_eagle_squadron/

Eagle vs Drone - 2m Wedge-Tailed Eagle takes down Drone. Watch it Punch it out of the sky – 08Aug2015 - YouTube
https://www.youtube.com/watch?v=Hr-xBtVU4lg

http://guardfromabove.com/

Defeating Birds of Prey Defenses

FALCONS AND EAGLES TRAINED TO ATTACK DRONES

Detection and response to incoming eagles or falcons.

Detect Incoming Eagles: Responses: Carrot or Stick

%  HACKADAY

HACKADAY PRIZE ENTRY:
AUTOMATED WILDLIFE RECOGNITION

by: Donald Papp @ 11 Comments

Bacon Countermeasures

June 14, 2017

3 U*‘
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Trail and wildlife cameras are commonly available nowadays, but the project aims to go beyond simply Offe n Sive [ /;
taking digital snapshots of critters. [Brenda Armour] uses a Raspberry Pi to not only take photos of wildlife who

wander into the camera’s field of view, but to also automatically identify and categorize the animals seen using

a visual recognition APl from IBM via the Node-RED infrastructure. The result is a system that captures an image CO u nte rm ea S u res

when motion is detected, sends the image to the visual recognition API, and attempts to identify any wildlife based

on the returned data.

Hy;;otheticd//y, obviously
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http://hackaday.com/2017/06/14/hackaday-prize-entry-automated-wildlife-recognition/
http://www.popularmechanics.com/flight/drones/a25282/flame-throwing-drones/


http://www.popularmechanics.com/flight/drones/a25282/flame-throwing-drones/
http://hackaday.com/2017/06/14/hackaday-prize-entry-automated-wildlife-recognition/

Won't “Fly” in the United States

PREDATOR BIR

https://www.fws.gov/midwest/eagle/protect/laws.html

U.S. Fish & Wildlife Service

Bald Eagle

5 Midwest Region
L
Home Federal Laws that Protect Bald Eagles

About Bald Eagles and Their | Bald and Golden Eagle Protection Act

Recovery The bald eagle will continue to be protected by the Bald and Golden Eagle Protection Act even
though it has been delisted under the Endangered Species Act. This law, originally passed in
1940, provides for the protection of the bald eagle and the golden eagle (as amended in 1962)
Places to See Eagles and by prohibiting the take, possession, sale, purchase, barter, offer to sell, purchase or barter,
Eagle Images transport, export or import, of any bald or golden eagle, alive or dead, including any part, nest,
or egg, unless allowed by permit (16 U.S.C. 668(a); 50
CFR 22). "Take" includes pursue, shoot, shoot at, poison,
wound, kill, capture, trap, collect, molest or disturb (16
U.S.C. 668c; 50 CFR 22.3). The 1972 amendments
increased civil penalties for violating provisions of the Act
to a maximum fine of $5,000 or one year imprisonment
with $10,000 or not more than two years in prison for a
second conviction. Felony convictions carry a maximum
fine of $250,000 or two years of imprisonment. The fine
doubles for an organization. Rewards are provided for
information leading to arrest and conviction for viclation of
the Act.

Numbers of Bald Eagles

Laws that Protect Bald
Eagles

Post Delisting Monitoring
Plan

Eagle Permits

Archives: Proposed and Final
Rules to Delist

Links for More Information

Midwest Region Endangered
Species Go here for more information about the Bald and Golden

Eagle Protection Act and permits issued under that Act.
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Laws protecting Eahles in the United States:
https://www.fws.gov/midwest/eagle/protect/laws.html
https://www.ecfr.gov/cgi-bin/text-idx?c=ecfr&sid=9a2c074a271d17db16c4a0fa4ca3d2ba&tpl=/ecfrbrowse/Title50/50cfr22_main_02.tpl


https://www.fws.gov/midwest/eagle/protect/laws.html
https://www.fws.gov/midwest/eagle/protect/laws.html
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DRONE SHOOTING

SHOOTING NETS AT DRONES
FROM THE GROUND




Drone Defenses Gone Wild

~$70k - S80k
BAZOOKA SHOOTING NETS WITH PARACHUTE AT DRONES

Mashable - SkyWall gun stops drones dead with net, then gives a parachute landing - 05Mar2016

Popular Science - SkyWall Is A New Anti-Drone Net Bazooka For Police - 07Mar2016

SKYWALL

CAPTURES DRONES | PROTECTS ASSETS

SMART SCOPE

kb OpenWorks Engineering - SkyWall
https://openworksengineering.com/skywall
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OpenWorks Engineering - SkyWall - Cannon shoots net with parachute at drones
OpenWorks Engineering – SkyWall:
https://openworksengineering.com/skywall
https://openworksengineering.com/images/skywall/SkyWall%20Brochure.pdf
Mashable - SkyWall gun stops drones dead, then gives a parachute landing - 05Mar2016
http://mashable.com/2016/03/05/skywall-drone-stopper/#5Yj9jYVEq8qW
VIDEOS:
SkyWall : SkyWall100 | Capture Drones - Protect Assets - 03Mar2016 - YouTube
https://www.youtube.com/watch?v=iYpDSpL3I9I
SkyWall : SkyWall100 Drone Defence System - A Man Portable and Cost Effective Counter Drone System - 03Mar2016 - YouTube
https://www.youtube.com/watch?v=6uu4yoi0TqY
GIFS:
http://mashable.com/wp-content/uploads/2016/03/dronestopper.gif
https://thumbs.gfycat.com/ExcitableIncomparableArrowcrab-size_restricted.gif
https://giant.gfycat.com/ExcitableIncomparableArrowcrab.gif
https://gfycat.com/ExcitableIncomparableArrowcrab
Popular Science - SkyWall Is A New Anti-Drone Net Bazooka For Police - 07Mar2016
http://www.popsci.com/skywall-is-an-anti-drone-net-bazooka
Engadget - The SkyWall 100 is a net-launching anti-drone bazooka - 03Mar2016
https://www.engadget.com/2016/03/03/the-skywall-100-is-a-net-launching-anti-drone-bazooka/
TechAeris - SkyWall, A Line of Anti-Drone Bazookas And Turrets - 05Mar2016
http://techaeris.com/2016/03/05/skywall-a-line-of-anti-drone-bazookas-and-turrets/
TheNextWeb - SkyWall drone defense system can drop a quadcopter from 100 meters - 04Mar2016
https://thenextweb.com/shareables/2016/03/04/skywall-drone-defense-system-can-drop-a-quadcopter-from-100-meters/#.tnw_JAeBdkod
Petapixel.com - This Bazooka Takes Down Drones by Firing Net Rockets - 05Mar2016
https://petapixel.com/2016/03/05/bazooka-takes-camera-drones-firing-net-rockets/

http://mashable.com/2016/03/05/skywall-drone-stopper/#5Yj9jYVEq8qW
http://www.popsci.com/skywall-is-an-anti-drone-net-bazooka
http://www.bishopfox.com/files/tools/drone/DroneGIFs/4.DroneDefenses-Shooting_Nets_at_Drones_from_the_Ground-1.gif
https://openworksengineering.com/skywall

Drone Defenses Gone Wild

DroneDefence.co.uk - Net Gun X1 \

-
LEJ
Ar‘n*

Net Gun X1 Operation

The Drone Defence Net Gun X1 is a simple to use, versatile
& economical device for Law Enforcement & Security
Officers to tackle unwanted drone incursions. With two
types of capture net the operator can select the
appropriate configuration, dependent on the
environment. The Type 1 capture net provides an
protective barrier wall, which a drone cannot
penetrate. Type 2 allows the operator to
attempt the direct capture of a drone in flight.

*Depending on capture net type and weather conditions.

IRUNEDS
PLAY & LEARN

Drone Defence - Net Gun X1
http://www.dronedefence.co.uk/net-gun-x1

http://www.net-gun.com/net-gun-spider-brochure.pdf

DroneDefence-co uk - Net Gun X1

Multiple Capture Net Types
3m| o— —
o 1.5m |
Type 1 - Mesh Type 2 - Spider
Effective Range: up to 10m Effective Range: up to 15m
Net Size: 9 meters squared (3m x 3m) Net Size: 2 meters squared (1.5m radial)
Mesh Size: 15cm Deployment Time: 1 second
Deployment Time: 1 second Velocity: 10 meters per second
Velocity: 10 meters per second



Presenter
Presentation Notes
Drone Defense UK - http://www.dronedefence.co.uk
http://www.dronedefence.co.uk/
Counter Drone Solution from Drone Defence. 31Aug2016 - YouTube
https://www.youtube.com/watch?v=1yEvVmG2Gd0
Drone Defence - Net Gun X1 Promotional Video - YouTube
https://www.youtube.com/watch?v=DtwsyFXkfAE
Drone Defence – YouTube Channel
https://www.youtube.com/channel/UCuowlBhj-dVLbGGEfJ9cpRQ
http://www.dronedefence.co.uk/net-gun-x1
https://giphy.com/gifs/iD5H8R2yVwhqw
http://www.dronedefence.co.uk/dynopis-ECM
https://irp-cdn.multiscreensite.com/d7c2e0a2/files/uploaded/Drone%20Defence%20Net%20Gun%20X1%20Brochurev1.pdf
https://irp-cdn.multiscreensite.com/d7c2e0a2/files/uploaded/20160723-Dynopis-E1000MP.pdf
https://irp-cdn.multiscreensite.com/d7c2e0a2/files/uploaded/20160923%20dronetracker-productlist.pdf
https://irp-cdn.multiscreensite.com/d7c2e0a2/dms3rep/multi/desktop/20161114-Dynopis%20Series-17-2592x2592.jpg
https://irp-cdn.multiscreensite.com/d7c2e0a2/dms3rep/multi/desktop/20161114-Dynopis%20Series-12-2592x4608.jpg
https://irp-cdn.multiscreensite.com/d7c2e0a2/dms3rep/multi/desktop/20161114-Dynopis%20Series-14-2592x2592.jpg
http://www.thenetgunstore.com/2014/11/20/net-guns-for-drone-defense/
http://www.dronedefence.co.uk/drone-defence-to-release-drone-aircraft-recognition-playing-cards

Spider-N – Net Gun (type):
http://www.net-gun.com/net-gun-spider-brochure.pdf
http://www.net-gun.com/net-gun-impact-manual.pdf


http://www.dronedefence.co.uk/net-gun-x1
http://www.dronedefence.co.uk/net-gun-x1
http://www.dronedefence.co.uk/net-gun-x1
http://www.dronedefence.co.uk/net-gun-x1
http://www.dronedefence.co.uk/drone-defence-to-release-drone-aircraft-recognition-playing-cards
http://www.net-gun.com/net-gun-spider-brochure.pdf

Drone Defenses Gone Wild ~$500

SPIDER STYLE

(1).Net Gun main unit

MU LTI-FUNCT'ONAL (2).Reused catch net

(3).Reused training net

AI RSOFT N ET G U N (4).12g CO2 gas bottle x4

not include
(5).Gas bottle cartridge x2
(6).Quick-release belt clip
(7).Collecting net Fixture
(8).Carrying bag

[Quick release belt click-

(v 8

uick release
shooting

Stand by (at belt)shooting (at belt) q

Catch Net
9.8ft x 9-8ft

+— 3 —*
Catch MNet

BigUrb - Tactical Net Gun 12 Gram Non-Threaded
3- https://www.amazon.com/BigUrb-Tactical-Net-Gun/dp/B01N6VRY9D/ €02 Cartridges

http://www.net-gun.com/net-gun-spider-brochure.pdf


Presenter
Presentation Notes
BigUrb - Tactical Net Gun
https://www.amazon.com/BigUrb-Tactical-Net-Gun/dp/B01N6VRY9D/

Spider-N – Net Gun (type):
http://www.net-gun.com/net-gun-spider-brochure.pdf
http://www.net-gun.com/net-gun-impact-manual.pdf
http://www.thenetgunstore.com/product/spyder-netgun/

12 Gram Non-Threaded CO2 Cartridges:
https://www.amazon.com/Crosman-12-Gram-CO2-Cartridges/dp/B01IR83NGO
https://www.amazon.com/Asura-12g-CO2-Cartridges-40PK/dp/B01H25JZH4

http://www.net-gun.com/net-gun-spider-brochure.pdf
http://www.net-gun.com/net-gun-spider-brochure.pdf
http://www.net-gun.com/net-gun-spider-brochure.pdf
http://www.net-gun.com/net-gun-spider-brochure.pdf
http://www.net-gun.com/net-gun-spider-brochure.pdf
http://www.net-gun.com/net-gun-impact-manual.pdf
https://www.amazon.com/Crosman-12-Gram-CO2-Cartridges/dp/B01IR83NGO

Drone Defenses Gone Wild

DRONE NET GUN - SMALL FLASHLIGHT SIZED $6OO } $800

TheNetGunStore.com - Net Guns for Drone Defense - 20Nov2014

Net head
CO2 cartridge
Gas chamber
Back cover
Switch piece

. !"I.-” f . -
= | =1'T
g || <)

| Eﬁsk |

ThﬂNEIEUﬂ::m L COiW

Stay SAFE - Rescue Animals From a Distance.

6-Premium
Non-Threaded
Cartridges

16 Gram Non-Threaded
CO2 Cartridges

Shoots up to
~45 feet

7 TheNetGunStore - Net Gun

http://www.thenetgunstore.com/product/the-hero-net-gun/


Presenter
Presentation Notes
TheNetGunStore – Net Gun:
http://www.thenetgunstore.com/product/the-hero-net-gun
http://www.thenetgunstore.com/wp-content/uploads/2015/05/2015_net_gun_operating_manual.pdf
http://www.thenetgunstore.com/product/spyder-netgun/
http://www.net-gun.com/net-gun-spider-brochure.pdf
http://www.net-gun.com/net-gun-impact-manual.pdf
Blog Posts:
http://www.thenetgunstore.com/2014/11/20/net-guns-for-drone-defense/
http://www.thenetgunstore.com/2015/04/21/net-gun-firing-distance/

16 Gram Non-Threaded CO2 Cartridges:
http://www.thenetgunstore.com/product/16-gram-non-threaded-co2-cartridges/
https://www.amazon.com/Genuine-Innovations-Bike-Tire-Gram/dp/B0098P6DTA
https://www.amazon.com/Genuine-Innovations-G2173-Non-Threaded-Cartridge/dp/B000Q5JUJQ
https://www.amazon.com/Mosa-Gram-Threaded-Cartridges-Pack/dp/B0015V45F4

More products:
http://www.thenetgunstore.com/product/mesh-net/
http://www.thenetgunstore.com/product/net-weights/
http://www.thenetgunstore.com/product/net-head-loaded-with-net/
http://www.thenetgunstore.com/product/the-net-gun-starter-pack/

http://www.thenetgunstore.com/2014/11/20/net-guns-for-drone-defense/
http://www.thenetgunstore.com/2014/11/20/net-guns-for-drone-defense/
http://www.thenetgunstore.com/product/the-hero-net-gun
http://www.thenetgunstore.com/product/the-hero-net-gun
http://www.thenetgunstore.com/product/the-hero-net-gun
http://www.thenetgunstore.com/wp-content/uploads/2015/05/2015_net_gun_operating_manual.pdf
http://www.thenetgunstore.com/product/16-gram-non-threaded-co2-cartridges/
https://www.amazon.com/Genuine-Innovations-Bike-Tire-Gram/dp/B0098P6DTA
http://www.thenetgunstore.com/product/mesh-net/
http://www.thenetgunstore.com/net-gun-instructions/

DEMO

CHICKEN WIRE FOR THE WIN

&
[T T I—Stare

Chicken Wire Cage = ~515 Flashlight Net Gun = ~$600-5700

Breaking Drone Defenses: Using Chicken Wire to Defeat Net Projectile-Based Products - Bishop Fox - Blog - 03Aug2017

1
"\

56


Presenter
Presentation Notes
Breaking Drone Defenses: Using Chicken Wire to Defeat Net Projectile-Based Products - Bishop Fox - Blog - 03Aug2017
https://www.bishopfox.com/blog/2017/08/breaking-drone-defenses-using-chicken-wire-defeat-net-projectile-based-products/

Drone Hacking: Defeating Net Defense Products with a Protective Chicken Wire Cage - 25July2017 – YouTube
https://www.youtube.com/watch?v=m2qSQ5__agA 
https://www.youtube.com/watch?v=jlGdPrhRvBA&t=99

Amazon - Darice 6614-100 Galvanized Chicken Wire Net for Craftwork, 18 by 39-Inch:
https://www.amazon.com/gp/product/B00HMMIEAC/

http://www.thenetgunstore.com/product/the-hero-net-gun
https://www.bishopfox.com/blog/2017/08/breaking-drone-defenses-using-chicken-wire-defeat-net-projectile-based-products

DEMO

CHICKEN WIRE FOR THE WIN, ARIZONA HEAT FOR THE WIN TOO!

VO Tube] Yl]ll

> Ldl ‘D 0:19/1:08 e V s PR e : V ’ »I ‘D D25 R

Drone Hacking: Defeating Net Defense Products with a Protective Chicken Wire Cage - 25July2017

= Bishop Fox

Drone Hacking: Net Gun Flashlight Fails in 110 Degree Heat -
o 25July2017

%o Bo _  Bishop Fox

& Download ~

https://www.youtube.com/watch?v=m2qgSQ5__agA https://www.youtube.com/watch?v=jlGdPrhRvBA&t=99

? - 60
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Breaking Drone Defenses: Using Chicken Wire to Defeat Net Projectile-Based Products - Bishop Fox - Blog - 03Aug2017
https://www.bishopfox.com/blog/2017/08/breaking-drone-defenses-using-chicken-wire-defeat-net-projectile-based-products/

Drone Hacking: Defeating Net Defense Products with a Protective Chicken Wire Cage - 25July2017 – YouTube
https://www.youtube.com/watch?v=m2qSQ5__agA

Drone Hacking: Net Gun Flashlight Fails in 110 Degree Heat - 25July2017 - YouTube
https://www.youtube.com/watch?v=IJYI-F8NqqA

WIRED - Anti-Drone Tools Tested: From Shotguns To Superdrones - 26July2017:
https://www.wired.com/story/watch-anti-drone-weapons-test/ 
https://www.youtube.com/watch?v=jlGdPrhRvBA
https://www.youtube.com/watch?v=jlGdPrhRvBA&t=99

Amazon - Darice 6614-100 Galvanized Chicken Wire Net for Craftwork, 18 by 39-Inch:
https://www.amazon.com/gp/product/B00HMMIEAC/

TheNetGunStore – Net Gun
http://www.thenetgunstore.com/product/the-hero-net-gun
http://www.thenetgunstore.com/2014/11/20/net-guns-for-drone-defense/
http://www.thenetgunstore.com/2015/04/21/net-gun-firing-distance/


https://www.youtube.com/watch?v=m2qSQ5__agA
https://www.youtube.com/watch?v=IJYI-F8NqqA

Drone Defenses Gone Wild ~$40 - $75

LifeHacker - Build a Drone-Catching Net Gun Out of Basic Plumbing Parts - 24Feb2017

Build a Drone-Catching Net Gun Out of Basic Plumbing Parts

lifehacker

If you’re looking for a way to shoot down snooping drones in the near

dystopian future, or just want to pretend to be Batman, this fun DIY build

is for you.

DIY Net Gun for Drones - William Osman
http://www.williamosman.com/2016/12/diy-net-gun.html


Presenter
Presentation Notes
DIY - Drone Net Gun - Feb2017
LifeHacker - Build a Drone-Catching Net Gun Out of Basic Plumbing Parts - 24Feb2017
http://lifehacker.com/build-a-drone-catching-net-gun-out-of-basic-plumbing-pa-1792733924
DIY Net Gun | William Osman
http://www.williamosman.com/2016/12/diy-net-gun.html
Instructables - Build a Net Gun
http://www.instructables.com/id/Build-A-Net-Gun/
How to Make a Net Gun - 28Nov2016 – YouTube
https://www.youtube.com/watch?v=Z5plajOgCzc
Animated GIF - Find & Share on GIPHY
https://giphy.com/gifs/zQusPygm3P1Wo
Drone-capture.gif
https://1.bp.blogspot.com/-5jM5SoEAEjM/WFEJmHc7JfI/AAAAAAAAQqY/yil0MmxEhm87-p0kkQmzkHxIbizaY4s5QCLcB/s400/Drone-capture.gif


http://lifehacker.com/build-a-drone-catching-net-gun-out-of-basic-plumbing-pa-1792733924
http://lifehacker.com/build-a-drone-catching-net-gun-out-of-basic-plumbing-pa-1792733924
http://www.williamosman.com/2016/12/diy-net-gun.html
http://www.bishopfox.com/files/tools/drone/DroneGIFs/4.DroneDefenses-Shooting_Nets_at_Drones_from_the_Ground-2.gif

Drone Defenses Gone Wild

Advanced Ballistics Concepts - Skynet™ Drone Defense

12 GAUGE SHELL FIRES A NET

F « ¥ & ¥ 8 ' ™
OATRELIR ¢
DRONE DEFENSE™ ye

Don't be a victim.™
More info inside..

l:L: Illegal Surveillancefl

~1* Arial Trespassing

ogy will allow any marksman with a 12 gauge to defend his or her right

privacy/safety. Specifically engineered for an aggressive Iaund} and

takedown of a flying drone but in the event of a miss shot the SKYNE
parachutes back to earth slowly and safely.

B . A R i TR O s

TO CAPTURE DRONES!

DRONE DEFENSE"4

SKYNET - Drone Defense - Shotgun Net Shells

http://store.mibullet.com/skynetdronedefense.aspx

~S20 for 3 shells

SKYNET - Drone Net Shotgun Shells
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SkyNet - Drone Defense - 12 gauge shotgun shell nets for drones
http://www.budk.com/12-Gauge-Skynet-Drone-Defense-%E2%80%93-3-Pack-35975
Advanced Ballistics Concepts - Skynet™ Drone Defense
http://store.mibullet.com/skynetdronedefense.aspx
Advanced Ballistic Concepts Presents Skynet™ Drone Defense™ - 23Jan2016 - YouTube
https://www.youtube.com/watch?v=FAILUw3FbKk
12-Gauge Skynet Drone Defense – 3 Pack - $19.99 - 21Nov2016 - YouTube
https://www.youtube.com/watch?v=A32_hppgpCI
Skynet – GIF - youTube
https://www.youtube.com/watch?v=zrfEhCx0vvw
https://giphy.com/gifs/cqxSuIpkuqZSE
https://giphy.com/gifs/12NHqpHhICcpi0

http://store.mibullet.com/skynetdronedefense.aspx
http://www.budk.com/12-Gauge-Skynet-Drone-Defense-%E2%80%93-3-Pack-35975
http://www.budk.com/12-Gauge-Skynet-Drone-Defense-%E2%80%93-3-Pack-35975

DEMO

SHOTGUN SHELLS WIN

O

1’2"I:‘|AllfliE SHELL FIRES'A'NET

C 4

e 1IN

Don't be a victim.™ s W55 70000430
More info i

o+ Illegal Surveillance]

4 Arial Trespassing

* Weaponized Drony

RNING (

The world’s first ground-to- YNET™ This patented two-part technc
ogy will allow any marksm: 212 gauge to defand his or her ights
- ifi i or an ive launch and

privacy ,
# a flying drone but in the event of a miss shot the
takedown of 8 ehutes back o earth slowly and safely.

TO CAPTURE DRONES!

Chicken Wire Cage = ~S15

SkyNet Drone Net Shotgun
Shells (3 pack) = ~S20
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Drone Hacking: SKYNET Shotgun Shells - Drone Net Shell Testing - 25July2017 – YouTube
https://www.youtube.com/watch?v=hRgAn9GJEbQ

WIRED - Anti-Drone Tools Tested: From Shotguns To Superdrones - 26July2017:
https://www.wired.com/story/watch-anti-drone-weapons-test/ 
https://www.youtube.com/watch?v=jlGdPrhRvBA

SKYNET:
http://www.budk.com/12-Gauge-Skynet-Drone-Defense-%E2%80%93-3-Pack-35975

Amazon - Darice 6614-100 Galvanized Chicken Wire Net for Craftwork, 18 by 39-Inch:
https://www.amazon.com/gp/product/B00HMMIEAC/


https://www.amazon.com/gp/product/B00HMMIEAC/
http://www.budk.com/12-Gauge-Skynet-Drone-Defense-%E2%80%93-3-Pack-35975

DEMO

SHOTGUN SHELLS WIN

O Tube]

12 GAUGE SHELLFIRES'A NET

e

Lo~ T~ ST T,
SETEINSOE, e
~L = A /*\F\* ‘.:\ ~ N :

DRONE DEFENSE " [ . /

TO CAPTURE DRONES!

Shotgun holes through
chicken wire cage

P o o) 1117722

Drone Hacking: SKYNET Shotgun Shells - Drone Net Shell Testing - 25July2017
_  Bishop Fox

Subscribed | M| 1.5K & Download ~ .
: - No views

= Addto e Share  eee More o Po
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https://www.youtube.com/watch?v=hRgAn9GJEbQ
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Drone Hacking: SKYNET Shotgun Shells - Drone Net Shell Testing - 25July2017 – YouTube
https://www.youtube.com/watch?v=hRgAn9GJEbQ

WIRED - Anti-Drone Tools Tested: From Shotguns To Superdrones - 26July2017:
https://www.wired.com/story/watch-anti-drone-weapons-test/ 
https://www.youtube.com/watch?v=jlGdPrhRvBA

SKYNET:
http://www.budk.com/12-Gauge-Skynet-Drone-Defense-%E2%80%93-3-Pack-35975

Amazon - Darice 6614-100 Galvanized Chicken Wire Net for Craftwork, 18 by 39-Inch:
https://www.amazon.com/gp/product/B00HMMIEAC/


https://www.youtube.com/watch?v=hRgAn9GJEbQ
https://www.youtube.com/watch?v=hRgAn9GJEbQ

X Products - Can Cannon - w/ Net Launcher

PROTOTYPE AMMO - WITH ANTI-DRONE NET PROJECTILE LAUNCHER

https://www.xproducts.com/product-category/can-cannon-and-launchers/
The Firearm Blog - X Products Can Cannon Net Launcher and Grappling Hook Prototypes - 01Apr2015

e g g g —

y v N ' 3 .

|'x P 'MJUU t:h F\B X PrOdUCtS B Can Cannon' Concept Sketches: IR Proximity Projectile Type Net Launcher
Yy _~ IR AV 1Y) Soda Can Launcher (AR-15)

Concept Sketches: IR Proximity Projectile Type Net Launcher

From Left Above: Telescoping Rifle Grenade Shaped Projectile; Sketch Of Electric Primer Powered Net Projectile; Alibaba IR Proximity Switch;
Edwards CO2 Jet Cartridge Powered Net Guns With Net Partially Ejected, CO2 Cartridge Powers Projectiles And Net Is Pulled In Drogue Format.

4 Estimated Range: 350 - 400 Feet

] 2
Above: U: vates Projectile, IR Sensor Tr: nsmtsAft A \mmet Sg \Oh]ctI F IdeIct IRE am To Detector, Net Fires Capturing
/ — Drone. NOTE Ntcht!P achutes For Re-Use And Remains Connect angled Drone Acting To Further WghT rget Down.

For Direct Fire Net Gun Powered By Blank Round Muzzle Blast, NOTE: Projectiles Are Attached To The Net.

Grappling Hook
18317_KENT.pdf - 18317 - Anti-Class One Drone and Multi-Purpose

66mm Launch System For The M-4 Carbine - 02May2016
http://www.dtic.mil/ndia/2016/armament/18317_KENT.pdf

How to Shoot Down a Drone | WIRED
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Presentation Notes
X Products – Can Cannon –  With Net Gun Modification
https://www.xproducts.com/product-category/can-cannon-and-launchers/
https://www.xproducts.com/product/can-cannon-soda-can-launcher-ar-15-m16/
https://www.xproducts.com/product/grappling-hook-can-cannon/
https://www.xproducts.com/product/m200-mil-spec-556-blanks-can-cannon-1/


Blanks:
https://www.xproducts.com/product/m200-mil-spec-556-blanks-can-cannon-1/
Lake City 5.56mm 5.56 223 Blanks 1000 Rounds new : Other Ammunition at GunBroker.com
https://www.gunbroker.com/item/773658589
http://www.gunbroker.com/item/661388900
556 M200 Mil Spec Blanks for the Can Cannon. Currently available in 100ct bags.


18317_KENT.pdf - 18317 - Anti-Class One Drone and Multi-Purpose 66mm Launch System For The M-4 Carbine - 02May2016
http://www.dtic.mil/ndia/2016/armament/18317_KENT.pdf


X Products – YouTube:
https://www.youtube.com/channel/UCbU73jibILerLV7LIuSPaOg
Soda Can Launcher The X Products Can Cannon - YouTube
https://www.youtube.com/watch?v=HihYF9JDoJo

GunsAmerica Digest - Best Fun-Gun Ever. The Can Cannon - Mounts on AR-15 - 10May2015
https://www.gunsamerica.com/blog/best-fun-gun-ever-the-can-cannon/

The Firearm Blog - X Products Can Cannon Net Launcher and Grappling Hook Prototypes - 01Apr2015
http://www.thefirearmblog.com/blog/2015/04/01/x-products-can-cannon-net-launcher-and-grappling-hook-prototypes/

Gunbroker.com - XProducts - Can Cannon Stuff:
X-Products AR-15 Can Cannon Black CANCAN AR15 5.56 : AR15 Parts at GunBroker.com - $334.71
http://www.gunbroker.com/item/660583888
Charles Daly Complete AR-15 Carbine Lower Receiver : Semi Auto Rifles at GunBroker.com - $249.05
http://www.gunbroker.com/item/661472351
Lake City 5.56mm 5.56 223 Blanks 1000 Rounds new : Other Ammunition at GunBroker.com - $339.00
http://www.gunbroker.com/item/661388900
Alternative - $51.95:  M200 Mil Spec 5.56 Blanks for the Can Cannon | X Products
https://www.xproducts.com/product/m200-mil-spec-556-blanks-can-cannon-1/


Amazon - P7 Lucid Combat Optic. 4X, with P7 Reticle, Black
https://www.amazon.com/Lucid-Combat-Optic-Reticle-Black/dp/B06XYJ5HKZ

Radiometrix - Radio Modules - RF Modules - Wireless Modules | IRPS
http://www.radiometrix.com/irps-0
http://www.radiometrix.com/files/additional/irps.pdf

https://www.xproducts.com/product-category/can-cannon-and-launchers/
http://www.thefirearmblog.com/blog/2015/04/01/x-products-can-cannon-net-launcher-and-grappling-hook-prototypes/
http://www.dtic.mil/ndia/2016/armament/18317_KENT.pdf
http://www.dtic.mil/ndia/2016/armament/18317_KENT.pdf
https://www.xproducts.com/product-category/can-cannon-and-launchers/
https://www.xproducts.com/product/grappling-hook-can-cannon/
https://www.xproducts.com/product-category/can-cannon-and-launchers/
https://www.xproducts.com/product/m200-mil-spec-556-blanks-can-cannon-1/
https://www.wired.com/story/watch-anti-drone-weapons-test/

DRONE SHOOTING

DRONES SHOOTING
NETS AT DRONES

?.'




~S30,000 Euro

Drone Defenses Gone Wild

“Hoping to ship first units
DRONES SHOOTING NETS AT OTHER DRONES

by the end of 2017”

DroneCatcher - Catching a Drone with a Drone - 19Aug2016 -YouTube

DroneCatcher Flying system

Security Affairs - The DroneCatcher evolves featuring a new improvement - 04April2016

Dimensions T75x 755 x 350 mm

Speed Currently up to 20 m/s
447 mph

Operating time Up to 30 min.

Netgun range Up to 20 meters

G5.6 feet
Weight <6kg

kb DroneCatcher - DelftDynamics
* http://dronecatcher.nl/
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DroneCatcher - DelftDynamics - Drone with Net Cannon:
DroneCatcher.nl - DroneCatcher, Controlled drone Interception
http://dronecatcher.nl/
https://media.giphy.com/media/g9nIHik1EJBD2/giphy.gif
DroneCatcher-Articles:
Security Affairs - The DroneCatcher evolves featuring a new improvement - 04April2016
http://securityaffairs.co/wordpress/45961/security/dronecatcher.html
Motherboard - Dronecatcher Is a Drone for Stealing Other Drones -03Apr2016
https://motherboard.vice.com/en_us/article/dronecatcher-is-a-drone-for-stealing-other-drones-delft-dynamics
DroneCatcher – Video:
YouTube - Delft Dynamics BV 
https://www.youtube.com/channel/UCE_hHTmGRYj3iQ8i0iLjCKg
DroneCatcher - Catching a Drone with a Drone - 19Aug2016 -YouTube
https://www.youtube.com/watch?v=7E7u6i-TSkI
Dronecatcher catches a drone and lets it down easy - 25Mar2016 - - YouTube
https://www.youtube.com/watch?v=GS05Getp1Lc
DroneCatcher - 17Mar2015 - YouTube
https://www.youtube.com/watch?v=sBWWrSLOz5Q
DoneCatcher – MP4s:
http://www.delftdynamics.nl/dronecatcher2.mp4
http://www.delftdynamics.nl/movies/dronecatcher_movie.mp4
http://www.delftdynamics.nl/movies/dronecatcher_movie2.mp4
http://www.delftdynamics.nl/movies/dronedrop.mp4
DroneCatcher-Photos:
http://www.delftdynamics.nl/images/stories/dd/dc_catch.jpg
http://www.delftdynamics.nl/movies/dronecatcher_movie.jpg
http://www.delftdynamics.nl/images/stories/dd/20141008_dronecatcher.jpg
https://i.ytimg.com/vi/7E7u6i-TSkI/maxresdefault.jpg
DroneCatcher – GIFs:
https://media.giphy.com/media/g9nIHik1EJBD2/giphy.gif
DelftDynamics.nl - News – DroneCatcher:
http://www.delftdynamics.nl/index.php/en/news-en
http://www.delftdynamics.nl/index.php/en/news-en/143-dronecatcher-ntp-uk
http://www.delftdynamics.nl/index.php/en/video-en/144-dronecatcher-chute-uk
http://www.delftdynamics.nl/index.php/en/video-en/134-dronedrop-en
http://www.delftdynamics.nl/index.php/en/video-en/123-dronecatchertest-en
http://www.delftdynamics.nl/index.php/en/news-en/117-dronecatcher-catches-drone
http://www.delftdynamics.nl/index.php/en/news-en/119-dronecatcher-chosen

Price:
About 30,000 Euro (~ $34,261 USD)
Drones Innovatie Dag 14-09-2016 - YouTube 
Time 1:04
https://www.youtube.com/watch?v=Sfpq01bNMgc


https://www.youtube.com/watch?v=7E7u6i-TSkI
http://securityaffairs.co/wordpress/45961/security/dronecatcher.html
https://www.youtube.com/watch?v=7E7u6i-TSkI
http://www.bishopfox.com/files/tools/drone/DroneGIFs/2.DroneDefenses-Drones_Shooting_Nets_At_Other_Drones-1.gif
http://dronecatcher.nl/
http://dronecatcher.nl/
http://dronecatcher.nl/
https://www.youtube.com/watch?v=Sfpq01bNMgc&feature=youtu.be

Drone Defenses Gone Wild Michigan

DRONES SHOOTING NETS AT OTHER DRONES Technological
1885| UNIVersity

Popular Mechanics - Drone-Mounted Net Cannon Snags Other Drones with Ease - 12Jan2016

TheNextWeb - Watch Michigan Tech's 'Robotic Falcon' snatch this drone out of mid-air - 13Jan2016

37 Michigan Tech - Robotic Falconry .
* http://me.sites.mtu.edu/rastgaar/hirolab/
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Michigan Tech - Robotic Falconry - Drone-Mounted Net Cannon to Snag Other Drones
Popular Mechanics - Drone-Mounted Net Cannon Snags Other Drones with Ease - 12Jan2016
http://www.popularmechanics.com/flight/drones/a18942/michigan-tech-drone-mounted-net-cannon/
Robotic Falconry - Drone Catcher System for Removing the Intruding Drones - 03Jan2016 -  YouTube
https://www.youtube.com/watch?v=jvdKNBSWPyU
TheHiroLab – YouTube Channel:
https://www.youtube.com/channel/UC3x4SSCHIPqWWahDvSMAomA
TheNextWeb - Watch Michigan Tech’s ‘Robotic Falcon’; snatch this drone out of mid-air - 13Jan2016 
https://thenextweb.com/shareables/2016/01/14/watch-michigan-techs-robotic-falcon-snatch-this-drone-out-of-mid-air/#gref#.tnw_C0WYl8Uq
MTU.edu - Drone Catcher: "Robotic Falcon" can Capture, Retrieve Renegade Drones - Jan2016
http://www.mtu.edu/news/stories/2016/january/drone-catcher-robotic-falcon-can-capture-retrieve-renegade-drones.html
GIFs:
http://www.damngeeky.com/wp-content/uploads/2016/01/Drone-Catcher-by-Michigan-Technological-University.gif
https://cdn2.tnwcdn.com/wp-content/blogs.dir/1/files/2016/01/drone-intercept-michigan-state.gif
Human-Interactive Robotics Lab (HIRoLab) | Mo Rastgaar
http://me.sites.mtu.edu/rastgaar/hirolab/

http://www.popularmechanics.com/flight/drones/a18942/michigan-tech-drone-mounted-net-cannon/
https://thenextweb.com/shareables/2016/01/14/watch-michigan-techs-robotic-falcon-snatch-this-drone-out-of-mid-air/gref#.tnw_C0WYl8Uq
http://www.bishopfox.com/files/tools/drone/DroneGIFs/2.DroneDefenses-Drones_Shooting_Nets_At_Other_Drones-2.gif

Drone Defenses Gone Wild “Millions of dollars” in cost —

according to them on phone

WS - Its Drone vs. Drone as Airspace Systems Takes Flight - 09Mar2017

Gizmodo - Watch a Drone-Hunting Quadcopter Attack Its Prey - 130ct2016
Airspace Systems Inc One Touch Interceptor Tl - 220c¢t2016 - YouTube

A

AIRSPACE

DRONE SECURITY SYSTEM

_

DETECT & IDENTIFY

,/—\‘
7 [FN

¢

Airspace Systems - One-Touch Interceptor
http://airspace.co
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Airspace Systems - One-Touch Interceptor
http://airspace.co/
Gizmodo - Watch a Drone-Hunting Quadcopter Attack Its Prey - 13Oct2016
http://gizmodo.com/watch-a-drone-hunting-quadcopter-attack-its-prey-1787762611
https://i.kinja-img.com/gawker-media/image/upload/s--fzd9nl9C--/c_scale,fl_progressive,q_80,w_800/leyigsgh4mkel2ilgdsn.gif
Airspace Systems Inc One Touch Interceptor TI - 22Oct2016 - YouTube
https://www.youtube.com/watch?v=rSgoXRNCEO8
WSJ - It’s Drone vs. Drone as Airspace Systems Takes Flight - 09Mar2017
https://www.wsj.com/articles/its-drone-vs-drone-as-airspace-systems-takes-flight-1489062602
Reuters - Drone-catchers emerge on a new aerial frontier - 21Mar2017
http://www.reuters.com/article/us-usa-drone-hunter-idUSKBN16S1IT
Forbes - Meet the Ultimate Drone-Catching Drone - 06Jun2017
https://www.forbes.com/sites/rebeccaheilweil1/2017/06/06/meet-the-ultimate-drone-catching-drone/#43fe5582db0d
TechCrunch - Airspace Systems’ ‘Interceptor’ can catch high-speed drones all by itself - 18Nov2016 
https://techcrunch.com/2016/11/18/airspace-systems-interceptor-can-catch-high-speed-drones-all-by-itself/
NVIDIA Developer - Autonomous Drone Hunts Down Rogue Drones From the Sky – 18Oct2016 
https://news.developer.nvidia.com/autonomous-drone-hunts-down-rogue-drones-from-the-sky/

https://www.wsj.com/articles/its-drone-vs-drone-as-airspace-systems-takes-flight-1489062602
http://gizmodo.com/watch-a-drone-hunting-quadcopter-attack-its-prey-1787762611
http://gizmodo.com/watch-a-drone-hunting-quadcopter-attack-its-prey-1787762611
https://www.youtube.com/watch?v=rSgoXRNCEO8
http://airspace.co/
https://www.youtube.com/watch?v=rSgoXRNCEO8
http://www.reuters.com/article/us-usa-drone-hunter-idUSKBN16S1IT

TREND: Defensive Drones Going Autonomous

- Most air-to-air drone defenses starting to incorporate "' and e By oo xvooue
to deploy products B ] B A e
A Y P i A technology for d ng, I n, GPU
. L computing, Iand graphics—making it ideal for
. search-and-destroy drones, i.e. no need
to teach your employees how to be in order to defend

against ‘rogue drones’

NVIDIA Jetson is the world's leading visual computing platform
for GPU-accelerated parallel processing in the mobile
embedded systems market. Its high-performance, low-energy
computing for deep learning and computer vision makes Jetson

veloper.nvidia.com,/autor

the ideal solution for compute-intensive embedded projects like:

NVIDIA DEVELOPER - Drones

- Autonomous Robotic Systems
Mobile Medical Imaging

Autonomous Drone Hunts Down Rogue Drones
From the Sky

October 18, 2016
Once it classifies the object, the Jetson-poviered Airspace drone fires a tethered net
to capture the other craft from the sky and safely returns it to its landing pad.

Airspace is the only drone security solution capable of identifying, tracking, and

autonomously removing rogue drones from the sky.

The start-up is using G e Js and DIGITS to train their deep learning model to detect anomalies in the sky and classify

rogue drones. Once trained, the drone is equipped wsith an Jetson TX1 on-board, and uses Vision' s, 1ensorRT and CUDA to classify

and react to rogue drones in real-time.
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NVIDIA Developer - Autonomous Drone Hunts Down Rogue Drones From the Sky – Powered by NVidia Jetson TX1 Board - 18Oct2016
https://news.developer.nvidia.com/autonomous-drone-hunts-down-rogue-drones-from-the-sky/


https://news.developer.nvidia.com/autonomous-drone-hunts-down-rogue-drones-from-the-sky/
https://news.developer.nvidia.com/autonomous-drone-hunts-down-rogue-drones-from-the-sky/
https://news.developer.nvidia.com/autonomous-drone-hunts-down-rogue-drones-from-the-sky/
https://news.developer.nvidia.com/autonomous-drone-hunts-down-rogue-drones-from-the-sky/
https://news.developer.nvidia.com/autonomous-drone-hunts-down-rogue-drones-from-the-sky/
https://news.developer.nvidia.com/autonomous-drone-hunts-down-rogue-drones-from-the-sky/
https://news.developer.nvidia.com/autonomous-drone-hunts-down-rogue-drones-from-the-sky/
https://news.developer.nvidia.com/autonomous-drone-hunts-down-rogue-drones-from-the-sky/
https://news.developer.nvidia.com/autonomous-drone-hunts-down-rogue-drones-from-the-sky/
https://news.developer.nvidia.com/autonomous-drone-hunts-down-rogue-drones-from-the-sky/
https://news.developer.nvidia.com/autonomous-drone-hunts-down-rogue-drones-from-the-sky/
https://news.developer.nvidia.com/autonomous-drone-hunts-down-rogue-drones-from-the-sky/

Drone Defenses Gone Wild ~$3,500 in Nov 2016
~$47,500in 2017 (Fortem)

FORTEM

TECHNOLOGIES

Net Gun Drone - Excipio | Flite Test - 11Jan2016 - YouTube

“Excipio” is Latin for “capture” . . . .
Excipio Aerial Netting System
Rebranded “Fortem - Drone Hunter” in 2017:

» http://fortemtech.com/dronehunter/

Theiss UAV Solutions, LLC has released the EXCIPIO, a patent pending non-electronic, non-destructive Anti-Drone system. The EXCIPIO (Latin for
"1 Capture”) is a unique Interception and neutralizing system that allows for surgical removal of a potential threat. Though the inftial system concept
was focused on intercepting and neutralizing an airborne UAS (or "Drone”), the conceptual applications have expanded to include manned aircratt,
ground vehicles, people, and animals {whether airborne or on the ground).

The EXCIPIO Aerlal Netting System can be mounted to a variety of fixed wing or rotorcraft platforms for use. The EXCIPIO Is launched when a
threat target has been identified and then files to intercept the target. When the EXCIPIO has reached the threat target, It fires a net upon the
target when commanded by the EXCIPIC System operator. Once the target has been "netted,” the EXCIPIO can either release the net with the
neutralized target ensnared (utilizing a small drag chute to slow the fall of the neutralized target) or keep the net tethered to the System for the
purpose of relocating the net and neutralized target to a desired location before releasing them to the ground.

Please contact us via emall for more information, or to order the EXCIPIO Aerial Netting System.

Excipio - Net Gun Drone - thisisuav.com
http://www.theissuav.com/researchanddevelopment/
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Excipio - Net Gun Drone - thisisuav.com
Net Gun Drone - Excipio | Flite Test - 11Jan2016 - YouTube
https://www.youtube.com/watch?v=LgWlm5zrY4w
http://www.theissuav.com/
http://www.theissuav.com/researchanddevelopment/
http://www.uasvision.com/2016/01/20/anti-drone-net-system/
WN.com - Excipio Net Gun Drone - 12Jan2016
https://wn.com/excipio_net_gun_drone

“Excipio” is latin for “capture”

2017 – Fortem – Drone Hunter:
http://fortemtech.com/dronehunter/
https://fortemtech.com/products/dronehunter/

Mashable - This drone was built to detect and take down 'rogue' drones - 19Dec2018:
https://mashable.com/video/drone-hunter-catches-rogue-drones-fortem/#VnbTaGBDOsq0


Price:
Excipio - $3,500 in Nov2016
https://web.archive.org/web/20161108064746/http://store.theissuav.com:80/excipio-aerial-netting-system


https://www.youtube.com/watch?v=LgWlm5zrY4w
http://fortemtech.com/dronehunter/
https://www.youtube.com/watch?v=LgWlm5zrY4w
http://www.theissuav.com/researchanddevelopment/
http://fortemtech.com/dronehunter/

Drone Defenses Gone Wild ~$3,500 in Nov 2016
~$47,500in 2017 (Fortem)

Mashable - This drone was built to detect and take down 'rogue' drones - 19Dec2018

Formerly “Excipio” (which is Latin for “capture”)
Rebranded “Fortem - Drone Hunter”in 2017

Mashable - VIDEQ  ENTERTAINMENT v CULTURE v TECH = SCIENCI S0CIAL GOOD v SHOP w MORE

*"mm

FORTEM

TECHNOLOGIES

Drone fires net to catch rogue drones

These days drones are everywhere, and so is the risk of bad actors using them to execute , and other
For that reason, has built , a large drone that fires a massive net to cwpture any umuthunzed drones flying over
restricted areas. In the past, we've seen other solutions being deployed such as or even to catch drones.

Drone Hunter - Fortem Technologies
https://fortemtech.com/products/dronehunter/
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Excipio - Net Gun Drone - thisisuav.com
Net Gun Drone - Excipio | Flite Test - 11Jan2016 - YouTube
https://www.youtube.com/watch?v=LgWlm5zrY4w
http://www.theissuav.com/
http://www.theissuav.com/researchanddevelopment/
http://www.uasvision.com/2016/01/20/anti-drone-net-system/
WN.com - Excipio Net Gun Drone - 12Jan2016
https://wn.com/excipio_net_gun_drone

“Excipio” is latin for “capture”

2017 – Fortem – Drone Hunter:
http://fortemtech.com/dronehunter/
https://fortemtech.com/products/dronehunter/

Mashable - This drone was built to detect and take down 'rogue' drones - 19Dec2018:
https://mashable.com/video/drone-hunter-catches-rogue-drones-fortem/#VnbTaGBDOsq0


Price:
Excipio - $3,500 in Nov2016
https://web.archive.org/web/20161108064746/http://store.theissuav.com:80/excipio-aerial-netting-system


https://mashable.com/video/drone-hunter-catches-rogue-drones-fortem/#VnbTaGBDOsq0
https://mashable.com/video/drone-hunter-catches-rogue-drones-fortem/#VnbTaGBDOsq0
https://fortemtech.com/products/dronehunter/
https://mashable.com/video/drone-hunter-catches-rogue-drones-fortem/#VnbTaGBDOsq0
https://fortemtech.com/products/dronehunter/

Drone Defenses Gone Wild

DRONES SHOOTING NETS AT OTHER DRONES

SPARROWHAWK PHASE ONE - Search Systems
SparrowHawkFinal_1_1.mp4 - 07Mar2016

SPARROWHAWK SFAQ@

‘= SYSTEMS

C-UAV PHASE ONE

SPARROYVYHAWK

SPARROWHAWK is a Counter UAV (C-UAV) system designed to
capture and recover intact a rogue UAV and its payload safely.
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Search Systems - SparrowHawk Phase One (2016) - Counter UAV
http://searchsystems.eu/sparrowhawk/


Presenter
Presentation Notes
SPARROWHAWK - Search Systems
V1 (2016):
PDF: Searchsystemsltd_final.pdf
https://adobeindd.com/view/publications/11b492b8-9aca-4b3d-a837-0db7fa740947/olhf/publication-web-resources/pdf/Searchsystemsltd_final.pdf
http://www.searchsystems.eu/uavdefence/anti-drone-system/ 
http://searchsystems.eu/wp-content/uploads/2016/03/SparrowHawkFinal_1_1.mp4
V2 (2017):
http://searchsystems.eu/sparrowhawk.html
http://searchsystems.eu/gallery.html
http://searchsystems.eu/assets/sparrowhawk_2.mp4
Videos:
http://searchsystems.eu/wp-content/uploads/2016/03/SparrowHawkFinal_1_1.mp4
http://searchsystems.eu/assets/sparrowhawk_2.mp4
http://searchsystems.eu/assets/luminator.mp4


http://searchsystems.eu/sparrowhawk/
http://searchsystems.eu/wp-content/uploads/2016/03/SparrowHawkFinal_1_1.mp4
http://searchsystems.eu/sparrowhawk/
http://searchsystems.eu/wp-content/uploads/2016/03/SparrowHawkFinal_1_1.mp4
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DRONE NETTING

DRONES WITH NETS SWOOPING
AT AND SNAGGING DRONES




Drone Defenses Gone Wild

DRONES WITH NETS SWOOPING IN AND SNAGGING DRONES

Tokyo police drones use nets to catch illegally flown devices - 14Dec2015 - YouTube

Daily Mail Online - Tokyo police reveal bizarre 'UAV drone catcher' - 11Dec2015

Tokyo Police - Drone Interceptor
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Tokyo Police - Drone Interceptor - Drone With Net to Catch Others - Dec2015
Daily Mail Online - Tokyo police reveal bizarre ‘UAV drone catcher’ - 11Dec2015
http://www.dailymail.co.uk/sciencetech/article-3356746/How-catch-drone-BIGGER-drone-giant-net-Tokyo-police-reveal-bizarre-UAV-catcher.html
Tokyo police drones use nets to catch illegally flown devices - 14Dec2015 - YouTube
https://www.youtube.com/watch?v=0GRaAHexsVk
Video - Dailymail.co.uk - Tokyo Police Intercept Active Drone by Unfurling Net - 11Dec2015 - 1024x576_1386156154688718548.mp4
http://video.dailymail.co.uk/video/mol/2015/12/11/1386156154688718548/1024x576_1386156154688718548.mp4
Ars Technica - Tokyo’s drone squad will deploy 10-foot drones armed with nets to police the sky - 11Dec2015
https://arstechnica.com/tech-policy/2015/12/tokyos-drone-squad-will-deploy-10ft-drones-armed-with-nets-to-police-the-sky/
Popular Science - Tokyo Police Form Anti-Drone Squad - 10Dec2015
http://www.popsci.com/tokyo-police-form-anti-drone-squad
http://www.dailymail.co.uk/embed/video/1236332.html
http://i.dailymail.co.uk/i/pix/2015/12/11/22/2F4A8D2500000578-3356746-image-a-18_1449872409511.jpg
http://i.dailymail.co.uk/i/pix/2015/12/11/22/2F4A8B8F00000578-3356746-The_drone_squad_which_is_part_of_the_MPD_s_riot_squad_will_patro-m-21_1449874591374.jpg
https://i2.wp.com/securityaffairs.co/wordpress/wp-content/uploads/2016/04/drone-catcher-Japan.jpg?w=634
http://s3.crackedcdn.com/phpimages/article/1/0/3/581103_v2.gif

https://www.youtube.com/watch?v=0GRaAHexsVk
http://www.dailymail.co.uk/sciencetech/article-3356746/How-catch-drone-BIGGER-drone-giant-net-Tokyo-police-reveal-bizarre-UAV-catcher.html

Drone Defenses Gone Wild

DRONES WITH NETS SWOOPING IN AND SNAGGING DRONES

~$25,000 Euro

Popular Mechanics - This Drone Interceptor Captures Your Pathetic Puny Drone With a Net - 11Feb2015

M.A.L-L .U

Mission Aérienne Légere a

MPI 200

Organisation Unique Main page Store Articles Contact N

Groupedssmann

Drone Interceptor MPI 200

The drone interceptor MPI 200 neutralizes the intruder with his net. It can capture up to 6
Kg drones. He can drop his nef immediately without limit of weight or size of the
captured drone. Handy, accurate, he can go to a top speed of over 100 km / h.

See our offer »>

Drone MP 200

The recognition
with guided or f

Sees our offer >

@MALCU-Groupe as

Malou Tech - Drone Interceptor MPI 200
«  http://groupe-assmann.fr/malou-tech/

M.A.L-L .U

Mission Aerienne Legere a Organisation Unique

GroupeQssmann

https://web archive org/web/20160106162945/http://www.malou-tech fr/Documentations/OffreMpi200_US pdf

MPI 200

COMMERCIAL OFFER |
06 Jan 2016

Reference Designation Quantity U.P. (EUROS) T.P (euros)

MPI 200 INTERCEPTOR DRONE [patent protection) 25000.00 € 25 000.00 €
including :

- Aluminum frame 1.02 version

- Packs of batteries LIPO

- Double nacelle for GOPRO and zoom
camera with movable axis

- Type radio futuba T 14 with battery charger

- Transmitter/receiver 5.8 Ghz

- Management vid
2evel immersia
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Malou Tech - Drone Interceptor MPI 200 – Drone with Net, Catches Your Drone In It
Popular Mechanics - This Drone Interceptor Captures Your Pathetic Puny Drone With a Net - 11Feb2015
http://www.popularmechanics.com/flight/drones/a14032/france-dispatches-a-net-carrying-bully-drone-to-catch/
Fusion.net - This defensive drone has a net to capture other drones - 10Feb2015
http://fusion.net/video/46988/this-defensive-drone-has-a-net-to-capture-other-drones/
Drone interception - 12Dec2014 - YouTube
https://www.youtube.com/watch?v=APWG3VEGbJw
Drone intercepteur anti-drone malou-tech - 09Feb2015 – YouTube
https://www.youtube.com/watch?v=LaymgxkPhyc
YouTube - drone antidrone intercepteur surveillance - Jan 2015:
https://www.youtube.com/watch?v=rMFBUZ8iLTw
http://www.malou-tech.fr/shopUS.php
http://www.malou-tech.fr/Documentations/OffreMpi200_US.pdf
http://www.malou-tech.fr/Documentations/OffreMp200_US.pdf
http://pop.h-cdn.co/assets/15/07/1423666543-nailed.gif
http://pop.h-cdn.co/assets/15/07/980x490/landscape_1423665994-menace.png

http://groupe-assmann.fr/malou-tech/

https://web.archive.org/web/20160106162945/http://www.malou-tech.fr/Documentations/OffreMpi200_US.pdf

http://www.popularmechanics.com/flight/drones/a14032/france-dispatches-a-net-carrying-bully-drone-to-catch/
https://web.archive.org/web/20160106162945/http:/www.malou-tech.fr/Documentations/OffreMpi200_US.pdf
https://web.archive.org/web/20160106162945/http:/www.malou-tech.fr/Documentations/OffreMpi200_US.pdf
http://groupe-assmann.fr/malou-tech/
http://groupe-assmann.fr/malou-tech/

Drone Defenses Gone Wild e

S5k drone (DJI M600) +
Sek attachment (£5k)

http://searchsystems.eu/gallery.html

sparrowhawk_2.mp4 - 07Mar2017 SEARCH soumows - moors -+ comer e

http://www.dji.com/matrice600

Counter uav (c-uav) for capture e
and safe recovery of rogue uav’'s _ \  SPARROWHAWK

OVERVIEW

The SPARROWHAWK module is a Counter UAV (C-UAV) system designed to capture, and recover
intact, a rogue UAV and its payload safely. SPARROWHAWK will stop fully autonomous UAVs up to
20kg, both rotary and fixed wing, and can be re-armed in just a few seconds for repeat sorties.
Batteries can also be swapped in seconds, minimising downtime.

The SPARROWHAWK system is portable, reliable, quick to deploy and easy to operate. It comprises of
the RESPONDER multi-copter UAV, weighted entanglement net, parachute, safety interlocked
deployment system, EQIR camera aiming and target selection module.

SPARROWHAWK operates with RESPONDER’'S enhanced video relay and remote monitoring stations
so both the pilot and cbserver/ commander at the scene and remote personnel can monitor an
incident even in poor light conditions.

Transmitting via COFDM with optional encryption, the video relay is secure and reliable, giving
operators the confidence to know that SPARROWHAWK will provide the images they need for
assessment and decision making.

7 Search Systems - SparrowHawk v2 (2017) - Counter UAV
http://searchsystems.eu/sparrowhawk.htmi
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SPARROWHAWK - Search Systems
V2 (2017):
http://searchsystems.eu/sparrowhawk.html
http://searchsystems.eu/gallery.html
http://searchsystems.eu/assets/sparrowhawk_2.mp4
DJI M600 – Drone to use with SparrowHawk attachment net:
https://www.amazon.com/DJI-CP-SB-000239-MATRICE-600/dp/B01EL8TO30/
http://www.dji.com/matrice600
Videos:
http://searchsystems.eu/wp-content/uploads/2016/03/SparrowHawkFinal_1_1.mp4
http://searchsystems.eu/assets/sparrowhawk_2.mp4
http://searchsystems.eu/assets/luminator.mp4


OLD - V1 (2016):
PDF: Searchsystemsltd_final.pdf
https://adobeindd.com/view/publications/11b492b8-9aca-4b3d-a837-0db7fa740947/olhf/publication-web-resources/pdf/Searchsystemsltd_final.pdf
http://www.searchsystems.eu/uavdefence/anti-drone-system/ 
http://searchsystems.eu/wp-content/uploads/2016/03/SparrowHawkFinal_1_1.mp4


http://searchsystems.eu/gallery.html
http://searchsystems.eu/assets/sparrowhawk_2.mp4
http://www.dji.com/matrice600
http://searchsystems.eu/sparrowhawk.html
http://searchsystems.eu/sparrowhawk.html
http://searchsystems.eu/sparrowhawk.html
http://www.dji.com/matrice600
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Drone Hacking: Testing the SparrowHawk v2 - Air-2-Air Drone w Swooping Big Net - 25July2017 – YouTube
https://www.youtube.com/watch?v=A8dOHqU7JkY
https://www.youtube.com/watch?v=jlGdPrhRvBA&t=129

WIRED - Anti-Drone Tools Tested: From Shotguns To Superdrones - 26July2017:
https://www.wired.com/story/watch-anti-drone-weapons-test/ 
https://www.youtube.com/watch?v=jlGdPrhRvBA
https://www.youtube.com/watch?v=jlGdPrhRvBA&t=129


SPARROWHAWK - Search Systems
V2 (2017):
http://searchsystems.eu/sparrowhawk.html
http://searchsystems.eu/gallery.html
http://searchsystems.eu/assets/sparrowhawk_2.mp4
DJI M600 – Drone to use with SparrowHawk attachment net:
https://www.amazon.com/DJI-CP-SB-000239-MATRICE-600/dp/B01EL8TO30/
http://www.dji.com/matrice600
Videos:
http://searchsystems.eu/wp-content/uploads/2016/03/SparrowHawkFinal_1_1.mp4
http://searchsystems.eu/assets/sparrowhawk_2.mp4
http://searchsystems.eu/assets/luminator.mp4
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Drone Hacking: Testing the SparrowHawk v2 - Air-2-Air Drone w
Swooping Big Net - 25July2017

_  Bishop Fox

https://www.youtube.com/watch?v=j|GdPrhRvBA&t=129
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Drone Hacking: Testing the SparrowHawk v2 - Air-2-Air Drone w Swooping Big Net - 25July2017 – YouTube
https://www.youtube.com/watch?v=A8dOHqU7JkY
https://www.youtube.com/watch?v=jlGdPrhRvBA&t=129

WIRED - Anti-Drone Tools Tested: From Shotguns To Superdrones - 26July2017:
https://www.wired.com/story/watch-anti-drone-weapons-test/ 
https://www.youtube.com/watch?v=jlGdPrhRvBA
https://www.youtube.com/watch?v=jlGdPrhRvBA&t=129


SPARROWHAWK - Search Systems
V2 (2017):
http://searchsystems.eu/sparrowhawk.html
http://searchsystems.eu/gallery.html
http://searchsystems.eu/assets/sparrowhawk_2.mp4
DJI M600 – Drone to use with SparrowHawk attachment net:
https://www.amazon.com/DJI-CP-SB-000239-MATRICE-600/dp/B01EL8TO30/
http://www.dji.com/matrice600
Videos:
http://searchsystems.eu/wp-content/uploads/2016/03/SparrowHawkFinal_1_1.mp4
http://searchsystems.eu/assets/sparrowhawk_2.mp4
http://searchsystems.eu/assets/luminator.mp4


https://www.youtube.com/watch?v=jlGdPrhRvBA&t=129

Defeating Drone Nets w/ Confetti Gun

Make - Livestream-Interactive Confetti Cannon - 12 Dec 2017

ular Mechani nfetti Cannons Are a D
http:/fwww.popularmechani m/flight/dron

LATEST  PROJICTS  GUIDES  MAKERFARE  SHOP  GETINVOLVED Q
MAKE: PROJECTS m-interactive-confetti-canno

PARTS / TOOLS i
Adafruit Feather Huzzah (1)

&pin female headers (2)

Adafruit Latching Relay FeatherWing (1)

When the house is rocking, leave the drone at home.

OPTO-P1-STARTERKIT-1

Digital I/0 for Raspberry Pi Starter Kit (AC/D!

9 Battery Clip (1)
Hookup Wire (1)

Small parts

|

Okl admit, this one s i
at lve stream audien
wanted 10 create an easy to use system 5o people can easil create whatever hardware thy imagine, and It thei audiences take contro of
it,n0 matter what platform they e streaming on her .tv/twitchplay n

Itturms out that for Twitch.TV, s a reatively simple task. Twitchs chai o IRC (theIntermet Relay Chat protoc) so s relatively heep://lets:
simple 0 have a wificapable microcontrole sign nto that IRC ing in o the chat, and when it detects certain keywords,

an rigger a hardware event. But | wanted a system that would be completely patform agnosiic, so | umed to my favorite mobieloT

solution, B

N
L]
e
™

© oo i . N B
oo OPTO 22

1 o

- E ) Pl 1t
RASPB RY I *] Interface cabl Carrier Board G4 mo

There are lots of ways to dispose of a drone, but this one might be the most inventive. A
YouTube user caught a drone getting fatally entangled while in the path of a confetti
cannon. After this badly timed collision, gravity takes care of the rest.

1
2 5 Use your Raspberry Pi in the real world! The Digital /0 for Raspberry i Starter Kit gets you started sensing and
1 ‘- 2 switching industrial-level electri s with your own Raspberry Pi. k can monitor and control real-world
. . Foa . 1 d like industrial m nps, rs.
The drone likely belonged to either the DJ's management or the festival as these aerial " J I AR ¥ R KI I

The system uses the sami ted, reliable Opto 22 G4 input/output modules that hav d automation
applications worldwide for nearly 40 years. Just bring your Pi and its r supply, and you're ready to begin.

) 017/125 ;- i i

cameras have become increasingly more popular at concerts. Although a confetti cannon is a -

The Starter Kit includes all of the follov
- OFTO-P1-40P Digital /O Carrier including interface cable, Pi board mounting standoffs, and spare fuse for
mounting rack
odule mounting rack
- GAIACS 90-14 nput module
- GAIDCSMA 10-; DC input module with manual/auto switch
- G40ACS 12-140 VAC output module
- G40DCS 5-60 VDC output module

first, other bands have taken matters more directly into their hands when it comes to - ) ;
- How to make a Confetti Cannon with Raspberry Pi & Opto 22 1/0

disposing of a pesky drone.

opto Vlde‘a ) . SUBSCRIBE 3.2K

http://info.opto22.com/raspberry-pi-io
Video shows how to make an auromated Raspberry Pi controlled confetti cannon using Opto 22's
Raspberry P digital 1/0 starter kit.

Overall though, confetti cannons plus massive crowds sounds like a situation worth

The Starter Kit works with any model th a 40-pin header connector and gives you room to expand. Add up to 4
more G4 /O modules from the exte list of compatible G4 inputs an 3

Popular Mechanics - Confetti Cannons Are a Drones Worst Enemy - 29jun2017
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Popular Mechanics - Confetti Cannons Are a Drones Worst Enemy - 29Jun2017
http://www.popularmechanics.com/flight/drones/a27131/drone-confetti-cannon/


##########################################################################################################################
Opto 22 - Digital I/O for Raspberry Pi Starter Kit:
http://info.opto22.com/raspberry-pi-io
http://info.opto22.com/quick-start-digital-io-for-raspberry-pi-starter-kit
http://documents.opto22.com/2210_Digital_IO_for_Raspberry_Pi_Starter_Kit_data_sheet.pdf

YouTube - Automated Confetti Cannon with Raspberry Pi & Opto 22 I/O - 30Dec2016
https://www.youtube.com/watch?v=O_Um7kVfQ2Y&app=desktop


##########################################################################################################################

####################################################################
 Make - Livestream-Interactive Confetti Cannon - 12 Dec 2017
####################################################################
https://makezine.com/projects/livestream-interactive-confetti-cannon/
https://makezine.com/projects/remote-controlled-confetti-cannon/
https://i0.wp.com/makezine.com/wp-content/uploads/2017/12/Screen-Shot-2017-12-11-at-3.14.05-PM.png
https://www.youtube.com/watch?v=YZZmJuYtmyc
https://github.com/photoresistor/InternetConfettiCannon
	

######################
PARTS:

    Adafruit Feather Huzzah (1)
    6-pin female headers (2)
    8-pin female headers (2)
    Adafruit Latching Relay FeatherWing (1)
    Adafruit Seven Segment Display Backpack (1)
    9v Battery Clip (1)
    Hookup Wire (1) 

https://www.digikey.com/product-detail/en/adafruit-industries-llc/2821/1528-1530-ND/5775536
https://www.digikey.com/product-detail/en/sullins-connector-solutions/PPTC061LFBN-RC/S7004-ND/810145
https://www.digikey.com/product-detail/en/sullins-connector-solutions/PPTC081LFBN-RC/S7006-ND/810147
https://www.digikey.com/product-detail/en/adafruit-industries-llc/2923/1528-1659-ND/5979892
https://www.digikey.com/product-detail/en/adafruit-industries-llc/878/1528-1473-ND/5761255
https://www.digikey.com/product-detail/en/keystone-electronics/232/36-232-ND/303804
https://www.amazon.com/Elenco-Hook-Up-Colors-dispenser-WK-106/dp/B008L3QJAS/


######################
TOOLS:

    Soldering Iron
    Computer
    Mobile Phone
    3d Printer (optional)

http://info.opto22.com/quick-start-digital-io-for-raspberry-pi-starter-kit
http://www.popularmechanics.com/flight/drones/a27131/drone-confetti-cannon/
http://www.popularmechanics.com/flight/drones/a27131/drone-confetti-cannon/
https://makezine.com/projects/livestream-interactive-confetti-cannon/
https://www.youtube.com/watch?v=O_Um7kVfQ2Y&app=desktop
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Drone Defenses Gone Wild

“10’s of thousands of dollars”

CANNONS SHOOTING JAMMING OR EMP SIGNALS TO KNOCK DRONES OUT OF SKY

Mashable - DroneShield - DroneGun - Here is the anti-drone gun of your Rambo fantasies - 27Nov2016

« DroneGun may not be used or offered for sale in the U.S., other than to the government and its agencies. That's because the FCC

"brohibits the operation, marketing, or sale of any type of jamming equipment.”

DRONESHIELD

Product

Available To:

Function Quick Details
WideAlert Sensor Pasm,\'e Consumers R 180° detection coverage, up to 200m distance
Detection and Up (base)
Passive Consumers ~$6khiyr : :
’ FarAlert Sensor Detection and Up (base) 30° detection coverage, up to 1000m distance
Militaries . . .
“ DroneGun Active Counter International (;S;OLTCZ,.{;?:Z::) 2km range’JZT%&:?SBCSH:E:;:?;:MOM' GPS,
Federal Agencies ghtp P
) Management Consumers Free browser-based monitoring and control
E Droneshield Ul Software and Up (included ) application
DroneSentry Detection + MlIlta(les all-in-one soluhon co.mpns.ed of mutliple
(in development) Counter International N/A sensors and integrated jamming for manual or
P Federal Agencies automatic activation on detection

Source: Company reports; Oppenheimer & Co. Inc.

We detail late-2016/2017 DroneShield announcements below in Exhibit 3; the recent
elevated level of significant news flow was reflected in the financials as 72% of the
company’s 2016 revenue came in the 4t quarter.

DroneGun — by DroneShield

https://www.droneshield.com/dronegun



Presenter
Presentation Notes
https://www.droneshield.com/dronegun

Mashable – DroneShield – DroneGun - Here's the anti-drone gun of your Rambo fantasies - 27Nov2016
http://mashable.com/2016/11/27/drone-shield-anti-drone-gun/

DroneShield DroneGun - 26Nov2016 -  YouTube
https://www.youtube.com/watch?v=sbW3ZeoMJio

https://www.droneshield.com/sites/default/files/JAW_Drop_V27_04-25-17.pdf


FCC – Illegal Jamming:
https://transition.fcc.gov/eb/jammerenforcement/jamfaq.pdf
https://www.fcc.gov/general/jammer-enforcement


http://mashable.com/2016/11/27/drone-shield-anti-drone-gun/
https://www.droneshield.com/dronegun
https://www.droneshield.com/dronegun
https://www.droneshield.com/sites/default/files/JAW_Drop_V27_04-25-17.pdf

Drone Defenses Gone Wild

Security Affairs - DroneDefender, electromagnetic gun that shoot down drones - 160c¢t2015

Only really work against Wi-Fi controlled drones, ineffective against those like the Danger Drone (i.e. cellular/GPS control)

BATTELLE

DroneDefender™

Modified “AR-15" by Jake

Modified “AR Style picatinny hand grip” by Dave

“EOTech 552 Holographic Sight” by Ewashbrook

,;: -
Drone : l Y
Effective range of 400 meters, with the adversary at 100 meters. Antennas can mount to many platforms, including a

Picatinny rail as in the nominal form factor shown above.

e & DroneDefender - by Battelle

https://www.battelle.org/government-offerings/national-security/aerospace-systems/counter-UAS-technologies/dronedefender
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Presentation Notes
Security Affairs - DroneDefender, electromagnetic gun that shoot down drones - 16Oct2015
http://securityaffairs.co/wordpress/41138/security/dronedefender-electromagnetic-gun.html

The Register - Radio wave gun zaps drones out of the sky – and it's perfectly legal* - 16Oct2015
http://www.theregister.co.uk/2015/10/16/radiowave_gun_grounds_drones/

DroneDefender - Battelle - Defense Against Drones - Counter-UAS Technologies
https://www.battelle.org/government-offerings/national-security/aerospace-systems/counter-UAS-technologies/dronedefender
https://www.battelle.org/docs/default-source/government-offerings/national-security/tactical-systems-vehicles/dronedefender.pdf
https://www.battelle.org/docs/default-source/government-offerings/national-security/tactical-systems-vehicles/counter-uas-solutions.pdf


Battelle DroneDefender™ - 14Oct2015 - YouTube
https://www.youtube.com/watch?v=zX4XXLb_Vuw

Battelle DroneDefender™ - 16Jan2017 – YouTube
https://www.youtube.com/watch?v=944Qm8s5Ok4

Battelle DroneDefender used in Army Training Exercise (DVIDS B-roll) – 28Oct2016 - YouTube
https://www.youtube.com/watch?v=z5XcXwKNZ5g

BattelleInnovations – YouTube Channel
https://www.youtube.com/channel/UC4NPUPf1eo-FF_acXNKpugw


FCC – Illegal Jamming:
https://transition.fcc.gov/eb/jammerenforcement/jamfaq.pdf
https://www.fcc.gov/general/jammer-enforcement


http://securityaffairs.co/wordpress/41138/security/dronedefender-electromagnetic-gun.html
https://www.youtube.com/watch?v=944Qm8s5Ok4
https://www.battelle.org/government-offerings/national-security/aerospace-systems/counter-UAS-technologies/dronedefender
https://www.battelle.org/docs/default-source/government-offerings/national-security/tactical-systems-vehicles/dronedefender.pdf

Drone Defenses Gone Wild 535k

Popular Science - Skynet Anti-Drone Rifle Can Jam Signals In The Air - 15Sept2016

\/4
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control
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will make targeted UAV lost control and force the vehicle to its

home point.

Aim for the targeted UAV and pull the trigger while keep following the target "
with the antenna.

—— A — = i—— ) by
. - A "

e 1 HiGH + MiGHTY - SKYNET - Anti-Drones.net - Anti-Drone Rifle - Jamming
http://anti-drones.net/
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HiGH + MiGHTY – SKYNET - Anti-Drones.net - Anti-Drone Rifle – Jamming
http://anti-drones.net/

Popular Science - Skynet Anti-Drone Rifle Can Jam Signals In The Air - 15Sept2016
http://www.popsci.com/skynet-is-an-anti-drone-rifle-with-weird-name

http://www.popsci.com/skynet-is-an-anti-drone-rifle-with-weird-name
http://anti-drones.net/
http://anti-drones.net/
http://anti-drones.net/
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Here's how China is battling drones

THERE'S NO SHORTAGE OF TARGETS.
By Jeffrey Lin and PW. Singer ~ March 28, 2017 popU LAR
" SCIENCE

o

R P ey T
S AT ™

THE $192,000 GUN

This drone-jamming gun, one of several owned by the Wuhan police, can shut off
drones up to a kilometer away.

drones to land automatically.

At a March 11 soccer game in Wuhan, China, police faced a new kind of threat:
drones trespassing near the stadium. Their response was to use a new kind of
weapon: an anti-drone gun that jammed the control signals, forcing the trespassing

Chinese police test out their $19,000 drone guns. Spending a fortune on drone
jamming equipment shows how seriously Chinese police take the unmanned aircraft

systems threat.
Hubei Government

Popular Science - Heres how China is battling drones - 28Mar2017
http://www.popsci.com/chinas-new-anti-drone-weapons-jammers-and-lasers
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Popular Science - Heres how China is battling drones - 28Mar2017
http://www.popsci.com/chinas-new-anti-drone-weapons-jammers-and-lasers


http://www.popsci.com/chinas-new-anti-drone-weapons-jammers-and-lasers
http://www.popsci.com/chinas-new-anti-drone-weapons-jammers-and-lasers
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DroneDefence.co.uk - Dynopis Electronic Counter Measures (ECM)
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Dynopis E1000MP Operation

The E1000MP is the ultimate man portable anti-drone OperatindyEmquencies ginastilg Frequencias
solution. It is a safe, simple to operate and can be
carried effortlessly by law enforcement and security
officers. The device uses focused electronic counter
measures to block the drone’s control, GPS and
video signals while minimizing the impact on
other local devices. With a range of up to 1km
if you can see the drone then you can stop it.

et ‘ '
‘%: ~ A Dynopis E1000MP Dynopis E200BC

433MHz | 2.4GHz | GPS | 5.8GHz 433MHz | 915Mhz | GPS | 2.4GHz | 5.8G

Up to 1km*

# Operational Range Operational Range
‘ Omni-Directional Antenna - 500m | Directional Antenna - Tkm Up to 200m Omni-Directional

Weight Weight

14.8kg without antennas 7kg including antennas

*Depending on power settings and environmental conditions.

Effect on Drone Effect on Drone

Return to launch location or land immediately Return to launch location or land immediately

3 Drone Defense - Dynopis ET000MP - Man Portable Drone Jammer
http://www.dronedefence.co.uk/dynopis-ECM
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Presentation Notes
Drone Defense UK - http://www.dronedefence.co.uk
http://www.dronedefence.co.uk/
Counter Drone Solution from Drone Defence. 31Aug2016 - YouTube
https://www.youtube.com/watch?v=1yEvVmG2Gd0
Drone Defence - Net Gun X1 Promotional Video - YouTube
https://www.youtube.com/watch?v=DtwsyFXkfAE
Drone Defence – YouTube Channel
https://www.youtube.com/channel/UCuowlBhj-dVLbGGEfJ9cpRQ
http://www.dronedefence.co.uk/net-gun-x1
https://giphy.com/gifs/iD5H8R2yVwhqw
http://www.dronedefence.co.uk/dynopis-ECM
https://irp-cdn.multiscreensite.com/d7c2e0a2/files/uploaded/Drone%20Defence%20Net%20Gun%20X1%20Brochurev1.pdf
https://irp-cdn.multiscreensite.com/d7c2e0a2/files/uploaded/20160723-Dynopis-E1000MP.pdf
https://irp-cdn.multiscreensite.com/d7c2e0a2/files/uploaded/20160923%20dronetracker-productlist.pdf
https://irp-cdn.multiscreensite.com/d7c2e0a2/dms3rep/multi/desktop/20161114-Dynopis%20Series-17-2592x2592.jpg
https://irp-cdn.multiscreensite.com/d7c2e0a2/dms3rep/multi/desktop/20161114-Dynopis%20Series-12-2592x4608.jpg
https://irp-cdn.multiscreensite.com/d7c2e0a2/dms3rep/multi/desktop/20161114-Dynopis%20Series-14-2592x2592.jpg
http://www.thenetgunstore.com/2014/11/20/net-guns-for-drone-defense/
http://www.dronedefence.co.uk/drone-defence-to-release-drone-aircraft-recognition-playing-cards


http://www.dronedefence.co.uk/dynopis-ECM
http://www.dronedefence.co.uk/dynopis-ECM
http://www.dronedefence.co.uk/dynopis-ECM
http://www.dronedefence.co.uk/dynopis-ECM
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~5500k
DRONE PORTABLE JAMMERS 2

Hensoldt.net - Xpeller - Counter UAV System Specsheet.pdf

cdisrnet.com - Airbus expands counter-drone line (acquired by Hensoldt - rebranded Xpeller) - 17Jan2017
Airbus DS EBS Adds Portable Jammer to Its Innovative "Xpeller" Counter-UAV Product Family - 03Jan2017

HENSOLDT Sensors Core Approach

HENSOLDY

Detect and Protects

Detection / Processing / Evaluation / Countermeasure
Identification Monitoring and Tasking

Radar
(Active/Passive)

Spexer 500AC Radar

Jamming
—— >  (GPS, Remote Control,
Video link)

Optronic
(EO/IR)

NightOw! ZM-ER Camera

VPJ-R6 Jammer

Direction Finder
(UAV and — UAV Database

‘ remote control)

MRD7 Direction Finder

3 Hensoldt.net - Xpeller - Counter UAV System (formerly Airbus - Defense and Space - EBS)

https://www.hensoldt.net/solutions/land/electronic-warfare/xpeller-counter-uav-system/
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Hensoldt.net - Xpeller - Counter UAV System (formerly Airbus - Defense and Space - EBS)
https://www.hensoldt.net/solutions/land/electronic-warfare/xpeller-counter-uav-system/

c4isrnet.com - Airbus expands counter-drone line (now acquired by Germany's Hensoldt - rebranded Xpeller) - 17Jan2017
http://www.c4isrnet.com/articles/airbus-expands-counter-drone-line

Hensoldt.net - Xpeller - Counter UAV System Specsheet.pdf
https://www.hensoldt.net/fileadmin/hensoldt/Solutions/Air/Surveillance_Reconnaissance/0906_16_Counter_UAV.pdf

Aibus – Rogue Drones
http://www.airbusgroup.com/int/en/news-media/corporate-magazine/Forum-87/game-of-drones.html

http://www.popsci.com/airbus-wants-to-jam-drones-out-sky

Defense-Aerospace.com - Airbus DS EBS Adds Portable Jammer to Its Innovative "Xpeller" Counter-UAV Product Family - 03Jan2017
http://www.defense-aerospace.com/articles-view/release/3/179942/airbus-ebs-adds-jammer-to-xpeller-counter_uav-family.html

https://www.hensoldt.net/fileadmin/hensoldt/Solutions/Air/Surveillance_Reconnaissance/0906_16_Counter_UAV.pdf
http://www.c4isrnet.com/articles/airbus-expands-counter-drone-line
http://www.c4isrnet.com/articles/airbus-expands-counter-drone-line
http://www.defense-aerospace.com/articles-view/release/3/179942/airbus-ebs-adds-jammer-to-xpeller-counter_uav-family.html
https://www.hensoldt.net/fileadmin/hensoldt/Solutions/Air/Surveillance_Reconnaissance/0906_16_Counter_UAV.pdf

~£800k (~$1,037,656.00 USD)

Drone Defenses Gone Wild

The Register - FAA to test Brit drone-busting kit (Blighter) - 01Jun2016

“The Blighter AUDS counter-UAV system can detect a drone six miles (10km) away using electronic scanning radar, track it using
precision infrared and daylight cameras and specialist video tracking software before disrupting the flight using an inhibitor to
block the radio signals that control it. This detect, track, disrupt, defeat process is very quick and typically takes 8-15 secs.”

zBlighter

Surveillance Systems

AUDS Radar GUI

eeseesd

i/
AUDS EO/Inhibitor GUI

e 1 Blighter - AUDS (Anti-UAV Defence System) - Detect, Track, Disrupt, Defeat

http://www.blighter.com/products/auds-anti-uav-defence-system.html
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Blighter - AUDS (Anti-UAV Defence System) – Detect, Track, Disrupt, Defeat
http://www.blighter.com/products/auds-anti-uav-defence-system.html
http://dronebouncer.com/en/blighter-auds-anti-uav-defense-system

The Register - FAA to test Brit drone-busting kit - 01Jun2016
https://www.theregister.co.uk/2016/06/01/faa_auds_test/

Liteye Systems - AUDS Counter UAV System - Detect, Track, and Disrupt
http://liteye.com/counter-uas.html
http://liteye.com/assets/auds-fact-sheet-10-20162.pdf
https://06-lvl3-pdl.vimeocdn.com/01/532/5/127664661/366710219.mp4?expires=1489697131&token=070eff469c520e4f51b1a
Blighter Appoints Liteye as North American Distributor to Target Airport Operators and Homeland Security Market
http://maser.com.au/defence/wp-content/uploads/sites/4/2014/04/Blighter-Liteye-Distributor.pdf
http://www.marketwatch.com/story/auds-team-extends-its-exclusive-partnership-in-north-america-with-liteye-systems-inc-2016-06-14-620396
https://web.archive.org/web/20170409191406/http://maser.com.au/defence/wp-content/uploads/sites/4/2014/04/Blighter-Liteye-Distributor.pdf

Price:
£800k  (~ $1,037,656.00 USD)
http://www.chess-dynamics.com/wp-content/uploads/2015/11/Press-Release-AUDS-production-version-launch-at-DSEI.pdf

https://www.theregister.co.uk/2016/06/01/faa_auds_test/
https://web.archive.org/web/20170409191406/http:/maser.com.au/defence/wp-content/uploads/sites/4/2014/04/Blighter-Liteye-Distributor.pdf
http://www.chess-dynamics.com/wp-content/uploads/2015/11/Press-Release-AUDS-production-version-launch-at-DSEI.pdf

HACKING PERIPHERALS - CELLULAR 3G USB & GPS - SECURE COMMAND & CONTROL

hard to defend against

o https://transition.fcc.gov/eb/jammerenforcement/jamfaq.pdf

()

Attacker Cell Tower Cell Tower

Mission Planner

S

. . \ 7 2 Huawei E173
upcoming FCC regulations - o Mbps
: : 3G USB Modem

line of Slght For Android Tablets and Windows Laptops

Target Building

# o)

illegal to jam

.
\

Wireless / Bluetooth /
ZigBee / etc. Pen Testing
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* Be sure to check upcoming FCC regulations about needing to keep drone within line of sight while flying.

Mission Planner:
http://ardupilot.org/planner/docs/mission-planner-overview.html
http://ardupilot.org/planner/docs/common-install-mission-planner.html

Alternatives to Mission Planner:
APM Planner
http://ardupilot.org/planner2/
Tower
https://play.google.com/store/apps/details?id=org.droidplanner.android&hl=es
DroidPlanner2
https://play.google.com/store/apps/details?id=org.droidplanner&hl=en

FCC – Illegal Jamming:
https://transition.fcc.gov/eb/jammerenforcement/jamfaq.pdf
https://www.fcc.gov/general/jammer-enforcement

HUAWEI E3131 4G 21M USB Modem Unlocked
https://www.amazon.com/gp/product/B00EU6P6AY/

Huawei E173 Unlocked HSDPA 7.2Mbps GSM 3G USB Modem ("Claro" logo)
https://www.amazon.com/gp/product/B0055310KQ

Emnify - How to fit a Raspberry Pi with mobile M2M connectivity - 18Jun2015: 
Huawei LTE USB Modem E173
Emnify M2M SIM
https://www.emnify.com/2015/06/18/how-to-fit-a-raspberry-pi-with-mobile-connectivity/ 


https://www.amazon.com/gp/product/B0055310KQ
https://www.amazon.com/gp/product/B0055310KQ
http://ardupilot.org/planner/docs/mission-planner-overview.html
http://www.popsci.com/laser-guns-are-targeting-uavs-but-drones-are-fighting-back

REMOTELY HACKING DRONES
TO DISABLE THEM

q.'



Drone Defenses Gone Wild ~$311k

Popular Science - Defense Company Unveils Anti-Drone System - 17Sept2015

Falcon Shield - 010ct2015 - YouTube

“The material is vague on how exactly it stops small drones, but a video of the system shows the hypothetical threat: a
quadcopter dropping a bomb in a stadium. The video then rewinds to show the same attack, foiled by Falcon Shield after

mysterious beams take over the drone.”

:({- LEONRARDO

INGENUITY AT YOUR SERVICE

¥

FALCON ™
SHIELD

AL LA

IDENTIF‘H

FALCON SHIELD
COUNTER UNMANNED AERIAL VEHICLE (C-UAV) SYSTEM

e & Leonardo-Finmeccanica - Selex ES - Falcon Shield
http://www.leonardocompany.com/en/-/falcon-shield-launch

DMMAND &
CONTROL SUITE

FALCON SHIELD
Counter UAV System
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Leonardo-Finmeccanica - Selex ES - Falcon Shield
http://www.leonardocompany.com/en/-/falcon-shield-launch
http://www.us.selex-es.com/-/falconshield
https://www.youtube.com/watch?v=wgTKhZ7ZLVI

Popular Science - Defense Company Unveils Anti-Drone System - 17Sept2015
http://www.popsci.com/defense-company-unveils-anti-drone-system

Price:
MarketsandMarkets.com - Anti-Drone Market by Technology - 2022 - Feb2016 
http://www.marketsandmarkets.com/Market-Reports/anti-drone-market-177013645.html



http://www.popsci.com/defense-company-unveils-anti-drone-system
https://www.youtube.com/watch?v=wgTKhZ7ZLVI
http://www.leonardocompany.com/en/-/falcon-shield-launch
http://www.us.selex-es.com/-/falconshield

Drone Defenses Gone Wild ~$200k

Hijacking command and control signal, or “mesmerizing” the drone (as they say)

Mesmer Informational Video 0801 1080p

Mesmer. Informational Video,0801,1080p,

MESMER

COUNTER DRONE

DEPARTMENT 13

RTTRRCAT

MESMER® controls the outcome of the drone e

e

MORE VIDEOS ~

Send the drone home

Figure 1 Mesmer V1

e & Mesmer - Department 13 - Counter Drone System - Hijack Command and Control Signal
https://department13.com/mesmer/
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Mesmer - Department 13 - Counter Drone System - Hijack Command and Control Signal
http://www.department13.com/products/
https://department13.com/mesmer/
https://www.youtube.com/watch?v=HDYwGPmaNxY
http://www.department13.com/wp-content/sharelink/20160704-mesmer---investor-presentation-a5824ff7cc200fd305fee33cbf73c5f1.pdf
http://www.department13.com/wp-content/sharelink/20161102-d13-showcases-mesmer-in-sydney-4d37b597ad6937f671ab9a88301684b7.pdf
http://www.aspecthuntley.com.au/asxdata/20170123/pdf/01821479.pdf

Prices:
Final_Report_Counter_Drone.pdf – pages 95-96
http://www.umasstransportationcenter.org/Document.asp?DocID=281
PDF date:  December 15, 2016


https://www.youtube.com/watch?v=HDYwGPmaNxY
https://department13.com/mesmer/
https://www.youtube.com/watch?v=HDYwGPmaNxY

Drone Defenses Gone Wild

REMOTELY HACKING DRONES TO DEFEND AGAINST THEM

Silent Archer™ Counter-UAS System

The operationally ready, field-proven, Silent Arcl
tracks, classifies, identifies and disrupts low, slow ¢

SILENT ARCHER

System Components

Radar EW System EO/IR Camera User Display Direction Finding Unit
‘ - - (Optional)
e b4 SRC, Inc. - Silent Archer Counter-UAS System

https://www.srcinc.com/what-we-do/counter-uas/silent-archer-counter-uas.html
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SRC, Inc. – Silent Archer Counter-UAS System 
https://www.srcinc.com/what-we-do/counter-uas/silent-archer-counter-uas.html
https://www.srcinc.com/what-we-do/counter-uas/index.html
https://www.srcinc.com/pdf/Whitepaper-Countering-the-CUAS-shortcomings.pdf


LifeHacker - Build Your Own Wi-Fi Drone Disabler With a Raspberry Pi - 28Oct2016
http://lifehacker.com/build-your-own-wi-fi-drone-disabler-with-a-raspberry-pi-1788316268

Digital Trends - Disabling a Drone Is Easier than You Think - 17May2016
http://www.digitaltrends.com/cool-tech/diy-disable-drone/

DRONELIFE - Anti-Drone Gun Uses Raspberry Pi - 11May2016
http://dronelife.com/2016/05/11/anti-drone-gun-uses-raspberry-pi/

FCC – Illegal Jamming:
https://transition.fcc.gov/eb/jammerenforcement/jamfaq.pdf
https://www.fcc.gov/general/jammer-enforcement


https://www.srcinc.com/what-we-do/counter-uas/silent-archer-counter-uas.html
https://www.srcinc.com/what-we-do/counter-uas/silent-archer-counter-uas.html

Drone Defenses Gone Wild

REMOTELY HACKING DRONES TO DEFEND AGAINST THEM

ReDrone

Ey Tamir Eshel - Mar 1, 2017 @ 379

Relrone is & drone detection and neutralization system that detects, identifies, tracks and neutralizes different types of

drones at a designated airspace. Photo: Elbit Systems

In 2016 Elbit Systems introduced ReDrone — a drone detection and neutralization system
that detects, identifies, tracks and neutralizes different types of drones at a designated
airspace. The system can separate the drone’s signals from the stream coming from the
operator's remote control unit, thus pinpoint both the drone and the operator's directions

and location. The advanced detection system provides 360-degree perimeter protection and

constantly updated situational awareness simultaneously handling multiple drones. After
detecting a target, the ReDrone can activate the jammer to disrupt the drone’s
communication link, blocks its radio, video signals and GPS positioning data, to send it off

track, preventing it from carrying out an attack.

Elbit Systems - Elbit Systems Reveals ReDrone - An Advanced Anti-Drone Protection and Neutralization System - 01Mar2017
http://defense-update.com/20170301_redrone.html 94
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Elbit Systems - Elbit Systems Reveals ReDrone – An Advanced Anti-Drone Protection and Neutralization System – 01Mar2017
http://defense-update.com/20170301_redrone.html
http://elbitsystems.com/pr-new/elbit-systems-reveals-redrone-advanced-anti-drone-protection-neutralization-system/

LifeHacker - Build Your Own Wi-Fi Drone Disabler With a Raspberry Pi - 28Oct2016
http://lifehacker.com/build-your-own-wi-fi-drone-disabler-with-a-raspberry-pi-1788316268

Digital Trends - Disabling a Drone Is Easier than You Think - 17May2016
http://www.digitaltrends.com/cool-tech/diy-disable-drone/

DRONELIFE - Anti-Drone Gun Uses Raspberry Pi - 11May2016
http://dronelife.com/2016/05/11/anti-drone-gun-uses-raspberry-pi/

FCC – Illegal Jamming:
https://transition.fcc.gov/eb/jammerenforcement/jamfaq.pdf
https://www.fcc.gov/general/jammer-enforcement



Drone Defenses Gone Wild

Threatpost - How to Skyjack Drones for $400 - 03Dec2013
SkyJack - autonomous drone hacking w/Raspberry Pi, aircrack & Javascript - 03Dec2013 - YouTube

Raspberry Pi drone that autonomously seeks outs, hacks, and takes remote control of other drones

SkyJdack - Samy.pl - Raspberry Pi hacking
http://samy.pl/skyjack/
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SkyJack - Samy.pl - Raspberry Pi drone that autonomously seeks outs, hacks, and takes remote control of other drones
http://samy.pl/skyjack/
https://github.com/samyk/skyjack
https://en.wikipedia.org/wiki/SkyJack
Amazon Drones Hacked before Christmas - 19Dec2013 - YouTube
https://www.youtube.com/watch?v=CgTa7yO_BAM
SkyJack - autonomous drone hacking w/Raspberry Pi, aircrack & Javascript - 03Jan2013 - YouTube
https://www.youtube.com/watch?v=EHKV01YQX_w
Threatpost - How to Skyjack Drones for $400 - 03Dec2013
https://threatpost.com/how-to-skyjack-drones-in-an-hour-for-less-than-400/103086/
Ars Technica - Flying hacker contraption hunts other drones, turns them into zombies - 03Dec2013
https://arstechnica.com/security/2013/12/flying-hacker-contraption-hunts-other-drones-turns-them-into-zombies/
Hackaday - SkyJack: A Drone to Hack All Drones - 06Dec2013
http://hackaday.com/2013/12/06/skyjack-a-drone-to-hack-all-drones/
SecurityAffairs.co - Amazon opens civilian use of drones, I hack them - 09Dec2013
http://securityaffairs.co/wordpress/20308/hacking/amazon-opens-civilian-use-drones-hack.html

https://threatpost.com/how-to-skyjack-drones-in-an-hour-for-less-than-400/103086/
https://www.youtube.com/watch?v=EHKV01YQX_w
https://www.youtube.com/watch?v=EHKV01YQX_w
http://samy.pl/skyjack/
https://www.youtube.com/watch?v=CgTa7yO_BAM

Drone Defenses Gone Wild

SecurityAffairs.co - A hacker developed Maldrone, the first malware for drones - 27Jan2015
First Backdoor for Drones. Maldrone aka Malware for Drones - 26Jan2015- YouTube

“Security expert Rahul Sasi has discovered and exploited a backdoor in Parrot AR Drones that allows him to
remotely hijack the UAV with the malware Maldrone.”

PORT = 31
ADARY_STORE = Truse
arian “yaiels Il

{ [Tames
ot [+]Preparing Package Maldrone

| e
[-1Connecting to drone at 192.168.1.1

| Time: @:08:

[+]Uploading Package

100%| i 5
[#]Package Upload Compleated

-1 Waiting for 2 second

[+] Triggering Package

[+] Waiting for Connections from Drones on port B@89
[-1fblardrone connected to maldrone con)

[-)Executing uname -a

Maldrone — the First Backdoor for Drones
http://garage4hackers.com/entry.php?b=3105
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Maldrone - First Backdoor for Drones - Jan2015
Garage4hackers - Maldrone the First Backdoor for drones. - Blogs - 26Jan2015
http://garage4hackers.com/entry.php?b=3105
nullcon - Rahul Sasi - Drone Attacks: How I hijacked a drone
http://nullcon.net/website/goa-15/speakers/rahul-sasi.php
First Backdoor for Drones. Maldrone aka Malware for Drones - 26Jan2015- YouTube
https://www.youtube.com/watch?v=5SlWdl4ZuAI
SecurityAffairs.co - A hacker developed Maldrone, the first malware for drones - 27Jan2015
http://securityaffairs.co/wordpress/32767/hacking/maldrone-malware-for-drones.html
PwnieExpress.com - Researcher Develops First Drone Malware - 28Jan2015
https://www.pwnieexpress.com/blog/researcher-develops-first-drone-malware
Forbes - Maldrone: Watch Malware That Wants To Spread Its Wings Kill A Drone Mid-Flight - 27Jan2015
https://www.forbes.com/sites/thomasbrewster/2015/01/27/malware-takes-down-drone/#43412f7a4c92
http://s3.crackedcdn.com/phpimages/article/0/9/6/581096_v2.gif
http://zdnet1.cbsistatic.com/hub/i/r/2015/01/27/3ac83a5a-87dc-475c-962f-ec5010121f23/resize/770xauto/df80aefc657963cb8e4436367183928b/screen-shot-2015-01-27-at-12-21-01.png


http://securityaffairs.co/wordpress/32767/hacking/maldrone-malware-for-drones.html
https://www.youtube.com/watch?v=5SlWdl4ZuAI
https://www.youtube.com/watch?v=5SlWdl4ZuAI

Drone Defenses Gone Wild

CANNONS SHOOTING JAMMING OR EMP SIGNALS TO KNOCK DRONES OUT OF SKY

DRONELIFE - Anti-Drone Gun Uses Raspberry Pi- 11May2016

Only really work against Wi-Fi controlled drones, ineffective against those like the Danger Drone (i.e. cellular/GPS control)

Make:

37 MAKE: Build a Wi-Fi Drone Disable with a Raspberry Pi - May2016

http://makezine.com/projects/build-wi-fi-drone-disabler-with-raspberry-pi/
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MAKE: Build a Wi-Fi Drone Disabler with a Raspberry Pi – May2016
http://makezine.com/projects/build-wi-fi-drone-disabler-with-raspberry-pi/

LifeHacker - Build Your Own Wi-Fi Drone Disabler With a Raspberry Pi - 28Oct2016
http://lifehacker.com/build-your-own-wi-fi-drone-disabler-with-a-raspberry-pi-1788316268

Digital Trends - Disabling a Drone Is Easier than You Think - 17May2016
http://www.digitaltrends.com/cool-tech/diy-disable-drone/

DRONELIFE - Anti-Drone Gun Uses Raspberry Pi - 11May2016
http://dronelife.com/2016/05/11/anti-drone-gun-uses-raspberry-pi/

FCC – Illegal Jamming:
https://transition.fcc.gov/eb/jammerenforcement/jamfaq.pdf
https://www.fcc.gov/general/jammer-enforcement


http://dronelife.com/2016/05/11/anti-drone-gun-uses-raspberry-pi/
http://makezine.com/projects/build-wi-fi-drone-disabler-with-raspberry-pi/
http://makezine.com/projects/build-wi-fi-drone-disabler-with-raspberry-pi/
http://makezine.com/projects/build-wi-fi-drone-disabler-with-raspberry-pi/
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SHOOTING DRONES WITH
FRICKIN LASER BEAMS
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http://www.popsci.com/china-plans-to-defeat-american-lasers-with-smoke


~S11 million

BOEING

Drone Defenses Gone Wild

LA Times - To keep drones out of high-risk areas, companies try hijacking them and shooting them down - 070ct2016

“Last year, Boeing unveiled its compact laser weapons system, which ignites targeted drones. At a demonstration in California, Boeing said it took
only about 15 seconds for its 2-kilowatt laser to disable the drone.”

Wired.com - Welcome to the World, Drone-Killing Laser Cannon - 27Aug2015

“The laser can take the 220 volts of power it needs from a generator or mobile battery pack and is controlled with nothing more than a laptop and
an Xbox 360 controller, and the system will take over to track and fire on a drone itself once it's in range.

Boeing’'s Compact Laser Weapons System: Sets Up in Minutes, Directs Energy in Seconds - 27Aug2015 - YouTube

Real Time

37 Boeing - Compact Laser Weapons System — “Directed Energy”
http://www.boeing.com/features/2015/08/bds-compact-laser-08-15.page
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Boeing - Compact Laser Weapons System – Anti-Drone Laser Gun:
http://www.boeing.com/features/2015/08/bds-compact-laser-08-15.page
Boeing’s Compact Laser Weapons System: Sets Up in Minutes, Directs Energy in Seconds - 27Aug2015 - YouTube
https://www.youtube.com/watch?v=Ijp3-zjTIp0
AUSA 2016: Meet Boeing's Compact Laser Weapons System - 03Oct2016 – YouTube
https://www.youtube.com/watch?v=hp3iCBXEQA0

Popular Science - Drones Fight Back Against Laser Weapons - 04Nov2016
http://www.popsci.com/laser-guns-are-targeting-uavs-but-drones-are-fighting-back

LA Times - To keep drones out of high-risk areas, companies try hijacking them and shooting them down - 07Oct2016
http://www.latimes.com/business/la-fi-counterdrone-tech-20161009-snap-story.html
Wired.com - Welcome to the World, Drone-Killing Laser Cannon - 27Aug2015
https://www.wired.com/2015/08/welcome-world-drone-killing-laser-cannon/
Popular Science - Boeing Unveils Its Anti-Drone Laser Weapon - 28Aug2015
http://www.popsci.com/boeing-unveils-compact-anti-drone-laser
Popular Mechanics - Watch Boeing's Super Portable Laser Take Down a Drone - 28Aug2015
http://www.popularmechanics.com/military/weapons/a17126/boeing-compact-laser-weapons-system-test/

Price:
MarketsandMarkets.com - Anti-Drone Market by Technology - 2022 - Feb2016 
http://www.marketsandmarkets.com/Market-Reports/anti-drone-market-177013645.html


http://www.latimes.com/business/la-fi-counterdrone-tech-20161009-snap-story.html
https://www.wired.com/2015/08/welcome-world-drone-killing-laser-cannon/
https://www.wired.com/2015/08/welcome-world-drone-killing-laser-cannon/
https://www.youtube.com/watch?v=Ijp3-zjTIp0
https://www.youtube.com/watch?v=Ijp3-zjTIp0
http://www.boeing.com/features/2015/08/bds-compact-laser-08-15.page
http://www.bishopfox.com/files/tools/drone/DroneGIFs/5.DroneDefenses-Shooting_Drones_Down_with_Lasers.gif
https://www.youtube.com/watch?v=hp3iCBXEQA0

Drone Defenses Gone Wild

POPULAR

SCIENCE
The Navy Is Going To Test A Big Laser Soon

150 kilowatts of directed energy, pointed at an unknown date on a calendar.

By Kelsey D. Atherton  June 24, 2016

US Naval Research, YouTube Screenshot

Laser Weapon System On The USS Ponce

Damage done by laser weapons is a function of power and time. The longer a
laser can stay on a target, like a drone or an incoming missile, the more
damage it can do. The more powerful that laser is, the less time it needs to
spend burning its target. The U.S. Navy already has a 30-kilowatt laser
mounted on a ship. Yesterday, at a summit on directed energy weapons in
Washington, D.C., the Navy announced it plans to go bigger: 150 kilowatts.

U.S. Navy LaWS - AN/SEQ-3 Laser Weapon System or XN-1 LaWS
https://en.wikipedia.org/wiki/Laser_Weapon_System

LASER WEAPON SYSTEMS

TURNING-UUP THE HEAT WITH SPEED-OF-LIGHT RESPONSE
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U.S. Navy LaWS - AN/SEQ-3 Laser Weapon System or XN-1 LaWS
https://en.wikipedia.org/wiki/Laser_Weapon_System
http://www.popsci.com/navy-is-going-to-test-big-laser-soon
http://www.popsci.com/technology/article/2013-04/us-navy-guard-old-ship-freaking-laser
http://www.sadefensejournal.com/wp/?p=3459
http://www.popsci.com/china-plans-to-defeat-american-lasers-with-smoke
http://www.popsci.com/laser-guns-are-targeting-uavs-but-drones-are-fighting-back

Small Arms Defense Journal - The US Navy’s Electric Weaponry - 19Feb2016
http://www.sadefensejournal.com/wp/?p=3459


http://www.popsci.com/navy-is-going-to-test-big-laser-soon
http://www.sadefensejournal.com/wp/?p=3459
http://www.sadefensejournal.com/wp/?p=3459

Defeating Laser Weapons

Mirrors (Dielectric or Bragg)
Smoke, Dust, Obscurants
Thermal Transport Delay

Ablative Materials (heat -> gas)

Metamaterials (bend light like
Predator)

Adsys Controls - Helios

« Detects laser and fights back

http://www.popsci.com/laser-guns-are-targeting-uavs-but-drones-are-fighting-back
http://www.popsci.com/china-plans-to-defeat-american-lasers-with-smoke

https://www.onr.navy.mil/en/Media-Center/Fact-Sheets/Counter-Directed-Energy-Weapons.aspx
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Defeating Laser Weapon Systems
http://www.popsci.com/china-plans-to-defeat-american-lasers-with-smoke
http://www.popsci.com/laser-guns-are-targeting-uavs-but-drones-are-fighting-back

Counter Directed Energy Weapons - Office of Naval Research
https://www.onr.navy.mil/en/Media-Center/Fact-Sheets/Counter-Directed-Energy-Weapons.aspx

Adsys Controls – Helios:
http://www.adsyscontrols.com/products/#energy-laser

http://www.popsci.com/laser-guns-are-targeting-uavs-but-drones-are-fighting-back

LEGAL ISSUES

YOU HAVE THE RIGHT TO REMAIN FRUSTRATED



FAA Rule on Small Drones

/ N\
. The rules for operating an unmanned aircraft depend on why you want to fly. . ~\
. .
https://registermyuas.faa.gov/ EffecfiVe: 29 Aug'2016
y N
Pilot Mo pilot requirements Must have Remote Pilot 7/
:zdeya_l A 'ta_tion HewAceent Requirements Airman Certificate
ministration
m:z “:;ff;j:‘ei'l‘:‘ € The NEW Small UAS Rule (Part 107), including all pilot and operating rules, will
P g be effective on August 29, 2016. For more detailed information, please see:
Aircraft Must be registered if over Must be less than 53 Ibs.
Welcome to the Small Requirements | 0.55 Ibs. Must be registered if over « Summary of the Small UAS Rule (PDF)
. 0.55 Ibs. (onling)
Unmanned Aircraft SySte m Must undergo pre-flight e Small UAS Advisory Circular — How to Use the Rule (PDF)
E o o check to ensure UAS is in e Complete Text of the Small UAS Rule
(5 UAS) Re g | St ratIO n Se rvice condition for safe operation e Sample Aeronautical Knowledge Test Questions (PDF)
This site will allow you to register your small UAS Location 5 miles from airports without Class G airspace™
with the FAA and update your registration. Requirements | prior notification to airport and Need more information? Read about how to fly a UAS for your work or business.
” I @ air traffic control
P b ]
(| LEARN MORE Operating Rules | Must ALWAYS yield right of Must keep the aircraft in
way to manned aircraft sight (visual line-of-sight)* l_ —— e mm e e e mm Em Em mm E— = =

Must keep the aircraft in sight | Must fly under 400 feet”

0.55 lbs. [ surveying or photography

(250 grams)

with the FAA and $$$ refunds for
those that already did.

SENVICes)

Flying incidental to a
business (e.g. doing roof
inspections or real estate

(visual line-of-sight) Must fly during the day* U d L4 o
i . UAS must be under 55 Ibs. Must fly at or below 100 I .p ate. 1 9 May 201 7'
Do | need to register my Unmanned Aircraft? Must follow community-based | mph* |
safety guidelines Must yield right of way to .
You need to register your aircraft if it weighs between 0.55 lbs. Must notify airport and air manned aircraft* I L aW th ro Wn O ut aﬁer /a Wsult, NO
(250 grams) and up to 55 bbs. (25 kg) traffic control tower before Must NOT fly over people™ I
flying within 5 miles of an Must NOT fly from a
I longer required to register drones
Example Educational or recreational Flying for commercial use I
Applications flying only (e.qg. providing aerial
|
|
|
I

!
|
|
!
|
|
!
|
!
|
oJ

You will be subject to civil and criminal penalties if you meet photography)
the criteria to register an unmanned aircraft and do not register Legal or Public Law 112-95, Section Title 14 of the Code of -— e e o e o e e e e O S e e e e .
Regulatory 336 — Special Rule for Model | Federal Regulation (14
Basis Arrcrarft CFR) Part 107

FAA Interpretation of the
Special Rule for Model Aircraft
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FAA Drone Registration:
https://registermyuas.faa.gov/
http://www.faa.gov/uas/getting_started/

JRupprechtLaw,com – Drone Law Guidance and Blogs
https://jrupprechtlaw.com/drone-laws-state
https://jrupprechtlaw.com/drone-jammer-gun-defender-legal-problems

Makezine.com - How the FAA’s Drone Regulations Could Hamper Pros and Journalists - 01Feb2017
http://makezine.com/2017/02/01/faa-drone-law/

Drone - FAA Law - UAS Part 107 - Suit Filed - 2016 - Taylor v. FAA
RC Groups - Taylor v. FAA Update - 04Mar2017
https://www.rcgroups.com/forums/showthread.php?2845649-Taylor-v-FAA-Update
“My case challenging the FAA's model aircraft registration regulation, and the application of DC-area flight zones to model aircraft is scheduled for oral argument in the U.S. Court of Appeals for the D.C. Circuit on March 14, 2017.”
Slashdot - FAA Sued Over Federal Drone Registry - 01Oct2016
https://tech.slashdot.org/story/16/10/01/0148255/faa-sued-over-federal-drone-registry
DRONELIFE - The Lawsuit Over Drone Registration: Taylor vs. Huerta & FAA - 14Jun2016
http://dronelife.com/2016/06/14/lawsuit-drone-registration-taylor-vs-huerta-faa/
Forbes - Over 450,000 Hobby Flyers Have Registered. So Why Does Fighting FAA Drone Registry Still Matter? - 15Jun2016
http://www.forbes.com/sites/johngoglia/2016/06/15/over-450000-hobby-flyers-have-registered-so-why-does-fighting-faas-drone-registry-still-matter/#53747f926c85
The Daily Dot - Drone law experts say challenge to FAA registration rule is likely to succeed - 07Jan2016
http://www.dailydot.com/layer8/faa-drone-registration-lawsuit/
Technical.ly DC - How a little-known insurance lawyer became a symbol of (drone) liberty - 13Feb2017
http://technical.ly/dc/2017/02/13/john-taylor-sued-faa-drones/
POLITICO - Circuit court to hear model aircraft registration case this month - 03Mar2017
http://www.politico.com/story/2017/03/circuit-court-to-hear-model-aircraft-registration-case-this-month-235663
Blog - Hire a Drone Law Attorney - Fly Under FAA Part 107
https://www.dronelaw.pro/blog/
Hackaday - Don’t Like the FAA’s Drone Registration? Sue Them! - 26Sept2016
http://hackaday.com/2016/09/26/dont-like-the-faas-drone-registration-sue-them/

https://registermyuas.faa.gov/

N
Taylor vs. FAA - Lawsuit Against Drone Rule LN\

-
19 May 2017
RC Groups - Taylor v. FAA Update - 04Mar2017

DRONELIFE - The Lawsuit Over Drone Registration: Taylor vs. Huerta & FAA - 14Jun2016
Hackaday - Don't Like the FAA's Drone Registration? Sue Them! - 26Sept2016

“My case challenging the FAA's model aircraft registration regulation, and the application of DC-area flight zones to model
aircraft is scheduled for oral argument in the U.S. Court of Appeals for the D.C. Circuit on March 14, 2017.”

How a little-known insurance lawyer ‘ slashdot sore A
became a symbol of (drone) liberty

When the Federal Aviation Administration started enforcing new rules around model aircraft

Popular Polls /. Deals Submit

Americans No Longer Have To Register Non-Commercial Drones With the FAA

(recode.net)

a Posted by msmash on Friday May 19, 2017 @03:20PM from the go-and-be-happy dept.

A federal appeals court on Friday struck down a federal rule that required owners of recreational drones and other model aircraft
to register the devices with the Federal Aviation Administration. The FAA had announced the rule in 2015 in response to growing

reports of drones flying near manned aircraft and airports. Drones have become increasingly popular with hobbyists and more
than 550,000 unmanned aircraft were registered within the first year it was required. From a report:

The court ruled that the FAA's drone registration rules, which have been in place since 2015, were in violation of a law
passed by Congress in 2012. That law, the FAA Modernization and Reform Act, prohibited the FAA from passing any rules
on the operation of model aircraft -- in other words, rules that restrict how non-commercial hobbyist drone operators fly.
Now, if a person buys a new drone to fly for fun, they no longer have to register that aircraft with the FAA. But if flying for
commercial purposes, drone buyers still need to register. The lawsuit was won by John Taylor, a model aircraft enthusiast,

who brought the case against the FAA in January 2016. Since first opening the FAA's registration system in December
2015, more than 820,000 people have registered to fly drones.

John Taylor and one of the drones he custom built.
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FAA Drone Registration:
https://registermyuas.faa.gov/
http://www.faa.gov/uas/getting_started/

Makezine.com - How the FAA’s Drone Regulations Could Hamper Pros and Journalists - 01Feb2017
http://makezine.com/2017/02/01/faa-drone-law/

Drone - FAA Law - UAS Part 107 - Suit Filed - 2016 - Taylor v. FAA
RC Groups - Taylor v. FAA Update - 04Mar2017
https://www.rcgroups.com/forums/showthread.php?2845649-Taylor-v-FAA-Update
“My case challenging the FAA's model aircraft registration regulation, and the application of DC-area flight zones to model aircraft is scheduled for oral argument in the U.S. Court of Appeals for the D.C. Circuit on March 14, 2017.”
Slashdot - FAA Sued Over Federal Drone Registry - 01Oct2016
https://tech.slashdot.org/story/16/10/01/0148255/faa-sued-over-federal-drone-registry
DRONELIFE - The Lawsuit Over Drone Registration: Taylor vs. Huerta & FAA - 14Jun2016
http://dronelife.com/2016/06/14/lawsuit-drone-registration-taylor-vs-huerta-faa/
Forbes - Over 450,000 Hobby Flyers Have Registered. So Why Does Fighting FAA Drone Registry Still Matter? - 15Jun2016
http://www.forbes.com/sites/johngoglia/2016/06/15/over-450000-hobby-flyers-have-registered-so-why-does-fighting-faas-drone-registry-still-matter/#53747f926c85
The Daily Dot - Drone law experts say challenge to FAA registration rule is likely to succeed - 07Jan2016
http://www.dailydot.com/layer8/faa-drone-registration-lawsuit/
Technical.ly DC - How a little-known insurance lawyer became a symbol of (drone) liberty - 13Feb2017
http://technical.ly/dc/2017/02/13/john-taylor-sued-faa-drones/
POLITICO - Circuit court to hear model aircraft registration case this month - 03Mar2017
http://www.politico.com/story/2017/03/circuit-court-to-hear-model-aircraft-registration-case-this-month-235663
Blog - Hire a Drone Law Attorney - Fly Under FAA Part 107
https://www.dronelaw.pro/blog/
Hackaday - Don’t Like the FAA’s Drone Registration? Sue Them! - 26Sept2016
http://hackaday.com/2016/09/26/dont-like-the-faas-drone-registration-sue-them/

https://www.rcgroups.com/forums/showthread.php?2845649-Taylor-v-FAA-Update
http://dronelife.com/2016/06/14/lawsuit-drone-registration-taylor-vs-huerta-faa/
http://hackaday.com/2016/09/26/dont-like-the-faas-drone-registration-sue-them/
http://technical.ly/dc/2017/02/13/john-taylor-sued-faa-drones/
https://news.slashdot.org/story/17/05/19/1829211/americans-no-longer-have-to-register-non-commercial-drones-with-the-faa
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The Register - Bloke cuffed for blowing low-flying camera drone to bits with shotgun - 20July2015
Digital Trends - Drone Shooting is a Federal Crime - 17Apr2016

“What the h*** are we supposed
to use, man, harsh language?” -
Aliens (1986)

Bloke cuffed for blowing low-flying camera
drone to bits with shotgun

Sharpshooter exercises Second Amendment rights

30 Jul 2015 at 05:02, lain Thomson

A father of two girls didn't take too kindly to a camera-equipped guadrocopier hovering over his house
and snooping on his kids — so he blasted it out of the sky.

Now he's facing charges of first-degree criminal mischief and wanton endangerment.
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The Register - Bloke cuffed for blowing low-flying camera drone to bits with shotgun - 20July2015
http://www.theregister.co.uk/2015/07/30/man_arrested_shooting_camera_drone/

Fortune.com - Man arrested for shooting shoot drone says he was defending privacy - 29July2015
http://fortune.com/2015/07/29/shoot-drone-privacy/

Digital Trends - Drone Shooting is a Federal Crime - 17Apr2016
http://www.digitaltrends.com/cool-tech/drone-shooting-illegal/

CNET - Judge rules man had right to shoot down drone over his house - 28Oct2015
https://www.cnet.com/news/judge-rules-man-had-right-to-shoot-down-drone-over-his-house/

Aliens - quote:
https://www.youtube.com/watch?v=i33DX9Wjd7E

http://www.theregister.co.uk/2015/07/30/man_arrested_shooting_camera_drone/
http://www.digitaltrends.com/cool-tech/drone-shooting-illegal/
http://www.theregister.co.uk/2015/07/30/man_arrested_shooting_camera_drone/
https://www.youtube.com/watch?v=i33DX9Wjd7E

WARNING: Shooting LiPo Batteries Is Dangerous

<D
.50 CA Includes

Desiccant Packs

Safe Storage — 50 Cal Ammo
Can (Rubber Seal REMOVED)

TEST #2

The LiPo 5alelﬁy bag contains the fe'llo;.lng N 0 rm a I S p e ed

1. Gens Ace 16 000 mAh 65 (1 pc)

-“- YouTube - What happens when you puncture a LiPo battery - July2014
YouTube - How to store LiPo battery safely - In depth LiPo fire tests - 15May2016
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YouTube - What happens when you puncture a LiPo battery - July2014
https://www.youtube.com/watch?v=wUFxlf4fXjo

YouTube - How to store LiPo battery safely - In depth LiPo fire tests - 15May2016
https://www.youtube.com/watch?v=CnNId0mDnBo

The Register - Bloke cuffed for blowing low-flying camera drone to bits with shotgun - 20July2015
http://www.theregister.co.uk/2015/07/30/man_arrested_shooting_camera_drone/

Fortune.com - Man arrested for shooting shoot drone says he was defending privacy - 29July2015
http://fortune.com/2015/07/29/shoot-drone-privacy/

Digital Trends - Drone Shooting is a Federal Crime - 17Apr2016
http://www.digitaltrends.com/cool-tech/drone-shooting-illegal/

CNET - Judge rules man had right to shoot down drone over his house - 28Oct2015
https://www.cnet.com/news/judge-rules-man-had-right-to-shoot-down-drone-over-his-house/

Aliens - quote:
https://www.youtube.com/watch?v=i33DX9Wjd7E

#######################
Safe Storage- .50 Cal Ammo Can with rubber seal REMOVED:
Solid Tactical 50 Cal Ammo Can – New Steel Ammo Box Military & Army M2A1 for Long-Term Waterproof Ammunition & Valuables Storage
https://www.amazon.com/Solid-Tactical-Metal-Storage-Box/dp/B000J4HXUC/

https://www.youtube.com/watch?v=CnNId0mDnBo
https://www.youtube.com/watch?v=wUFxlf4fXjo
https://www.youtube.com/watch?v=CnNId0mDnBo&feature=youtu.be
https://www.youtube.com/watch?v=CnNId0mDnBo
https://www.youtube.com/watch?v=CnNId0mDnBo
https://www.amazon.com/Solid-Tactical-Metal-Storage-Box/dp/B000J4HXUC/

Hard to Legally Defend Against Drones

Digital Trends - Drone Shooting is a Federal Crime - 17Apr2016

. EVEN IF YOU'RE BOTHERED BY THAT DRONE OVER
Aircraft Sabotage Law: | YOUR HOUSE, YOU CAN'T SHOOT IT DOWN
By Bruce Brown — April 17, 2016 7:26 AM E

II L] L] L] L]
COnVICthn fOr VIO/thng The FAA wants people to stop shooting drones. At least 12 drones have been shot out

of the sky in five U.S. states and the Federal Aviation Authority says it's a federal crime,

the FAA StatUte CO Uld reSU/t according to a report in Forbes. Even if they're over your house. Even if they're
. . ” carrying running chainsaws.
in a 5-year prison term. B

The FAA says you can’t shoot them down and you can’t disturb or interfere with
Justice_gov - 2 Airc raft Sa botage - someone flying a drone. Apparently drone pilot harassment is a bit less of an issue

than, say, banging on the flight deck door on a passenger aircraft, but it's still against
Law Statute 18 U.S.C. 32 . .
the law. Enforcement, however, seems sketchy — as in, no one's been arrested yet

under the federal statute.

In response to a question from a Forbes reporter, the FAA cited statute 18 USC 32. The
aircraft sabotage law authorizes prosecution of anyone who damages an aircraft or
commits a violent act against persons operating the aircraft, or even in the aircraft,

should that act endanger the safety of the aircraft. Exactly what constitutes an “act of

violence” is not defined in the statute, but clearly shooting a drone or its pilot would qualify.

- You can't shoot drones, it's a federal crime L ' ' . - » f
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The Register - Bloke cuffed for blowing low-flying camera drone to bits with shotgun - 20July2015
http://www.theregister.co.uk/2015/07/30/man_arrested_shooting_camera_drone/

Fortune.com - Man arrested for shooting shoot drone says he was defending privacy - 29July2015
http://fortune.com/2015/07/29/shoot-drone-privacy/

Digital Trends - Drone Shooting is a Federal Crime - 17Apr2016
http://www.digitaltrends.com/cool-tech/drone-shooting-illegal/

Justice.gov - 2. Aircraft Sabotage Law - Statute 18 U.S.C. 32 
https://www.justice.gov/usam/criminal-resource-manual-2-aircraft-sabotage-18-usc-32

CNET - Judge rules man had right to shoot down drone over his house - 28Oct2015
https://www.cnet.com/news/judge-rules-man-had-right-to-shoot-down-drone-over-his-house/

Aliens - quote:
https://www.youtube.com/watch?v=i33DX9Wjd7E

http://www.digitaltrends.com/cool-tech/drone-shooting-illegal/
https://www.justice.gov/usam/criminal-resource-manual-2-aircraft-sabotage-18-usc-32
https://www.justice.gov/usam/criminal-resource-manual-2-aircraft-sabotage-18-usc-32
http://www.digitaltrends.com/cool-tech/drone-shooting-illegal/
http://www.digitaltrends.com/cool-tech/drone-shooting-illegal/

More Drone Legal Guidance

https://jrupprechtlaw.com/drone-law-blog

|RupprechtLaw.com - US Drone Laws (2017) - Drone Laws by State

[RupprechtLaw.com - 7 Big Problems with Counter Drone Technology (Drone Jammer, Anti Drone Gun, Etc.) - 16Feb2017

7 BIG PROBLEMS WITH COUNTER DRONE TECHNOLOGY
(DRONE JAMMERS, ANTI DRONE GUNS, ETC.)

A Brief Background on the Brewing Drone Problem

As the drone industry is taking off, some individuals and groups have started using drones
for malicious purposes around the globe. Many companies are watching the trend and are

trying to get into the counter drone industry. They have introduced all sorts of drone guns,

jamming e
lour drone with /3¢

anti-UAS shotgun shells, attack birds, net cannons, lasers, mussiles, radio signal jammers,

radio spoofers, etc.

Types of Counter Drone Technology

Rupprecht Law e.a.

The counter drone technology 1s getting lumped all into one bucket but I think it 1s best

broken up into two categonies: (1) detectors and (2) defenders. Keep in mind that these

terms are my oW
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JRupprechtLaw,com – Drone Law Guidance and Blogs
https://jrupprechtlaw.com/drone-laws-state
https://jrupprechtlaw.com/drone-jammer-gun-defender-legal-problems
https://jrupprechtlaw.com/drone-law-blog


https://jrupprechtlaw.com/drone-laws-state
https://jrupprechtlaw.com/drone-laws-state
https://jrupprechtlaw.com/drone-jammer-gun-defender-legal-problems
https://jrupprechtlaw.com/drone-jammer-gun-defender-legal-problems
https://jrupprechtlaw.com/drone-law-blog
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Mashable - New ruling says drones must have external identification in the U.S. - 13Feb2019

Mashable - VIDEQ  ENTERTAINMENT CULTURE v TECH +  SCIENCE v SOCIALGOOD v  SHOP v MORE

- N "R
. & 2 g '~
> LY -

The ngeral_ﬂ\_liation Administration filed
P a ruling mandating mini-license plates S TUMBER T

e COUNTY =

Eateonsiy for all drones operating in the U.S.

P 51 M 4D 000970047

New ruling says drones will need to wear license plates

1 '- The FAA previously allowed drone owners to place the device's registration number inside the craft's battery compartment.
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Mashable - New ruling says drones must have external identification in the U.S. - 13Feb2019
https://mashable.com/video/drone-license-plate/#WoxdPZLIYsqq

https://mashable.com/video/drone-license-plate/#WoxdPZLIYsqq
https://mashable.com/video/drone-license-plate/#WoxdPZLIYsqq
https://mashable.com/video/drone-license-plate/#WoxdPZLIYsqq
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FUTURE IS AWESOME

1980°S SCI-Fl... FINALLY HAPPENING
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The Future was on TV in the Past

FLYING DEVICES GROUND DEVICES

Drone Swarms

Wearable

Hybrid Approaches
Under-water Drone

Micro / Bug-sized Drones

Call of Duty - RC-XD Remote

Drone Swarms Control Car (w Camera/Mic)

Erle-Spider

The Linux legged drone

Sand Flea - Jumping Infiltrating Robot

Transformers — Laserbeak
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Wrist worn quadcopter:
http://www.reuters.com/article/us-intel-wearables-idUSKBN0IN25Y20141103
https://en.wikipedia.org/wiki/Nixie_(drone)

Sand Flea - Jumping Infiltrating Robot – YouTube
https://www.youtube.com/watch?v=6b4ZZQkcNEo

Call of Duty - RC-XD Remote Control Car (w Camera/Mic) - YouTube 
https://www.youtube.com/watch?v=ahkSRzyD3ms

24 – Spybot
https://dl.dropboxusercontent.com/u/37051339/Videos/Hacking/24.S09E01-Spy_Robot.mp4

Transformers – Laserbeak
https://www.dropbox.com/s/uuevh5325d4rixt/Transformers.1986-Danger_Drone_Clip.mp4?dl=0

Prodrone – Robot Arm Drone
http://uncrate.com/stuff/prodrone-robot-arm-drone/

https://en.wikipedia.org/wiki/Nixie_(drone)
https://www.youtube.com/watch?v=ahkSRzyD3ms
https://www.bostondynamics.com/sandflea
https://www.youtube.com/watch?v=Hc6VwnX_JJc
http://erlerobotics.com/blog/erle-spider/
https://www.youtube.com/watch?v=-riKV9cZyTg
https://www.bostondynamics.com/sandflea
http://www.bishopfox.com/files/tools/drone/DroneGIFs/Fran_w_SpiderBot_21Jun2017.gif
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FLYING DEVICES GROUND DEVICES

This low-cost underwater drone aims to
democratize the ocean for wannabe
treasure hunters

Drone Swarms

Hybrid Approaches

Affordable ROV solution uses Raspberry
Pi in advanced electronics package

Under-water Drone

Micro / Bug-sized Drones

RaspPi Submarine
Drones

kog .
-
TECHNEWS, FAST. REALLY. ~

Hybrid Approaches ‘ \

Pollinating Drone Bees

DragonFly Cyborgs

1.'


Presenter
Presentation Notes
Submarine Drones:
http://www.seaeye.com/
https://blog.adafruit.com/2016/07/29/low-cost-remotely-operated-underwater-vehicle-uses-raspberry-pi-piday-raspberrypi-raspberry_pi/
http://mashable.com/2016/09/26/low-cost-underwater-drone
https://www.bluerobotics.com/store/rov/bluerov2/

Mashable - Navatcis MITO drone will make your underwater shots look stunning - 09Jan2019
https://mashable.com/video/navatics-mito-underwater-drone/#2cle_3EHYqqL

https://www.thisiswhyimbroke.com/the-flying-and-swimming-drone/

Slashdot - An Autonomous Sailboat Successfully Crosses Atlantic Ocean - 09Sept2018
https://news.slashdot.org/story/18/09/09/0326203/an-autonomous-sailboat-successfully-crosses-atlantic-ocean


https://www.cnet.com/news/ups-truck-drone-hybrid-uber-harassment-the-359-ep-182/#ftag=CAD590a51e
https://www.youtube.com/watch?v=cRj_EigatrM
http://mashable.com/2017/06/01/draper-dragonflye-drones/
http://mashable.com/2017/02/15/bee-drone-project/#bMN0NMAxqqqq
http://mashable.com/2016/09/26/low-cost-underwater-drone
https://blog.adafruit.com/2016/07/29/low-cost-remotely-operated-underwater-vehicle-uses-raspberry-pi-piday-raspberrypi-raspberry_pi/
http://mashable.com/2017/06/01/draper-dragonflye-drones/

The Future was on TV in the Past

GROUND DEVICES

FLYING DEVICES

Drone Swarms
Hybrid Approaches
Under-water Drone

Micro / Bug-sized Drones

Brookstone

GIFTS MASSAGE SLEEP & WELLNESS FITNESS AUDIO& TECH TOYS & GAMES TRAVEL HOME OUTDOOR CHRISTMASDECOR SALE

searcn E

Flight Force™ Flying Tank Drone
$119.99

$20 Off Order of $100 or More
Product Number. 324179
Write a Review

the spread of oil
% spills and perform search-and-rescue missions
unmanned with just one device. The flying and
swimming drone is equipped with four versatile
propellers that allow it to transition from air into
water seamlessly.

AS SEEN ON

Mashable ~ VIDEO ENTERTANMENT CULTURE TECH SCENCE BUSNESS SOCIALGOOD MORE v

. > O om0
L e S e Wl AN

Tiny micro-robot that is able to swim and fly could be the future
of rescue missions

(O] [
i L L —

P v MORE v

Researchers at
complex environments like water and air.

at Harvard University developed a hybrid micro- [

Although the "Robobee" is still at an early testing stage, the technology that powers itis thought to have the poten
future, including undertaking search-and-rescue missions and environmental monitoring. The coolest feature of thi
water surface and then take off from there to land on its feet.

and move
objects 40 times
their ownweight

R _

These drones can open doors and let the rest of the swarm in
3

Hold. the dug?“piﬁas’e-

e . Boston Dynamics

Research and EPFL have developed dront

s to latch onto rough surfaces.
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More Micro and Hybrid:
http://mashable.com/2017/11/01/robobee-microrobot-aerial-aquatic-hybrid-can-swim-and-fly/#pDZZ5cDtIaq9
http://www.brookstone.com/pd/flight-force-flying-tank-drone/324179p.html


https://www.thisiswhyimbroke.com/the-flying-and-swimming-drone/

Mashable - These drones can hold the door open for each other - 11Dec2018
https://mashable.com/video/drones-opening-doors-can-lift-40-times-their-weight/#JhdxUMSCOaq2
https://www.cnet.com/news/boston-dynamics-door-opening-spot-mini-robot-has-some-creepy-competition/#ftag=CAD590a51e
https://www.cnet.com/news/boston-dynamics-spotmini-robot-dog-goes-on-sale-in-2019/#ftag=CAD590a51e

http://www.brookstone.com/pd/flight-force-flying-tank-drone/324179p.html
http://mashable.com/2017/11/01/robobee-microrobot-aerial-aquatic-hybrid-can-swim-and-fly/#pDZZ5cDtIaq9
http://mashable.com/2017/11/01/robobee-microrobot-aerial-aquatic-hybrid-can-swim-and-fly/#pDZZ5cDtIaq9
https://www.thisiswhyimbroke.com/the-flying-and-swimming-drone/
https://mashable.com/video/drones-opening-doors-can-lift-40-times-their-weight/#JhdxUMSCOaq2
https://www.cnet.com/news/boston-dynamics-spotmini-robot-dog-goes-on-sale-in-2019/#ftag=CAD590a51e
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GADGETS - SMALLER FLYING DEVICES & DROPPING OFF GROUND DEVICES

3D binary ground-truth image

3D mapplng the InSIdeS Of target bUIldIngS, Area of interest — top view of the unknown area to be imaged Our 3D image of the area,
kinda like Batman in ‘The Dark Knight’

ray Eyes |n.lhe SkysDrones.andWiFi for 3D Through-WaH Imagmg

0,
(2.96 m x 2.96 m x 0.5 m) based on 3.6 % measurements

3D binary ground-truth image
Area of interest — top view of the unknown area to be imaged
(2.96 mx 2.96 mx 0.4 m)
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Raspberry Pi
and WiFi card
on RX UAV

Our 3D image of the area,
based on 3.84 % measurements

WiFi router
on TX UAV

Drones can now see through walls — sort of.

TX UAV RX UAV

Researchers at the University of California, Santa Barbara, just figured out how to use \Wi-Fi signals and drones to create 3D maps of the
inside of buildings. The video above demonstrates their process, which is also detailed in a paper published online.

For the experiment the team used two drones. One sent Wi-Fi signals from one side of the structure, while the other picked up what was
left of the signal (the received signal strength or RSSI) on the other side of the walls. The result is a pretty decent image of what's inside
the building.

TX Tango RX Tango

Instead of Superman and X-ray vision, we have drones and Wi-Fi. But like Superman, the drones might be able to take some 3D
measurements of the inside of collapsed buildings and so on before emergency rescue arrives.

E L Mashable - These drones use wifi to make 3D images - 20Jun2017
«  http://mashable.com/2017/06/20/drones-3d-wifi-map/

14


Presenter
Presentation Notes
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http://mashable.com/2017/06/20/drones-3d-wifi-map/

The Future was on TV

FLYING DEVICES

Raspberry Pi-Powered Al Beats Human Pilot in Dogfight

JULY 1, 20

16 AT 2:00 AM

An Al that runs on Raspberry Pi made headlines in Mewsweek this past week.

When the Raspberry Pi computer was first launched in 2012 to promote the
teaching of computer science, its creators probably didn’t imagine the $35 device
would one day take on a professional fighter pilot in a dogfight—and win

But that is exactly what a doctoral graduate at the University of Cincinnati set
out to do when he built a Pi-powered artificial intelligence pilot. The Al, dubbed
ALPHA, went up against retired United States Air Force Colonel Gene Lee in a
series of simulated battles, beating Lee in every single engagement

in the Past

GROUND DEVICES

= Microsoft Store ~ Products ~ Support L | signin

Research Research areas - Products & Downloads Programs & Events v People Careers About ~

Aerial Informatics and
Robotics Platform

Established: February 15, 2017

Bridging the simulator-to-reality gap with Aerial Informatics and Robotics platform

Machine learning is becoming an increasingly important artificial intelligence approach to building autonomous and robotic systems. One
of the key challenges with machine learning is the need for many samples — the amount of data needed to learn useful behaviors is
prohibitively high. In addition, the robotic system is often non-operational during the training phase. This requires debugging to occur in
real-world experiments with an unpredictable robot.

‘Autonomous robot security guard has a|
built-in drone to stop intruders
]

A Rise of A.l. and Auto-pilot Software
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Raspberry Pi – AI Beats Human Pilot in Dogfighting:
https://blog.adafruit.com/2016/07/01/raspberry-pi-powered-ai-beats-human-pilot-in-dogfight-raspberry_pi-piday-raspberrypi/

Popular Mechanics - This U.S. Army Helicopter Drone Could Evacuate Wounded Soldiers - 27Mar2017
http://www.popularmechanics.com/military/aviation/a25835/the-us-army-could-evacuate-wounded-by-flying-drone/

Popular Mechanics - Microsoft Built a Simulator Where You Can Practice Crashing Drones - 16Feb2017
http://www.popularmechanics.com/flight/drones/a25249/microsoft-airsim-drone-sim/

Mashable - Autonomous robot security guard has a built-in drone to stop intruders - 22May2017
http://mashable.com/2017/05/22/robocop-drone/

https://blog.adafruit.com/2016/07/01/raspberry-pi-powered-ai-beats-human-pilot-in-dogfight-raspberry_pi-piday-raspberrypi/
http://www.popularmechanics.com/flight/drones/a25249/microsoft-airsim-drone-sim/
http://mashable.com/2017/05/22/robocop-drone/
http://www.popularmechanics.com/military/aviation/a25835/the-us-army-could-evacuate-wounded-by-flying-drone/

Gesture Controlled Drones
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http://www.foxnews.com/tech/2015/10/16/bird-gadget-lets-control-drone-with-your-finger.html
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Leap Motion:
*Fran has 1 personal one and Kevin Sugi has a developer editrion
https://leapmotion.com/
http://mashable.com/2013/07/22/leap-motion-review/
http://mashable.com/2015/01/07/razer-osvr-leap-motion/

Bird - Finger Control of Drones
https://www.muvinteractive.com/bird
http://www.foxnews.com/tech/2015/10/16/bird-gadget-lets-control-drone-with-your-finger.html

Myo Gesture Control Armband
https://www.amazon.com/Myo-Gesture-Control-Armband-Black/dp/B00O66E58M/
http://developerblog.myo.com/flying-drones-with-myopilot/
https://www.myo.com/play
Myo - An Armband That Gives You Superpowers – YouTube
https://www.youtube.com/watch?v=UL_pDatlLOg

HanDrone - Smart Wristband To Control Drone
https://mashable.com/2017/03/14/drone-jedi-mind-tricks/#pisEsiS9Jkqs


https://leapmotion.com/
https://www.muvinteractive.com/bird
https://www.amazon.com/Myo-Gesture-Control-Armband-Black/dp/B00O66E58M/
https://www.muvinteractive.com/bird
http://www.foxnews.com/tech/2015/10/16/bird-gadget-lets-control-drone-with-your-finger.html
https://www.youtube.com/watch?v=UL_pDatlLOg
https://mashable.com/2017/03/14/drone-jedi-mind-tricks/#pisEsiS9Jkqs

Possible Future from Bishop Fox??

Check our project page for continued updates to our drone defense and penetration testing research:

BISHOP FOX

Danger Blimps Danger Subs
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Submarine Drones:
http://www.seaeye.com/
https://blog.adafruit.com/2016/07/29/low-cost-remotely-operated-underwater-vehicle-uses-raspberry-pi-piday-raspberrypi-raspberry_pi/
http://mashable.com/2016/09/26/low-cost-underwater-drone
https://www.bluerobotics.com/store/rov/bluerov2/
Mashable - Navatcis MITO drone will make your underwater shots look stunning - 09Jan2019
https://mashable.com/video/navatics-mito-underwater-drone/#2cle_3EHYqqL

DangerBlimps:
Air Swimmers Remote Control Flying Shark 
https://www.amazon.com/gp/product/B005FYEAJ8

Air Swimmers Remote Control Flying Clownfish
https://www.amazon.com/gp/product/B005FYCBR6

WORTHINGTON CYLINDER CORP 347138 14.9 cu. Ft. Disposable Helium Tank
https://www.amazon.com/WORTHINGTON-CYLINDER-CORP-347138-Disposable/dp/B000RHMWBQ/

https://www.thisiswhyimbroke.com/the-flying-and-swimming-drone/

Slashdot - An Autonomous Sailboat Successfully Crosses Atlantic Ocean - 09Sept2018
https://news.slashdot.org/story/18/09/09/0326203/an-autonomous-sailboat-successfully-crosses-atlantic-ocean

http://dangerdrone.io/
http://dangerdrone.io/
https://www.bluerobotics.com/store/rov/bluerov2/
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Have A Nice Day

Bishop Fox - Danger Drone Research:
 http://dangerdrone.io
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Bishop Fox – Danger Drone Research:
https://www.bishopfox.com/resources/tools/drones-penetration-testers/
http://dangerdrone.io
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Bishop Fox – Danger Drone Research:
https://www.bishopfox.com/resources/tools/drones-penetration-testers/
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