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1. What frameworks can you use?

2. What should you include?

3. How do you test it?

4. How do you measure its effectiveness?

OUTCOMES

Agenda: What You’ll Learn Today! 
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Andy Jordan

• Senior Security Associate

• Helps manage Bishop Fox’s consulting practice

• Began career in IT Infrastructure

A LITTLE ABOUT ME

Who Am I
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WHAT FRAMEWORK SHOULD YOU 
USE?
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SO MANY TO CHOOSE FROM

Which Framework Do I Use?
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“KNOW YOUR ENEMY” – SUN TZU

Lockheed Martin - Cyber Kill Chain

Reconnaissance Weaponization Delivery Exploitation Installation
Command and 
Control

Actions on 
Objectives

Pros

• Attack Centric

• Focused on Prevention

• “Bottom-Up” Approach

Cons

• Requires Threat Management

• Not A Process

• Not Aligned to Overall Strategy

• No Steps for Recovery
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THE CISO’S HANDBOOK

NIST – CyberSecurity Framework

Pros

• Easy to Explain 

• More Defined

• Improvements Can Be Modular

• “Top-Down” Approach

Cons

• Needs Departmental Adoption

• Could Become A Checklist

Identify
(ID)

Protect
(PR)

Detect
(DE)

Respond
(RS)

Recover
(RC)
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INCIDENT RESPONSE IS A LIFECYCLE

SANS - Incident Response Process

Pros

• Lifecycle

• Holistic 
Response

• Focused on 
Improvements 

Cons

• Reactionary

• Operationally 
Intensive

• Centralized 
Approach

Prepare

Identify

Contain

Eradicate

Remediate

Lessons Learned
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How long does it take to 
resolve a security incident?

WHAT SHOULD AN INCIDENT 
RESPONSE PLAN INCLUDE?
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PANIC!

“Hey Andy, I Found This Weird Image On My Server”
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PAY NO ATTENTION TO THE BLAZING FIRE BEHIND YOU

Who Do I Need To Contact?
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USING YOUR INCIDENT RESPONSE PLAN

Time To Respond!

• Quickly contact the CIRT. 

• Follow action plans (and sub-plans).

• Update your Incident Response Plan often.
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SOCIÉTÉ GÉNÉRALE - WORMS

An Example of the Good
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SOCIÉTÉ GÉNÉRALE - WORMS

An Example of the Good
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HOW DO YOU TEST YOUR 
INCIDENT RESPONSE PLAN?
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EXAMPLE FROM WANNACRYPT RANSOMWARE

Reviewing Previous Incidents

$600 is the 
minimum you will 

spend

Know how you will 
respond ahead of 

time
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EXAMPLE OF BLACK-MARKET CREDENTIAL SALES

Digging Through Threat Data

Awareness of 
Organizational 

Controls

An account with 
$3,000 in funds 

sells for $18
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LET’S PLAY A GAME!

Make Your Incident Tabletops More Realistic
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STOPPING AN ACTIVE ATTACK IN A CONTROLLED ENVIRONMENT

Red Team Testing

Social Engineering

External Pen Testing

Internal Pen Testing

Wireless 
Pen Testing

Policy and 
Review 

Process

Technical 
Controls 

Review

Physical Pen 
Testing



2121

HOW DO YOU MEASURE YOUR 
INCIDENT RESPONSE PLAN?
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WOULD YOU DRIVE THIS CAR?

Example Dashboard – “How Much Fuel Do I Have?”
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IT’S PRETTY HUH?

Example Dashboard

Quick Statistics

Compliance 40%

Severity 5 10,2381

Severity 4 2,038

Severity 3 1,028

Total Live Hosts 100

Authenticating Hosts 80 (80%)

Workstations 50

Servers 50

Most Vulnerable Host SERVICES.ACME.COM

Most Common Issue 18363 - Outdated Java 7 

Filters

Vulnerability Management Dashboard

Department: System Engineering
Director: Employee One; Technical Point of Contact: Employee Two

Last Updated - 41 minutes ago

Age Severity 3 Severity 4 Severity 5

0-30 408 192 102

31-60 386 99 391

61-90 976 291 390

91-180 2,948 3,034 2,019

181+ 1,927 2,937 19,327

Remediation Age

Asset Groups: Dynamic, Servers, 

IP DNS OS Score

10.62.11.249 SFO0A131.ACME.COM Windows Server 2003 14,715

10.64.208.151 SERVIES.ACME.COM Windows NT 9,217,939

10.68.102.128 SFO0IS25.ACME.COM Windows Server 2008 5,719

10.62.82.19 SFO0A339.ACME.COM Unknown 193

10.61.20.83 SFO0S86-OLD.ACME.COM Windows Server 2012 41

172.16.100.2 SFO0S94-OLD.ACME.COM Cisco IOS 12.X 193

106.182.79.3 SFO0S95-OLD.ACME.COM Windows Server 2000 1,093,854

10.28.197.1 ARZ0F82.ACME.COM Linux 2.6 103

67.29.211.97 LAS0F17.ACME.COM Windows 7 Enterprise 937

73.4.1.21 SFO0A487.ACME.COM Windows 7 Enterprise 159

Quick Asset Dropdown

Asset Groups Dropdown 1 2 3 4 5

Severity Selection

0-30 30-60 61-90 91-180 180+

Age Selection

Server

Workstation

Vulnerability Data

0

200

400

600

800

1000

July 1 July 5 July 15 July 20 August 1 August 5 September 3 September 9 September 13 September 16 September 30

Vulnerability Age

Exceptions

HOST EXPIRATION

SFO0A4.ACME.COM November 11th 2015

AZ0AB.ACME.COM December 3rd 2015 

ACCOUNTABILITY 
INCREASED THROUGH 
OWNERSHIP VISIBILITY

MOVING CURSOR 
OVER CHART REVEALS 

MORE DETAILED 
INFORMATION

SELECT A HOST TO 
OPEN A DIRECT LINK 

TO THE ASSET

TRACK 
OUTSTANDING 

OR REMEDIATED 
ISSUES
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CURRENT STATE

Report Example 1 – Security Visibility
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RECOMMENDED STATE

Report Example 1 – Security Visibility
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CURRENT STATE

Report Example 2 – Security Incidents by Type
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RECOMMENDED STATE

Report Example 2 – Security Incidents by Type
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1. Total Time to Respond

• Aggregate for All SOC Analysts (8-Weeks Rolling)

2. Visibility Matrix

• Percentage of Total Devices Compared to Actual Devices Monitored

3. Resolved Security Incidents

• Count by Month (13-Months Rolling)

• Count by Category (8-Weeks Rolling)

4. Capacity Model

• Alert Volume Average by Hour each day (8-Weeks Rolling)

SOMETHING TO GET STARTED WITH

Popular SOC Metrics
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IT’S ABOUT THE JOURNEY

Other Questions to Ask Along The Way

• Were you able to close 
down other attack 
vectors?

• What improvements 
can you make to the 
plan?

• What types of security 
awareness can be 
communicated to the 
organization?
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How long does it take to 
resolve a security incident?

HOW DO WE BRING THIS ALL 
TOGETHER?
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1. You want to use a framework that works for your organization

2. You want your Incident Response Plan to be usable

3. You want sub-plans that are customized for how you realistically 
handle situations

4. You should have metrics that answer questions, not create more 
problems

DOES YOUR INCIDENT RESPONSE PLAN SINK OR SWIM?

The Key Takeaways



Thank You
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