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Introduction/Background

• What is the Internet of Things?

The New Wireless

• ZigBee, Z-Wave, Bluetooth

• Demo

EXECUTIVE OUTBRIEF

Agenda

Exploiting “Smart” Devices

• Organization

• Approaches

Going the Distance

• IoT hacking in the news

• Bonus demo

• Where to go from here



INTRODUCTION
GETTING UP TO SPEED



WHAT IS THE INTERNET OF THINGS?
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IRL = URL

SMART HOME

Everything is connected
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FRIDGE

Everything is connected
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HEALTH MONITORS

Everything is connected
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E V E R Y T H I N G … EXCEPT SECURITY

Everything is connected



THE NEW WIRELESS
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Bluetooth 4.0 /BTLE
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ZigBee
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Z-Wave
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Name Bluetooth Classic Bluetooth 4.0 Low Energy (BLE) ZigBee Wi-Fi

IEEE Standard 802.15.1 802.15.1 802.15.4 802.11 (a, b, g, n)

Frequency (GHz) 2.4 2.4 0.868, 0.915, 2.4 2.4 and 5

Maximum raw bit 
rate (Mbps)

1-3 1 0.250 11 (b), 54 (g), 600 (n)

Typical data 
throughput (Mbps)

0.7-2.1 0.27 0.2 7 (b), 25 (g), 150 (n)

Maximum (Outdoor) 
Range (Meters)

10 (class 2), 100 (class 1) 50 10-100 100-250

Relative Power 
Consumption

Medium Very low Very low High

Example Battery Life Days Months to years Months to years Hours

Network Size 7 Undefined 64,000+ 255



ILLUSTRATIVE FOOTAGE
A VIDEO FOR YOUR ENJOYMENT



EXPLOITING SMART DEVICES
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Wi-Fi/Physical Network

• Networking protocols

• Connect to a test network

• Inspect DNS requests

• Proxy requests

BLE/ZigBee/Z-Wave

• Pairing

• Encryption

WHOAMI

Identification
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ZigBee

• KillerBee Framework - https://github.com/riverloopsec/killerbee

• RaspBee - https://www.dresden-
elektronik.de/funktechnik/solutions/wireless-light-control/raspbee/

Z-Wave

• KillerZee - https://github.com/joswr1ght/killerzee/

• Z-Force - https://code.google.com/archive/p/z-force/

Bluetooth LE

• Ubertooth One - http://ubertooth.sourceforge.net/hardware/one/

• GATTacker - https://github.com/securing/gattacker

Tools
MUCH TOOLS

http://ubertooth.sourceforge.net/hardware/one/
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Logic Analyzer

• Saleae Logic Analyzer- https://www.saleae.com/

JTAGs

• JTagulator- http://www.grandideastudio.com/jtagulator/

Software Defined Radios (SDR)

• AirSpy SDR- http://airspy.com/

Tools
MORE TOOLS
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Action Shot
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DETAILS MATTER

Organization
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DETAILS MATTER

Organization
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• Authentication

• Session Management

• Access Control

• Malicious Input Handling

• Error Handling and Logging

• Data Protection

• Communication Security

• Cryptography

• Business Logic

GET USED TO IT

Typical issues
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Tailoring Attacks



GOING THE DISTANCE
WHAT DOES IT ALL MEAN?



IN THE NEWS
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#CAUGHTONNESTCAM

Twitter Feed Webcams
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#CAUGHTONNESTCAM

Baby Webcams
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LISTENING CLOSELY

Smart TV
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GONE IN 60 SECONDS

Vehicle Attacks
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GONE IN 60 SECONDS

Vehicle Attacks
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BECOMING A FIELD OF RESEARCH

Vehicle Attacks
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IOT IS DANGEROUS

FBI warning - PSA
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NO SECURITY

Breaking all the things
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ONE VULNERABILITY TO RULE THEM ALL

CCTV Botnet
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NOT JUST PUBLIC DEVICES

Your Devices, too
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POWER OF IOT BOTNETS

KrebsOnSecurity DDoS
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The Brinks CompuSafe Galileo

• Access to the USB port and 60 
seconds is all a prepared attacker 
needs

• Adding “smarts” turned this safe 
into an unsafe

PHYSICAL HACKING

Brinks Smart Safes



ILLUSTRATIVE FOOTAGE
A VIDEO FOR YOUR ENJOYMENT



DEFENSES
PROTECT YO NECK
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Buy devices that have update capabilities.

• Sign up for update notifications

Place untrusted devices on a separate network.

Use separate accounts for interacting with devices.

• Not your personal email address (iot-bob@gmail.com)

Trust but verify… Better yet, don’t trust and verify.

PROTECTIONS: INTERNET

Devices



Thank You
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For further information:
How to Engineer Secure Things: Past 
Mistakes and Future Advice – BF Blog

Bishop Fox
www.bishopfox.com 

https://www.flickr.com/photos/samsungtomorrow/9603416665
http://www.gadgetreview.com/reviews/fitness-tracker-reviews
http://images10.newegg.com/ProductImageCompressAll200/A10V_1_20170208361502673.jpg
http://www.iphonefaq.org/archives/975012
http://www.zdnet.com/article/artificial-intelligence-in-the-real-world-what-can-it-actually-do/
https://www.forbes.com/sites/arieladams/2014/09/10/is-the-luxury-watch-industry-ready-for-the-apple-watch/#24bf80e77e86
http://sanjosewomensleadsclub.com/?p=1667
http://arena527.rssing.com/chan-12430869/all_p139.html
http://fareastgizmos.com/computing/panasonic-announces-smart-home-appliance-lineup-with-full-scale-launch-of-smart-cloud-services.php
http://www.ehackingnews.com/2015/08/samsung-smart-fridge-vulnerability-can.html
https://www.bishopfox.com/blog/2016/06/how-to-engineer-secure-things-past-mistakes-and-future-advice/

