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Methodology

1 _ Silently steal badge info
2_ Create card clone

3_ Enter and plant backdoor
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Tastic RFID Thief

LONG RANGE RFID STEALER

D Long read range distance

(up to 18 inches or 45 centimeters)

D Reads all HID iCLASS® and I1SO 15693
compatible (CSN) credentials

RFID Hacking: Using the Tastic RFID Thief w HID iCLASS R90 Long Range Reader-... 8 =
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YouTube - RFID Hacking: Using the Tastic RFID Thief w HID iCLASS R90 Long Range Reader - 06Aug2014
https://www.youtube.com/watch?v=_0toZjA2hW8

iCLAS – R90 Reader:
https://www.hidglobal.com/products/readers/iclass/r90


ICLASS Cloner

IFIEASS" Card

XFPGA. COM-FROM CHINA

. iclass cloner

Connected Readers -CARD CONTENT

=L acha0000, | ) 403AD000FIFF12E0 Al ReadCard
[OMNIKEY CardMan 5x210 N SECEEEETEIEEES D =
| OMNIKEY CardMan 5x21-CLIGH FEFFFFFFFFEFFEEF
o FFFFFFFFFFFFFFFF
o FFFFFFFFFFFFFFFF
ICLASS 2KS | FFFFFFFFFFFFFFFF "
GeZhi Electronic

Block " [s03ap000Farr 1R P </ WWikke i) A . C Qe Block I
{l“ H Email:xfpgz@hotrﬂ it
Tel:+086-13113330725

Exit |

~$218 USD

|Any problems, contact email xfpga@hotmail.com
Selected Reader is :

OMNIKEY CardMan 5x21-CL O

Card is present

Read card succesfull

I @

htto:/ /www.xfpga.com/ html_products /iclass-
card-cloneren-82. himl

Read,/Write iCLASS cards using “Standard
Security” only (not "High” or “Elite”)

Requires older 32bit driver, and won't let you
run in a VM (so Win32 actual install necessary]

Built from original ContactlessDemoVC.exe

USB hardware licensing dongle shipped

Dual interface contactless and
mart card reader

OmniKey CardMan 5321 USB - RFID Reader

BISHOP FOX

Demonstration Software

Mewer drivers for Omnikey CardMan
5321 USB Reader no longer

Get the source code [ for reading and analyzing iCLASS ¢ supporting (CLASS card writing
tar.bz2 i@ archive). Please read copy-class/win32/uMain.c Meed alder driver: "OMMNIKEY/HID

. 2115 25/8 31, Version 1.2.3.1"
how iCLASS cards are read.

http/iwww.openpcd.org/HID_iClass_demystified#Demonstration_Software

In a attempt to stop copying HID iCLASS sta security cards, HID global
removed ContactlessDemoVC.exe’ fro e latest drivers and SDK sources.
Additionally the write requests are now blocked with a 6986 error code by the
driver. By installing the older SDK version
CardMan_Synchronous_API_V1_1_1_4.exe and

OMNIKEY5x21_V1_2_3_1.exe driver you can work around that limitation.

You can find older versions & of the CardMan_Synchronous_API_Vi_1_1_4.exe
driver in various places .
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xfpga.com - iCLASS Cloner  (from China)

http://www.xfpga.com/html_products/iclass-card-cloner-en-82.html
Download:  http://www.xfpga.com/download/iClass%20Cloner%20V3020140831.zip

Read and clone iCLASS RFID cards (for "Standard Security" mode only).

-------------------------------------------
VMWare restriction:
You can work around the VM restriction just by adding this to your .vmx file:
isolation.tools.getVersion.disable = "TRUE"
-------------------------------------------

##############
$190 + $28 shipping = $218.00 USD  (via PayPal payment to: xfpga@hotmail.com)
* NOTE: he doesn't list this PayPal option, but does accept it

Fran bought copy:  06Feb2015
$190 + $28 shipping = $218.00 USD  (via PayPal payment to: xfpga@hotmail.com)
* NOTE: he doesn't list this PayPal option, but does accept it
Shipped a small USB dongle license key required to run software.


##############
Video DEMOs:

Official Demo: 
http://v.youku.com/v_show/id_XNjcyNzA1Njk2.html
Conference Talk Demoing this tool (time 27:32):
http://www.irongeek.com/i.php?page=videos/derbycon4/t110-advanced-red-teaming-all-your-badges-are-belong-to-us-eric-smith
https://www.youtube.com/watch?v=TNY3AZGXw1s&feature=player_detailpage#t=1652
		

##############
Hardware:

Uses: OmniKey CardMan 5321 USB - RFID Reader (13.56 Mhz) - (~$75.19 on Amazon)
http://www.amazon.com/HID-OMNIKEY-Smart-Reader-Writer/dp/B003JI9SYE/
http://www.amazon.com/HID-OMNIKEY-Smart-Reader-Writer/dp/B00AM2E93U/
http://www.hidglobal.com/products/readers/omnikey/5321
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/omnikey-5321-v2-usb-reader-en-ds.pdf
OLDER DRIVER: necessary for iCLASS card writing (newer versions have writing disabled):
Driver Downloads:  OMNIKEY/HID 5x21/5x25/63x1, Version 1.2.3.1
https://plus.google.com/114477286147678960240/posts/DV9DgkG1XAQ
https://docs.google.com/open?id=0B8KmGSpv5sahNTVmM2ZiZjEtZGVkMS00MDk0LWFhM2YtOWUzYzlmOTM1Yzhi 
http://www.xfpga.com/download/iClass%20Cloner%20V3020140831.zip  (also found in this zip)
OLDER API (containing ContactlessDemoVC.exe):  CardMan_Synchronous_API_V1_1_1_4.exe
Download:  http://tajfun.am.gdynia.pl/execs/els/omnikey-cardman3121/CardMan_Synchronous_API_V1_1_1_4.exe


##############
Note - iCLASS Security Modes:

*Note: only works when target is using iCLASS in "Standard Security" mode, but not "High Security" or "iCLASS Elite" mode.  Difference is using the default iCLASS encryption keys for mutual authentication or custom changed keys.  More info on this, see:
Chaos27th-Analyzing a Modern Cryptographic RFID System-Dec2010 - )Slide 16)
http://events.ccc.de/congress/2010/Fahrplan/events/4114.en.html
http://events.ccc.de/congress/2010/Fahrplan/attachments/1784_HID-iClass-27C3.pdf
https://www.youtube.com/watch?v=210gXq7r7nM
Standard Security: two keys are shared across all HID readers world-wide. Swiping any standard security card in front of a standard security reader results in \beep-n-blink" of the reader. Cards are provided by HID and have a unique combination of a card ID (not UID) and a facility ID.
High Security: system specic keys for each installation. As the authentication keys dier, Standard Security cards and cards from other system won't result in `beep-n-blink" of the reader.
iCLASS Elite: like High Security, but keys maintained by HID customer gets preprogrammed cards.

Also see for iCLASS security modes (Standard, High, Elite) - more info:
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/cp400_security_faq_en_0.pdf

##############
NOTE - Older Drivers to Write iCLASS Cards:

More info see: http://www.openpcd.org/HID_iClass_demystified#Demonstration_Software
"In a attempt to stop copying HID iCLASS standard security cards, HID global removed ContactlessDemoVC.exe' from the latest drivers and SDK sources. Additionally the write requests are now blocked with a 6986 error code by the driver. By installing the older SDK version CardMan_Synchronous_API_V1_1_1_4.exe and OMNIKEY5x21_V1_2_3_1.exe driver you can work around that limitation. "
Required Driver:  OMNIKEY/HID 5x21/5x25/63x1, Version 1.2.3.1
Driver for RFID Reader:
Zip comes with necessary older driver to for OmniKey CardMan 5321 USB Reader.  
Necessary for doing iCLASS card writing, as this capability was intentially disabled in newer versions of the driver.	
Driver Downloads:  OMNIKEY/HID 5x21/5x25/63x1, Version 1.2.3.1
Driver can be found in xfpga.com software download zip:
http://www.xfpga.com/download/iClass%20Cloner%20V3020140831.zip
Also can also get that driver in: OMNIKEY5x21_V1_2_3_1.exe, see:
https://plus.google.com/114477286147678960240/posts/DV9DgkG1XAQ
https://docs.google.com/open?id=0B8KmGSpv5sahNTVmM2ZiZjEtZGVkMS00MDk0LWFhM2YtOWUzYzlmOTM1Yzhi
****Another note, there is only a Windows 32bit driver tto get this to work, so you cant run the cloner on a 64bit Windows machine.  ALSO, the xfpga.com - iCLASS cloner doesn't let you run the software in a VM, so you physically have to have a 32bit MS Windows isntall laptop/server to get this thing to work.  Also has a physical USB donger licensing protection.  Huge pain.
Driver files in dir W32:
cxru0wdm.cat
cxru0wdm.inf
cxru0wdm.sys
readme_cm5x21_5x25.txt
Other older software for the OmniKey 5321:
http://www.proxmark.org/files/Various%20Hardware/OMNIKEY%205x21/ 


##############
In Relation to ContactlessDemoVC.exe  (from the CardMan_Synchronous_API_V1_1_1_4.exe)

More info see: http://www.openpcd.org/HID_iClass_demystified#Demonstration_Software

xfpga.com iCLASS cloner is really just a modified pay version of an old sample program given out by HID in ther API:
Download:  CardMan_Synchronous_API_V1_1_1_4.exe
http://tajfun.am.gdynia.pl/execs/els/omnikey-cardman3121/CardMan_Synchronous_API_V1_1_1_4.exe
Looking at the EXE info of the xfpga.com's "iClass Cloner 30.exe", it still even says the name:  "ContactlessDemoVC.exe"
See util to examine .EXE info:  http://www.nirsoft.net/utils/exeinfo.html

-------------------------------------------------------------------------------------------
OmniKey CardMan 5321 USB - RFID Reader
http://www.hidglobal.com/products/readers/omnikey/5321
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/omnikey-5321-v2-usb-reader-en-ds.pdf
http://www.amazon.com/HID-OMNIKEY-Smart-Reader-Writer/dp/B00AM2E93U/
x2 – both Fran personal devices – bought on Amazon 20Mar2013 for $75.19 each (total $188.83)

Open Security Research - Using the OmniKey CardMan 5321/5325 in Kali Linux - 16Oct2013
http://blog.opensecurityresearch.com/2013/10/using-omnikey-cardman-53215325-in-kali.html
http://nosedookie.blogspot.com/2011/06/using-omnikey-cardman-53215325-in.html
https://github.com/OpenSecurityResearch/cardman_install_fix

The OMNIKEY® 5321 is a dual interface PC-linked reader that reads/writes to both a 13.56 MHz contactless smart card and virtually any contact smart card. The dual interface feature economically supports end-user environments where both contactless and contact smart card technology may be in use. The reader supports contactless smart cards with up to 848kbps in the fastest ISO 14443 transmission mode. 

Key Features 
Contactless Smart Cards supported Philips: MIFARE®, DESFire®, MIFARE ProX®,�SMART MX, and i.code
HID: iCLASS®
Texas Instruments: TagIT®
ST Micro: x-ident, SR 176, SR 1X 4K
Infineon: My-d (in secure mode UID only)
Atmel: AT088RF020
KSW MicroTech: KSW TempSens
JCOP in RSA mode
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O n e r IFIEASS" Card

NEW — Bishop Fox — FREE Edition

Read / Write to HID iCLASS Cards:
* https://blog.kchung.co/reverse-engineering-hid-iclassmasterkeys,/
*  hitps://github.com/ColdHeat/iclass

BISHOP FOX
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https://blog.kchung.co/reverse-engineering-hid-iclass-master-keys/
https://github.com/ColdHeat/iclass
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Tastic RFID Thief

LONG RANGE RFID STEALER

BISHOP FOX. WHO IS
MR.ROBOT

BISHOP FOX. 2
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Rolling Stone - Mr. Robot: Four of the Shows Best Hacks, Explained - 13July2016
http://www.rollingstone.com/tv/features/mr-robot-four-of-the-shows-best-hacks-explained-20160713
Wired.com - Tastic RFID Thief - A Peek Inside Mr. Robots Toolbox - 26Aug2015
http://www.wired.com/2015/08/peek-inside-mr-robots-toolbox/
Engadget - The many (surprisingly realistic) hacks of Mr. Robot - 29Aug2015
http://www.engadget.com/2015/08/29/the-many-surprisingly-realistic-hacks-of-mr-robot/

CLIPS:
Dropbox - Mr.Robot.S01E05-BishopFox-Tastic_RFID_Thief-22July2015.mp4 
https://dl.dropboxusercontent.com/u/37051339/Videos/Hacking/Mr.Robot.S01E05-RFID-22July2015/Mr.Robot.S01E05-BishopFox-Tastic_RFID_Thief-22July2015.mp4
Dropbox - Mr.Robot.S01E05-RaspberryPi_Backdoor-22July2015.mp4 
https://dl.dropboxusercontent.com/u/37051339/Videos/Hacking/Mr.Robot.S01E05-RFID-22July2015/Mr.Robot.S01E05-RaspberryPi_Backdoor-22July2015.mp4
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Raspberry Pi q 4

MAINTAINING ACCESS

» Raspberry Pi — cheap alternative (~$35] to Pwn Plug,/Power Pwn
« Tastic 3D Case for RaspPi Backdoor Hidden Backdoor Device

BISHOP FOX 10
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Raspberry Pi
http://en.wikipedia.org/wiki/Raspberry_Pi
http://www.raspberrypi.org/

Raspberry Pi - PwnPlug Hack Box
Pwnie Express - Raspberry-Pwn
http://pwnieexpress.com/blogs/pwnie/7977353-raspberry-pwn-a-pentesting-release-for-the-raspberry-pi
https://github.com/pwnieexpress/Raspberry-Pwn
http://www.thepowerbase.com/2012/06/pwnie-express-releases-raspberry-pwn-pentesting-suite/
Rogue Pi - A RPi Pentesting Dropbox
http://hackaday.com/2013/03/24/rogue-pi-a-rpi-pentesting-dropbox/
http://crushbeercrushcode.org/2013/03/developing-the-rogue-pi/
http://www.adafruit.com/blog/2013/03/29/developing-the-rogue-pi/
http://www.adafruit.com/blog/2013/03/25/rogue-pi-a-rpi-pentesting-dropbox/
PwnPi - Pen Test Drop Box Distro for the Raspberry Pi
http://seclist.us/2012/12/update-pwnpi-v3-0-a-pen-test-drop-box-distro-for-the-raspberry-pi.html
http://pwnpi.sourceforge.net/
Raspberry Pi - Power Strip
http://hackaday.com/2012/10/04/malicious-raspberry-pi-power-strip-looks-a-bit-scary/
http://gnurds.com/index.php/2012/10/02/raspberry-pi-power-strip/
http://securityaffairs.co/wordpress/15471/hacking/raspberry-pi-as-physical-backdoor.html
http://www.tunnelsup.com/tup/2013/05/08/raspberry-pi-phoning-home-using-a-reverse-remote-ssh-tunnel
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Reader Attacks

TASTIC-MITM ATTACK
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* Insert in door reader of target

building — record badge #s

» Tastic RFID Thief's PCB could be
used similiarly for MITM attack

BISHOP FOX 12
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Gecko - Wiegand MITM Tool
http://www.blackhat.com/presentations/bh-dc-08/Franken/Presentation/bh-dc-08-franken.pdf
http://www.darkreading.com/management/gecko-penetrates-building-access-system/211201067
http://www.wired.com/threatlevel/2007/08/open-sesame-acc/
http://securitysolutions.com/cards_readers/security_hacker_defcon_convention/

Tastic RFID Thief – PCB - Repurposed
Although it wasn‘t originally designed for this purpose, the Tastic RFID Thief PCB could easily be re-purposed to perform this type of MITM attack against the reader of the front door of the building you are targeting, recording badge #‘s as people enter the building.  Could use the bluetooth, SMS messaging, or other Arduino add-on‘s to make it easy to remotely access the stolen badge info.
http://www.bishopfox.com/resources/tools/rfid-hacking/

Vampire Taps – Wire Splice Taps
http://en.wikipedia.org/wiki/Vampire_tap
Lockitt POSI-TAP – wire connectors:
http://www.amazon.com/Lockitt-POSI-TAP-Assortment-connectors-10-22/dp/B00CMC5DII/
http://www.amazon.com/Posi-Lock%C2%AE-Assortment-pack-connectors-10-24/dp/B00CHQ0F1E/
https://www.google.com/search?q=%22Tap%20Splice%22&tbm=vid
http://www.homedepot.com/p/Gardner-Bender-22-18-AWG-Red-Tap-Splice-Wire-Connectors-5-Pack-15-2218/202522457
http://www.homedepot.com/p/Gardner-Bender-Tap-Splice-Assortment-22-10-AWG-Terminal-and-Connector-Kits-and-Assortments-10-per-clam-15-2210/202522123
http://www.gardnerbender.com/en/products/terminations/tap-splice
http://www.wiringdepot.com/product_info.php?products_id=2221&osCsid=98ea1afba9b40b313f2db6a1c151a253

Open Security Research - Brad Antoniewicz - RFID Reader and Controller Attack Tools
Arduino Code - Open the Badge Reader to Attack the Controller Directly via Wiegand Interface
Arduino Wiegand Skimmer and Emulator - Arduino_Vertx_ProxPoint_Skimmer.ino
http://blog.opensecurityresearch.com/2012/12/hacking-wiegand-serial-protocol.html
https://github.com/brad-anton/VertX/blob/master/Arduino_Vertx_ProxPoint_Skimmer.ino


Reader Attacks

TASTIC-MITM ATTACK

@ Copyright, RFduino.com
i duino

Based On
RFD22301, RFD22102 www RFduino.com * sales@RFduino.com RFD22301
CE +ETSI+IC « FCC 1601 Pacific Coast Huy - Suite 250 RF Digital

Approved & Certified Tel: 345 610.0008 RF Module

Shrunk an Arduino to the size of a finger-tip
and made it Wireless!

Based On
RFD22301
RF Digital
RF Module

RFD22102 RFduino DIP Stackable & plugs directly into breadboards

RFduino is a Bluetooth 4.0 Low Energy BLE RF Module
with Built-ln ARM Cortex M0 Microcontroller
for Rapid Development and Prototyping Projects

BISHOP FOX
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Gecko - Wiegand MITM Tool
http://www.blackhat.com/presentations/bh-dc-08/Franken/Presentation/bh-dc-08-franken.pdf
http://www.darkreading.com/management/gecko-penetrates-building-access-system/211201067
http://www.wired.com/threatlevel/2007/08/open-sesame-acc/
http://securitysolutions.com/cards_readers/security_hacker_defcon_convention/

Tastic RFID Thief – PCB - Repurposed
Although it wasn‘t originally designed for this purpose, the Tastic RFID Thief PCB could easily be re-purposed to perform this type of MITM attack against the reader of the front door of the building you are targeting, recording badge #‘s as people enter the building.  Could use the bluetooth, SMS messaging, or other Arduino add-on‘s to make it easy to remotely access the stolen badge info.
http://www.bishopfox.com/resources/tools/rfid-hacking/

Vampire Taps – Wire Splice Taps
http://en.wikipedia.org/wiki/Vampire_tap
Lockitt POSI-TAP – wire connectors:
http://www.amazon.com/Lockitt-POSI-TAP-Assortment-connectors-10-22/dp/B00CMC5DII/
http://www.amazon.com/Posi-Lock%C2%AE-Assortment-pack-connectors-10-24/dp/B00CHQ0F1E/
https://www.google.com/search?q=%22Tap%20Splice%22&tbm=vid
http://www.homedepot.com/p/Gardner-Bender-22-18-AWG-Red-Tap-Splice-Wire-Connectors-5-Pack-15-2218/202522457
http://www.homedepot.com/p/Gardner-Bender-Tap-Splice-Assortment-22-10-AWG-Terminal-and-Connector-Kits-and-Assortments-10-per-clam-15-2210/202522123
http://www.gardnerbender.com/en/products/terminations/tap-splice
http://www.wiringdepot.com/product_info.php?products_id=2221&osCsid=98ea1afba9b40b313f2db6a1c151a253

Open Security Research - Brad Antoniewicz - RFID Reader and Controller Attack Tools
Arduino Code - Open the Badge Reader to Attack the Controller Directly via Wiegand Interface
Arduino Wiegand Skimmer and Emulator - Arduino_Vertx_ProxPoint_Skimmer.ino
http://blog.opensecurityresearch.com/2012/12/hacking-wiegand-serial-protocol.html
https://github.com/brad-anton/VertX/blob/master/Arduino_Vertx_ProxPoint_Skimmer.ino
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Controller Attacks

JACKED I'N

Port Scanning and Banner Grabbing - Targetting HID Controllers Over Network

«  HID VertX Controller — Default Open Ports:
« FTP(21), Telnet (23], HTTP (80)

«  HID VertX Controller — Connect via FTP / Telnet /
HTTP with Default Admin Creds: root/pass

*  Banner grabbing for HID VertX controller discovery
«  Can also find using SHODAN search engine

root@bt:/# telnet 192.168.1.50

Trying 192.168.1.50...
Connected to 19%2.168.1.50.
Escape character is "~]'.

Axis Developer Board LX release 2.2.0
Linux 2.4.26 on a cris (0)

VertXController login:

BISHOP FOX

'. SHODAN Linux 2.4.26 on a cris (0)

Q

TOP COUNTRIES

United States 148
Japan 7
Canada 12
Australia 1
TOP SERVICES

Telnet 180
Telnet 1

Verizen Internet Services 4

Showing results 1-10 of 181
12.14.148.138

TET Services

#E United States

Details

162.234.156.137

ATET Internet Services .

BE United States
Details

68.15.86.231

Cox Communications

#E United States
Details

99.188.98.58

ATET Internet Services )

Axis Developer Board LX release 2.2.9
Linux 2.4.26 on a cris (@)

VertXController legin:

Axis Developer Board LX release 2.2.0
Linux 2.4.26 on a cris (@)

VertX_Controller login:

Axis Developer Board LX release 2.2.0
Linux 2.4.26 on a cris (@)

VertX_Controller login:

Axis Developer Board LX release 2.2.0
Li 2.4 26 FPrrs

15
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Brad Projects - HID VertX V2000 Default Password - 19July2011
http://nosedookie.blogspot.com/2011/07/hid-vertx-v2000-default-password.html

Brad Projects - Identifying and Querying HID VertX Controllers On The Network - VertX_Query.py - 14July2011
http://nosedookie.blogspot.com/2011/07/identifying-and-querying-hid-vertx.html

SHODAN – Searching for HID VertX Devices:
http://en.wikipedia.org/wiki/Shodan_%28website%29
Examples – HID VertX queries:
https://www.shodan.io/search?query=Axis+Developer+Board+LX+release+2.2.0
https://www.shodan.io/search?query=Linux+2.4.26+on+a+cris+%280%29
https://www.shodan.io/search?query=VertXController+login

SHODAN Diggity – Part of Bishop Fox’s SearchDiggity tool
Automate searching and saving rsults from SHODAN queries
http://www.bishopfox.com/resources/tools/google-hacking-diggity/attack-tools/#searchdiggity-v-3 
http://www.bishopfox.com/wp-content/gallery/google-hacking-diggity-media-gallery/8-shodan_diggity-1.jpg
http://en.wikipedia.org/wiki/Shodan_%28website%29#Automated_Search_Tools
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JACKED I'N

Port Scanning and Banner Grabbing - Targetting HID Controllers Over Network

File Options Help

Google CodeSearch Bing LinkFromDomain DLP Flash Malware PortScan NotInMyBackyard BingMahware @

=z

ﬁ Advanced
APLKey: Create ‘Hlde

Query Appender
Linux 2.4.26 on a cris (0) B

Hide

EI | Category |Subcateg| Search String URL Hostnames i Country Latitude Longitude | Updated | -
Custom Custom Linux 2.4.26 on a cris (0)  hitp://12.14.146.138:23/ United States 38.0 -97.0 1/15/2015 1
[ Administration ‘ Custom  Custom Linux 2.4.26 on a cris (0)  hftp://162.234.156.137:23/  162-234-156-137.lightspeed.irvnca.sbeglo United States 38.0 -97.0 1/14/2015 1
» [ Cisco Custom Custom Linux 2.4.26 on a http://68.15.844231:23/ wsip-68-15-86-231.0c.0c.cox.net United States 38.0 -97.0 1/14/2015 1
> [[] Default Credentials Custom Custom Linux 2.4.26 on a cri http://99.188.98.58:23/ adsl-99-188-98-58.dsl.ksc2Zmo.sbeglobal.r United States 38.0 -97.0 1/14/20151
» [ FTP Custom Custom Linux 2.4.26 on a cri http://124.35.55.92:23/ 124¥35%55x92.ap124.fith.ucom.ne.jp Tokyo Japan 35.685 139.7514 1/13/2015 1
» [ Printer Custom Custom Linux 2.4.26 on a cri http://98.191.202.21:23/ wsip-98-191-202-21.0c.0c.cox.net Lake Forest United States 33.6451000 -117.6786  1/13/20151

Queries

[T Router Custom Custom Linux 2.4.26 on a http://175.177.183.17:23f h175-177-183-017.ms01.itscom.jp Yokohama Japan 35.4478 139.642499 1/13/20151

b SCADA
ET ’ Custom Custom Linux 2.4.26 on a cri http://68.15.86.157:23/ wsip-68-15-86-157.0c.oc.cox.net United States 38.0 -97.0 1/13/2015 1
elevision

» [ vor Custom Custom Linux 2.4.26 on a http://134.114.222.3:23/ kingmanalarm.conted.nau.edu Flagstaff United States 35.630799' -112.0524  1/13/20151

[ web Server Custom Custom Linux 2.4.26 on a cri http://76.70.51.251:23/ bas3-guelph22-1279669243.dsl.bell.ca Guelph Canada 43.55000001 -80.25 1/12/20151
> [] webcam Custom Custom Linux 2.4.26 on a http://220.215.158.25:23/ h220-215-158-025.ms01.itscom.jp Japan 35.69 139.69 1/12/2015 1
> [O] Windows Custom Custom Linux 2.4.26 on a cris (0)  http://104.34.181.73:23/ cpe-104-34-181-73.50cal.res.rr.com o il 1/12{2015 1

> [C] ZENworks
Output

Axis Developer Board Lx release 2.2.0
Linux 2.4.26 on a cris (0)

VertX_Controller login:

Shodan Status: Ready
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Presentation Notes
Brad Projects - HID VertX V2000 Default Password - 19July2011
http://nosedookie.blogspot.com/2011/07/hid-vertx-v2000-default-password.html

Brad Projects - Identifying and Querying HID VertX Controllers On The Network - VertX_Query.py - 14July2011
http://nosedookie.blogspot.com/2011/07/identifying-and-querying-hid-vertx.html

SHODAN – Searching for HID VertX Devices:
http://en.wikipedia.org/wiki/Shodan_%28website%29
Examples – HID VertX queries:
https://www.shodan.io/search?query=Axis+Developer+Board+LX+release+2.2.0
https://www.shodan.io/search?query=Linux+2.4.26+on+a+cris+%280%29
https://www.shodan.io/search?query=VertXController+login

SHODAN Diggity – Part of Bishop Fox’s SearchDiggity tool
Automate searching and saving rsults from SHODAN queries
http://www.bishopfox.com/resources/tools/google-hacking-diggity/attack-tools/#searchdiggity-v-3 
http://www.bishopfox.com/wp-content/gallery/google-hacking-diggity-media-gallery/8-shodan_diggity-1.jpg
http://en.wikipedia.org/wiki/Shodan_%28website%29#Automated_Search_Tools



Controller Attacks

JACKED I'N

Port Scanning and Banner Grabbing - Targetting HID Controllers Over Network

< & nttps// R <oi-bin/ diagnostics.cgi?Category=status

@ -
. _ .
Mouse over a door icon and it pops up uration

Ver < I
the last cached valid badge number.

The VertX controller configuration is| mand.

Can be used to create fake cloned
badge to enter that door.

System Status Legend
ID 106 Host Name (I NNEEEEIR
H-m MAC 00-06-8E IP Address [
Version 2.2.7.149 Date 02/04/2015 00:11:29 GMT

Address 0
ID FFFFFFFF

Program Version 113
EEPROM Version 110

= !

BISHOP FOX

gverixXs

@ A (€ N b divgnostics o Cotegory=status

Basic Setup Advanced Setup

The VertX controller configuration is displayed. Input status is updated periodically. Select a relay to command.
. System Status Legend
Host Name NN
IP Address

D1
mac 00-06:sc N
Version 2.2.7.16

Date 02/04/2015 00:54:57 UTC

=

o = e IEE®
Address 0 Program Version 113
- 1D FFFFFFFF EEPROM Version 110
el i -

Fofloofe @ EH e @ ofloaolw
Beofeope B EH A @ of|laaf=

Address 1
: ID FFFFFFFF
FR=E ]

"R T T- O et
B Bl 5 @ A B oFlon B

Program Version 113
EEPROM Version 110
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Controller Attacks

JACKED I'N

Port Scanning and Banner Grabbing

Targetting HID Controllers Over Network

T
A 8 c [ o | & | F [ =
1 pe otal Found @ | BishopFox-Vertd_BatchQuerny-va.pl
2 E400 37 .
3 ES400 4 ®| BishopFox-VertX_Query IP-v1.pl
4 V1000 86
5 V2000 39
6 \V2-V1000 4 VertX Types Total Found
Canada 19 .
v India 1 VertX - Countries Found Breakdown Conadn
8 Total: [170 | Japan 16 i
Romania 1 USA - Wisconsin, 1, 1%
97 USA - Alaska 3 USA - Washington, 2, 1%_‘ !’ W Japan
10 USA - Arizona 3 B Romania
1 VertX - Controller Type Breakdown USh_California 3 8USA- Ao
(== USA - Colorado 3 USA- Virginia, 13, 8% 5 USA- Arizona
12 USA - Ce India, 1,1% B USA- Californi
USA - District Of Columbia 1
= V2-V1000, 4, 2% USA- Georgia 27 B USA- Colorado
14 USA - Hawaii 1 = USA- Connecticut
15 USA - lllinois 3 m USA - District Of Columbia
i USA- lowa 1 USA-Soulzh%Dakola, a, 2 Ush- Georgia
== 522 - Louisiana i B USA - Hawaii
17 - t .
mUSA- 1l
o | USA- 2 Romania, 1, 1% e
18 USA - Missouri 10 USA - Alaska, BUSA-lowa
19 USA - New Jersey 5 3,2%  USA- Louisiana
20 USA - New York 3 B USA- Massachusetts
— USA i 3 USA - Pennsylvania, 3, 2% 5 USA- Minnesota
USA - Rhode Island 9
21 ES400, 4, 2% oce lsan USA- New = USA- Missouri
USA - South Dakota 4
22 York, 3,2%
USA - Texas 1 B USA- New Jersey
23 USA - Virginia 13 = USA- New York
24 USA - Washington 2 USA- Pennsyhvania
= USA - Wisconsin 1
25 W USA- Rhode Island
E W E400 Total 0 = USA- South Dakota
USA - Texas
27 W ES400 USA- Virginia
28 » V1000 USA - Minnesota, 2, 1% USA- Washington
I USA - Massachusetts, 1, 1%
USA - Wisconsin
29 B V2000 USA- Louisiana, 2, 1% USA - Colorado, 3, 2%
30 USA - lowa, 1, 1%. USA - Connecticut, 1, 1%
H = V2-V1000 USA - llinois, 3, 2% USA - District Of Columbia, 1, 1%
; USA - Hawaii, 1, 1%
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https://www.shodan.io/search?query=VertXController+login

SHODAN Diggity – Part of Bishop Fox’s SearchDiggity tool
Automate searching and saving rsults from SHODAN queries
http://www.bishopfox.com/resources/tools/google-hacking-diggity/attack-tools/#searchdiggity-v-3 
http://www.bishopfox.com/wp-content/gallery/google-hacking-diggity-media-gallery/8-shodan_diggity-1.jpg
http://en.wikipedia.org/wiki/Shodan_%28website%29#Automated_Search_Tools



Introduction/Background

GETTING UP TO SPEED
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Badge Basics

FREQUENCIES

Frequency Range Distance Common Usage Card Types Standards
Low Frequency (LF) 120kHz— | <3 ft. (Commonly Access control systems; HID Prox, Indala Prox, IS0 11784 /150 11785
140kHz under 1.5ft) animal tagging; car Kantech ioProx, Hitag ISO 14223 (Animals)
immobilizer 1/2/5, Casi-Rusco, EM4X, SO 18000-2
Honeywell Nexwatch, G-
Prox Il, AWID, Pyramid
Prox, Keri Prox, Q5, TI-
RFID Systems, VeriChip
High Frequency (HF) 13.56MHz | 3-10ft Contactless smart cards; iCLASS, MIFARE/DESFire, ISO 15963 - Vicinity Card
access control systems; LEGIC, Sony Felicia, SO 14443A
*Maybe up to ~35 ft | loyalty card; credit cards; Calypso, Tag-it, Topaz, ISO 14443B
payment card; mobile Sielox, SRIX4K, CryptoRF, ISO 18000-3
payments; ski pass; e- JCOP ISO 18092 - NFC
Passport; public ISO 21481 — NFCIP-2
transportation systems EPC Class 1 (13.56MHz)
Ultra-High Frequency | 860MHz— [ ~30ft Supply chain; inventory EPC Gen 2 EPC Class O
(UHF) 960MHz tracking; Walmart; baggage EPC Class 1 (860-930MHz)
(Regional) | *Up to miles with handling; toll collecting; EPC UHF Gen 2
strong antenna and | Enhanced Driver's License; ISO 18000-6C
Also: line of sight U.S. Passport Card (not SO 18000-63
A433MHz book); Trusted traveler
cards; ski pass INCITS 371.2

BISHOP FOX
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RFID Card/Tag Types:
http://rfidiot.org/#Tag_Gallery
http://blog.threatforward.com/2010/03/02/cards-side-by-side/
https://code.google.com/p/cardpeek/source/browse/trunk/dot_cardpeek_dir/scripts/etc/smartcard_list.txt

Proxmark Resources - Card Types and Formats
http://code.google.com/p/proxmark3/wiki/Tags_Main
http://code.google.com/p/proxmark3/wiki/RunningPM3#Supported_tag_types
http://www.proxmark3.com/item_tag.html

HID – Card Type Guides
http://www.hidglobal.com/documents/smart_card_guide_iclass.pdf
http://www.hidglobal.com/documents/technologyCard_guide_en.pdf
http://www.hidglobal.com/documents/hid_full_product_catalog_en.pdf

HID - ISO Standards, iCLASS Compatibility and Market Position
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/hid-iso-standards-wp-en.pdf
https://en.wikipedia.org/wiki/List_of_International_Organization_for_Standardization_standards


RFID Other Usage

WHERE ELSE?®

PASSPORT
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Disney MyMagic+ - RFID bands:
https://disneyworld.disney.go.com/plan/my-disney-experience/my-magic-plus/
High Frequency:  MIFARE DESFire EV1 chip from NXP
Wired.com - Disneys $1 Billion Bet on a Magical Wristband - 10Mar2015
http://www.wired.com/2015/03/disney-magicband/

Credit Cards and RFID:
Open Security Research - Deconstructing a Credit Cards Data - 21Feb2012
http://blog.opensecurityresearch.com/2012/02/deconstructing-credit-cards-data.html
Shmoocon 2012 - Credit Card Fraud: The Contactless Generation - Kristin Paget
http://web.archive.org/web/20120601024514/http://www.shmoocon.org/speakers#credit 
Slides: http://www.shmoocon.org/2012/presentations/Paget_shmoocon2012-credit-cards.pdf 
Video: http://www.shmoocon.org/2012/videos/CreditCardFraud.m4v 
Dynamic CVV:  http://www.paymentsleader.com/how-dynamic-cvv-is-impacting-the-rising-tide-of-credit-card-fraud/
SmartCafe JCOP 31 v2.2.1 80k (and 144K) – Smartcard - 13.56 MHz 
http://en.wikipedia.org/wiki/Java_Card_OpenPlatform

Dangerous Things - RFID Implants
https://dangerousthings.com/

RFID and Healthcare
http://www.rfidjournalevents.com/healthcare/

ePassports (book)
http://en.wikipedia.org/wiki/Biometric_passport
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/hid-ids-epassport-inlays-ch-en.pdf
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/hid-govid-passport-datapage-br-en.pdf
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/gov-id-national-id-cards-today-and-beyond-wp-en.pdf



RFID Other Usage

WHERE ELSE?®

Standard vs. Enhanced Liggrlse Comparison
N CiianceD) =
ENHANCED) (¥
RFID)) QY == 4

Ski Pass

RFID card needed to
access encrypted hard drive

GAYLE ELIZABETH SAELE
423 MAIN STREET . 8

TR

SummitCove
Yeti
12345678910

mycoke
rewards

(Rl
i1t 14811 Susa ccee el
HEeHbt iR

(new to a drivers license)

Hotel RFID Keys

ELITE

Marriott

Operating Instructions:
identification Touch keycard to lens to unlock

Surname
SPECIMEN

Given Name

technology
TEST V ( %\ (] )
UScIsH Category £
00-000-001  RE = @ o
Miﬁt‘" Birth .S, Permanent Resident Card For your safety: ® WELCOME
"!_"“ﬁ‘ (“Green card”) - UHF RFID  Sotrncoata o v a1 o
~Date of Birth S¢ e o ronn gt Aarrott
01 JAN 1920 F L ioerongrrsd eI L REWARDS.
= Ensure that o windows and e Rl .

Card Expires: 08/21/07
Resident Since: ~ 08/21/07

BISHOP FOX
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Enhanced Driver’s License (EDL):  
https://en.wikipedia.org/wiki/Enhanced_Drivers_License
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/gov-id-national-id-cards-today-and-beyond-wp-en.pdf

U.S. Permanent Resident Card (“Green card”): 
http://en.wikipedia.org/wiki/Permanent_residence_(United_States) 
http://fcw.com/articles/2010/05/13/us-issues-redesigned-rfid-green-cards.aspx 
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/uscis_issues_redesigned_green_card_fact_sheet.pdf

Okidokeys - Smart locks with Smart keys
https://www.okidokeys.com/2-all-products

Amazon - BUSlink 2TB USB 3.0 RFID 128bit AES Encrypted Drive
http://www.amazon.com/BUSlink-RFID-128bit-Encrypted-Drive/dp/B008MZZP4Q

Apple Pay
http://www.apple.com/apple-pay/

Coke – Rewards NFC
http://www.mycokerewards.com/content/home.html

Hotel – RFID Keys
http://www.rfidhotel.com/franchise-standard-marriott-elite-member-rfid-key-cards.html

Epic – Ski Passes (UHF):
http://www.snow.com/epic-pass/passes.aspx

UHF - EPC Gen2 Examples: 
U.S. Passport Card (not book):  http://en.wikipedia.org/wiki/United_States_Passport_Card 
Enhanced Driver’s License (EDL):  https://en.wikipedia.org/wiki/Enhanced_Drivers_License



How a Card Is Read

POINTS OF ATTACK

DN [—
R e e

Card e Broadcasts 26-37 bit card number

Reader e Converts card data to “Wiegand Protocol”
for transmission to the controller

Controller

e No access decisions are made by reader
Controller | e Binary card data “format” is decoded

e Makes decision to grant access (or not)
Host PC e Add/remove card holders, access privileges

e Monitor system events in real time

\/L‘: . _
=L i

Host PC

HID Global — How a HID Card is “Read” (PDF) 23

B I S H O P F OZ https://info.hidglobal.com/WP-How-an-HID-Card-is-Read_Request.html
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HID Global - How a HID Card is “Read” (PDF)
https://www.hidglobal.com/node/15343
https://info.hidglobal.com/WP-How-an-HID-Card-is-Read_Request.html
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/hid-how-hid-card-is-read-wp-en.pdf

Card:
When powered by reader in close proximity, broadcasts 26-37 bit card number

Reader:
Simply converts the binary data read from card to “Wiegand Protocol” for transmission to the controller.  No access decisions are made by reader.  
Wiegand is the standard output, but can also be transmitted via Serial (RS232) or Clock&Data.

Controller:
Device where the binary card data format is decoded and acted upon.  
Makes decision wether or not to grant access in 99.9% of cases.

Host PC:
Add/Remove Card Holders
Assign/Modify/Delete access privileges
Monitor system events in real time



RFID Hacking Gear

PENTEST TOOLKIT
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RFID Hacking Gear

SUMMARY OF WHAT WE HAVE

Tastic RFID Thief

« T55x7 Cards
Q5 cards (T5555

L
‘\ 5557 IC

SONMICRO

“ ELECTRONICS

SONMiicro - 125 KHz RFID
Evaluation Kit - Deluxe

pcProx” 125 kHz &
AIR ID° 13.56 MHz Card Analyzer

Intelligent portable Card Analyzers for determination
of proximity & contactless smart cards

Ol

..Eﬂ
=]

rfidiot.org

| [EMax02
EMd4x50
EM4x05 (ISO

RFIDeas — HF and LF USB Tools

proxmark

rrrrrrr hing RFID and Near Field Communi
eeeeee

© Read & emulate any RFID tag

Get Yours Today!

Welcome to the Proxmark [11 online store. We offer the fastest way to get started
cation systems

@ Pre-programmed thorougly tested boards

@ oOrders ship within 2 business days

USB

using the powerful Proxmark

ACG LAHF

11784/5

FDX-B)

Hitag 1/2/8

125/134.2 Qs

kHz TI 64 bit R/O
& R'W

& USB TI 1088 bit

Multipage

13.56 MHz

ISO 14443
A/B, ISO
15693, ISO
18000-3,

BiIsHoP'EOX

RFIDiots Compatible - ACG LAHF USB

— Hig h and Low Frequency Antenna 25
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Proxmark3
http://www.proxmark3.com/
http://code.google.com/p/proxmark3/wiki/HomePage?tm=6
http://www.proxmark.org/
http://www.proxmark.org/files/
Fran personal – Bought 11Jun2012 - $529.00 for PRoxmark3, LF and Hf antennas, and tag bundle

RFIdiot Gear – ACG LAHF USB Reader
http://rfidiot.org/
http://www.rfidiot.org/documentation.html
Fran’s personal: ACG USB LAHF device – Bought for 415 GBP ($709.86) on 20Jun2012

RFIDeas – pcProx 125kHz and AIR ID 13.56 MHz Card Analyzers
http://www.rfideas.com/products/pcprox_readers/cardanalyzer/index.php
http://www.rfideas.com/downloads/Image_support/High_resolution/Identification_Card.pdf
Bishop Fox owned– bought for $269.00 on 15July2012 on Fran’s Amex

SONMicro Gear - 125 KHz RFID Evaluation Kit - Deluxe
http://www.sonmicro.com/en/index.php?option=com_content&view=article&id=43&Itemid=65
Fran personal – bought on 20 Jun2012 for $158.00
Kit contents:
1x SM125-EK Main Board 
1x SM125-M1-232 Module 
1x IND25-1 Antenna (65x35mm)
1x IND25-2 Antenna (90x45mm)
1x IND25-3 Antenna (40x12mm)
2x EM4102 ISO Card (Read Only) 
2x T5567 ISO Card (re-writeable) 
1x Swicth Mode DC Adapter (Optional)
1x Serial Port Cable
1x Software & Documents CD

Blank RFID Cards (Various) – Fran personal bought
Programmable T5557, T5567, and T5555 (a.k.a. Q5 ) Cards
http://proxclone.com/T55x7.html 
http://www.apdanglia.org.uk/t5557icprotocol.html 
http://www.mdfly.com/index.php?main_page=product_info&cPath=16_62&products_id=170 
http://www.therfidshop.com/product_info.php?products_id=373 
Mifare Ultralight C NFC Cards (x10) Mifare Ultralight C NFC Cards (x10)                        
http://www.amazon.com/gp/product/B007PFUVXY/ 
Mifare 1K ISO Card 6 of Mifare 1K ISO Card                                                     
http://www.amazon.com/gp/product/B005DJFASK/ 
Single (1) Samsung EZON SHS-14443A Access Card RFID MIFARE 13.56MHz                            
http://www.amazon.com/gp/product/B006IV2E6I/ 
Indala 26 bit format - 100% compatible - All formats (including custom) Qty: 20                
http://www.amazon.com/gp/product/B005ERZXGK/ 
GBC BadgeMates PVC Cards, 30 mm Thickness, Rounded Corners, White, 100 Cards per Pack (3748081)
http://www.amazon.com/gp/product/B0034UT3GA/ 
100 CR80 30Mil White PVC Plastic Credit, Gift, Photo ID Cards With HiCo Magnetic Stripe Mag    
http://www.amazon.com/gp/product/B0045UC1QC/ 
Indala 26 bit format - 100% compatible - All formats (including custom) Qty: 20                
http://www.amazon.com/gp/product/B005ERZXGK/ 
ACC-EMTAG-B RFID EM Key Tag, Keyfob Blue
http://www.amazon.com/gp/product/B005DJFB9S 

Q5 Card - Re-Writeable Q5 LF TAG blank - 125 / 134.2 kHz
http://rfidiot.org/#Hardware

RFID Tags – SONMicro Gear - 125 KHz RFID Evaluation Kit - Deluxe
http://www.sonmicro.com/en/index.php?option=com_content&view=article&id=43&Itemid=65
2x EM4102 ISO Card (Read Only) 
2x T5567 ISO Card (re-writeable)  

RFID Tags - Parallax - RFID Reader # 28140 With 2 Transponder Tags - EM4100
http://www.amazon.com/gp/product/B007KQ1LJG/






RFID Hacking Gear

HF - HIGH FREQUENCY [13.56 MHZz|

InThe Bax HF PCB antenna with 3 USE cable
Dimensions 8.3cm x 5.5cm x Tcm

Weight 165

Appraximate Range 3 - 5cm

Proxmark3 - HF Antenna

High Frequency PCB Antenna

Our high frequency PCB antenna ("HFA") is specifically designed for the Proxmark Ill. It is tuned to
operate at 13.56MHz and is capable of snooping the UID of a Mifare 1k classic card at a distance of
3cm.

The antenna can be switched to match either a 100pF or 47pF capacitor on the HF circuit of the
Proxmark. When connected to a working Proxmark, the antenna registers approximately 8-9V (as
produced by the “tune” command). Our HFA can be used to interact with the following tags:

® Mifare

® |SO14443A/1S014443B
* [SO15693
* EPA
® Legic
® iClass

The antenna is the size of a credit card and ships with a 3' Hirose USB cable that is used to connect it
to a Proxmark. Antennas are connected to the 5-pin USB port on the Proxmark using the USB cable
included.

High Frequency
13.56 MHz read/write iCLA! MIFARE® and DESFi

contactless smart card technology is available in various

combinations with low frequency, magnetic stripe and
contact smart chip modules.

ICLASS" DESFire® MIFARE*

Identive SCM SCL3711 USB 13.56 MHz Reader/Writer

Works with 1ibnfc library, PN533 chip

contact smart card reader

for end-user en cnMments

Dual interface contactless and .(—Q

OmniKey CardMan 5321 USB- RFID Reader f Writer

BISHOP FOX

ACG LAHF

USB

125/134.2
kHz

&

13.56 MHz

USB

EM4x02
EM4x50
EM4x05 (ISO
11784/5

rfidiotorg

FDX-B)
Hitag 1/2/S
Q3

TI 64 bit R/'O
& RW

TI 1088 bit
Multipage

ISO 14443
A/B.ISO
15693, ISO
18000-3,
NEC.
I-CODE
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Proxmark3
http://www.proxmark3.com/
http://code.google.com/p/proxmark3/wiki/HomePage?tm=6
http://www.proxmark.org/
http://www.proxmark.org/files/
Fran personal – Bought 11Jun2012 - $529.00 for PRoxmark3, LF and Hf antennas, and tag bundle

RFIdiot Gear – ACG LAHF USB Reader
http://rfidiot.org/
http://www.rfidiot.org/documentation.html
Fran’s personal: ACG USB LAHF device – Bought for 415 GBP ($709.86) on 20Jun2012


Identive SCM SCL3711, USB 13.56 Mhz ISO 14443, Mifare, Felica Reader
Works with libnfc
2x bought by Fran personal – for $38.95 each – Apr2015 on Amazon
http://www.amazon.com/Identive-SCL3711-Mifare-Felica-Reader/dp/B00TA3GQG0/
http://www.identiv.com/products/information-readers/portable-readers/scl3711-contactless-usb-smart-card-reader
http://www.identiveusa.com/contactless-mobile-reader-scl3711.htm
http://identive-infrastructure.com/pdf/usa/Dat_SCL3711_e.pdf
Chip: PN533 v2.7
http://nfc-tools.org/index.php?title=PN53x
 PN533 User Manual UM0801-03 (pdf) 
http://www.nxp.com/documents/user_manual/157830_PN533_um080103.pdf
Downloads:
http://support.identive-group.com/downloads.php?lang=en
http://support.identive-group.com/download.php?ref=support&file=driver/SCL3711_INST_WIN_EN_V1.12_00004040001.zip
http://support.identive-group.com/download.php?ref=support&file=driver/SCx371x_MacOS_Driver_2_17.zip
http://support.identive-group.com/download.php?ref=support&file=driver/scx371x_2.18_linux_32bit_rel.tar.gz
http://support.identive-group.com/download.php?ref=support&file=driver/scx371x_2.18_linux_64bit_rel.tar.gz
http://support.identive-group.com/download.php?ref=support&file=xtra/fixPCSC_V1.5.1.75.zip
Libnfc stuff – setup on Kali:
http://nfc-tools.org/index.php?title=Main_Page
http://nfc-tools.org/index.php?title=Libnfc
http://nfc-tools.org/index.php?title=PN53x
 PN533 User Manual UM0801-03 (pdf) 
http://www.nxp.com/documents/user_manual/157830_PN533_um080103.pdf
Compatible hardware with libnfc:
http://nfc-tools.org/index.php?title=Devices_compatibility_matrix
http://www.simiolabs.com/developer/wiki/index.php?title=Installing_libnfc_%2B_libfreefare
https://github.com/CyanogenMod/android_external_libnfc-nxp/blob/5f9e515ef5a71fd87bcc27d92618971a93e9b8f1/src/phFriNfc_DesfireFormat.c#L64
http://nfc-tools.org/index.php?title=Main_Page
Debian and libnfc:
http://nfc-tools.org/index.php?title=Libnfc#Debian_.2F_Ubuntu
https://packages.debian.org/search?keywords=libnfc
http://www.simiolabs.com/developer/wiki/index.php?title=Installing_libnfc_%2B_libfreefare


OmniKey CardMan 5321 USB - RFID Reader
http://www.hidglobal.com/products/readers/omnikey/5321
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/omnikey-5321-v2-usb-reader-en-ds.pdf
http://www.amazon.com/HID-OMNIKEY-Smart-Reader-Writer/dp/B00AM2E93U/
x2 – both Fran personal devices – bought on Amazon 20Mar2013 for $75.19 each (total $188.83)

Open Security Research - Using the OmniKey CardMan 5321/5325 in Kali Linux - 16Oct2013
http://blog.opensecurityresearch.com/2013/10/using-omnikey-cardman-53215325-in-kali.html
http://nosedookie.blogspot.com/2011/06/using-omnikey-cardman-53215325-in.html
https://github.com/OpenSecurityResearch/cardman_install_fix

ContactlessDemoVC.exe part of CardMan Synchronous API SDK v1.1.1.4 (CardMan_Synchronous_API_V1_1_1_4.exe)
http://www.openpcd.org/HID_iClass_demystified
http://www.openpcd.org/Talk:HID_iClass_demystified
http://www.openbeacon.org/images/HID-iCLASS-security.pdf
http://www.proxmark.org/files/Various%20Hardware/OMNIKEY%205x21/ 
http://www.proxmark.org/files/Various%20Hardware/OMNIKEY%205x21/OMNIKEY.CardMan.5x21.PCSC.driver.v1.1.1.4.zip
http://www.proxmark.org/files/Various%20Hardware/OMNIKEY%205x21/OMNIKESY5x21_V1_2_0_14.exe


The OMNIKEY® 5321 is a dual interface PC-linked reader that reads/writes to both a 13.56 MHz contactless smart card and virtually any contact smart card. The dual interface feature economically supports end-user environments where both contactless and contact smart card technology may be in use. The reader supports contactless smart cards with up to 848kbps in the fastest ISO 14443 transmission mode. 

Key Features 
Contactless Smart Cards supported Philips: MIFARE®, DESFire®, MIFARE ProX®,�SMART MX, and i.code
HID: iCLASS®
Texas Instruments: TagIT®
ST Micro: x-ident, SR 176, SR 1X 4K
Infineon: My-d (in secure mode UID only)
Atmel: AT088RF020
KSW MicroTech: KSW TempSens
JCOP in RSA mode
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Pwn Pad 2014

NEXUS / PENTEST DEVICE

BISHOP FOX

Teoelkit includes:
Wireless Tools Network Tools
* Aircrack-ng * NET-SMNMP
* Kismet * Nmap
* Wifite * MNetcat
* Reaver * Hping3
* MDK3 * Macchanger
* EAPeak * Tcpdump
* Asleap * Tshark
* FreeRADIUS-WPE  * Ngrep
* Dsniff

* Hostapd

Bluetooth Tools:

* bluez-utils

* btscanner

* bluelog

* Ubertooth tools

* Ettercap-ng

* SSLstrip

* Hamster & Ferret
* Metasploit

+ SET

* Easy-Creds

* John (JTR)

Web Tools * Hydra
* Nikto v Pyrit
. W3af  Seapy
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Pwn Pad 2014
Bishop Fox – Asset# 1519
http://pwnieexpress.com/collections/premium-pentesting-products/products/pwnpad
Pwnie Express PwnPad Overview with Awk – YouTube
https://www.youtube.com/watch?v=qD0TU6bowOU
community-downloads – Pwnie Express
http://www.pwnieexpress.com/pages/community-downloads
Box Details:
Model: K009(NEXUS7C ASUS)
NEXUS7 ASUS-2B32-LTE
P/N: 90NK0091-M00010
CSSN: 090f2357
SSN: DAOKBC341348
NEXUS7C ASUS, BLACK, GL, LTE, G 2G DDR3L, NFC APQ6064, CB-802.11ABGN + BT 4.0, 32GB EEMC 1.2M/5M CAMERA, 1CELL3950

-----------------------------

SENA UD100 industrial Bluetooth USB adapter
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/accessories/sena-ud100-industrial-bluetooth-usb-adapter/
Supports Bluetooth monitoring with a range up to 1000 feet. Detachable SMA-style antenna. Compatible with all Pwn Plugs.
External high-gain Bluetooth supporting packet injection (up to 1000′)
PwnieExpress – Comes with PwnPad.  We have 2.
1x – bought by Fran – personal owned.  Bought 26Nov2013
1x – should have came with the PwnPad2014 edition.
More info:
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/sensors/pwn-pad-2014/

-----------------------------
TP-Link TL-WN722N 150Mbps High Gain Wireless USB Adapter
http://www.amazon.com/gp/product/B002WBX9C6/

-----------------------------
-----------------------------
Nexus 7 – Separate bought (NOT the Pwn Pad 2014)
Bishop Fox Asset Tag# 1517
Bought a Nesus 7, by itself, intending to install free Pwn Pad software on there.  $242.58 total. 18Nov2013
Nexus 7 from Google (7-Inch, 16 GB, Black) by ASUS (2013) Tablet
http://www.amazon.com/gp/product/B00DVFLJDS/ 
Details from box:
Modele: K008(NEXUS7 ASUS)
NEXUS7 ASUS – 2B16
P/N: 90NK0081-M00020
CSSN: 08f5bafe
SSN: D90KBC373201
NEXUS7 ASUS, NOIR, GL, GPS, 2G, DDR3L, NFC, APQ8064, 16GO EEMC, CB-802.11abgn + BT 4.0, 1.2M/5M CAMERA, 1CELL3950



Kali NetHunter

NEXUS / PENTEST DEVICE

Nexus7 (2013 — WiFi) — Android
Tablet — Non-PwnPad2014

NEXUS 10 TABLET NEXUS 7 MINI-TABLET NEXUS 5 MOBILE PHONE

BISHOP FOX 28
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Nexus 7 (2013 – WiFi) – Separate bought (NOT the Pwn Pad 2014)
Bishop Fox Asset Tag# 1517
Bought a Nesus 7, by itself, intending to install free Pwn Pad software on there.  $242.58 total. 18Nov2013
Nexus 7 from Google (7-Inch, 16 GB, Black) by ASUS (2013) Tablet
http://www.amazon.com/gp/product/B00DVFLJDS/ 
Details from box:
Modele: K008(NEXUS7 ASUS)
NEXUS7 ASUS – 2B16
P/N: 90NK0081-M00020
CSSN: 08f5bafe
SSN: D90KBC373201
NEXUS7 ASUS, NOIR, GL, GPS, 2G, DDR3L, NFC, APQ8064, 16GO EEMC, CB-802.11abgn + BT 4.0, 1.2M/5M CAMERA, 1CELL3950
Bought 2nd tablet (same specs), 07July2015 for $149.00 – Fran Personal  – intend to install Kali NetHunter on it:
https://www.kali.org/kali-linux-nethunter/ 
http://www.nethunter.com/ 


Kali Linux – NetHunter – Loaded onto an Android device (like the spare Nexus 7 tablet we have):
https://www.kali.org/kali-linux-nethunter/ 
http://www.nethunter.com/ 
https://www.offensive-security.com/kali-linux-nethunter-download/
https://github.com/offensive-security/kali-nethunter
http://tools.kali.org/tools-listing
Kali Linux NetHunter HID Attack on Vimeo
https://vimeo.com/106012812
Supports “HID keyboard (Teensy like attacks), as well as BadUSB MITM attacks”
https://www.pjrc.com/teensy/
https://srlabs.de/badusb/



Proxmark3 on Android

MOBILERFID HACKING

BISHOP FOX
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Karma IT - Owning RFID - Proxmark3 on your android - 20Sept2012 
http://www.karma-it.com/owning-rfid-proxmark3-on-your-android/
Owning RFID: Proxmark3 on your android - YouTube 
https://www.youtube.com/watch?v=bjIiUq8ATgo
SpiderLabs - Proxmark 3, now with more Android - Dec2012
http://blog.spiderlabs.com/2012/12/proxmark-3-now-with-100-more-android.html 



3 )

RFID Hacking Tools

PENTEST TOOLKIT

BISHOP FOX



Proxmark3

RFID HACKING TOOLS

Proxmark3 - MIFARE Commands

* RFID Hacking swiss army knife
Read /simulate /clone RFID cards

Proxmark3 - iCLASS Commands

Command Description

hf iCLASS help This help

hf iCLASS list List iCLASS history

hf iCLASS snoop | Eavesdrop iCLASS communication
hf iCLASS sim Simulate iCLASS tag

hf iCLASS reader

Read an iCLASS tag

hf iCLASS replay

Read an iCLASS tag via Reply Attack

hf iCLASS dump

Authenticate and Dump iCLASS tag

Command Description

hf mf help This help

hf mf dbg Set default debug mode

hf mf rdbl Read MIFARE classic block

hf mf urdbl Read MIFARE Ultralight block

hf mf urdcard Read MIFARE Ultralight Card

hf mf uwrbl Write MIFARE Ultralight block

hf mf rdsc Read MIFARE classic sector

hf mf dump Dump MIFARE classic tag to binary file
hf mf restore Restore MIFARE classic binary file to BLANK tag
hf mf wrbl Write MIFARE classic block

hf mf chk Test block keys

hf mf MIFARE | Read parity error messages.

hf mf nested Test nested authentication

hf mf sniff Sniff card-reader communication

hf mf sim Simulate MIFARE card

hf mf eclr Clear simulator memory block

hf mf eget Get simulator memory block

hf mf eset Set simulator memory block

hf mf eload Load from file emul dump

hf mf esave Save to file emul dump

hf mf ecfill Fill simulator memory with help of keys from simulator
hf mf ekeyprn | Print keys from simulator memory

hf iCLASS write

Authenticate and Write iCLASS block

hf mf csetuid

Set UID for magic Chinese card

BISHOP FOX

hf mf csetblk

Write block into magic Chinese card

hf mf cgetblk Read block from magic Chinese card

hf mf cgetsc Read sector from magic Chinese card

hf mf cload Load dump into magic Chinese card

hf mf csave Save dump from magic Chinese card into file or emulator

31


Presenter
Presentation Notes
Proxmark3 – RFID Hacking Device
http://www.proxmark3.com/ 
http://proxmark.org/ 
http://www.cq.cx/proxmark3.pl
http://code.google.com/p/proxmark3/ 
http://www.karma-it.com/owning-rfid-proxmark3-on-your-android/
http://www.offensive-security.com/offsec/cloning-rfid-tags-with-proxmark-3/ 


RFIDiot Scripts

RFID HACKING TOOLS

[t o e S

| Kali-Linux-1.0.9-vm-486 - YMware Workstation

File Edit View VM Tabs Help

= E ®| O

AR I ol

Applications  Places Sun Sep 28, 6:26 AM

Accessories

FI Etectronics

2B Graphics

@) Hamradio
@ Internet
Kali Linux

[ office
o Programming
B9 sound & video

RFIDiot Scripts - installed
by default in Kali Linux

I N, Top 10 Security Tools

>

Qy Information Gathering
>

Az Vulnerability Analysis

> m
‘%% Web Applications

>
% Password Attacks
Wir

System Tools

y
", brute force hitag2
@ universal Access

&
\ bruteforce mifare

X
\ calculate jcop mifare keys

s Attacks 802,11 Wireless Tools

i, > 0]
&5 Other " Bluetooth Tools

% Exploitation Tools >
&% sniffing/Spoofing >

R Maintaining Access

Reverse Engineering >

A,
3¢ Stress Testing

' Other Wireless Tools, \ continuous select tag

> My copy is015693 tag
4 \ epassport read write clone

> My format mifare 1k value blocks
> Ny identify h tag type

", identify If tag type

W, jcop info

", jcop mifare read write

\ jcop set atr historical bytes
", read acg reader eeprom

S

RFID / NFC Tools o’ NFCTools

" Software Defined Radio RFIDiot ACG

@ RFIDiot FROSCH

Ll Hardware Hacking 4’ RFIDiot PCSC

% Forensics

E Reporting Tools

§T system services

EM4x02
EM4x50
EM4x05 (ISO
11784/5
FDX-B)
Hitag 1/2/S
125/1342 Qs
kHz TI64 bit R/O
s &ERW
& USB TI 1088 bit
Multipage

14x02)

E- L]

rfidiot.org

13.56 MHz

1S0O 14443

ridiot.org

AB,ISO

To direct input to this VM, move the mouse pointer inside or press Ctrl+G.

RFIDIOt.rfidiot. READER_ACG

[ cardselect py

N/

| Show a TAG's UID

copytag.py

NN

fdxbnum_py
TAG TYPE
UL f hitag2brute py
.
@l
)

multiselect py

g5reset py

readlfx.py

(oo )

\ S
\ writelfx_py

copy data blocks of non password
or crypto protected TAG to a blank
of the same type

Display contents of an ACG
reader's EEPRROM

Program an ISO-1784/5 (FDX-B)
UID/ decode values read from an
existing TAG

Attempt fo login to Hitag2 password
protected TAG with random
password

Attempt to determine HF TAG type
and, where appropriate,
show ATR/ATS values

Attempt to determine LF TAG type,
and, if appropriate, emulation mode
it is running in

Repeatedly select and display
TAG UID

Reset the Q5 TAG into default riw
mode and set/change the UID

Read LF TAG datablocks

Read all data blocks from non
password or crypto protected
Gs

Set EM4x02 (Unique/Mira) UID and
emulation mode on Q5 or Hitag2

Read and write back all LF
data blocks

15693, ISO
18000-3,
NFC,
1-CODE

BISHOP FOX
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RFIDiot – RFID Hacking Scripts
http://rfidiot.org/
http://www.rfidiot.org/documentation.html
https://github.com/AdamLaurie/RFIDIOt

Cheat sheet for RFIDIOT Python scripts taken from article in Hackin9 Magazine:
Hackin9 Magazine - Hacking RFID - 8/2011 
http://hakin9.org/hacking-rfid-82011/

Hackin9 Magazine – Free Article - RFIDOT for Mac OSX Article
http://hakin9.org/download/?did=106

Comes installed on BackTrack 5 and Kali Linux

Kali – VMWare Downloads:
https://www.offensive-security.com/kali-linux-vmware-arm-image-download/


RFIDeas Tools

RFID HACKING TOOLS

pcProx’ 125 kHz &  »269:00
AIR ID° 13.56 MHz Card Analyzer

Intelligent portable Card Analyzers for determination
of proximity & contactless smart cards

Readers compatible with this card:

ESE—EEE}_:ES E]afl_'lf El Mo software reguired, |

= ear

KT-6081AKU Black m Open up notepad and go
KT-6081APU Black Reader w/mounti kit

Card Size/Data: 26 Bits/0x3F9CDEE

Analysis Complete

ress Scroll Lock or Caps Lock to atart analysis.

BISHOP FOX

* No software required
* |dentifies card type and data

» Great for badges w/o visual
indicators of card type

pcProx 125 kHz
Supported Cards—Partial List

AWID *Cardax
Casi-Rusco® *Deister
EM410X/Rosslare *1G-Prox™ ||

HID® *Hitag 1, S

*Hitag 2 Honeywell Nexwatch
*|DTECK/RF Logics Indala® 26 bit
Indala® Custom Kantech ioProx™
*Keri Systems *ReadyKey Pro

1SecuraKey RadioKey®

AIR ID 13.56 MHz
Supported Cards—Partial List

14443A/15693 CSN *Felica

iICLASS® CSN MIFARE® CSN

MIFARE® DesFire CSN  'Sielox

"XceedID® &
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RFIDeas - Tools
http://www.rfideas.com/products/pcprox_readers/cardanalyzer/index.php
http://www.rfideas.com/downloads/Image_support/High_resolution/Identification_Card.pdf

*Great for identifying card type that have no visual indicators as to what type of RFID card they are.


Methodology

1 _ Silently steal badge info

2_ Create card clone

3_ Enter and plant backdoor

BISHOP FOX 34



Distance Limitations

A$$ GRABBING METHOD

Swiping Proximity Cards...

il Y ¢ |
W 4 bl L
) W | .W
! "
. ¥
{

BISHOP FOX

Existing RFID hacking tools only work when

hid fskdemod

P8139d7c32 (5432)
pEils2ddes32 (5132
p8138dic32 (5432)

from badge

L onathah
We !.‘

roxmark3> 1f hid sim 98139d7c32

mulating tag with ID 98139d7¢32
pidb# Stopped
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Tastic Solution

CARDS.TXT x
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Tastic’s RFID Thief - Long Range RFID Stealer
More info: http://www.bishopfox.com/resources/tools/rfid-hacking/

Goal:
Make it easy for security professionals to re-create this tool so that they can perform RFID physical penetration tests.  The hope is that they can get up and running quickly, even if they don’t have an RFID or electrical engineering background.

Some original inspirations from:
http://proxclone.com/Long_Range_Cloner.html
http://colligomentis.com/2012/05/16/hid-reader-arduino-rfid-card-catcher/

Unfortunately, these either didn’t release code, or broken code, and were not easily replicated from public info.

From http://proxclone.com/contact.html 
However, please do not ask me to provide source code files for any of the projects shown. I have not yet decided whether or not to release the code. If I do decide (at a later date) to share the software (source or object code) I will then post the applicable file along with the schematic.


Tastic RFID Thiet

LONG RANGE RFID STEALER

» Easily hide in briefcase or messenger bag,
read badges from up fo 3 feet away

» Silent powering and stealing of RFID badge
creds to be cloned later using T55x/ cards

1 -OOII
2.54 cm

7/

11.80"
29.97 cm

kOCJOOOO.OO

N
|

N
BISHOP FOX 37
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Parts List – Tastic RFID Thief
http://www.bishopfox.com/resources/tools/rfid-hacking/

###############
 Software

Code loaded on an Arduino Nano v3 using the Arduino v. 1.0.1 software
http://arduino.cc/en/Main/Software

Added sdfatlib (05Dec2011) library to handle the microSD card writing:
http://sdfatlib.googlecode.com/files/sdfatlib20111205.zip
More info on installing additional libraries for Arduino:
http://arduino.cc/en/Guide/Libraries


###############
 Hardware

HID MaxiProx 5375AGN00 (~$472 on eBay)
https://www.hidglobal.com/products/readers/hid-proximity/5375
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/maxiprox_ins_en.pdf
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/0010_an_en.pdf
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/hid-read-range_chart_en.pdf
*Note – To Silence Beeping on the MaxiProx Reader
Flip DIP Switch SW1-4
Note2: Thickness of the cover plastic lid is: .1315 inches  or  3.33mm

Arduino Nano v3.0  (~$13)
http://arduino.cc/en/Main/ArduinoBoardNano
http://www.amazon.com/gp/product/B003YVL34O/

Breakout Board for microSD Transflash (~$10)
https://www.sparkfun.com/products/544

LM317LZ Variable Voltage Regulator TO-92 (~$1)
http://www.amazon.com/gp/product/B0002ZPYPY/

Serial LCD Module 20x4 Blue with White Backlight for Arduino (LCM2004D3-NSW-BBW) (~$25)
http://www.amazon.com/gp/product/B007LOORZW/

Toggle Switch (~$3)
https://www.sparkfun.com/products/11310

Single thumbscrew in front to hold cover on:
Nylon 6/6 Thumb Screw, Knurled Head, #6-32, 3/4" Length (ASIN: B000FN2ADW)
http://www.amazon.com/gp/product/B000FN2ADW

Adafruit - Board Edge Mounting Kit - Pack of 4 - ID 1116 (~$3)
http://www.adafruit.com/products/1116

3 Pin 2.54mm PCB Universal Screw Terminal Block Connector 300V 6A GS019S
http://www.ebay.com/itm/400435029399

4 Pin Universal Screw Terminal Block 2.54mm PCB
http://www.ebay.com/itm/261114799386

2 Pin Universal Screw Terminal Block 5mm PCB
http://www.ebay.com/itm/221271118349

2 AKKU Battery Box Holder Case 6 x AA with Leads Wire 6AA free shipping (~$1)
http://www.ebay.co.uk/itm/221164302733

Misc.:
2 resistors: 270 ohm and 2000 ohm
1 capacitor: 100uF 50V

Two Wire Display Stand; Set of 2 6A - Black (~$9)
http://www.amazon.com/gp/product/B000RO6CEC/


AS SEEN ON

Tastic RFID Thief

LONG RANGE RFID STEALER

BISHOP FOX. WHO IS
MR.ROBOT

BISHOP FOX. 2
BISHOP FoX -
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Rolling Stone - Mr. Robot: Four of the Shows Best Hacks, Explained - 13July2016
http://www.rollingstone.com/tv/features/mr-robot-four-of-the-shows-best-hacks-explained-20160713
Wired.com - Tastic RFID Thief - A Peek Inside Mr. Robots Toolbox - 26Aug2015
http://www.wired.com/2015/08/peek-inside-mr-robots-toolbox/
Engadget - The many (surprisingly realistic) hacks of Mr. Robot - 29Aug2015
http://www.engadget.com/2015/08/29/the-many-surprisingly-realistic-hacks-of-mr-robot/

CLIPS:
Dropbox - Mr.Robot.S01E05-BishopFox-Tastic_RFID_Thief-22July2015.mp4 
https://dl.dropboxusercontent.com/u/37051339/Videos/Hacking/Mr.Robot.S01E05-RFID-22July2015/Mr.Robot.S01E05-BishopFox-Tastic_RFID_Thief-22July2015.mp4
Dropbox - Mr.Robot.S01E05-RaspberryPi_Backdoor-22July2015.mp4 
https://dl.dropboxusercontent.com/u/37051339/Videos/Hacking/Mr.Robot.S01E05-RFID-22July2015/Mr.Robot.S01E05-RaspberryPi_Backdoor-22July2015.mp4



Tastic RFID Thief

LONG RANGE RFID STEALER

AR Battery b || AA Battery

* Designed using Fritzing ‘, |
Auzaeg vy ‘I‘_ |;',_‘ funeg v

* Exports to Extended-Gerber ) [Py

[ — 0 |
| Auanieg wy “‘ I‘H fuaieg v,

 Order PCB at www.4pcb.com
« $33for 1 PCB
* Much cheaper in bulk

[
A Battery e I l AA Battery

Riaryeg vy

12 X AA Batteries in
series for 18 v D]

Power Summary

- 18V DC -> MaxiProx

-=~10-11V DC -> Arduino Nane (VIN pin)
-3.3V -> Micro5D Transflash

=5.0V -> Serial LCD 20x4

MaxiProx Pins

- Red: 18 volt DC input
- Black: Ground
-Green: Data 0
-White: Data 1

**Note; all devices have to use the
SAME GROUND, or results get funky

I—

3 oA BISHOP FO By Tastle _

winrald Tramafleshd
Ahin il

LED Beraw Tersimal

hrgulne Wene 1.0

Pins: Arduino -> MicroSD:
D10->CS

-D11->DI

-D12-> DO
-D13 -2 5CK
=3V3 > VCC

Pins: Arduino -> SerialLCD 20x4:
-D4-> RX
- +5Y -> VDD

Pins: Arduino -> Maxiprox 5375AGN00:
-D2-> Data 0(green)
-D3-> Data 1 (white}

BISHOP FOX

LCD Screw Terminal

Voltage Conversion
- Reducing 18V down to ~10V-11V
-LM317LZ - Voltage Regulator
-R1=2680

-R2 = 20000

- 100uF 50V Capacitor (smooths voltage)

Serial-LCD1
LCM2004D3-NSW-BBW
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Designed in Fritzing:
http://fritzing.org/
http://www.4pcb.com/

$33 for one PCB, gets much cheaper the more you order.
http://www.4pcb.com/instant_quote/index.html

http://fab.fritzing.org/fritzing-fab


Custom PCB

TASTIC RFID THIEF

Custom PCB — easy to plug into any type of RFID badge reader

MicroSD Card

||||||

-
4@\#@%*

¥

|

XT

LCD Screen

CARDS.txt

Any RFID Badge Reader
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Done in Fritzing:
http://fritzing.org/

PCB ordered from (send in Extended-Gerber format):
http://www.4pcb.com/
http://www.4pcb.com/instant_quote/index.html

*Note – To Silence Beeping on the MaxiProx Reader
Flip DIP Switch SW1-4


DS \\icoand

Wiegand Input

TASTIC RFID THIEF

Tastic Custom PCB — reads from Wiegand output of RFID badge reader:

«  Outputs a badge binary number by sending electrical
pulses for ‘0" and '1" on wires Data O and Data |

«  Wiegand Interface consists of 3 lines: “Data 0",
"Data 1", "Data Return” (Ground|

« Tosend a '0"bit, a pulse is sent on DATA O (Green)
« Tosend a '1"bit, a pulse is sent on DATA 1 (White)

«  Every HID reader has a Wiegand output available

Wiegand Interface

B I S H O P F 0% https://en.wikipedia.org/wiki/Wiegand_interface 41
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Wiegand Protocol
http://proxclone.com/wiegand.html
http://en.wikipedia.org/wiki/Wiegand_protocol
http://blog.opensecurityresearch.com/2012/12/hacking-wiegand-serial-protocol.html



Base Technology HID |

ICLASS 13.56 MHz

Commercial Readers [
TASTIC RFID THIEF i[mHz

R

i . 125 kHz
Llongrange commercial RFID readers to weaponize: |
E::r?“:roduct Frequency Long Range Reader URL
HID Prox Low Frequency HID MaxiProx 5375 https://www.hidglobal.com/products 3 OUT O][ 4 H | D R |: | D

[readers/hid-proximity/5375

Indala Prox Low Frequency Indala Long-Range Reader 620 | http://www.hidglobal.com/products/ p rOd UCT ](O m | | |eS CO\/G red

readers/indala/620

iCLASS High Frequency iCLASS - R90 Long Range reader | http://www.hidglobal.com/products/
readers/iCLASS/r90

BISHOP FOX 42
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HID Global – Product Catalog – Page 13
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/hid_full_product_catalog_en.pdf

HID MaxiProx 5375AGN00
https://www.hidglobal.com/products/readers/hid-proximity/5375
http://www.hidglobal.com/documents/maxiprox_ds_en.pdf
http://www.hidglobal.com/documents/0010_an_en.pdf
~$400-$500 on ebay

Indala Long-Range Reader 620
http://www.hidglobal.com/prod_detail.php?prod_id=92

HID iCLASS – R90 – Long Ranger Reader
http://www.ebay.com/itm/181251704810?ssPageName=STRK:MEWNX:IT&_trksid=p3984.m1497.l2649
iClass – R90 – Model 6150AKT000
http://www.mobileidsolutions.com/resources/product-info/hid/iclass-r90-long-range-readers.pdf
http://www.hidglobal.com/sites/hidglobal.com/files/iclass-r90-long-range-reader-wp-en.pdf
http://info.hidglobal.com/WP-iCLASS-R90_Request.html?ls=Online%20Form&lsdet=White%20Paper%20Library
http://www.hidglobal.com/products/readers/iclass/r90



BluefOth — ther Bluetooth'

* Bluetooth Modules:
«  SparkFun BLE Mate 2
*  Bluetooth Mate Gold - Sparkfun

«  Bluetooth Module Breakout - Roving Networks (RN-41)
+  Bluetooth Modem - BlueSMIRF Silver (RN-42)

«  Bluetooth Bee for Arduino - Seeedstudio

*  Bluetooth Bee Standalone with builtin Arduino

«  KEDSUM Arduino Wireless Bluetooth Transceiver Module
* Bluetooth 4.0 USB Module (v2.1 Back-Compatible)
« SENA UD100 industrial Bluetooth USB adapter

«  PwnPad 2014 - supports packet injection {up to 1000') Al
Getting' . .
Started with \

Bluetooth "'\
Low Energy k

Keewin Townsend, Carles Cufi
Akiba & Robert Davidson
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Sparkfun – Category: Bluetooth
https://www.sparkfun.com/categories/115

-----------------------------
SparkFun BLE Mate 2
http://www.amazon.com/SparkFun-BLE-Mate-2/dp/B00X0J8WBM/
https://www.sparkfun.com/products/13019

Bluetooth Mate Gold - Sparkfun
http://www.amazon.com/gp/product/B004G2KPQW/
https://www.sparkfun.com/products/12580

Bluetooth Module Breakout - Roving Networks (RN-41) - Sparkfun
http://www.amazon.com/gp/product/B007R9UNTU/
https://www.sparkfun.com/products/12579

Bluetooth Modem - BlueSMiRF Silver (RN-42) - Sparkfun
http://www.amazon.com/SparkFun-Bluetooth-Modem-BlueSMiRF-Silver/dp/B004GTUI76/
https://www.sparkfun.com/products/12577

Bluetooth Bee for Arduino - Seeedstudio
http://www.amazon.com/gp/product/B005GI4HFA/

Bluetooth Bee Standalone with built-in Arduino- Seeedstudio
http://www.amazon.com/gp/product/B0083DL0SW/

KEDSUM Arduino Wireless Bluetooth Transceiver Module Slave 4Pin Serial + DuPont Cable
http://www.amazon.com/KEDSUM®-Arduino-Wireless-Bluetooth-Transceiver/dp/B0093XAV4U/

-----------------------------

SENA UD100 industrial Bluetooth USB adapter
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/accessories/sena-ud100-industrial-bluetooth-usb-adapter/
Supports Bluetooth monitoring with a range up to 1000 feet. Detachable SMA-style antenna. Compatible with all Pwn Plugs.
External high-gain Bluetooth supporting packet injection (up to 1000′)
PwnieExpress – Comes with PwnPad.  We have 2.
1x – bought by Fran – personal owned.  Bought 26Nov2013
1x – should have came with the PwnPad2014 edition.
More info:
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/sensors/pwn-pad-2014/

-----------------------------

Bluetooth 4.0 USB Module (v2.1 Back-Compatible)
https://www.adafruit.com/products/1327
Add Bluetooth capability to your computer super fast with a USB BT 4.0 adapter. This adapter is backwards compatible with v2.1 and earlier, but also supports the latest v4.0/Bluetooth Low Energy. Inside lies a CSR8510 Bluetooth USB host. 
Have 2x copies.  Both belong to Fran personal – bought 30Apr2014.

-----------------------------
Bluetooth – Books:

O’Reilly - Getting Started with Bluetooth Low Energy: Tools and Techniques for Low-Power Networking
http://www.amazon.com/gp/product/1491949511/


High Frequency

13.56 MHz read/write iICLASS®, MIFARE® and DESFire®
contactless smart card technology is available in various
combinations with low frequency, magnetic stripe and

contact smart chip modules.
~$

Commercial Readers Elkts

TASTIC RFID THIEF

~S345 on ebay

» HID iCLASS — RQO — Long Range Reader

* Tastic PCB in RO will pick up iCLASS card if target
company is using default “Standard Security”.

Standard Security: two keys are shared across all HID readers
world-wide. Swiping any standard security card in front of a standard
security reader results in “beep-n-blink” of the reader. Cards are

: provided by HID and have a unique combination of a card ID (not
o ey UID) and a facility ID.

(up to 18 inches or 45 centimeters)

High Security: system specific keys for each installation. As the

D Reads all HID iCLASS® and ISO 15693 | . . . .
compatible (CSN) credentials authentication keys differ, Standard Security cards and cards from

other system won't result in ‘beep-n-blink” of the reader.

iCLASS Elite: like High Security, but keys maintained by HID —

customer gets preprogrammed cards.

Chaos27th-Analyzing a Modern Cryptographic RFID System-Dec2010

B I S H O P F 0% http://events.ccc.de/congress/2010/Fahrplan/events/4114.en.html a4
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HID iCLASS – R90 – Long Ranger Reader
http://www.ebay.com/itm/181251704810?ssPageName=STRK:MEWNX:IT&_trksid=p3984.m1497.l2649
iClass – R90 – Model 6150AKT000
http://www.mobileidsolutions.com/resources/product-info/hid/iclass-r90-long-range-readers.pdf
http://www.hidglobal.com/sites/hidglobal.com/files/iclass-r90-long-range-reader-wp-en.pdf
http://info.hidglobal.com/WP-iCLASS-R90_Request.html?ls=Online%20Form&lsdet=White%20Paper%20Library
http://www.hidglobal.com/products/readers/iclass/r90
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/plt-01051-a.3-iclass-se-e-r90-in-en-press_2.pdf
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/iclass-se-u90-reader-ds-en.pdf

Chaos27th-Analyzing a Modern Cryptographic RFID System-Dec2010
http://events.ccc.de/congress/2010/Fahrplan/events/4114.en.html

iCLASS CP400 Programmer – FAQ - Differences Between Standard and High Security
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/cp400_security_faq_en_0.pdf


Tastic RFID Thief

LONG RANGE RFID STEALER

D Long read range distance

(up to 18 inches or 45 centimeters)

D Reads all HID iCLASS® and I1SO 15693
compatible (CSN) credentials

RFID Hacking: Using the Tastic RFID Thief w HID iCLASS R90 Long Range Reader-... 8 =

) BISHOP FO'
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YouTube - RFID Hacking: Using the Tastic RFID Thief w HID iCLASS R90 Long Range Reader - 06Aug2014
https://www.youtube.com/watch?v=_0toZjA2hW8

iCLAS – R90 Reader:
https://www.hidglobal.com/products/readers/iclass/r90


iICLASS

TASTIC RFID THIEF

BISHOP FOX

Mutual Authentication
Off-the-Shelf [ > Off-the-Shelf s identification
ICLASS Card p| ICLASS Reader p»| data recognized?
Identification Data Identification Data
Mutua W ication
Off-the-Shelf [ v > System-Specific
iICLASS Card p ICLASS Reader
|dentification Data

Chaos27th-Analyzing a Modern Cryptographic RFID System-Dec2010
http://events.ccc.de/congress/2010/Fahrplan/events/4114.en.html
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HID iCLASS – R90 – Long Ranger Reader
http://www.ebay.com/itm/181251704810?ssPageName=STRK:MEWNX:IT&_trksid=p3984.m1497.l2649
iClass – R90 – Model 6150AKT000
http://www.mobileidsolutions.com/resources/product-info/hid/iclass-r90-long-range-readers.pdf
http://www.hidglobal.com/sites/hidglobal.com/files/iclass-r90-long-range-reader-wp-en.pdf
http://info.hidglobal.com/WP-iCLASS-R90_Request.html?ls=Online%20Form&lsdet=White%20Paper%20Library
http://www.hidglobal.com/products/readers/iclass/r90
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/plt-01051-a.3-iclass-se-e-r90-in-en-press_2.pdf
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/iclass-se-u90-reader-ds-en.pdf

Chaos27th-Analyzing a Modern Cryptographic RFID System-Dec2010
http://events.ccc.de/congress/2010/Fahrplan/events/4114.en.html

iCLASS CP400 Programmer – FAQ - Differences Between Standard and High Security
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/cp400_security_faq_en_0.pdf

http://www.hidglobal.com/sites/hidglobal.com/files/iclass-hf-migration-reader-key-diversification-an-en.pdf


ICLASS — Dumping Key

READER ATTACK

BISHOP FOX
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HID iCLASS – R90 – Long Ranger Reader
http://www.ebay.com/itm/181251704810?ssPageName=STRK:MEWNX:IT&_trksid=p3984.m1497.l2649
iClass – R90 – Model 6150AKT000
http://www.mobileidsolutions.com/resources/product-info/hid/iclass-r90-long-range-readers.pdf
http://www.hidglobal.com/sites/hidglobal.com/files/iclass-r90-long-range-reader-wp-en.pdf
http://info.hidglobal.com/WP-iCLASS-R90_Request.html?ls=Online%20Form&lsdet=White%20Paper%20Library
http://www.hidglobal.com/products/readers/iclass/r90
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/plt-01051-a.3-iclass-se-e-r90-in-en-press_2.pdf
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/iclass-se-u90-reader-ds-en.pdf

Chaos27th-Analyzing a Modern Cryptographic RFID System-Dec2010
http://events.ccc.de/congress/2010/Fahrplan/events/4114.en.html

iCLASS CP400 Programmer – FAQ - Differences Between Standard and High Security
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/cp400_security_faq_en_0.pdf

http://www.hidglobal.com/sites/hidglobal.com/files/iclass-hf-migration-reader-key-diversification-an-en.pdf


ICLASS Cloner

XFPGA.COM

~ iclass cloner

Connected Readers -CARD CONTENT

=L acha0000, | ) 403AD000FIFF12E0 A ReadCard
[OMNIKEY CardMan 5x210 N SECEEEETEIEEES D =
| OMNIKEY CardMan 5x21-CLIG FEFFFFFFFFEFFEEF
o FFFFFFFFFFFFFFFF
o FFFFFFFFFFFFFFFF
ICLASS 2KS | FFFFFFFFFFFFFFFF "
GeZhi Electronic

Block " [s03ap000Farr 1R P </ WWikke i) A . C Qe Block I
{l“ H ” Email: xfpgz@hotrﬁ
Tel:+086-13113330725

Exit |

~$218 USD

|Any problems, contact email xfpga@hotmail.com
Selected Reader is :

OMNIKEY CardMan 5x21-CL 0

Card is present

|Read card succesfull

|

IFIEASS" Card

FROM CHINA

htto:/ /www.xfpga.com/ html_products /iclass-
card-cloneren-82. himl

Read,/Write iCLASS cards using “Standard
Security” only (not "High” or “Elite”)

Requires older 32bit driver, and won't let you
run in a VM (so Win32 actual install necessary]

Built from original ContactlessDemoVC.exe

USB hardware licensing dongle shipped

Dual interface contactless and
mart card reader

OmniKey CardMan 5321 USB - RFID Reader

BISHOP FOX

Demonstration Software

Mewer drivers for Omnikey CardMan
5321 USB Reader no longer

Get the source code [ for reading and analyzing iCLASS ¢ supporting (CLASS card writing
tar.bz2 i@ archive). Please read copy-class/win32/uMain.c Meed alder driver: "OMMNIKEY/HID

. 2115 25/8 31, Version 1.2.3.1"
how iCLASS cards are read.

http/iwww.openpcd.org/HID_iClass_demystified#Demonstration_Software

In a attempt to stop copying HID iCLASS sta security cards, HID global
removed ContactlessDemoVC.exe’ fro e latest drivers and SDK sources.
Additionally the write requests are now blocked with a 6986 error code by the
driver. By installing the older SDK version
CardMan_Synchronous_API_V1_1_1_4.exe and

OMNIKEY5x21_V1_2_3_1.exe driver you can work around that limitation.

You can find older versions & of the CardMan_Synchronous_API_Vi_1_1_4.exe
driver in various places .
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xfpga.com - iCLASS Cloner  (from China)

http://www.xfpga.com/html_products/iclass-card-cloner-en-82.html
Download:  http://www.xfpga.com/download/iClass%20Cloner%20V3020140831.zip
Also:  https://dl.dropboxusercontent.com/u/37051339/Videos/2015/iClass%20Cloner%20V3020140831.zip

Read and clone iCLASS RFID cards (for "Standard Security" mode only).

-------------------------------------------
VMWare restriction:
You can work around the VM restriction just by adding this to your .vmx file:
isolation.tools.getVersion.disable = "TRUE"
-------------------------------------------

##############
$190 + $28 shipping = $218.00 USD  (via PayPal payment to: xfpga@hotmail.com)
* NOTE: he doesn't list this PayPal option, but does accept it

Fran bought copy:  06Feb2015
$190 + $28 shipping = $218.00 USD  (via PayPal payment to: xfpga@hotmail.com)
* NOTE: he doesn't list this PayPal option, but does accept it
Shipped a small USB dongle license key required to run software.

Fran bought 2nd copy (USB license dongle):  29Feb2016
$190 + $28 shipping = $218.00 USD  (via PayPal payment to: wireless_sdr@hotmail.com)
* NOTE: he doesn't list this PayPal option, but does accept it
Shipped a small USB dongle license key required to run software.


##############
Video DEMOs:

Official Demo: 
http://v.youku.com/v_show/id_XNjcyNzA1Njk2.html
Conference Talk Demoing this tool (time 27:32):
http://www.irongeek.com/i.php?page=videos/derbycon4/t110-advanced-red-teaming-all-your-badges-are-belong-to-us-eric-smith
https://www.youtube.com/watch?v=TNY3AZGXw1s&feature=player_detailpage#t=1652
		

##############
Hardware:

Uses: OmniKey CardMan 5321 USB - RFID Reader (13.56 Mhz) - (~$75.19 on Amazon)
http://www.amazon.com/HID-OMNIKEY-Smart-Reader-Writer/dp/B003JI9SYE/
http://www.amazon.com/HID-OMNIKEY-Smart-Reader-Writer/dp/B00AM2E93U/
http://www.hidglobal.com/products/readers/omnikey/5321
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/omnikey-5321-v2-usb-reader-en-ds.pdf
OLDER DRIVER: necessary for iCLASS card writing (newer versions have writing disabled):
Driver Downloads:  OMNIKEY/HID 5x21/5x25/63x1, Version 1.2.3.1
https://plus.google.com/114477286147678960240/posts/DV9DgkG1XAQ
https://docs.google.com/open?id=0B8KmGSpv5sahNTVmM2ZiZjEtZGVkMS00MDk0LWFhM2YtOWUzYzlmOTM1Yzhi 
http://www.xfpga.com/download/iClass%20Cloner%20V3020140831.zip  (also found in this zip)
OLDER API (containing ContactlessDemoVC.exe):  CardMan_Synchronous_API_V1_1_1_4.exe
Download:  http://tajfun.am.gdynia.pl/execs/els/omnikey-cardman3121/CardMan_Synchronous_API_V1_1_1_4.exe


##############
Note - iCLASS Security Modes:

*Note: only works when target is using iCLASS in "Standard Security" mode, but not "High Security" or "iCLASS Elite" mode.  Difference is using the default iCLASS encryption keys for mutual authentication or custom changed keys.  More info on this, see:
Chaos27th-Analyzing a Modern Cryptographic RFID System-Dec2010 - )Slide 16)
http://events.ccc.de/congress/2010/Fahrplan/events/4114.en.html
http://events.ccc.de/congress/2010/Fahrplan/attachments/1784_HID-iClass-27C3.pdf
https://www.youtube.com/watch?v=210gXq7r7nM
Standard Security: two keys are shared across all HID readers world-wide. Swiping any standard security card in front of a standard security reader results in \beep-n-blink" of the reader. Cards are provided by HID and have a unique combination of a card ID (not UID) and a facility ID.
High Security: system specic keys for each installation. As the authentication keys dier, Standard Security cards and cards from other system won't result in `beep-n-blink" of the reader.
iCLASS Elite: like High Security, but keys maintained by HID customer gets preprogrammed cards.

Also see for iCLASS security modes (Standard, High, Elite) - more info:
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/cp400_security_faq_en_0.pdf

##############
NOTE - Older Drivers to Write iCLASS Cards:

More info see: http://www.openpcd.org/HID_iClass_demystified#Demonstration_Software
"In a attempt to stop copying HID iCLASS standard security cards, HID global removed ContactlessDemoVC.exe' from the latest drivers and SDK sources. Additionally the write requests are now blocked with a 6986 error code by the driver. By installing the older SDK version CardMan_Synchronous_API_V1_1_1_4.exe and OMNIKEY5x21_V1_2_3_1.exe driver you can work around that limitation. "
Required Driver:  OMNIKEY/HID 5x21/5x25/63x1, Version 1.2.3.1
Driver for RFID Reader:
Zip comes with necessary older driver to for OmniKey CardMan 5321 USB Reader.  
Necessary for doing iCLASS card writing, as this capability was intentially disabled in newer versions of the driver.	
Driver Downloads:  OMNIKEY/HID 5x21/5x25/63x1, Version 1.2.3.1
Driver can be found in xfpga.com software download zip:
http://www.xfpga.com/download/iClass%20Cloner%20V3020140831.zip
Also can also get that driver in: OMNIKEY5x21_V1_2_3_1.exe, see:
https://plus.google.com/114477286147678960240/posts/DV9DgkG1XAQ
https://docs.google.com/open?id=0B8KmGSpv5sahNTVmM2ZiZjEtZGVkMS00MDk0LWFhM2YtOWUzYzlmOTM1Yzhi
****Another note, there is only a Windows 32bit driver tto get this to work, so you cant run the cloner on a 64bit Windows machine.  ALSO, the xfpga.com - iCLASS cloner doesn't let you run the software in a VM, so you physically have to have a 32bit MS Windows isntall laptop/server to get this thing to work.  Also has a physical USB donger licensing protection.  Huge pain.
Driver files in dir W32:
cxru0wdm.cat
cxru0wdm.inf
cxru0wdm.sys
readme_cm5x21_5x25.txt
Other older software for the OmniKey 5321:
http://www.proxmark.org/files/Various%20Hardware/OMNIKEY%205x21/ 


##############
In Relation to ContactlessDemoVC.exe  (from the CardMan_Synchronous_API_V1_1_1_4.exe)

More info see: http://www.openpcd.org/HID_iClass_demystified#Demonstration_Software

xfpga.com iCLASS cloner is really just a modified pay version of an old sample program given out by HID in ther API:
Download:  CardMan_Synchronous_API_V1_1_1_4.exe
http://tajfun.am.gdynia.pl/execs/els/omnikey-cardman3121/CardMan_Synchronous_API_V1_1_1_4.exe
Looking at the EXE info of the xfpga.com's "iClass Cloner 30.exe", it still even says the name:  "ContactlessDemoVC.exe"
See util to examine .EXE info:  http://www.nirsoft.net/utils/exeinfo.html

-------------------------------------------------------------------------------------------
OmniKey CardMan 5321 USB - RFID Reader
http://www.hidglobal.com/products/readers/omnikey/5321
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/omnikey-5321-v2-usb-reader-en-ds.pdf
http://www.amazon.com/HID-OMNIKEY-Smart-Reader-Writer/dp/B00AM2E93U/
x2 – both Fran personal devices – bought on Amazon 20Mar2013 for $75.19 each (total $188.83)

Open Security Research - Using the OmniKey CardMan 5321/5325 in Kali Linux - 16Oct2013
http://blog.opensecurityresearch.com/2013/10/using-omnikey-cardman-53215325-in-kali.html
http://nosedookie.blogspot.com/2011/06/using-omnikey-cardman-53215325-in.html
https://github.com/OpenSecurityResearch/cardman_install_fix

The OMNIKEY® 5321 is a dual interface PC-linked reader that reads/writes to both a 13.56 MHz contactless smart card and virtually any contact smart card. The dual interface feature economically supports end-user environments where both contactless and contact smart card technology may be in use. The reader supports contactless smart cards with up to 848kbps in the fastest ISO 14443 transmission mode. 

Key Features 
Contactless Smart Cards supported Philips: MIFARE®, DESFire®, MIFARE ProX®,�SMART MX, and i.code
HID: iCLASS®
Texas Instruments: TagIT®
ST Micro: x-ident, SR 176, SR 1X 4K
Infineon: My-d (in secure mode UID only)
Atmel: AT088RF020
KSW MicroTech: KSW TempSens
JCOP in RSA mode



iICLASS Cloner

XFPGA. COM-FROM CHINA

T3 Omnikey CardMan 5121 Contact-Less Demo Application Programming [E=S[EeE == |
Connected Readers \ Reader Related Function
OMNIKEY CardMan 5x21 0 Write Mifare Tr. Option En. Key Nr. Key [ADA1..)

OMNIKEY CardMan 5x21-CL 0 Key To
Reader

3b8f8001804{0ca000000306020018000000007a |0d757400171f12e0 | ICLASS 2KS |

ATR LN Card Name

A\
L QOld ContactlessDemoVC. exe j—‘
0 & Key Number Ll _‘ Bead complete |

ESK-Feb2015 » iClass Cloner V3020140831 »
Block Nr ]'

Read | ith New folder

 Plain * Secured |[gp -

Authenticate

xfpga.com - iICLASS Cloner

Data Read [ | e - copied from original =
merement [ by [ [ ContactlessDemoVC.exe
= Y S ,
T = ). driver-reader 2/11/20157:21 P 7:21 PM 2
R iClass Cloner 30.exe 2/13/2014:09PM  Application 3101 KB 2/13/2014 7:09 PM 2/
05 & mfcd2d.dll i App io 909 KB 0 S0ZAN
] mfcod2d.di
[ s 8080000600
| (%) msvertd.dll
T it byte U (| BN . S —————————
| I & scardsyn.dil 32-bit Windows
) 2byte Application

Unknown
1,1,0,08
1,1,0,0

Refresh Output Screen Mifare Emulation

Transmission has been done succesfully
Currently executed operation took : 00:008 Sec
Transmission has been done succesfully
Currently executed operation took : 00:063 Sec
Transmission has been done succesfull
Currently executed operation took : 00:009 Sec

Product Hame

File Description
File Uersion
Product Version
Company Name
Internal Hame
Legal Copyright
Original FileName

ContactlessDemoUC Application
ContactlessDemoUC MFC Application
1, 1, 8, 8

1, 1, 8, 8

Omnikey GmbH

ContactlessDemoUC

Copyright (C) 2004-2007
ContactlessDemoUC.EXE

< [

Show File Info Copy To Clipboard
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xfpga.com - iCLASS Cloner  (from China)

http://www.xfpga.com/html_products/iclass-card-cloner-en-82.html
Download:  http://www.xfpga.com/download/iClass%20Cloner%20V3020140831.zip
Also:  https://dl.dropboxusercontent.com/u/37051339/Videos/2015/iClass%20Cloner%20V3020140831.zip

Read and clone iCLASS RFID cards (for "Standard Security" mode only).

-------------------------------------------
VMWare restriction:
You can work around the VM restriction just by adding this to your .vmx file:
isolation.tools.getVersion.disable = "TRUE"
-------------------------------------------

##############
$190 + $28 shipping = $218.00 USD  (via PayPal payment to: xfpga@hotmail.com)
* NOTE: he doesn't list this PayPal option, but does accept it

Fran bought copy:  06Feb2015
$190 + $28 shipping = $218.00 USD  (via PayPal payment to: xfpga@hotmail.com)
* NOTE: he doesn't list this PayPal option, but does accept it
Shipped a small USB dongle license key required to run software.

Fran bought 2nd copy (USB license dongle):  29Feb2016
$190 + $28 shipping = $218.00 USD  (via PayPal payment to: wireless_sdr@hotmail.com)
* NOTE: he doesn't list this PayPal option, but does accept it
Shipped a small USB dongle license key required to run software.


##############
Video DEMOs:

Official Demo: 
http://v.youku.com/v_show/id_XNjcyNzA1Njk2.html
Conference Talk Demoing this tool (time 27:32):
http://www.irongeek.com/i.php?page=videos/derbycon4/t110-advanced-red-teaming-all-your-badges-are-belong-to-us-eric-smith
https://www.youtube.com/watch?v=TNY3AZGXw1s&feature=player_detailpage#t=1652
		

##############
Hardware:

Uses: OmniKey CardMan 5321 USB - RFID Reader (13.56 Mhz) - (~$75.19 on Amazon)
http://www.amazon.com/HID-OMNIKEY-Smart-Reader-Writer/dp/B003JI9SYE/
http://www.amazon.com/HID-OMNIKEY-Smart-Reader-Writer/dp/B00AM2E93U/
http://www.hidglobal.com/products/readers/omnikey/5321
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/omnikey-5321-v2-usb-reader-en-ds.pdf
OLDER DRIVER: necessary for iCLASS card writing (newer versions have writing disabled):
Driver Downloads:  OMNIKEY/HID 5x21/5x25/63x1, Version 1.2.3.1
https://plus.google.com/114477286147678960240/posts/DV9DgkG1XAQ
https://docs.google.com/open?id=0B8KmGSpv5sahNTVmM2ZiZjEtZGVkMS00MDk0LWFhM2YtOWUzYzlmOTM1Yzhi 
http://www.xfpga.com/download/iClass%20Cloner%20V3020140831.zip  (also found in this zip)
OLDER API (containing ContactlessDemoVC.exe):  CardMan_Synchronous_API_V1_1_1_4.exe
Download:  http://tajfun.am.gdynia.pl/execs/els/omnikey-cardman3121/CardMan_Synchronous_API_V1_1_1_4.exe


##############
Note - iCLASS Security Modes:

*Note: only works when target is using iCLASS in "Standard Security" mode, but not "High Security" or "iCLASS Elite" mode.  Difference is using the default iCLASS encryption keys for mutual authentication or custom changed keys.  More info on this, see:
Chaos27th-Analyzing a Modern Cryptographic RFID System-Dec2010 - )Slide 16)
http://events.ccc.de/congress/2010/Fahrplan/events/4114.en.html
http://events.ccc.de/congress/2010/Fahrplan/attachments/1784_HID-iClass-27C3.pdf
https://www.youtube.com/watch?v=210gXq7r7nM
Standard Security: two keys are shared across all HID readers world-wide. Swiping any standard security card in front of a standard security reader results in \beep-n-blink" of the reader. Cards are provided by HID and have a unique combination of a card ID (not UID) and a facility ID.
High Security: system specic keys for each installation. As the authentication keys dier, Standard Security cards and cards from other system won't result in `beep-n-blink" of the reader.
iCLASS Elite: like High Security, but keys maintained by HID customer gets preprogrammed cards.

Also see for iCLASS security modes (Standard, High, Elite) - more info:
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/cp400_security_faq_en_0.pdf

##############
NOTE - Older Drivers to Write iCLASS Cards:

More info see: http://www.openpcd.org/HID_iClass_demystified#Demonstration_Software
"In a attempt to stop copying HID iCLASS standard security cards, HID global removed ContactlessDemoVC.exe' from the latest drivers and SDK sources. Additionally the write requests are now blocked with a 6986 error code by the driver. By installing the older SDK version CardMan_Synchronous_API_V1_1_1_4.exe and OMNIKEY5x21_V1_2_3_1.exe driver you can work around that limitation. "
Required Driver:  OMNIKEY/HID 5x21/5x25/63x1, Version 1.2.3.1
Driver for RFID Reader:
Zip comes with necessary older driver to for OmniKey CardMan 5321 USB Reader.  
Necessary for doing iCLASS card writing, as this capability was intentially disabled in newer versions of the driver.	
Driver Downloads:  OMNIKEY/HID 5x21/5x25/63x1, Version 1.2.3.1
Driver can be found in xfpga.com software download zip:
http://www.xfpga.com/download/iClass%20Cloner%20V3020140831.zip
Also can also get that driver in: OMNIKEY5x21_V1_2_3_1.exe, see:
https://plus.google.com/114477286147678960240/posts/DV9DgkG1XAQ
https://docs.google.com/open?id=0B8KmGSpv5sahNTVmM2ZiZjEtZGVkMS00MDk0LWFhM2YtOWUzYzlmOTM1Yzhi
****Another note, there is only a Windows 32bit driver tto get this to work, so you cant run the cloner on a 64bit Windows machine.  ALSO, the xfpga.com - iCLASS cloner doesn't let you run the software in a VM, so you physically have to have a 32bit MS Windows isntall laptop/server to get this thing to work.  Also has a physical USB donger licensing protection.  Huge pain.
Driver files in dir W32:
cxru0wdm.cat
cxru0wdm.inf
cxru0wdm.sys
readme_cm5x21_5x25.txt
Other older software for the OmniKey 5321:
http://www.proxmark.org/files/Various%20Hardware/OMNIKEY%205x21/ 


##############
In Relation to ContactlessDemoVC.exe  (from the CardMan_Synchronous_API_V1_1_1_4.exe)

More info see: http://www.openpcd.org/HID_iClass_demystified#Demonstration_Software

xfpga.com iCLASS cloner is really just a modified pay version of an old sample program given out by HID in ther API:
Download:  CardMan_Synchronous_API_V1_1_1_4.exe
http://tajfun.am.gdynia.pl/execs/els/omnikey-cardman3121/CardMan_Synchronous_API_V1_1_1_4.exe
Looking at the EXE info of the xfpga.com's "iClass Cloner 30.exe", it still even says the name:  "ContactlessDemoVC.exe"
See util to examine .EXE info:  http://www.nirsoft.net/utils/exeinfo.html

-------------------------------------------------------------------------------------------
OmniKey CardMan 5321 USB - RFID Reader
http://www.hidglobal.com/products/readers/omnikey/5321
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/omnikey-5321-v2-usb-reader-en-ds.pdf
http://www.amazon.com/HID-OMNIKEY-Smart-Reader-Writer/dp/B00AM2E93U/
x2 – both Fran personal devices – bought on Amazon 20Mar2013 for $75.19 each (total $188.83)

Open Security Research - Using the OmniKey CardMan 5321/5325 in Kali Linux - 16Oct2013
http://blog.opensecurityresearch.com/2013/10/using-omnikey-cardman-53215325-in-kali.html
http://nosedookie.blogspot.com/2011/06/using-omnikey-cardman-53215325-in.html
https://github.com/OpenSecurityResearch/cardman_install_fix

The OMNIKEY® 5321 is a dual interface PC-linked reader that reads/writes to both a 13.56 MHz contactless smart card and virtually any contact smart card. The dual interface feature economically supports end-user environments where both contactless and contact smart card technology may be in use. The reader supports contactless smart cards with up to 848kbps in the fastest ISO 14443 transmission mode. 

Key Features 
Contactless Smart Cards supported Philips: MIFARE®, DESFire®, MIFARE ProX®,�SMART MX, and i.code
HID: iCLASS®
Texas Instruments: TagIT®
ST Micro: x-ident, SR 176, SR 1X 4K
Infineon: My-d (in secure mode UID only)
Atmel: AT088RF020
KSW MicroTech: KSW TempSens
JCOP in RSA mode



iICLASS Cloner

XFPGA. COM-FROM CHINA

VMWare settings — 32bit MS Windows Vmware image with old HID drivers installed:

« To avoid VMWare resfrictions on xfpga software, add to your . vmx file:

* isolation.tools.getVersion.disable = "TRUE"“

« Enable all USB devices:

+ USB license dongle pass through:

e T )
Hardware | Options

. Connections
Device Summary

98 viemory iy USB compatibility:
[ Processors 1 [¥] Automatically connect new USB devices
o\ Hard Disk. (IDE) 200 GB Show all USE input devices .
\ ° .
'JCD/DVD (IDE) Auto detect Share Bluetooth devices with the virtual machine O mni key U S B po SS Th ro Ug h .

FENetwork Adapter  NAT

USE Contraller Present
gSondCard Aumjehect “ 3 &y ﬁ = @ EHE Y W N [j OmniKey Smart Card Reader USB
Display Auto detect -
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xfpga.com - iCLASS Cloner  (from China)

http://www.xfpga.com/html_products/iclass-card-cloner-en-82.html
Download:  http://www.xfpga.com/download/iClass%20Cloner%20V3020140831.zip

Read and clone iCLASS RFID cards (for "Standard Security" mode only).

-------------------------------------------
VMWare restriction:
You can work around the VM restriction just by adding this to your .vmx file:
isolation.tools.getVersion.disable = "TRUE"
-------------------------------------------

##############
$190 + $28 shipping = $218.00 USD  (via PayPal payment to: xfpga@hotmail.com)
* NOTE: he doesn't list this PayPal option, but does accept it

Fran bought copy:  06Feb2015
$190 + $28 shipping = $218.00 USD  (via PayPal payment to: xfpga@hotmail.com)
* NOTE: he doesn't list this PayPal option, but does accept it
Shipped a small USB dongle license key required to run software.


##############
Video DEMOs:

Official Demo: 
http://v.youku.com/v_show/id_XNjcyNzA1Njk2.html
Conference Talk Demoing this tool (time 27:32):
http://www.irongeek.com/i.php?page=videos/derbycon4/t110-advanced-red-teaming-all-your-badges-are-belong-to-us-eric-smith
https://www.youtube.com/watch?v=TNY3AZGXw1s&feature=player_detailpage#t=1652
		

##############
Hardware:

Uses: OmniKey CardMan 5321 USB - RFID Reader (13.56 Mhz) - (~$75.19 on Amazon)
http://www.amazon.com/HID-OMNIKEY-Smart-Reader-Writer/dp/B003JI9SYE/
http://www.amazon.com/HID-OMNIKEY-Smart-Reader-Writer/dp/B00AM2E93U/
http://www.hidglobal.com/products/readers/omnikey/5321
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/omnikey-5321-v2-usb-reader-en-ds.pdf
OLDER DRIVER: necessary for iCLASS card writing (newer versions have writing disabled):
Driver Downloads:  OMNIKEY/HID 5x21/5x25/63x1, Version 1.2.3.1
https://plus.google.com/114477286147678960240/posts/DV9DgkG1XAQ
https://docs.google.com/open?id=0B8KmGSpv5sahNTVmM2ZiZjEtZGVkMS00MDk0LWFhM2YtOWUzYzlmOTM1Yzhi 
http://www.xfpga.com/download/iClass%20Cloner%20V3020140831.zip  (also found in this zip)
OLDER API (containing ContactlessDemoVC.exe):  CardMan_Synchronous_API_V1_1_1_4.exe
Download:  http://tajfun.am.gdynia.pl/execs/els/omnikey-cardman3121/CardMan_Synchronous_API_V1_1_1_4.exe


##############
Note - iCLASS Security Modes:

*Note: only works when target is using iCLASS in "Standard Security" mode, but not "High Security" or "iCLASS Elite" mode.  Difference is using the default iCLASS encryption keys for mutual authentication or custom changed keys.  More info on this, see:
Chaos27th-Analyzing a Modern Cryptographic RFID System-Dec2010 - )Slide 16)
http://events.ccc.de/congress/2010/Fahrplan/events/4114.en.html
http://events.ccc.de/congress/2010/Fahrplan/attachments/1784_HID-iClass-27C3.pdf
https://www.youtube.com/watch?v=210gXq7r7nM
Standard Security: two keys are shared across all HID readers world-wide. Swiping any standard security card in front of a standard security reader results in \beep-n-blink" of the reader. Cards are provided by HID and have a unique combination of a card ID (not UID) and a facility ID.
High Security: system specic keys for each installation. As the authentication keys dier, Standard Security cards and cards from other system won't result in `beep-n-blink" of the reader.
iCLASS Elite: like High Security, but keys maintained by HID customer gets preprogrammed cards.

Also see for iCLASS security modes (Standard, High, Elite) - more info:
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/cp400_security_faq_en_0.pdf

##############
NOTE - Older Drivers to Write iCLASS Cards:

More info see: http://www.openpcd.org/HID_iClass_demystified#Demonstration_Software
"In a attempt to stop copying HID iCLASS standard security cards, HID global removed ContactlessDemoVC.exe' from the latest drivers and SDK sources. Additionally the write requests are now blocked with a 6986 error code by the driver. By installing the older SDK version CardMan_Synchronous_API_V1_1_1_4.exe and OMNIKEY5x21_V1_2_3_1.exe driver you can work around that limitation. "
Required Driver:  OMNIKEY/HID 5x21/5x25/63x1, Version 1.2.3.1
Driver for RFID Reader:
Zip comes with necessary older driver to for OmniKey CardMan 5321 USB Reader.  
Necessary for doing iCLASS card writing, as this capability was intentially disabled in newer versions of the driver.	
Driver Downloads:  OMNIKEY/HID 5x21/5x25/63x1, Version 1.2.3.1
Driver can be found in xfpga.com software download zip:
http://www.xfpga.com/download/iClass%20Cloner%20V3020140831.zip
Also can also get that driver in: OMNIKEY5x21_V1_2_3_1.exe, see:
https://plus.google.com/114477286147678960240/posts/DV9DgkG1XAQ
https://docs.google.com/open?id=0B8KmGSpv5sahNTVmM2ZiZjEtZGVkMS00MDk0LWFhM2YtOWUzYzlmOTM1Yzhi
****Another note, there is only a Windows 32bit driver tto get this to work, so you cant run the cloner on a 64bit Windows machine.  ALSO, the xfpga.com - iCLASS cloner doesn't let you run the software in a VM, so you physically have to have a 32bit MS Windows isntall laptop/server to get this thing to work.  Also has a physical USB donger licensing protection.  Huge pain.
Driver files in dir W32:
cxru0wdm.cat
cxru0wdm.inf
cxru0wdm.sys
readme_cm5x21_5x25.txt
Other older software for the OmniKey 5321:
http://www.proxmark.org/files/Various%20Hardware/OMNIKEY%205x21/ 


##############
In Relation to ContactlessDemoVC.exe  (from the CardMan_Synchronous_API_V1_1_1_4.exe)

More info see: http://www.openpcd.org/HID_iClass_demystified#Demonstration_Software

xfpga.com iCLASS cloner is really just a modified pay version of an old sample program given out by HID in ther API:
Download:  CardMan_Synchronous_API_V1_1_1_4.exe
http://tajfun.am.gdynia.pl/execs/els/omnikey-cardman3121/CardMan_Synchronous_API_V1_1_1_4.exe
Looking at the EXE info of the xfpga.com's "iClass Cloner 30.exe", it still even says the name:  "ContactlessDemoVC.exe"
See util to examine .EXE info:  http://www.nirsoft.net/utils/exeinfo.html

-------------------------------------------------------------------------------------------
OmniKey CardMan 5321 USB - RFID Reader
http://www.hidglobal.com/products/readers/omnikey/5321
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/omnikey-5321-v2-usb-reader-en-ds.pdf
http://www.amazon.com/HID-OMNIKEY-Smart-Reader-Writer/dp/B00AM2E93U/
x2 – both Fran personal devices – bought on Amazon 20Mar2013 for $75.19 each (total $188.83)

Open Security Research - Using the OmniKey CardMan 5321/5325 in Kali Linux - 16Oct2013
http://blog.opensecurityresearch.com/2013/10/using-omnikey-cardman-53215325-in-kali.html
http://nosedookie.blogspot.com/2011/06/using-omnikey-cardman-53215325-in.html
https://github.com/OpenSecurityResearch/cardman_install_fix

The OMNIKEY® 5321 is a dual interface PC-linked reader that reads/writes to both a 13.56 MHz contactless smart card and virtually any contact smart card. The dual interface feature economically supports end-user environments where both contactless and contact smart card technology may be in use. The reader supports contactless smart cards with up to 848kbps in the fastest ISO 14443 transmission mode. 

Key Features 
Contactless Smart Cards supported Philips: MIFARE®, DESFire®, MIFARE ProX®,�SMART MX, and i.code
HID: iCLASS®
Texas Instruments: TagIT®
ST Micro: x-ident, SR 176, SR 1X 4K
Infineon: My-d (in secure mode UID only)
Atmel: AT088RF020
KSW MicroTech: KSW TempSens
JCOP in RSA mode



ICLASS Cloner

NEW — Bishop Fox — FREE Edition UPDATE

Read / Write to HID iCLASS Cards:
* https://blog.kchung.co/reverse-engineering-hid-iclassmasterkeys,/
*  hitps://github.com/ColdHeat/iclass

HID iClass Cloner,
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https://blog.kchung.co/reverse-engineering-hid-iclass-master-keys/
https://github.com/ColdHeat/iclass



ICLASS Cloning

loclass = Implementation of iICLASS Ciphers

GitHub This repository

Explore Features Enterprise Pri

holiman / loclass © Watch 4

Implementation of the ciphers in iClass

P 32 commits ¥ 1 branch 5 0 releases & 1 contributar

Branch: master~ | loclass / +

Created reader-MAC and tag-MAC as separate functions.also with two-st..

' holiman authored on Mar 1

latest commit 1265b3c¥b9

B loclass Created reader-MAC and tag-MAC as separate functions,also with two-st. 7 months ago

E README.md Added warning about copyright infringement 11 months ago
9 pyng g g

B dismantling.iClass.pdt Added the paper a year ago

README.md

IClass cipher

This is a reconstructon of the cipher engine used in iClass, an RFID techology developed by HID
Global

The implementation is based on the work performed by Flavio D. Garcia, Gerhard de Koning Gans,
Roel Verdult and Milosch Meriac in the paper "Dismantling IClass".

This implementation is not optimized at all, but is meant to serve as a reference implementation, and
contains a lot of testcases

+ Star 18

<> Code
@ Issues

11 Pull re

#- Pulse

Ll Graph

HTTPS clone

https:/ /gl
You can clone
Subversion. @

[ Clon|

& Doy

IFIEASS" Card

mﬁ

BISHOP FOX -

GitHub This repository

heliman/ loclass

Branch master v loclass / loclass / +

Created reader-MAC and tag-MAC as separate functions.also with two-st..

/B noliman zuthored on har 1

B Makefile Implemented an optimized version of MAC-calculation. It runs in about

B Makefile.qt Implemented an optimized version of MAC-calculation. It runs in about....
B cipherc Created reader-MAC and tag-MAC as separate functions,also with two-st..
) cipherh Created reader-MAC and tagMAC as separate functions.alsa with two-st

B} ciphenitils ¢ Created reader-MAC and tag-MAC as separate functions,alsa with two-st
Bl ciphertils h
Bl desc

Bl desh

Added waming about copyright infringement

replaced wrong des with right des

Implemented key diversification, still does not quite work
B elite_crack.c Created reader-MAC and tag-MAC as separate functions,also with two-st..
B elite_crack h Added warning about copyright infringement
B fileutils ¢ Added warning about copyright infringement
B fileutils h Added waming about copyright infringement
B hash1_brute ¢ Created reader-MAC and tag MAC as separate functions.alsa with two-st
B hash1_brute.h Some code to do bruteforce of hash1

Bl iclass_dump.bin Major changes, nearing perfection

) ikeys.c Created reader-MAC and tag-MAC as separate functions,alsa with two-st
E)ikeys h Added warning about copyright infiingement
) main ¢ Implemented an optimized version of MAC-calculation. It runs in about

E) optimized_cipher.c Created reader-MAC and tag-MAC as separate functions,alsa with two-st

B optimized_cipher.h Created reader-MAC and tag-MAC as separate functions,also with two-st..

B optimized_cipher.o Created reader-MAC and tag-MAC as separate functions,also with two-st..

Explore Features Enterprise Pricing

@ Watch 4

Sign up

& Star | 16 ¥ Fe

iii
&

latest commit 1265b3cfba E&

7 manths ago
7 months ago
7 months ago
7 months ago
7 months ago

11 months ago

a year ago
a year ago
7 months ago

11 months ago

11 months ago

11 months ago
7 manths ago
9 months ago

a year ago
7 months ago

11 months ago
7 manths ago
7 manths ago
7 months ago

7 months ago

*  http://martin.swende.se/blog/Elite-Hacking.html
https://github.com/holiman/loclass
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Ioclass – Implementation of iCLASS Ciphers
http://martin.swende.se/blog/Elite-Hacking.html
https://github.com/holiman/loclass
https://github.com/holiman/loclass/blob/master/dismantling.iClass.pdf


bioCLASS Byposs

FINGERPRINT AND P

If a potential perpetrator has already extracted the iclass keys from an iClass reader (using one of
several methods published in various papers) then obtaining the PIN is as simple as reading and
decrypting a few data blocks within the iclass card. A dump of the first sixteen data blocks of a typical

iClass card is shown below.

Blk Stored Value
00 2D801BO0FSFF12EQ
01 12FFFFFFFSSFFF3C
02 DAFEFFFFFFFFFEFE
03 FFFFFFFFFFFFFFFF
04 FFFFFFFFFFFFFFFF
05 FFFFFFFFFFFFFFFF
06 OOOOOOOODIODCIIT
07 S5E3DDD0O17D3AEQ0O3
08 2AD4ACB211F996871
09 B8ESD32BB53F4564D
0A FFFFFFFFFFFFFFFF
0B FFFFFFFFFFFFFFFF
0C FFFFFFFFFFFFFFFF
0D FFFFFFFFFFFFFEFE
OE FFFFFFFFFFFFFEFFE
OF FFFFFFFFFFFFFFFF
Legend:

Wiegand Code =0x5980796 (FC=204,

PIN Code = 12345

Decrypted Value

0000000005980796
0000000000000000
1234500000000000

IFIEASS" Card

HID iCLASS - RWKLIB575 - Biometric
Keypad Reader / Writer

Card No.=00971)

d A A
Company ABC Company XYZ
BILL SMITH JOHN DOE
SR. ENGINEER HACKER
L iClass 16K *34567 ) L iClass 16K U567 )

Figure 4. Different cards, yet they are considered identical from the bioCLASS reader and backend controller perspective.

BISHOP FOX

Proxclone.com - HID_bioCLASS-Enhanced_Security_or_Costly_Placebo - 27Mar2013
http://www.proxclone.com/pdfs/HID_bioCLASS-Enhanced_Security_or_Costly_Placebo.pdf
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Proxclone.com - HID_bioCLASS-Enhanced_Security_or_Costly_Placebo - 27Mar2013.pdf
http://www.proxclone.com/iCLASS.html 
http://www.proxclone.com/pdfs/HID_bioCLASS-Enhanced_Security_or_Costly_Placebo.pdf
Reader checks the PIN code and fingerprint biometric data entered against values stored on the card.   On your cloned fake card, you can just replace PIN and biometric data with that matching a PIN you know and your fingerprint.  So dumb. 
http://www.hidglobal.com/products/readers/iCLASS/bioclass 
The bioCLASS readers are capable of supporting three different modes of authentication including:
Card Only
Card + PIN
Card + Fingerprint
Card + Fingerprint + PIN
“However, since John is a hacker by trade, he already has the ability to modify HID iCLASS cards. He simply enrolls his own fingerprint on a new card and then modifies the content of Block 7 to hold whatever Wiegand code he needs in order to emulate the appropriate card format, facility code and card number. The same concept could also be applied if Bill’s high security lab required the use of a PIN in addition to the fingerprint. The reader DOES NOT verify that the PIN entered is Bill’s, it simply verifies that the PIN keyed in by the user is the same PIN that is stored on the card!! So much for multi-factor authentication. In this case it is nothing more than a security placebo.”


http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/iclass-programmer-quickstart-ins-en.pdf


Reader and Controller Attacks

DIRECT APPROACH

BISHOP FOX



Reader Attacks

JACKED IN

_ . « Dump private keys, valid badge
” info, and more in few seconds

 Plant backdoor devices in reader

* Bruteforce badge numbers over
the wire via Wiegand (5x faster)

Fig. 3. Programming interface adapter for PICkit2 to switch Pin 1 with Pin
i
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Brad Antoniewicz Tools - Attacking RFID Controllers Directly
https://github.com/brad-anton/VertX
http://nosedookie.blogspot.com/2011/08/hid-vertx-v2000-cache-tool.html
http://www.opensecurityresearch.com/files/AttackProxCardSys-BA.tar.bz2

Shmoocon 2012 - Attacking Proximity Card Systems - Brad Antoniewicz
http://www.shmoocon.org/2012/videos/Antoniewicsz-AttackingCardAccess.m4v
http://www.shmoocon.org/shmoocon_2012
http://www.infosecblog.org/2012/02/shmoocon-2012-attacking-proximity-card-systems/
http://www.securityorb.com/2012/02/attacking-proximity-card-access-systems-brad-antoniewicz-shmoocon-2012/
http://www.youtube.com/watch?v=0Y-ydVG9cs8

PICkit 2 Development Programmer/Debugger
http://www.microchip.com/stellent/idcplg?IdcService=SS_GET_PAGE&nodeId=1406&dDocName=en023805

iClass Key Extraction – Exploiting the ICSP Interface (PDF)
http://proxclone.com/pdfs/iClass_Key_Extraction.pdf

HID – VertX – Controllers
http://www.hidglobal.com/prod_detail.php?prod_id=119
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GECKO-MITM ATTACK

Never publicly released

READER

ACCESS '
AccESS Connection
SYSTEM
Ig +V
LED ’—&LED N Vet LED Clu LED: >
DATA1———101§eck8|nH_ DATA 1
Q DATA 0 00 Out 00 In DATA O
Ui
GND

g
! Ve

DOOR

Insert in door reader of target

building — record badge #s

- » Tastic RFID Thief's PCB could be
used similiarly for MITM attack
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Gecko - Wiegand MITM Tool
http://www.blackhat.com/presentations/bh-dc-08/Franken/Presentation/bh-dc-08-franken.pdf
http://www.darkreading.com/management/gecko-penetrates-building-access-system/211201067
http://www.wired.com/threatlevel/2007/08/open-sesame-acc/
http://securitysolutions.com/cards_readers/security_hacker_defcon_convention/

Tastic RFID Thief – PCB - Repurposed
Although it wasn‘t originally designed for this purpose, the Tastic RFID Thief PCB could easily be re-purposed to perform this type of MITM attack against the reader of the front door of the building you are targeting, recording badge #‘s as people enter the building.  Could use the bluetooth, SMS messaging, or other Arduino add-on‘s to make it easy to remotely access the stolen badge info.
http://www.bishopfox.com/resources/tools/rfid-hacking/

Vampire Taps – Wire Splice Taps
http://en.wikipedia.org/wiki/Vampire_tap
https://www.google.com/search?q=%22Tap%20Splice%22&tbm=vid
http://www.homedepot.com/p/Gardner-Bender-22-18-AWG-Red-Tap-Splice-Wire-Connectors-5-Pack-15-2218/202522457
http://www.homedepot.com/p/Gardner-Bender-Tap-Splice-Assortment-22-10-AWG-Terminal-and-Connector-Kits-and-Assortments-10-per-clam-15-2210/202522123
http://www.gardnerbender.com/en/products/terminations/tap-splice
http://www.wiringdepot.com/product_info.php?products_id=2221&osCsid=98ea1afba9b40b313f2db6a1c151a253

Open Security Research - Brad Antoniewicz - RFID Reader and Controller Attack Tools
Arduino Code - Open the Badge Reader to Attack the Controller Directly via Wiegand Interface
Arduino Wiegand Skimmer and Emulator - Arduino_Vertx_ProxPoint_Skimmer.ino
http://blog.opensecurityresearch.com/2012/12/hacking-wiegand-serial-protocol.html
https://github.com/brad-anton/VertX/blob/master/Arduino_Vertx_ProxPoint_Skimmer.ino



Reader Attacks

BLEKEY-MITM ATTACK

BLEkey 06 Aug 2015
threat

https:/ithreatpost. com/blekey-device-breaks-rfid-physical-access-controls/1 14163

. t L J‘ ,_
BLEKEY DEVIE BREAKS RFID PHYSICAL ACCESS CONTROLS |

Michael Mimoso

LAS VEGAS - A device the size of a quarter that can be installed in 60 seconds on a
proximity card reader could potentially be used to break physical access controls in 80

percent of deployments.

BISHOP FOX
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Gecko - Wiegand MITM Tool
http://www.blackhat.com/presentations/bh-dc-08/Franken/Presentation/bh-dc-08-franken.pdf
http://www.darkreading.com/management/gecko-penetrates-building-access-system/211201067
http://www.wired.com/threatlevel/2007/08/open-sesame-acc/
http://securitysolutions.com/cards_readers/security_hacker_defcon_convention/

Tastic RFID Thief – PCB - Repurposed
Although it wasn‘t originally designed for this purpose, the Tastic RFID Thief PCB could easily be re-purposed to perform this type of MITM attack against the reader of the front door of the building you are targeting, recording badge #‘s as people enter the building.  Could use the bluetooth, SMS messaging, or other Arduino add-on‘s to make it easy to remotely access the stolen badge info.
http://www.bishopfox.com/resources/tools/rfid-hacking/

Vampire Taps – Wire Splice Taps
http://en.wikipedia.org/wiki/Vampire_tap
https://www.google.com/search?q=%22Tap%20Splice%22&tbm=vid
http://www.homedepot.com/p/Gardner-Bender-22-18-AWG-Red-Tap-Splice-Wire-Connectors-5-Pack-15-2218/202522457
http://www.homedepot.com/p/Gardner-Bender-Tap-Splice-Assortment-22-10-AWG-Terminal-and-Connector-Kits-and-Assortments-10-per-clam-15-2210/202522123
http://www.gardnerbender.com/en/products/terminations/tap-splice
http://www.wiringdepot.com/product_info.php?products_id=2221&osCsid=98ea1afba9b40b313f2db6a1c151a253

Open Security Research - Brad Antoniewicz - RFID Reader and Controller Attack Tools
Arduino Code - Open the Badge Reader to Attack the Controller Directly via Wiegand Interface
Arduino Wiegand Skimmer and Emulator - Arduino_Vertx_ProxPoint_Skimmer.ino
http://blog.opensecurityresearch.com/2012/12/hacking-wiegand-serial-protocol.html
https://github.com/brad-anton/VertX/blob/master/Arduino_Vertx_ProxPoint_Skimmer.ino
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TASTIC-MITM ATTACK
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* Insert in door reader of target

building — record badge #s

» Tastic RFID Thief's PCB could be
used similiarly for MITM attack
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Gecko - Wiegand MITM Tool
http://www.blackhat.com/presentations/bh-dc-08/Franken/Presentation/bh-dc-08-franken.pdf
http://www.darkreading.com/management/gecko-penetrates-building-access-system/211201067
http://www.wired.com/threatlevel/2007/08/open-sesame-acc/
http://securitysolutions.com/cards_readers/security_hacker_defcon_convention/

Tastic RFID Thief – PCB - Repurposed
Although it wasn‘t originally designed for this purpose, the Tastic RFID Thief PCB could easily be re-purposed to perform this type of MITM attack against the reader of the front door of the building you are targeting, recording badge #‘s as people enter the building.  Could use the bluetooth, SMS messaging, or other Arduino add-on‘s to make it easy to remotely access the stolen badge info.
http://www.bishopfox.com/resources/tools/rfid-hacking/

Vampire Taps – Wire Splice Taps
http://en.wikipedia.org/wiki/Vampire_tap
Lockitt POSI-TAP – wire connectors:
http://www.amazon.com/Lockitt-POSI-TAP-Assortment-connectors-10-22/dp/B00CMC5DII/
http://www.amazon.com/Posi-Lock%C2%AE-Assortment-pack-connectors-10-24/dp/B00CHQ0F1E/
https://www.google.com/search?q=%22Tap%20Splice%22&tbm=vid
http://www.homedepot.com/p/Gardner-Bender-22-18-AWG-Red-Tap-Splice-Wire-Connectors-5-Pack-15-2218/202522457
http://www.homedepot.com/p/Gardner-Bender-Tap-Splice-Assortment-22-10-AWG-Terminal-and-Connector-Kits-and-Assortments-10-per-clam-15-2210/202522123
http://www.gardnerbender.com/en/products/terminations/tap-splice
http://www.wiringdepot.com/product_info.php?products_id=2221&osCsid=98ea1afba9b40b313f2db6a1c151a253

Open Security Research - Brad Antoniewicz - RFID Reader and Controller Attack Tools
Arduino Code - Open the Badge Reader to Attack the Controller Directly via Wiegand Interface
Arduino Wiegand Skimmer and Emulator - Arduino_Vertx_ProxPoint_Skimmer.ino
http://blog.opensecurityresearch.com/2012/12/hacking-wiegand-serial-protocol.html
https://github.com/brad-anton/VertX/blob/master/Arduino_Vertx_ProxPoint_Skimmer.ino


Reader Attacks

TASTIC-MITM ATTACK

@ Copyright, RFduino.com
i duino

Based On
RFD22301, RFD22102 www RFduino.com * sales@RFduino.com RFD22301
CE +ETSI+IC « FCC 1601 Pacific Coast Huy - Suite 250 RF Digital

Approved & Certified Tel: 345 610.0008 RF Module

Shrunk an Arduino to the size of a finger-tip
and made it Wireless!

Based On
RFD22301
RF Digital
RF Module

RFD22102 RFduino DIP Stackable & plugs directly into breadboards

RFduino is a Bluetooth 4.0 Low Energy BLE RF Module
with Built-ln ARM Cortex M0 Microcontroller
for Rapid Development and Prototyping Projects
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Gecko - Wiegand MITM Tool
http://www.blackhat.com/presentations/bh-dc-08/Franken/Presentation/bh-dc-08-franken.pdf
http://www.darkreading.com/management/gecko-penetrates-building-access-system/211201067
http://www.wired.com/threatlevel/2007/08/open-sesame-acc/
http://securitysolutions.com/cards_readers/security_hacker_defcon_convention/

Tastic RFID Thief – PCB - Repurposed
Although it wasn‘t originally designed for this purpose, the Tastic RFID Thief PCB could easily be re-purposed to perform this type of MITM attack against the reader of the front door of the building you are targeting, recording badge #‘s as people enter the building.  Could use the bluetooth, SMS messaging, or other Arduino add-on‘s to make it easy to remotely access the stolen badge info.
http://www.bishopfox.com/resources/tools/rfid-hacking/

Vampire Taps – Wire Splice Taps
http://en.wikipedia.org/wiki/Vampire_tap
Lockitt POSI-TAP – wire connectors:
http://www.amazon.com/Lockitt-POSI-TAP-Assortment-connectors-10-22/dp/B00CMC5DII/
http://www.amazon.com/Posi-Lock%C2%AE-Assortment-pack-connectors-10-24/dp/B00CHQ0F1E/
https://www.google.com/search?q=%22Tap%20Splice%22&tbm=vid
http://www.homedepot.com/p/Gardner-Bender-22-18-AWG-Red-Tap-Splice-Wire-Connectors-5-Pack-15-2218/202522457
http://www.homedepot.com/p/Gardner-Bender-Tap-Splice-Assortment-22-10-AWG-Terminal-and-Connector-Kits-and-Assortments-10-per-clam-15-2210/202522123
http://www.gardnerbender.com/en/products/terminations/tap-splice
http://www.wiringdepot.com/product_info.php?products_id=2221&osCsid=98ea1afba9b40b313f2db6a1c151a253

Open Security Research - Brad Antoniewicz - RFID Reader and Controller Attack Tools
Arduino Code - Open the Badge Reader to Attack the Controller Directly via Wiegand Interface
Arduino Wiegand Skimmer and Emulator - Arduino_Vertx_ProxPoint_Skimmer.ino
http://blog.opensecurityresearch.com/2012/12/hacking-wiegand-serial-protocol.html
https://github.com/brad-anton/VertX/blob/master/Arduino_Vertx_ProxPoint_Skimmer.ino


Controller Attacks

JACKED IN

brad-anton / VertX

VertX - (Reader 1 Outpur)

_ NO  (Red)
http://nosedookie blogspot.com |—- € (Black)
NC (Vellow) = [ s s e e e s e s sessesessseseseens
L . $ 5 5 5 S 355 45 5655555
8 1 weweey SO PESSEEESEDDIDEIEE
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R T I | — ata0 (Green)
‘ = Datal (White)
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README
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VertX_WebOpen.py

Control via iPhone w/ Redpark Interface
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[

VertX_discovery.xml
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AT 1 q L Y owm . . . .
WebBrix_FromVertX.xml Brad.Antoniewicz@foundstone.com www.opensecurityresearch.com Twitter: @foundstone

Shmoocon 2012 - Attacking Proximity Card Systems - Brad Antoniewicz
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Brad Antoniewicz Tools - Attacking RFID Controllers Directly
https://github.com/brad-anton/VertX
http://nosedookie.blogspot.com/2011/08/hid-vertx-v2000-cache-tool.html
http://www.opensecurityresearch.com/files/AttackProxCardSys-BA.tar.bz2

Open Security Research / Brad Antoniewicz – Blog Posts:
http://blog.opensecurityresearch.com/2012/12/hacking-wiegand-serial-protocol.html
http://nosedookie.blogspot.com/2011/07/hid-vertx-v2000-default-password.html
http://nosedookie.blogspot.com/2011/07/identifying-and-querying-hid-vertx.html
http://nosedookie.blogspot.com/2011/08/hid-vertx-v2000-cache-tool.html
http://nosedookie.blogspot.com/2011/07/hid-vertx-v2000-card-number-cache-tool.html
http://nosedookie.blogspot.com/2011/07/hid-vertx-v2000-heartbeats-provisioning.html

Shmoocon 2012 - Attacking Proximity Card Systems - Brad Antoniewicz
http://www.shmoocon.org/2012/videos/Antoniewicsz-AttackingCardAccess.m4v
http://www.shmoocon.org/shmoocon_2012
http://www.infosecblog.org/2012/02/shmoocon-2012-attacking-proximity-card-systems/
http://www.securityorb.com/2012/02/attacking-proximity-card-access-systems-brad-antoniewicz-shmoocon-2012/
http://www.youtube.com/watch?v=0Y-ydVG9cs8

HID – VertX – Controllers
http://www.hidglobal.com/prod_detail.php?prod_id=119


Controller Attacks

JACKED IN

RFID Reader / Controller Attack Tools — by Brad Antoniewicz

Open the Badge Reader to Attack the Controller Directly via Wiegand Interface:

 Arduino Wiegand BruteForcer — Arduino VertX Wiegand BruteForce.ino
« 5 1Ds per Second Bruteforce Badge Guessing

 Arduino Wiegand Skimmer and Emulator - Arduino vertx ProxPoint Skimmer.ino

 Arduino Wiegand Fuzzer - Arduino VertX Wiegand Fuzzer.ino

Attacking the VertX Controller Over the Network:

« VertX Query.py — HID VertX Controller Discovery and Query Tool

* VertX WebOpen.py — Physically Open Door via HTTP GET Request fo the WebUI
* VertX CacheTool.c —HID VertX V2000 Cache Dump and Insertion Tool

Shmoocon 2012 - Attacking Proximity Card Systems - Brad Antoniewicz
http://www.shmoocon.org/2012/videos/Antoniewicsz-AttackingCardAccess.m4v

B I S H O P F 0‘/_‘ http://blog.opensecurityresearch.com/2012/12/hacking-wiegand-serial-protocol.html
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Brad Antoniewicz Tools - Attacking RFID Controllers Directly
https://github.com/brad-anton/VertX
http://nosedookie.blogspot.com/2011/08/hid-vertx-v2000-cache-tool.html
http://www.opensecurityresearch.com/files/AttackProxCardSys-BA.tar.bz2

Open Security Research / Brad Antoniewicz – Blog Posts:
http://blog.opensecurityresearch.com/2012/12/hacking-wiegand-serial-protocol.html
http://nosedookie.blogspot.com/2011/07/hid-vertx-v2000-default-password.html
http://nosedookie.blogspot.com/2011/07/identifying-and-querying-hid-vertx.html
http://nosedookie.blogspot.com/2011/08/hid-vertx-v2000-cache-tool.html
http://nosedookie.blogspot.com/2011/07/hid-vertx-v2000-card-number-cache-tool.html
http://nosedookie.blogspot.com/2011/07/hid-vertx-v2000-heartbeats-provisioning.html

Shmoocon 2012 - Attacking Proximity Card Systems - Brad Antoniewicz
http://www.shmoocon.org/2012/videos/Antoniewicsz-AttackingCardAccess.m4v
http://www.shmoocon.org/shmoocon_2012
http://www.infosecblog.org/2012/02/shmoocon-2012-attacking-proximity-card-systems/
http://www.securityorb.com/2012/02/attacking-proximity-card-access-systems-brad-antoniewicz-shmoocon-2012/
http://www.youtube.com/watch?v=0Y-ydVG9cs8

HID – VertX – Controllers
http://www.hidglobal.com/prod_detail.php?prod_id=119


Controller Attacks

JACKED I'N

MAC Address - Targetting HID Controllers Over Network

e  HID Global = MAC Address OUI: 00:06:8E:*:*:*

00-06—-BE
00068E

«  Scan network for MAC Addresses starting with 00:06:8E:

& | @ standards.ieee.org/develop/regauth/ouifoui.bd

(hex)
(base 1&)

HID Corporation

HID Corporation

9292 Jeronimo Road
Irvine CA 92618-1905
TUNITED STATES

directly, or use HID's controller discovery GUI tool:
«  https://www.hidglobal.com/drivers/ 15654

File Edit View Help

@

ntroller

Single Co

Controller Table

Mame Model MAC Addr... IP Address  Build Number Build Date

Status Log

Blink

Searching for contrallers
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HID – VertX Controller Discovery Tool GUI
https://www.hidglobal.com/drivers/15654
Free utility provided by HID Global to let you scan for and discover HID controller devices on your local network

HID Global – Registered MAC Address OUI
http://standards.ieee.org/develop/regauth/oui/oui.txt
http://www.nirsoft.net/utils/mac_address_lookup_find.html
All HID Global devices have MAC Address that start with:  00-06-8E

MAC Address – Network Scanning Tools
Use to look for HID devices by examing MAC addresses on local network and see of they start with 00-06-8E
NirSoft – MAC Address Tools:
http://www.nirsoft.net/utils/mac_address_lookup_find.html
http://www.nirsoft.net/utils/fastresolver.html
Cain – MAC Scanner:
http://www.oxid.it/cain.html
http://www.oxid.it/ca_um/topics/mac_scanner.htm

HID – VertX – Controllers
http://www.hidglobal.com/prod_detail.php?prod_id=119


Controller Attacks

JACKED I'N

Port Scanning and Banner Grabbing - Targetting HID Controllers Over Network

«  HID VertX Controller — Default Open Ports:
« FTP(21), Telnet (23], HTTP (80)

«  HID VertX Controller — Connect via FTP / Telnet /
HTTP with Default Admin Creds: root/pass

*  Banner grabbing for HID VertX controller discovery
«  Can also find using SHODAN search engine

root@bt:/# telnet 192.168.1.50

Trying 192.168.1.50...
Connected to 19%2.168.1.50.
Escape character is "~]'.

Axis Developer Board LX release 2.2.0
Linux 2.4.26 on a cris (0)

VertXController login:

BISHOP FOX

'. SHODAN Linux 2.4.26 on a cris (0)

Q

TOP COUNTRIES

United States 148
Japan 7
Canada 12
Australia 1
TOP SERVICES

Telnet 180
Telnet 1

Verizen Internet Services 4

Showing results 1-10 of 181
12.14.148.138

TET Services

#E United States

Details

162.234.156.137

ATET Internet Services .

BE United States
Details

68.15.86.231

Cox Communications

#E United States
Details

99.188.98.58

ATET Internet Services )

Axis Developer Board LX release 2.2.9
Linux 2.4.26 on a cris (@)

VertXController legin:

Axis Developer Board LX release 2.2.0
Linux 2.4.26 on a cris (@)

VertX_Controller login:

Axis Developer Board LX release 2.2.0
Linux 2.4.26 on a cris (@)

VertX_Controller login:

Axis Developer Board LX release 2.2.0
Li 2.4 26 FPrrs
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Brad Projects - HID VertX V2000 Default Password - 19July2011
http://nosedookie.blogspot.com/2011/07/hid-vertx-v2000-default-password.html

Brad Projects - Identifying and Querying HID VertX Controllers On The Network - VertX_Query.py - 14July2011
http://nosedookie.blogspot.com/2011/07/identifying-and-querying-hid-vertx.html

SHODAN – Searching for HID VertX Devices:
http://en.wikipedia.org/wiki/Shodan_%28website%29
Examples – HID VertX queries:
https://www.shodan.io/search?query=Axis+Developer+Board+LX+release+2.2.0
https://www.shodan.io/search?query=Linux+2.4.26+on+a+cris+%280%29
https://www.shodan.io/search?query=VertXController+login

SHODAN Diggity – Part of Bishop Fox’s SearchDiggity tool
Automate searching and saving rsults from SHODAN queries
http://www.bishopfox.com/resources/tools/google-hacking-diggity/attack-tools/#searchdiggity-v-3 
http://www.bishopfox.com/wp-content/gallery/google-hacking-diggity-media-gallery/8-shodan_diggity-1.jpg
http://en.wikipedia.org/wiki/Shodan_%28website%29#Automated_Search_Tools
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Port Scanning and Banner Grabbing - Targetting HID Controllers Over Network

File Options Help

Google CodeSearch Bing LinkFromDomain DLP Flash Malware PortScan NotInMyBackyard BingMahware @

=z

ﬁ Advanced
APLKey: Create ‘Hlde

Query Appender
Linux 2.4.26 on a cris (0) B

Hide

EI | Category |Subcateg| Search String URL Hostnames i Country Latitude Longitude | Updated | -
Custom Custom Linux 2.4.26 on a cris (0)  hitp://12.14.146.138:23/ United States 38.0 -97.0 1/15/2015 1
[ Administration ‘ Custom  Custom Linux 2.4.26 on a cris (0)  hftp://162.234.156.137:23/  162-234-156-137.lightspeed.irvnca.sbeglo United States 38.0 -97.0 1/14/2015 1
» [ Cisco Custom Custom Linux 2.4.26 on a http://68.15.844231:23/ wsip-68-15-86-231.0c.0c.cox.net United States 38.0 -97.0 1/14/2015 1
> [[] Default Credentials Custom Custom Linux 2.4.26 on a cri http://99.188.98.58:23/ adsl-99-188-98-58.dsl.ksc2Zmo.sbeglobal.r United States 38.0 -97.0 1/14/20151
» [ FTP Custom Custom Linux 2.4.26 on a cri http://124.35.55.92:23/ 124¥35%55x92.ap124.fith.ucom.ne.jp Tokyo Japan 35.685 139.7514 1/13/2015 1
» [ Printer Custom Custom Linux 2.4.26 on a cri http://98.191.202.21:23/ wsip-98-191-202-21.0c.0c.cox.net Lake Forest United States 33.6451000 -117.6786  1/13/20151

Queries

[T Router Custom Custom Linux 2.4.26 on a http://175.177.183.17:23f h175-177-183-017.ms01.itscom.jp Yokohama Japan 35.4478 139.642499 1/13/20151

b SCADA
ET ’ Custom Custom Linux 2.4.26 on a cri http://68.15.86.157:23/ wsip-68-15-86-157.0c.oc.cox.net United States 38.0 -97.0 1/13/2015 1
elevision

» [ vor Custom Custom Linux 2.4.26 on a http://134.114.222.3:23/ kingmanalarm.conted.nau.edu Flagstaff United States 35.630799' -112.0524  1/13/20151

[ web Server Custom Custom Linux 2.4.26 on a cri http://76.70.51.251:23/ bas3-guelph22-1279669243.dsl.bell.ca Guelph Canada 43.55000001 -80.25 1/12/20151
> [] webcam Custom Custom Linux 2.4.26 on a http://220.215.158.25:23/ h220-215-158-025.ms01.itscom.jp Japan 35.69 139.69 1/12/2015 1
> [O] Windows Custom Custom Linux 2.4.26 on a cris (0)  http://104.34.181.73:23/ cpe-104-34-181-73.50cal.res.rr.com o il 1/12{2015 1

> [C] ZENworks
Output

Axis Developer Board Lx release 2.2.0
Linux 2.4.26 on a cris (0)

VertX_Controller login:

Shodan Status: Ready
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Brad Projects - HID VertX V2000 Default Password - 19July2011
http://nosedookie.blogspot.com/2011/07/hid-vertx-v2000-default-password.html

Brad Projects - Identifying and Querying HID VertX Controllers On The Network - VertX_Query.py - 14July2011
http://nosedookie.blogspot.com/2011/07/identifying-and-querying-hid-vertx.html

SHODAN – Searching for HID VertX Devices:
http://en.wikipedia.org/wiki/Shodan_%28website%29
Examples – HID VertX queries:
https://www.shodan.io/search?query=Axis+Developer+Board+LX+release+2.2.0
https://www.shodan.io/search?query=Linux+2.4.26+on+a+cris+%280%29
https://www.shodan.io/search?query=VertXController+login

SHODAN Diggity – Part of Bishop Fox’s SearchDiggity tool
Automate searching and saving rsults from SHODAN queries
http://www.bishopfox.com/resources/tools/google-hacking-diggity/attack-tools/#searchdiggity-v-3 
http://www.bishopfox.com/wp-content/gallery/google-hacking-diggity-media-gallery/8-shodan_diggity-1.jpg
http://en.wikipedia.org/wiki/Shodan_%28website%29#Automated_Search_Tools



Controller Attacks

JACKED I'N

Port Scanning and Banner Grabbing - Targetting HID Controllers Over Network

< & nttps// R <oi-bin/ diagnostics.cgi?Category=status

@ -
. _ .
Mouse over a door icon and it pops up uration

Ver < I
the last cached valid badge number.

The VertX controller configuration is| mand.

Can be used to create fake cloned
badge to enter that door.

System Status Legend
ID 106 Host Name (I NNEEEEIR
MAC 00:06:8E: IP Address

Version 2.2.7.149 Date 02/04/2015 00:11:29 GMT

/

= !

Program Version 113
EEPROM Version 110

Address 0
ID FFFFFFFF

BISHOP FOX

gverixXs

@ A (€ N b divgnostics o Cotegory=status

Basic Setup Advanced Setup

The VertX controller configuration is displayed. Input status is updated periodically. Select a relay to command.
. System Status Legend
Host Name NN
IP Address

D1
mac 00-06:sc N
Version 2.2.7.16

Date 02/04/2015 00:54:57 UTC

=

o = e IEE®
Address 0 Program Version 113
- 1D FFFFFFFF EEPROM Version 110
el i -

Fofloofe @ EH e @ ofloaolw
Beofeope B EH A @ of|laaf=

Address 1
: ID FFFFFFFF
FR=E ]

"R T T- O et
B Bl 5 @ A B oFlon B

Program Version 113
EEPROM Version 110
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Brad Projects - HID VertX V2000 Default Password - 19July2011
http://nosedookie.blogspot.com/2011/07/hid-vertx-v2000-default-password.html

Brad Projects - Identifying and Querying HID VertX Controllers On The Network - VertX_Query.py - 14July2011
http://nosedookie.blogspot.com/2011/07/identifying-and-querying-hid-vertx.html

SHODAN – Searching for HID VertX Devices:
http://en.wikipedia.org/wiki/Shodan_%28website%29
Examples – HID VertX queries:
https://www.shodan.io/search?query=Axis+Developer+Board+LX+release+2.2.0
https://www.shodan.io/search?query=Linux+2.4.26+on+a+cris+%280%29
https://www.shodan.io/search?query=VertXController+login

SHODAN Diggity – Part of Bishop Fox’s SearchDiggity tool
Automate searching and saving rsults from SHODAN queries
http://www.bishopfox.com/resources/tools/google-hacking-diggity/attack-tools/#searchdiggity-v-3 
http://www.bishopfox.com/wp-content/gallery/google-hacking-diggity-media-gallery/8-shodan_diggity-1.jpg
http://en.wikipedia.org/wiki/Shodan_%28website%29#Automated_Search_Tools



Controller Attacks

JACKED I'N

Mar 2016

¢®, TREND. | sjvpLysecursty

4
Let Me Get That Door for You: Remote Root Vulnerability in
HID Door Controllers

Posted on: March 30, 2016 Posted in: Network, Security Posted by: Steve Povolny

Authored by, Ricky “"HeadlessZeke™
Lawshae

If you've ever been inside an airport, university I
campus, hospital, government complex, or office
building, you've probably seen one of HID's brand

of card readers standing guard over a restricted
area. HD is one of the world's largest
manufacturers of access control systems and has
become a ubiguitous part of many large
companies' physical security posture. Each one of
those card readers is attached to a door controller
behind the scenes, which is a device that controls all the functions of the door including locking and
unlocking, schedules, alarms, efc.

In recent years, these door confrollers have been
given network interfaces so that they can be
managed remotely. It is very handy for pushing
out card database updates and schedules, but as
with eyerything else on the ne re is a risk
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http://blog.trendmicro.com/let-get-door-remote-root-vulnerability-hid-door-controllers/


Backdoors and Other Fun

LITTLE DIFFERENCES

BISHOP FOX
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EArFrieodo

Pwn Plug

MAINTAINING ACCESS

Pwn Plug on SSH receiver
target network (Backtrack)

-
»

/ ~ _/

Firewall on Firewall in front
target network of S5H receiver

> Covert tunnellnq
© SSH access over.3G/GSM cell networks
@ NAC/802.x bypass
© and more!

Discover the glory of
Universal Plug & Pwn

PWNIE EXPRESS @pwnieexpress.com

BISHOP FOX
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Pwn Plug
http://pwnieexpress.com/products/elite-plug
http://pwnieexpress.com/products/power-pwn

http://www.darkreading.com/intrusion-prevention/pwnie-express-rolls-out-pwn-plug/232601565
http://hackaday.com/2012/07/22/power-pwns-price-tag-is-as-dangerous-as-its-black-hat-uses/

ISSA Journal – Toolsmith - March 2012 - Pen Testing with Pwn Plug
http://holisticinfosec.org/toolsmith/pdf/march2012.pdf

Pwn Plug Elite - $995.00
Power Pwn - $1,495.00


Pwn Plug

MAINTAINING ACCESS

« Pwn Plug Elite: $995.00
e Power Pwn: $1,995.00

First release of Pwn Plug

New: Power Pwn

BISHOP FOX 69
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Pwn Plug
http://pwnieexpress.com/products/elite-plug
http://pwnieexpress.com/products/power-pwn

http://www.darkreading.com/intrusion-prevention/pwnie-express-rolls-out-pwn-plug/232601565
http://hackaday.com/2012/07/22/power-pwns-price-tag-is-as-dangerous-as-its-black-hat-uses/

ISSA Journal – Toolsmith - March 2012 - Pen Testing with Pwn Plug
http://holisticinfosec.org/toolsmith/pdf/march2012.pdf

Pwn Plug Elite - $995.00
Power Pwn - $1,495.00



Raspberry Pi
MAINTAINING ACCESS

« Raspberry Pi - credit card sized, single-board computer — cheap $35

RCAVIDEO AUDIO  LEDS UsB

Security Affairs

Raspberry Pi as physical backdoor to office
networks

Network security
engineer “Richee”
explained how to use

a Raspberry Pi to realize
a physical backdoor to SO CARD A
gain remote access to an é POWER
office network. =

Network security engineer “Richee”

published an interesting post on
how to use a tiny Raspberry Pi computer to obtain physical access into a corporate
network. | decided to publish this post because it gives us a lesson on security

perspective, Richee has in fact used the tiny Raspberry Pi hiding it in an ordinary

laptop power brick, an object very common in any office and realizing in this way a

physical backdoor into the network.
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Raspberry Pi
http://en.wikipedia.org/wiki/Raspberry_Pi
http://www.raspberrypi.org/

http://www.amazon.com/Raspberry-Pi-Model-Revision-512MB/dp/B009SQQF9C/
http://www.adafruit.com/products/998

http://securityaffairs.co/wordpress/15471/hacking/raspberry-pi-as-physical-backdoor.html




pwN

Raspberry Pi
MAINTAINING ACCESS

» Raspberry Pi — cheap alternative (~$35] to Pwn Plug,/Power Pwn

* Pwnie Express — Raspberry Pwn

* Rogue Pi — RPi Pentesting Dropbox
« Pwn Piv3.0

BISHOP FOX 7
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Raspberry Pi
http://en.wikipedia.org/wiki/Raspberry_Pi
http://www.raspberrypi.org/

Raspberry Pi - PwnPlug Hack Box
Pwnie Express - Raspberry-Pwn
http://pwnieexpress.com/blogs/pwnie/7977353-raspberry-pwn-a-pentesting-release-for-the-raspberry-pi
https://github.com/pwnieexpress/Raspberry-Pwn
http://www.thepowerbase.com/2012/06/pwnie-express-releases-raspberry-pwn-pentesting-suite/
Rogue Pi - A RPi Pentesting Dropbox
http://hackaday.com/2013/03/24/rogue-pi-a-rpi-pentesting-dropbox/
http://crushbeercrushcode.org/2013/03/developing-the-rogue-pi/
http://www.adafruit.com/blog/2013/03/29/developing-the-rogue-pi/
http://www.adafruit.com/blog/2013/03/25/rogue-pi-a-rpi-pentesting-dropbox/
PwnPi - Pen Test Drop Box Distro for the Raspberry Pi
http://seclist.us/2012/12/update-pwnpi-v3-0-a-pen-test-drop-box-distro-for-the-raspberry-pi.html
http://pwnpi.sourceforge.net/
Raspberry Pi - Power Strip
http://hackaday.com/2012/10/04/malicious-raspberry-pi-power-strip-looks-a-bit-scary/
http://gnurds.com/index.php/2012/10/02/raspberry-pi-power-strip/
http://securityaffairs.co/wordpress/15471/hacking/raspberry-pi-as-physical-backdoor.html
http://www.tunnelsup.com/tup/2013/05/08/raspberry-pi-phoning-home-using-a-reverse-remote-ssh-tunnel



Raspberry Pi q 4

MAINTAINING ACCESS

» Raspberry Pi — cheap alternative (~$35] to Pwn Plug,/Power Pwn
« Tastic 3D Case for RaspPi Backdoor Hidden Backdoor Device

BISHOP FOX 7
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Raspberry Pi
http://en.wikipedia.org/wiki/Raspberry_Pi
http://www.raspberrypi.org/

Raspberry Pi - PwnPlug Hack Box
Pwnie Express - Raspberry-Pwn
http://pwnieexpress.com/blogs/pwnie/7977353-raspberry-pwn-a-pentesting-release-for-the-raspberry-pi
https://github.com/pwnieexpress/Raspberry-Pwn
http://www.thepowerbase.com/2012/06/pwnie-express-releases-raspberry-pwn-pentesting-suite/
Rogue Pi - A RPi Pentesting Dropbox
http://hackaday.com/2013/03/24/rogue-pi-a-rpi-pentesting-dropbox/
http://crushbeercrushcode.org/2013/03/developing-the-rogue-pi/
http://www.adafruit.com/blog/2013/03/29/developing-the-rogue-pi/
http://www.adafruit.com/blog/2013/03/25/rogue-pi-a-rpi-pentesting-dropbox/
PwnPi - Pen Test Drop Box Distro for the Raspberry Pi
http://seclist.us/2012/12/update-pwnpi-v3-0-a-pen-test-drop-box-distro-for-the-raspberry-pi.html
http://pwnpi.sourceforge.net/
Raspberry Pi - Power Strip
http://hackaday.com/2012/10/04/malicious-raspberry-pi-power-strip-looks-a-bit-scary/
http://gnurds.com/index.php/2012/10/02/raspberry-pi-power-strip/
http://securityaffairs.co/wordpress/15471/hacking/raspberry-pi-as-physical-backdoor.html
http://www.tunnelsup.com/tup/2013/05/08/raspberry-pi-phoning-home-using-a-reverse-remote-ssh-tunnel



* -LED Indicator

Little Extra Touches

GO ALONG WAY

HD PenCam - Mini 720p Video

Micra: 5D Storege 60 MHz 32-Bit CPU

Replay Button
Covert Case

Optional Decal

Type A Plug a®

USB Rubber Ducky Delux

BISHOP FOX

Fake polo shirts for target company
(get logo from target website)

Lock picks and pick guns

Fargo DTC515 Full Color ID Card ID Badge Printer
Label Printer and Badge Accessories

73


Presenter
Presentation Notes
HD PenCam - Mini 720p Video Camera & Recorder (SWVID-PEN720)
http://www.swann.com/s/products/view/?product=1343
http://www.amazon.com/Swann-PenCam-SWVID-PEN720-Surveillance-Network/dp/B008AUWOCO/

Brother QL-700 High-speed, Professional Label Printer
http://www.amazon.com/Brother-QL-700-High-speed-Professional-Printer/dp/B005TJMC0S/

Target Company Polo Shirts Made
Get company logo from website, and have generic polo shirts made up cheap

Badge Accessories
http://store.rfideas.com/badging-accessories-c52.aspx

Fargo DTC515 Full Color ID Card ID Badge Printer
http://www.amazon.com/Fargo-DTC-525-sublimation-capacity/dp/B000UWYSHE/
http://www.fargo.com/drivers.html
http://www.fargo.com/users_guides_pdf/DTC500_Series_L000699_UserGuide_(Rev.6.0_032906).pdf
Bought on Ebay, 25April2013 - $224.99 + $33.57 shipping

Lock Pick Gun and Lock Picking
http://www.lockpicks.com/dyno-kwick-pick.html
http://www.lockpicks.com/delux-snap-gun.html
http://www.lockpickshop.com/PGE.html
http://blog.opensecurityresearch.com/2013/01/getting-started-with-lock-picking.html


USB Rubber Ducky Red Team 3 Pack
https://hakshop.myshopify.com/collections/usb-rubber-ducky
http://usbrubberducky.com/
https://github.com/hak5darren/USB-Rubber-Ducky/wiki/My-first-payload
https://code.google.com/p/ducky-decode/
https://ducky-decode.googlecode.com/files/The USB Rubber Ducky Draft.doc
https://www.youtube.com/watch?v=NeDYD9nb7PM



USB Rubber Ducky Delux

QUICK PHYSICAL OWNAGE

Micro SD Storage

USB RUBBER DUCKY

THE MOST LETHAL DUCK EVER TO
GRACE AN UNSUSPECTING USB PORT

@&

| simple ducky payload.txt - Notepad

Eile Edit Format View Help

60 MHz 32-Bit CPU

Write

payloads with a simple scripting language
or online d generator including

i Encod

payload generator

Carry mulliple payloads, each on its
card

the micro SD card into the ducky then place
i USB drive enclosure for

REM My First Payload
WINDOWS r
DELAY 100
STRING hotepad.exe

your PCl

"If it quacks like a keyboard and
types like a keyboard, it must be

a keyboard.”

“Humans use keyboards, and
computers trust humans."

Duck Toolkit

This feature ks still in the Beta stages so i you encounter any kssuss please contact me and sxplaln the fssue. | will be o

Create a Script

-

Set arge = RIcript.Asguments:a = splitiazgeid), =/=)ilE
Set SBINLIHTTR = Createlbjedt ("MINOLLY XOIHTIPF™) icb00N
If cbIRCHTIP.Stacas = 200 Thenm

3ot choARGSTream = Crsatelbiect (“ADGDE.Jtream®) 1oblADOE

IHTIR
18 STRING ebjADOStream.Type = l:chjADCStresas . Write obiXMLEITF.Res;
1% ENTER
30 STRING 3at cbil30 = {xeacechbiect ("Scripring.lileSysse=thiect™)
: EWIER
2 ATETWL Ak ifNArvass TavaTaPile acaRsIfASe vass ~1ases Tar sk 200
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USB Rubber Ducky Red Team 3 Pack - 28Mar2014
https://hakshop.myshopify.com/collections/usb-rubber-ducky
http://usbrubberducky.com/
https://github.com/hak5darren/USB-Rubber-Ducky/wiki/My-first-payload
https://code.google.com/p/ducky-decode/
https://ducky-decode.googlecode.com/files/The USB Rubber Ducky Draft.doc
https://www.youtube.com/watch?v=NeDYD9nb7PM

Fran personal –  3x USB Rubber Ducky Red Team - bought for $139.99 on 28Mar2014


Credit Cards

CONTACTLESS PAYMENTS

BISHOP FOX
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Credit Card RFID

N FC

The following table breaks out the raw data from the magstripe and RFID interface to make it a little
easier when comparing the two.
http://blog. opensecurlt\aresearch.com;’2012,r'02,r'dec0nstruct|ng credit-cards-data.html
,)) Visa | DISCOVER express), O Track 1 Dala |
payvvave Zipr - J':"E'-"li’aﬂ e MagStripe RFID Value
% % Start
B B Format Code (B=Bank)
ISAOOOHNA2 DO K2 Primary Account Number (PAN)
i~ "~ Separator
IANTONIEWICZ SUPPLIED Last Name
i i ||Name Separator
BRAD NOT | First Name
"~ ||“ ||Separa10r
" n | Expiration Year
03 03 | Expiration Month
101 502 | service Code
(000000001000000003000000|(000000001000000637291901 ”Discrelionary Data
? 2 |End
Track 2 Data
i i |Start Track 2 Data
5X0000000ONKNN2 5X0000OVOKONK2 ||Primary Account Number (PAN)
= = ||Separa10r
11 1 | Expiration Year
03 03 |Expiration Month
101 502 |service Code
000000300001 0000072029191 ”Discrelionary Data
? ? |End
N/A I Trailing Data (Unknown)

BISHOP FOX 76




Credit Card RFID

Feb 2016
SKIMMIN G

e Point of Sale (PoS) —
keep under ~$30 and

tap your wallet

BISHOP FOX - 7


Presenter
Presentation Notes
http://www.alphr.com/technology/1002719/heres-how-to-protect-your-contactless-card-from-scammers-on-public-transport


Passports (Book]

RFID IN ID

BISHOP FOX

PASSPORT

N '.-_- ™ .;' 4
-|I-.".:- ;-l_:- b -:.,'.:I_l:'"

United Stat
of Amer

==
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Passport Books

RFID

G Golden Reader Tool

Pictore

=10f x|
Personat Data
Mame Surname
| VONJEEK ITHE HACKERS CHOICE
Date of Birth (dd.mm.yy) Mationality
| 00.00.00 | Unspecified Nationality TEETE R |
Sex valid until {dd.mm.yy) Read from Disk |
| Male | 99,99,99 Virite to Disk |
Document Number Document Type Reset Display |
| M3VONI33K | P
Issuer Optional Data

I Facial Image < | = |

I Unspecified MNationality I

Options

About... |

Printed MRZ

IP{X}Q{TI—E{H.M:ERS{C[-IOICE{{VONJEEK{{{{<<<{<<<<

Configuration |

Biometric Passport Security Issues

The biometric passport has been designed to have non-
traceable computer chip characteristics as well as a
number of preventative technologies including Passive
Authentication (PA) and Active Authentication (AA)

Table 1. Personal data encrypted in biometric passport

Country Code Sex type

Surmname Valid from to dates

Nationality Signature

In ONJ33EZ: 0000000M99933938 0z Clo;e
Arcess Cortrot
o’ BAC ﬁ Chip Authentication L]
— s} ATR/ATS 150-14443
ﬁ — ﬁ R S — In,.’a | 3h8a80014a434f503431563232317F nfa
Reading time
ﬁ Active Authentication I 10.14 | Seconds
Passive-Authentication togging

DG1 OnO00OO000000000 beis

", Signature EF.50D
" plgorithm RSA / SHAZSE

ﬁ Certificate-Chain ﬁ Revocation

10.02 : Sige EF_DG2: 20145 Bytes,

10.03 : DG2 read successfully.

10.03 : Hash Datagroup 2 OK.

10.03 : CBEFF Format Type 0003

10.03 : Facial Image Type 0000

10,02 : Image data type: JPEG

10,14 :The overall size is 26518

10.14  :The average reading speed was 20.92 kpbs.

mrpkey.py

Readers: ACS HF. ACS LAHF, PCSC
TAGS: 150-14443 ePassport/elD, JCOP IMRTD/vonJeek, NFC vonJeek

Read/ Write/Clone contents of Machine Readable Travel Document.

BISHOP FOX
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http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/hid-ids-epassport-inlays-ch-en.pdf
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/hid-govid-passport-datapage-br-en.pdf


Passport Books

RFID

74 ePassport Viewer elal=le
File More Configure Log Help

MRZ || Fleadl Histary |

Type Issuing Country Passport number I
P BEL EH123456 |
Name

SMITH

Surname

JOHN

Nationality

BEL

43 Applications Places System FETI a"mmdn- G - [F] wed 1Nov 10334 @ L[S
C] G (=)o)
e Edt View Trmnal Tabs Help

[xafd XOR Kice (kseed): bac08d9e71986a53e742¢e 864808001 0
[Sessi10n Key BMC:  cbecfBcladdadedb7df aBabcedBessa
Session Key MAC: sacadaadeaslSB45517¢11084ce5ed28

fcaleulate send Sequance countar:

sc:_ sizeesisomontac Date of birth Place of birth
File Length: 22
resing: o000 85-10-03 Huy
F.CW“ Length: 20
rag: sfol (LDS ve ]
Tangths @ Sex Authority
rag: 5136 (Unicode Version)
Ceegth: 8 M MO-DA-VE
Data: 303430303030
[rag: Sc (Tag List) - z
Length: 2 Date of issue Signature

Data Group: 61 (EF.DGI Data Recorded in MRZ)

Data Group: 75 (EF.DG2 Encoded Identification Features - FACE)

e=.coM stored in /tmp/EF_COM.BIN
select &5.500: Fils Length: 1628
reading: 00000

7. SC0 stored in /tmp/EF_S00.BIN

BOOTH 0920-11-07
L) t Date of Expiry
PHILIP ALPHAEUS

e e il
P otion. 23/05/68
o1 ,l;:: Sn;m,z&m,,sm m Issisog State or Organisation P<BELSMITH<<JOHN< << eSS
W?gf::'ﬁ::':;dg o s M United Kingdon EH123456<0BEL8510035M 1508075« << <<<ccc<z<c<(2
S bum et ety

Name:  BOOTH<<PHILIP<ALPHAEUS ¢4 <<esensscasaces
Passport Number: 800133776
Check Digit: 1

26/05/16

Personal Number  Optional

e
Date of Birth: 680523
Check Digit: ©

Sex: M

Date of Expiry: 160526

check Digit: 2
Parsonal Wumbar or other optional slemants: cccccccccccces |

Goroority Chuck Digit: 4 P<GBRBOOTHC<PHILTP<CALPHAEUSK<<CLLLLLLLLLLLLL
iy 8001337761GBRES05230M1605262¢<{LLLLLLLLK<€04

[Reading: 00000
[eF.0G2:  IPEG image stored in /tmp/EF_DGZ.JPG

EF.m.z stored in /tmp/EF_DG2.BIN b sicbrsriont | il

5 (@ y =1 @ storing e Sereenshot I
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UHF Hacking

JULTRA

BISHOP FOX
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Enhanced Licenses

RFID

Standard vs. Enhanced License Comparison
RFID))

. MINNESOTA
DRIVER'S LICEN“"_"‘"

ENHANCED

GAYLE ELIZABETH SANFLE

123 WA STREET NORTHWEST
MINNEAFOLIS, M 12245-0000
Date =i Sinn 05-22-1858
San

U.S. Permanent Resident Card
(“Green card”) - UHF RFID

S5UED 112012 E¥SRES 05-22-2016

Laser engraved
finge rprint

i‘:ard Expires: 081‘21“‘7 N
Resident Since: ~ 08/21/07 -

>
%.\ WU _
{ thmlF!\Il-l LA LELLE 2 ¥

ABDCAL CRARBANC I SHARRATAD ST

BEOSHr

us Flag MRZIOCR
{new o a drivers Boansa)

12345678910

G|||l|||||||||l|||
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http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/uscis_issues_redesigned_green_card_fact_sheet.pdf


UHF - RFID Gear

ULTRARHIGH FREQUENCY

RFID ME: USB Dongle UHF Reader /Writer
Contrel  Edit  View Help
| AllReaders | == MTI RFID ME 00-00-00-01 | MTI RFID ME
Reader Hardware Software Action State

o ﬁ' Reader Information
+ 5 I 00060651 <6 ~maamy,
Read Count: 22
> RSSD: | 0%
- I:I—~41 03-04-52-45
50 peslUERISETR000Z6HERHE ass IGen28602960Nhz]
E@@m@@&m&:@@zﬂ Read Count: .
> RSSI: | o
) n:u_ns-arrf
Read Count: XU.S. Greencard j
> RSSD: | | 0%
< Scan Control
(Sswmpsen] for 120 (-] seconcs s
. X
\_‘ Inventoried 76 tags in 37 seconds (1.99964 tags/second )
N

BISHOP FOX

[ MTI RFID ME 00-00-0... [AP]MTIRU-888 RF... [AP]MTIRU-888 RF... Scanning
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RFID ME: USB Dongle UHF Reader /Writer
http://www.amazon.com/gp/product/B0050MBFE8/

50pcs UHF ISO18000-6c EPC Class1 Gen2 860-960mhz Long-range Passive Rfid Tag Card
http://www.amazon.com/gp/product/B00JPXHJ5W/

#########
UHF – EPC Gen 2 Standards:
Info:
http://en.wikipedia.org/wiki/Ultra_high_frequency
UHF Class 1 Gen 2 Standard v. 2.0.0.PDF
http://www.gs1.org/sites/default/files/docs/uhfc1g2/uhfc1g2_2_0_0_standard_20131101.pdf
Gen 2v2 Fact Sheet .PDF
http://www.gs1.org/sites/default/files/docs/uhfc1g2/EPC%20Gen2v2%20Fact%20Sheet.pdf
ISO/IEC 18000-6:2010
http://www.iso.org/iso/catalogue_detail.htm?csnumber=46149


UHF Custom Tools

RFID

Reading EPC GenZ2 F|na| Read Range
1W of RF power — 70W tag on this tiny person,

217 feet away

. 18dB power increase

. 9dB range increase (radar range equation)
. 6dBi antenna — 13dBi antenna

. 7dB antenna gain increase

. 3.5dB range increase

. Overall, 9 + 3.5 = 12.5dB range increase

. 30 feet reference range + 12.5dB == 565 feet

T1D253 RFID MythBusting
Chris Paget

BISHOP FOX 84



Defenses
AVOID BEING PROBED

BISHOP FOX
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Defenses

FLY GEAR

SKINNY JEANS

Because they're the most penis-compressiness, sperm-killingiss,
testicle-grippiness jeans Yosemite Sam ever tried on.

«  RFID Blocking Skinny Jeans
«  RFID Blocking Vests, Blazers, and Clothes

«  RFID Blocking Bags and Backpacks

READY ACTIVE JEANS
& WORK-IT BLAZER ® Norton ‘ Betabrand

PROTECTED BY NORTON

BISHOP FOX 86
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RFID Blocking Gear
http://thestack.com/rfid-blocking-blazer-jeans-wireless-identity-theft-171214
https://www.betabrand.com/blog/33531/betabrand-norton-creates-worlds-first-rfid-blocking-jeans-blazer
http://www.thinkgeek.com/tshirts-apparel/bags-backpacks-luggage/?icpg=gy_181a
http://www.thinkgeek.com/product/1bd3/?srp=2


Defenses

RECOMMENDATIONS

«  Consider implementing a more secure, active RFID
system (e.q. "contactless smart cards") that
incorporates encryption, mutual authentication, and
message replay protection.

«  Consider systems that also support 2-factor
authentication, using elements such as a PIN pad or -y
biometric inputs. . t

< 2

«  Consider implementing physical security infrusion and @
anomaly detection software. a

«  Implement “feel tests” by guards to ensure badges are &

not fake printed badges

HID Global - Best Practices in Access Control White Paper (PDF)
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HID Global - Best Practices in Access Control White Paper (PDF) – 20Apr2012
https://www.hidglobal.com/node/16181
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/hid_global_best_practices_in_access_control_white_paper_04-20-2012.pdf

Physical Security Resources
http://www.sans.org/reading_room/whitepapers/physcial/ 
http://csrc.nist.gov/publications/PubsFL.html#Physical%20&%20Environmental%20Protection 
http://csrc.nist.gov/groups/SMA/fasp/areas.html#physical 
http://www.csoonline.com/topic/221490/Physical_Security 

“Feel tests” on Badges.  See: US Dept of Justice – Law Enforcement Guide to False Identification and Illegal ID Use
http://www.udetc.org/documents/FalseIdentification.pdf

RFID Security – Frank Thorton - July 7, 2005
http://www.amazon.com/RFID-Security-Frank-Thornton/dp/1597490474/

NIST SP 800-98: Guidelines for Securing Radio Frequency Identification (RFID) Systems – April2007
http://csrc.nist.gov/publications/nistpubs/800-98/SP800-98_RFID-2007.pdf

Hackin9 Magazine - Hacking RFID - 8/2011 
http://hakin9.org/hacking-rfid-82011/

Hackin9 Magazine – Free Article - RFIDOT for Mac OSX Article
http://hakin9.org/download/?did=106

RSA Labs – RFID Security and Privacy
http://www.rsa.com/rsalabs/node.asp?id=2115

HID Indala FlexSecur Technology – White Paper (PDF)
https://www.hidglobal.com/sites/hidglobal.com/files/resource_files/indala-flexsecur-wp-en.pdf

RFID Hacking – Wikis, Tutorials, and Other
http://wiki.yobi.be/wiki/RFID
http://www.abrfid.com/RFID_305
http://blog.threatforward.com/2010/12/08/the-eye-of-the-enemy-is-gazing-upon-static-proximity-cards/
http://www.openpcd.org/HID_iClass_demystified
http://rfidtoys.net/forum/default.asp
http://www.rfid-handbook.de/english/
http://hackaday.com/tag/rfid/
http://contactless.wordpress.com/security-concerns/
http://blog.tenablesecurity.com/2010/03/the-mid-atlantic-regional-ccdc-2010-event---part-ii.html
http://www.dhs.gov/xlibrary/assets/foia/US-VISIT_RFIDattachE.pdf

RFID Glossaries
http://www.smartcardbasics.com/smart-card-glossary.html
http://www.rfidjournal.com/article/glossary

RFID Info – Articles
http://www.rfidjournal.com/
http://www.avoine.net/rfid/

RFID - Detecting Cloned Badges
http://eprints.utas.edu.au/792/1/Detecting_Clone_Radio_Frequency_Identification_Tags.pdf
http://www.ingentaconnect.com/content/ind/ijrfita/2011/00000003/f0020001/art00002
http://www.researchgate.net/publication/224372357_Intrusion_detection_in_RFID_systems


Defenses

RECOMMENDATIONS

« Instruct employees not to wear their badges in
prominent view when outside the company premises.

«  Utilize RFID card shields when the badge is not in use
to prevent drive-by card sniffing attacks. s
SECURE FASTENER
«  Physically protect the RFID badge readers by using
security screws that require special tools to remove the
cover and access security components.

«  Employ the tamper defect mechanisms to prevent y

badge reader physical tampering. All readers and \‘\
doors should be monitored by CCTV.

y

8 A
® 3 ol
|

7 HID Global - Physical Reader Security, Tamper, and Supervisor Features (PDF)
B I S H O P F 0 (N http://www.hidglobal.com/physical-reader-security-tamper-and-supervisor-features
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HID Global - Best Practices in Access Control White Paper (PDF) – 20Apr2012
https://www.hidglobal.com/node/16181

HID Global - Physical Reader Security, Tamper, and Supervisor Features.PDF
http://www.hidglobal.com/sites/hidglobal.com/files/0112_an_en.pdf
http://www.hidglobal.com/physical-reader-security-tamper-and-supervisor-features 

Security Screws
http://www.instructables.com/id/How-to-open-security-screws/
http://www.brycefastener.com
http://www.losspreventionfasteners.com
DEWALT DWAX200 Security Screwdriving Set, 31-Piece
http://www.amazon.com/gp/product/B00C1XZIJC

RFID - Blocking Wallets and Sleeves
http://www.difrwear.com/
http://www.idstronghold.com/Show-All-Products/products/4/
http://www.idstronghold.com/Secure-Sleeves-for-ID-Payment-Cards-IDSH1003-001-/productinfo/IDSH1003-001/
http://www.idstronghold.com/
http://www.thinkgeek.com/product/8cdd/
http://www.thinkgeek.com/product/910f/
http://www.thinkgeek.com/product/181a/
http://www.adafruit.com/products/1091 
http://www.adafruit.com/products/999 

FIPS 201-1, Personal Identity Verification (PIV) of Federal Employees and Contractors - FIPS-201-1-chng1.pdf
http://csrc.nist.gov/publications/fips/fips201-1/FIPS-201-1-chng1.pdf 



Defenses

RECOMMENDATIONS

«  Cryptographic distance-bounding protocols that
measure accurately the roundrip delay of the radio
signal countermeasure to relay attacks. i

«  Open Supervised Device Protocol (OSDP) w/ Secure |

Channel Protocol (SCP) for secure initial pairing of
readers/controllers to prevent MITM atfacks.

Wiring Diagram: Wiegand Vs. OSDP
a
a
8 @ a
a = @ a
a o a _—
a a6 a
a
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Open Supervised Device Protocol (OSDP) w/ Secure Channel Protocol (SCP)
http://www.hidglobal.com/blog/open-standards-drive-access-control-improvements-including-better-ways-connect-readers-and
https://www.hidglobal.de/doclib/files/resource_files/OSDP%20White%20Paper%20V1.pdf
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/iclass-osdp-readers-ds-en.pdf

Cryptographic distance-bounding protocols
http://www.rfidblog.org.uk/RFIDdistancebound-Securecomm2005.pdf


Detfenses (Broken)

SOMEDON'T...EXAMPLE. ..
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Defensive RFID Blocking Shields
* Shmoocon 2012 - Kristin Paget - Credit Card Fraud The Contactless Generation

Shmoocon 2012 - Kristin Paget - Credit Card Fraud: The Contactless Generation
Bl S H O P F OZ http://www.shmoocon.org/2012/presentations/Paget_shmoocon2012-credit-cards.pdf 90
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Shmoocon 2012 - Kristin Paget - Credit Card Fraud: The Contactless Generation
http://www.shmoocon.org/2012/presentations/Paget_shmoocon2012-credit-cards.pdf
http://www.shmoocon.org/2012/videos/CreditCardFraud.m4v

RFID - Blocking Wallets and Sleeves
http://www.difrwear.com/
http://www.idstronghold.com/Show-All-Products/products/4/
http://www.idstronghold.com/Secure-Sleeves-for-ID-Payment-Cards-IDSH1003-001-/productinfo/IDSH1003-001/
http://www.idstronghold.com/
http://www.thinkgeek.com/product/8cdd/
http://www.thinkgeek.com/product/910f/

Green Card
Since May 11, 2010, new Green Cards contain an RFID chip[10] and can be electronically accessed at a distance. They are shipped with a protective sleeve that claims to protect the card from remote access.
http://en.wikipedia.org/wiki/Permanent_residence_%28United_States%29
http://fcw.com/articles/2010/05/13/us-issues-redesigned-rfid-green-cards.aspx




Defenses

ACTIVE BLOCKING

GuardBunny vs RFID

MIFARE Classic iClass

Passively powered, active device J / /
Communicates via load modulation J / /
Memory 4 bits Up to 4K Up to 4K

Non-volatile storage X / J
Has CPU X v Ve

Shmoocon 2016 - Be Free, Little GuardBunny - Kristin Paget - 17Jan2016

Bl S H o P F OZ https://archive.org/details/Be_Free_Little_Guardbunny 91
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Shmoocon 2012 - Kristin Paget - Credit Card Fraud: The Contactless Generation
http://www.shmoocon.org/2012/presentations/Paget_shmoocon2012-credit-cards.pdf
http://www.shmoocon.org/2012/videos/CreditCardFraud.m4v

RFID - Blocking Wallets and Sleeves
http://www.difrwear.com/
http://www.idstronghold.com/Show-All-Products/products/4/
http://www.idstronghold.com/Secure-Sleeves-for-ID-Payment-Cards-IDSH1003-001-/productinfo/IDSH1003-001/
http://www.idstronghold.com/
http://www.thinkgeek.com/product/8cdd/
http://www.thinkgeek.com/product/910f/

Green Card
Since May 11, 2010, new Green Cards contain an RFID chip[10] and can be electronically accessed at a distance. They are shipped with a protective sleeve that claims to protect the card from remote access.
http://en.wikipedia.org/wiki/Permanent_residence_%28United_States%29
http://fcw.com/articles/2010/05/13/us-issues-redesigned-rfid-green-cards.aspx




Thank You

Bishop Fox — see for more info:
htto: / /www.bishoptox.com/resources,/tools /rfid-hacking/

BISHOP FOX
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