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NEW Tools - Demos 
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BADGE ATTACKS 
ICLASS BADGE READING/CLONING 



Methodology 
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3  S T E P  A P P R O A C H 

1. Silently steal badge info 

2. Create card clone 

3. Enter and plant backdoor 



Tastic RFID Thief 
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L O N G  R A N G E  R F I D  S T E A L E R 

Presenter
Presentation Notes
YouTube - RFID Hacking: Using the Tastic RFID Thief w HID iCLASS R90 Long Range Reader - 06Aug2014https://www.youtube.com/watch?v=_0toZjA2hW8iCLAS – R90 Reader:https://www.hidglobal.com/products/readers/iclass/r90



iCLASS Cloner 
X F P G A . C O M  -  F R O M  C H I N A 

Uses: OmniKey CardMan 5321 USB - RFID Reader (13.56 Mhz) 
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~$218 USD 

• http://www.xfpga.com/html_products/iclass-
card-cloner-en-82.html 

• Read/Write iCLASS cards using “Standard 
Security” only (not “High” or “Elite”) 

• Requires older 32bit driver, and won’t let you 
run in a VM (so Win32 actual install necessary) 

• Built from original ContactlessDemoVC.exe 

• USB hardware licensing dongle shipped 

Presenter
Presentation Notes
xfpga.com - iCLASS Cloner  (from China)http://www.xfpga.com/html_products/iclass-card-cloner-en-82.htmlDownload:  http://www.xfpga.com/download/iClass%20Cloner%20V3020140831.zipRead and clone iCLASS RFID cards (for "Standard Security" mode only).-------------------------------------------VMWare restriction:You can work around the VM restriction just by adding this to your .vmx file:isolation.tools.getVersion.disable = "TRUE"-------------------------------------------##############$190 + $28 shipping = $218.00 USD  (via PayPal payment to: xfpga@hotmail.com)* NOTE: he doesn't list this PayPal option, but does accept itFran bought copy:  06Feb2015$190 + $28 shipping = $218.00 USD  (via PayPal payment to: xfpga@hotmail.com)* NOTE: he doesn't list this PayPal option, but does accept itShipped a small USB dongle license key required to run software.##############Video DEMOs:Official Demo: http://v.youku.com/v_show/id_XNjcyNzA1Njk2.htmlConference Talk Demoing this tool (time 27:32):http://www.irongeek.com/i.php?page=videos/derbycon4/t110-advanced-red-teaming-all-your-badges-are-belong-to-us-eric-smithhttps://www.youtube.com/watch?v=TNY3AZGXw1s&feature=player_detailpage#t=1652		##############Hardware:Uses: OmniKey CardMan 5321 USB - RFID Reader (13.56 Mhz) - (~$75.19 on Amazon)http://www.amazon.com/HID-OMNIKEY-Smart-Reader-Writer/dp/B003JI9SYE/http://www.amazon.com/HID-OMNIKEY-Smart-Reader-Writer/dp/B00AM2E93U/http://www.hidglobal.com/products/readers/omnikey/5321http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/omnikey-5321-v2-usb-reader-en-ds.pdfOLDER DRIVER: necessary for iCLASS card writing (newer versions have writing disabled):Driver Downloads:  OMNIKEY/HID 5x21/5x25/63x1, Version 1.2.3.1https://plus.google.com/114477286147678960240/posts/DV9DgkG1XAQhttps://docs.google.com/open?id=0B8KmGSpv5sahNTVmM2ZiZjEtZGVkMS00MDk0LWFhM2YtOWUzYzlmOTM1Yzhi http://www.xfpga.com/download/iClass%20Cloner%20V3020140831.zip  (also found in this zip)OLDER API (containing ContactlessDemoVC.exe):  CardMan_Synchronous_API_V1_1_1_4.exeDownload:  http://tajfun.am.gdynia.pl/execs/els/omnikey-cardman3121/CardMan_Synchronous_API_V1_1_1_4.exe##############Note - iCLASS Security Modes:*Note: only works when target is using iCLASS in "Standard Security" mode, but not "High Security" or "iCLASS Elite" mode.  Difference is using the default iCLASS encryption keys for mutual authentication or custom changed keys.  More info on this, see:Chaos27th-Analyzing a Modern Cryptographic RFID System-Dec2010 - )Slide 16)http://events.ccc.de/congress/2010/Fahrplan/events/4114.en.htmlhttp://events.ccc.de/congress/2010/Fahrplan/attachments/1784_HID-iClass-27C3.pdfhttps://www.youtube.com/watch?v=210gXq7r7nMStandard Security: two keys are shared across all HID readers world-wide. Swiping any standard security card in front of a standard security reader results in \beep-n-blink" of the reader. Cards are provided by HID and have a unique combination of a card ID (not UID) and a facility ID.High Security: system specic keys for each installation. As the authentication keys dier, Standard Security cards and cards from other system won't result in `beep-n-blink" of the reader.iCLASS Elite: like High Security, but keys maintained by HID customer gets preprogrammed cards.Also see for iCLASS security modes (Standard, High, Elite) - more info:http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/cp400_security_faq_en_0.pdf##############NOTE - Older Drivers to Write iCLASS Cards:More info see: http://www.openpcd.org/HID_iClass_demystified#Demonstration_Software"In a attempt to stop copying HID iCLASS standard security cards, HID global removed ContactlessDemoVC.exe' from the latest drivers and SDK sources. Additionally the write requests are now blocked with a 6986 error code by the driver. By installing the older SDK version CardMan_Synchronous_API_V1_1_1_4.exe and OMNIKEY5x21_V1_2_3_1.exe driver you can work around that limitation. "Required Driver:  OMNIKEY/HID 5x21/5x25/63x1, Version 1.2.3.1Driver for RFID Reader:Zip comes with necessary older driver to for OmniKey CardMan 5321 USB Reader.  Necessary for doing iCLASS card writing, as this capability was intentially disabled in newer versions of the driver.	Driver Downloads:  OMNIKEY/HID 5x21/5x25/63x1, Version 1.2.3.1Driver can be found in xfpga.com software download zip:http://www.xfpga.com/download/iClass%20Cloner%20V3020140831.zipAlso can also get that driver in: OMNIKEY5x21_V1_2_3_1.exe, see:https://plus.google.com/114477286147678960240/posts/DV9DgkG1XAQhttps://docs.google.com/open?id=0B8KmGSpv5sahNTVmM2ZiZjEtZGVkMS00MDk0LWFhM2YtOWUzYzlmOTM1Yzhi****Another note, there is only a Windows 32bit driver tto get this to work, so you cant run the cloner on a 64bit Windows machine.  ALSO, the xfpga.com - iCLASS cloner doesn't let you run the software in a VM, so you physically have to have a 32bit MS Windows isntall laptop/server to get this thing to work.  Also has a physical USB donger licensing protection.  Huge pain.Driver files in dir W32:cxru0wdm.catcxru0wdm.infcxru0wdm.sysreadme_cm5x21_5x25.txtOther older software for the OmniKey 5321:http://www.proxmark.org/files/Various%20Hardware/OMNIKEY%205x21/ ##############In Relation to ContactlessDemoVC.exe  (from the CardMan_Synchronous_API_V1_1_1_4.exe)More info see: http://www.openpcd.org/HID_iClass_demystified#Demonstration_Softwarexfpga.com iCLASS cloner is really just a modified pay version of an old sample program given out by HID in ther API:Download:  CardMan_Synchronous_API_V1_1_1_4.exehttp://tajfun.am.gdynia.pl/execs/els/omnikey-cardman3121/CardMan_Synchronous_API_V1_1_1_4.exeLooking at the EXE info of the xfpga.com's "iClass Cloner 30.exe", it still even says the name:  "ContactlessDemoVC.exe"See util to examine .EXE info:  http://www.nirsoft.net/utils/exeinfo.html-------------------------------------------------------------------------------------------OmniKey CardMan 5321 USB - RFID Readerhttp://www.hidglobal.com/products/readers/omnikey/5321http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/omnikey-5321-v2-usb-reader-en-ds.pdfhttp://www.amazon.com/HID-OMNIKEY-Smart-Reader-Writer/dp/B00AM2E93U/x2 – both Fran personal devices – bought on Amazon 20Mar2013 for $75.19 each (total $188.83)Open Security Research - Using the OmniKey CardMan 5321/5325 in Kali Linux - 16Oct2013http://blog.opensecurityresearch.com/2013/10/using-omnikey-cardman-53215325-in-kali.htmlhttp://nosedookie.blogspot.com/2011/06/using-omnikey-cardman-53215325-in.htmlhttps://github.com/OpenSecurityResearch/cardman_install_fixThe OMNIKEY® 5321 is a dual interface PC-linked reader that reads/writes to both a 13.56 MHz contactless smart card and virtually any contact smart card. The dual interface feature economically supports end-user environments where both contactless and contact smart card technology may be in use. The reader supports contactless smart cards with up to 848kbps in the fastest ISO 14443 transmission mode. Key Features Contactless Smart Cards supported Philips: MIFARE®, DESFire®, MIFARE ProX®,�SMART MX, and i.codeHID: iCLASS®Texas Instruments: TagIT®ST Micro: x-ident, SR 176, SR 1X 4KInfineon: My-d (in secure mode UID only)Atmel: AT088RF020KSW MicroTech: KSW TempSensJCOP in RSA mode



iCLASS Cloner 
NEW – Bishop Fox – FREE Edition 
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UPDATE 

Read / Write to HID iCLASS Cards: 
• https://blog.kchung.co/reverse-engineering-hid-iclass-master-keys/ 
• https://github.com/ColdHeat/iclass 

Presenter
Presentation Notes
https://blog.kchung.co/reverse-engineering-hid-iclass-master-keys/https://github.com/ColdHeat/iclass



Tastic RFID Thief 
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L O N G  R A N G E  R F I D  S T E A L E R 

Presenter
Presentation Notes
Rolling Stone - Mr. Robot: Four of the Shows Best Hacks, Explained - 13July2016http://www.rollingstone.com/tv/features/mr-robot-four-of-the-shows-best-hacks-explained-20160713Wired.com - Tastic RFID Thief - A Peek Inside Mr. Robots Toolbox - 26Aug2015http://www.wired.com/2015/08/peek-inside-mr-robots-toolbox/Engadget - The many (surprisingly realistic) hacks of Mr. Robot - 29Aug2015http://www.engadget.com/2015/08/29/the-many-surprisingly-realistic-hacks-of-mr-robot/CLIPS:Dropbox - Mr.Robot.S01E05-BishopFox-Tastic_RFID_Thief-22July2015.mp4 https://dl.dropboxusercontent.com/u/37051339/Videos/Hacking/Mr.Robot.S01E05-RFID-22July2015/Mr.Robot.S01E05-BishopFox-Tastic_RFID_Thief-22July2015.mp4Dropbox - Mr.Robot.S01E05-RaspberryPi_Backdoor-22July2015.mp4 https://dl.dropboxusercontent.com/u/37051339/Videos/Hacking/Mr.Robot.S01E05-RFID-22July2015/Mr.Robot.S01E05-RaspberryPi_Backdoor-22July2015.mp4



BADGE ATTACKS 
BACKDOOR DEVICES 



Raspberry Pi 
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M A I N T A I N I N G  A C C E S S 

• Raspberry Pi – cheap alternative (~$35) to Pwn Plug/Power Pwn 
• Tastic 3D Case for RaspPi Backdoor Hidden Backdoor Device 

Presenter
Presentation Notes
Raspberry Pihttp://en.wikipedia.org/wiki/Raspberry_Pihttp://www.raspberrypi.org/Raspberry Pi - PwnPlug Hack BoxPwnie Express - Raspberry-Pwnhttp://pwnieexpress.com/blogs/pwnie/7977353-raspberry-pwn-a-pentesting-release-for-the-raspberry-pihttps://github.com/pwnieexpress/Raspberry-Pwnhttp://www.thepowerbase.com/2012/06/pwnie-express-releases-raspberry-pwn-pentesting-suite/Rogue Pi - A RPi Pentesting Dropboxhttp://hackaday.com/2013/03/24/rogue-pi-a-rpi-pentesting-dropbox/http://crushbeercrushcode.org/2013/03/developing-the-rogue-pi/http://www.adafruit.com/blog/2013/03/29/developing-the-rogue-pi/http://www.adafruit.com/blog/2013/03/25/rogue-pi-a-rpi-pentesting-dropbox/PwnPi - Pen Test Drop Box Distro for the Raspberry Pihttp://seclist.us/2012/12/update-pwnpi-v3-0-a-pen-test-drop-box-distro-for-the-raspberry-pi.htmlhttp://pwnpi.sourceforge.net/Raspberry Pi - Power Striphttp://hackaday.com/2012/10/04/malicious-raspberry-pi-power-strip-looks-a-bit-scary/http://gnurds.com/index.php/2012/10/02/raspberry-pi-power-strip/http://securityaffairs.co/wordpress/15471/hacking/raspberry-pi-as-physical-backdoor.htmlhttp://www.tunnelsup.com/tup/2013/05/08/raspberry-pi-phoning-home-using-a-reverse-remote-ssh-tunnel



READER ATTACKS 
BADGE READER MITM IMPLANTS 



Reader Attacks 
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T A S T I C – M I T M  A T T A C K 

• Insert in door reader of target 
building – record badge #s 

• Tastic RFID Thief’s PCB could be 
used similiarly for MITM attack 

+ 

Presenter
Presentation Notes
Gecko - Wiegand MITM Toolhttp://www.blackhat.com/presentations/bh-dc-08/Franken/Presentation/bh-dc-08-franken.pdfhttp://www.darkreading.com/management/gecko-penetrates-building-access-system/211201067http://www.wired.com/threatlevel/2007/08/open-sesame-acc/http://securitysolutions.com/cards_readers/security_hacker_defcon_convention/Tastic RFID Thief – PCB - RepurposedAlthough it wasn‘t originally designed for this purpose, the Tastic RFID Thief PCB could easily be re-purposed to perform this type of MITM attack against the reader of the front door of the building you are targeting, recording badge #‘s as people enter the building.  Could use the bluetooth, SMS messaging, or other Arduino add-on‘s to make it easy to remotely access the stolen badge info.http://www.bishopfox.com/resources/tools/rfid-hacking/Vampire Taps – Wire Splice Tapshttp://en.wikipedia.org/wiki/Vampire_tapLockitt POSI-TAP – wire connectors:http://www.amazon.com/Lockitt-POSI-TAP-Assortment-connectors-10-22/dp/B00CMC5DII/http://www.amazon.com/Posi-Lock%C2%AE-Assortment-pack-connectors-10-24/dp/B00CHQ0F1E/https://www.google.com/search?q=%22Tap%20Splice%22&tbm=vidhttp://www.homedepot.com/p/Gardner-Bender-22-18-AWG-Red-Tap-Splice-Wire-Connectors-5-Pack-15-2218/202522457http://www.homedepot.com/p/Gardner-Bender-Tap-Splice-Assortment-22-10-AWG-Terminal-and-Connector-Kits-and-Assortments-10-per-clam-15-2210/202522123http://www.gardnerbender.com/en/products/terminations/tap-splicehttp://www.wiringdepot.com/product_info.php?products_id=2221&osCsid=98ea1afba9b40b313f2db6a1c151a253Open Security Research - Brad Antoniewicz - RFID Reader and Controller Attack ToolsArduino Code - Open the Badge Reader to Attack the Controller Directly via Wiegand InterfaceArduino Wiegand Skimmer and Emulator - Arduino_Vertx_ProxPoint_Skimmer.inohttp://blog.opensecurityresearch.com/2012/12/hacking-wiegand-serial-protocol.htmlhttps://github.com/brad-anton/VertX/blob/master/Arduino_Vertx_ProxPoint_Skimmer.ino



Reader Attacks 
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T A S T I C – M I T M  A T T A C K 

+ 
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Presentation Notes
Gecko - Wiegand MITM Toolhttp://www.blackhat.com/presentations/bh-dc-08/Franken/Presentation/bh-dc-08-franken.pdfhttp://www.darkreading.com/management/gecko-penetrates-building-access-system/211201067http://www.wired.com/threatlevel/2007/08/open-sesame-acc/http://securitysolutions.com/cards_readers/security_hacker_defcon_convention/Tastic RFID Thief – PCB - RepurposedAlthough it wasn‘t originally designed for this purpose, the Tastic RFID Thief PCB could easily be re-purposed to perform this type of MITM attack against the reader of the front door of the building you are targeting, recording badge #‘s as people enter the building.  Could use the bluetooth, SMS messaging, or other Arduino add-on‘s to make it easy to remotely access the stolen badge info.http://www.bishopfox.com/resources/tools/rfid-hacking/Vampire Taps – Wire Splice Tapshttp://en.wikipedia.org/wiki/Vampire_tapLockitt POSI-TAP – wire connectors:http://www.amazon.com/Lockitt-POSI-TAP-Assortment-connectors-10-22/dp/B00CMC5DII/http://www.amazon.com/Posi-Lock%C2%AE-Assortment-pack-connectors-10-24/dp/B00CHQ0F1E/https://www.google.com/search?q=%22Tap%20Splice%22&tbm=vidhttp://www.homedepot.com/p/Gardner-Bender-22-18-AWG-Red-Tap-Splice-Wire-Connectors-5-Pack-15-2218/202522457http://www.homedepot.com/p/Gardner-Bender-Tap-Splice-Assortment-22-10-AWG-Terminal-and-Connector-Kits-and-Assortments-10-per-clam-15-2210/202522123http://www.gardnerbender.com/en/products/terminations/tap-splicehttp://www.wiringdepot.com/product_info.php?products_id=2221&osCsid=98ea1afba9b40b313f2db6a1c151a253Open Security Research - Brad Antoniewicz - RFID Reader and Controller Attack ToolsArduino Code - Open the Badge Reader to Attack the Controller Directly via Wiegand InterfaceArduino Wiegand Skimmer and Emulator - Arduino_Vertx_ProxPoint_Skimmer.inohttp://blog.opensecurityresearch.com/2012/12/hacking-wiegand-serial-protocol.htmlhttps://github.com/brad-anton/VertX/blob/master/Arduino_Vertx_ProxPoint_Skimmer.ino



CONTROLLER 
ATTACKS 
VERTX CONTROLLER SEACH/EXPLOIT 



Controller Attacks 
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J A C K E D  I N  

• HID VertX Controller – Default Open Ports: 
• FTP (21), Telnet (23), HTTP (80) 

• HID VertX Controller – Connect via FTP / Telnet / 
HTTP with Default Admin Creds: root/pass  

• Banner grabbing for HID VertX controller discovery 
• Can also find using SHODAN search engine 

 

Port Scanning and Banner Grabbing - Targetting HID Controllers Over Network 

Presenter
Presentation Notes
Brad Projects - HID VertX V2000 Default Password - 19July2011http://nosedookie.blogspot.com/2011/07/hid-vertx-v2000-default-password.htmlBrad Projects - Identifying and Querying HID VertX Controllers On The Network - VertX_Query.py - 14July2011http://nosedookie.blogspot.com/2011/07/identifying-and-querying-hid-vertx.htmlSHODAN – Searching for HID VertX Devices:http://en.wikipedia.org/wiki/Shodan_%28website%29Examples – HID VertX queries:https://www.shodan.io/search?query=Axis+Developer+Board+LX+release+2.2.0https://www.shodan.io/search?query=Linux+2.4.26+on+a+cris+%280%29https://www.shodan.io/search?query=VertXController+loginSHODAN Diggity – Part of Bishop Fox’s SearchDiggity toolAutomate searching and saving rsults from SHODAN querieshttp://www.bishopfox.com/resources/tools/google-hacking-diggity/attack-tools/#searchdiggity-v-3 http://www.bishopfox.com/wp-content/gallery/google-hacking-diggity-media-gallery/8-shodan_diggity-1.jpghttp://en.wikipedia.org/wiki/Shodan_%28website%29#Automated_Search_Tools
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J A C K E D  I N  

Port Scanning and Banner Grabbing - Targetting HID Controllers Over Network 
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Presentation Notes
Brad Projects - HID VertX V2000 Default Password - 19July2011http://nosedookie.blogspot.com/2011/07/hid-vertx-v2000-default-password.htmlBrad Projects - Identifying and Querying HID VertX Controllers On The Network - VertX_Query.py - 14July2011http://nosedookie.blogspot.com/2011/07/identifying-and-querying-hid-vertx.htmlSHODAN – Searching for HID VertX Devices:http://en.wikipedia.org/wiki/Shodan_%28website%29Examples – HID VertX queries:https://www.shodan.io/search?query=Axis+Developer+Board+LX+release+2.2.0https://www.shodan.io/search?query=Linux+2.4.26+on+a+cris+%280%29https://www.shodan.io/search?query=VertXController+loginSHODAN Diggity – Part of Bishop Fox’s SearchDiggity toolAutomate searching and saving rsults from SHODAN querieshttp://www.bishopfox.com/resources/tools/google-hacking-diggity/attack-tools/#searchdiggity-v-3 http://www.bishopfox.com/wp-content/gallery/google-hacking-diggity-media-gallery/8-shodan_diggity-1.jpghttp://en.wikipedia.org/wiki/Shodan_%28website%29#Automated_Search_Tools
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J A C K E D  I N  

Port Scanning and Banner Grabbing - Targetting HID Controllers Over Network 
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Presentation Notes
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J A C K E D  I N  

Port Scanning and Banner Grabbing - Targetting HID Controllers Over Network 
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Presentation Notes
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GETTING UP TO SPEED 



Badge Basics 
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F R E Q U E N C I E S 

Presenter
Presentation Notes
RFID Card/Tag Types:http://rfidiot.org/#Tag_Galleryhttp://blog.threatforward.com/2010/03/02/cards-side-by-side/https://code.google.com/p/cardpeek/source/browse/trunk/dot_cardpeek_dir/scripts/etc/smartcard_list.txtProxmark Resources - Card Types and Formatshttp://code.google.com/p/proxmark3/wiki/Tags_Mainhttp://code.google.com/p/proxmark3/wiki/RunningPM3#Supported_tag_typeshttp://www.proxmark3.com/item_tag.htmlHID – Card Type Guideshttp://www.hidglobal.com/documents/smart_card_guide_iclass.pdfhttp://www.hidglobal.com/documents/technologyCard_guide_en.pdfhttp://www.hidglobal.com/documents/hid_full_product_catalog_en.pdfHID - ISO Standards, iCLASS Compatibility and Market Positionhttp://www.hidglobal.com/sites/hidglobal.com/files/resource_files/hid-iso-standards-wp-en.pdfhttps://en.wikipedia.org/wiki/List_of_International_Organization_for_Standardization_standards
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W H E R E  E L S E ? 

Presenter
Presentation Notes
Disney MyMagic+ - RFID bands:https://disneyworld.disney.go.com/plan/my-disney-experience/my-magic-plus/High Frequency:  MIFARE DESFire EV1 chip from NXPWired.com - Disneys $1 Billion Bet on a Magical Wristband - 10Mar2015http://www.wired.com/2015/03/disney-magicband/Credit Cards and RFID:Open Security Research - Deconstructing a Credit Cards Data - 21Feb2012http://blog.opensecurityresearch.com/2012/02/deconstructing-credit-cards-data.htmlShmoocon 2012 - Credit Card Fraud: The Contactless Generation - Kristin Pagethttp://web.archive.org/web/20120601024514/http://www.shmoocon.org/speakers#credit Slides: http://www.shmoocon.org/2012/presentations/Paget_shmoocon2012-credit-cards.pdf Video: http://www.shmoocon.org/2012/videos/CreditCardFraud.m4v Dynamic CVV:  http://www.paymentsleader.com/how-dynamic-cvv-is-impacting-the-rising-tide-of-credit-card-fraud/SmartCafe JCOP 31 v2.2.1 80k (and 144K) – Smartcard - 13.56 MHz http://en.wikipedia.org/wiki/Java_Card_OpenPlatformDangerous Things - RFID Implantshttps://dangerousthings.com/RFID and Healthcarehttp://www.rfidjournalevents.com/healthcare/ePassports (book)http://en.wikipedia.org/wiki/Biometric_passporthttp://www.hidglobal.com/sites/hidglobal.com/files/resource_files/hid-ids-epassport-inlays-ch-en.pdfhttp://www.hidglobal.com/sites/hidglobal.com/files/resource_files/hid-govid-passport-datapage-br-en.pdfhttp://www.hidglobal.com/sites/hidglobal.com/files/resource_files/gov-id-national-id-cards-today-and-beyond-wp-en.pdf
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W H E R E  E L S E ? 

Presenter
Presentation Notes
Enhanced Driver’s License (EDL):  https://en.wikipedia.org/wiki/Enhanced_Drivers_Licensehttp://www.hidglobal.com/sites/hidglobal.com/files/resource_files/gov-id-national-id-cards-today-and-beyond-wp-en.pdfU.S. Permanent Resident Card (“Green card”): http://en.wikipedia.org/wiki/Permanent_residence_(United_States) http://fcw.com/articles/2010/05/13/us-issues-redesigned-rfid-green-cards.aspx http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/uscis_issues_redesigned_green_card_fact_sheet.pdfOkidokeys - Smart locks with Smart keyshttps://www.okidokeys.com/2-all-productsAmazon - BUSlink 2TB USB 3.0 RFID 128bit AES Encrypted Drivehttp://www.amazon.com/BUSlink-RFID-128bit-Encrypted-Drive/dp/B008MZZP4QApple Payhttp://www.apple.com/apple-pay/Coke – Rewards NFChttp://www.mycokerewards.com/content/home.htmlHotel – RFID Keyshttp://www.rfidhotel.com/franchise-standard-marriott-elite-member-rfid-key-cards.htmlEpic – Ski Passes (UHF):http://www.snow.com/epic-pass/passes.aspxUHF - EPC Gen2 Examples: U.S. Passport Card (not book):  http://en.wikipedia.org/wiki/United_States_Passport_Card Enhanced Driver’s License (EDL):  https://en.wikipedia.org/wiki/Enhanced_Drivers_License
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P O I N T S  O F  A T T A C K 

Card Reader 

Controller 

Wiegand output 

Host PC 

Ethernet Card • Broadcasts 26-37 bit card number 
Reader • Converts card data to “Wiegand Protocol” 

for transmission to the controller  
• No access decisions are made by reader 

Controller • Binary card data “format” is decoded  
• Makes decision to grant access (or not) 

Host PC • Add/remove card holders, access privileges 
• Monitor system events in real time 

HID Global – How a HID Card is “Read” (PDF) 
https://info.hidglobal.com/WP-How-an-HID-Card-is-Read_Request.html 

Presenter
Presentation Notes
HID Global - How a HID Card is “Read” (PDF)https://www.hidglobal.com/node/15343https://info.hidglobal.com/WP-How-an-HID-Card-is-Read_Request.htmlhttp://www.hidglobal.com/sites/hidglobal.com/files/resource_files/hid-how-hid-card-is-read-wp-en.pdfCard:When powered by reader in close proximity, broadcasts 26-37 bit card numberReader:Simply converts the binary data read from card to “Wiegand Protocol” for transmission to the controller.  No access decisions are made by reader.  Wiegand is the standard output, but can also be transmitted via Serial (RS232) or Clock&Data.Controller:Device where the binary card data format is decoded and acted upon.  Makes decision wether or not to grant access in 99.9% of cases.Host PC:Add/Remove Card HoldersAssign/Modify/Delete access privilegesMonitor system events in real time
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P E N T E S T  T O O L K I  T 
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• T55x7 Cards 
• Q5 cards (T5555) 

Tastic RFID Thief 

Proxmark3 

RFIDeas – HF and LF USB Tools 

RFIDiots Compatible  - ACG LAHF USB 
– Hig h and Low Frequency Antenna 

SONMicro - 125 KHz RFID 
Evaluation Kit - Deluxe 

Presenter
Presentation Notes
Proxmark3http://www.proxmark3.com/http://code.google.com/p/proxmark3/wiki/HomePage?tm=6http://www.proxmark.org/http://www.proxmark.org/files/Fran personal – Bought 11Jun2012 - $529.00 for PRoxmark3, LF and Hf antennas, and tag bundleRFIdiot Gear – ACG LAHF USB Readerhttp://rfidiot.org/http://www.rfidiot.org/documentation.htmlFran’s personal: ACG USB LAHF device – Bought for 415 GBP ($709.86) on 20Jun2012RFIDeas – pcProx 125kHz and AIR ID 13.56 MHz Card Analyzershttp://www.rfideas.com/products/pcprox_readers/cardanalyzer/index.phphttp://www.rfideas.com/downloads/Image_support/High_resolution/Identification_Card.pdfBishop Fox owned– bought for $269.00 on 15July2012 on Fran’s AmexSONMicro Gear - 125 KHz RFID Evaluation Kit - Deluxehttp://www.sonmicro.com/en/index.php?option=com_content&view=article&id=43&Itemid=65Fran personal – bought on 20 Jun2012 for $158.00Kit contents:1x SM125-EK Main Board 1x SM125-M1-232 Module 1x IND25-1 Antenna (65x35mm)1x IND25-2 Antenna (90x45mm)1x IND25-3 Antenna (40x12mm)2x EM4102 ISO Card (Read Only) 2x T5567 ISO Card (re-writeable) 1x Swicth Mode DC Adapter (Optional)1x Serial Port Cable1x Software & Documents CDBlank RFID Cards (Various) – Fran personal boughtProgrammable T5557, T5567, and T5555 (a.k.a. Q5 ) Cardshttp://proxclone.com/T55x7.html http://www.apdanglia.org.uk/t5557icprotocol.html http://www.mdfly.com/index.php?main_page=product_info&cPath=16_62&products_id=170 http://www.therfidshop.com/product_info.php?products_id=373 Mifare Ultralight C NFC Cards (x10) Mifare Ultralight C NFC Cards (x10)                        http://www.amazon.com/gp/product/B007PFUVXY/ Mifare 1K ISO Card 6 of Mifare 1K ISO Card                                                     http://www.amazon.com/gp/product/B005DJFASK/ Single (1) Samsung EZON SHS-14443A Access Card RFID MIFARE 13.56MHz                            http://www.amazon.com/gp/product/B006IV2E6I/ Indala 26 bit format - 100% compatible - All formats (including custom) Qty: 20                http://www.amazon.com/gp/product/B005ERZXGK/ GBC BadgeMates PVC Cards, 30 mm Thickness, Rounded Corners, White, 100 Cards per Pack (3748081)http://www.amazon.com/gp/product/B0034UT3GA/ 100 CR80 30Mil White PVC Plastic Credit, Gift, Photo ID Cards With HiCo Magnetic Stripe Mag    http://www.amazon.com/gp/product/B0045UC1QC/ Indala 26 bit format - 100% compatible - All formats (including custom) Qty: 20                http://www.amazon.com/gp/product/B005ERZXGK/ ACC-EMTAG-B RFID EM Key Tag, Keyfob Bluehttp://www.amazon.com/gp/product/B005DJFB9S Q5 Card - Re-Writeable Q5 LF TAG blank - 125 / 134.2 kHzhttp://rfidiot.org/#HardwareRFID Tags – SONMicro Gear - 125 KHz RFID Evaluation Kit - Deluxehttp://www.sonmicro.com/en/index.php?option=com_content&view=article&id=43&Itemid=652x EM4102 ISO Card (Read Only) 2x T5567 ISO Card (re-writeable)  RFID Tags - Parallax - RFID Reader # 28140 With 2 Transponder Tags - EM4100http://www.amazon.com/gp/product/B007KQ1LJG/
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Identive SCM SCL3711 USB 13.56 MHz Reader/Writer 
• Works with libnfc library, PN533 chip 

RFIDiots Compatible  - ACG LAHF USB – 
Hig h and Low Frequency Antenna 

Presenter
Presentation Notes
Proxmark3http://www.proxmark3.com/http://code.google.com/p/proxmark3/wiki/HomePage?tm=6http://www.proxmark.org/http://www.proxmark.org/files/Fran personal – Bought 11Jun2012 - $529.00 for PRoxmark3, LF and Hf antennas, and tag bundleRFIdiot Gear – ACG LAHF USB Readerhttp://rfidiot.org/http://www.rfidiot.org/documentation.htmlFran’s personal: ACG USB LAHF device – Bought for 415 GBP ($709.86) on 20Jun2012Identive SCM SCL3711, USB 13.56 Mhz ISO 14443, Mifare, Felica ReaderWorks with libnfc2x bought by Fran personal – for $38.95 each – Apr2015 on Amazonhttp://www.amazon.com/Identive-SCL3711-Mifare-Felica-Reader/dp/B00TA3GQG0/http://www.identiv.com/products/information-readers/portable-readers/scl3711-contactless-usb-smart-card-readerhttp://www.identiveusa.com/contactless-mobile-reader-scl3711.htmhttp://identive-infrastructure.com/pdf/usa/Dat_SCL3711_e.pdfChip: PN533 v2.7http://nfc-tools.org/index.php?title=PN53x PN533 User Manual UM0801-03 (pdf) http://www.nxp.com/documents/user_manual/157830_PN533_um080103.pdfDownloads:http://support.identive-group.com/downloads.php?lang=enhttp://support.identive-group.com/download.php?ref=support&file=driver/SCL3711_INST_WIN_EN_V1.12_00004040001.ziphttp://support.identive-group.com/download.php?ref=support&file=driver/SCx371x_MacOS_Driver_2_17.ziphttp://support.identive-group.com/download.php?ref=support&file=driver/scx371x_2.18_linux_32bit_rel.tar.gzhttp://support.identive-group.com/download.php?ref=support&file=driver/scx371x_2.18_linux_64bit_rel.tar.gzhttp://support.identive-group.com/download.php?ref=support&file=xtra/fixPCSC_V1.5.1.75.zipLibnfc stuff – setup on Kali:http://nfc-tools.org/index.php?title=Main_Pagehttp://nfc-tools.org/index.php?title=Libnfchttp://nfc-tools.org/index.php?title=PN53x PN533 User Manual UM0801-03 (pdf) http://www.nxp.com/documents/user_manual/157830_PN533_um080103.pdfCompatible hardware with libnfc:http://nfc-tools.org/index.php?title=Devices_compatibility_matrixhttp://www.simiolabs.com/developer/wiki/index.php?title=Installing_libnfc_%2B_libfreefarehttps://github.com/CyanogenMod/android_external_libnfc-nxp/blob/5f9e515ef5a71fd87bcc27d92618971a93e9b8f1/src/phFriNfc_DesfireFormat.c#L64http://nfc-tools.org/index.php?title=Main_PageDebian and libnfc:http://nfc-tools.org/index.php?title=Libnfc#Debian_.2F_Ubuntuhttps://packages.debian.org/search?keywords=libnfchttp://www.simiolabs.com/developer/wiki/index.php?title=Installing_libnfc_%2B_libfreefareOmniKey CardMan 5321 USB - RFID Readerhttp://www.hidglobal.com/products/readers/omnikey/5321http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/omnikey-5321-v2-usb-reader-en-ds.pdfhttp://www.amazon.com/HID-OMNIKEY-Smart-Reader-Writer/dp/B00AM2E93U/x2 – both Fran personal devices – bought on Amazon 20Mar2013 for $75.19 each (total $188.83)Open Security Research - Using the OmniKey CardMan 5321/5325 in Kali Linux - 16Oct2013http://blog.opensecurityresearch.com/2013/10/using-omnikey-cardman-53215325-in-kali.htmlhttp://nosedookie.blogspot.com/2011/06/using-omnikey-cardman-53215325-in.htmlhttps://github.com/OpenSecurityResearch/cardman_install_fixContactlessDemoVC.exe part of CardMan Synchronous API SDK v1.1.1.4 (CardMan_Synchronous_API_V1_1_1_4.exe)http://www.openpcd.org/HID_iClass_demystifiedhttp://www.openpcd.org/Talk:HID_iClass_demystifiedhttp://www.openbeacon.org/images/HID-iCLASS-security.pdfhttp://www.proxmark.org/files/Various%20Hardware/OMNIKEY%205x21/ http://www.proxmark.org/files/Various%20Hardware/OMNIKEY%205x21/OMNIKEY.CardMan.5x21.PCSC.driver.v1.1.1.4.ziphttp://www.proxmark.org/files/Various%20Hardware/OMNIKEY%205x21/OMNIKESY5x21_V1_2_0_14.exeThe OMNIKEY® 5321 is a dual interface PC-linked reader that reads/writes to both a 13.56 MHz contactless smart card and virtually any contact smart card. The dual interface feature economically supports end-user environments where both contactless and contact smart card technology may be in use. The reader supports contactless smart cards with up to 848kbps in the fastest ISO 14443 transmission mode. Key Features Contactless Smart Cards supported Philips: MIFARE®, DESFire®, MIFARE ProX®,�SMART MX, and i.codeHID: iCLASS®Texas Instruments: TagIT®ST Micro: x-ident, SR 176, SR 1X 4KInfineon: My-d (in secure mode UID only)Atmel: AT088RF020KSW MicroTech: KSW TempSensJCOP in RSA mode
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N E X U S  7  P E N T E S T  D E V I C E 

Presenter
Presentation Notes
Pwn Pad 2014Bishop Fox – Asset# 1519http://pwnieexpress.com/collections/premium-pentesting-products/products/pwnpadPwnie Express PwnPad Overview with Awk – YouTubehttps://www.youtube.com/watch?v=qD0TU6bowOUcommunity-downloads – Pwnie Expresshttp://www.pwnieexpress.com/pages/community-downloadsBox Details:Model: K009(NEXUS7C ASUS)NEXUS7 ASUS-2B32-LTEP/N: 90NK0091-M00010CSSN: 090f2357SSN: DAOKBC341348NEXUS7C ASUS, BLACK, GL, LTE, G 2G DDR3L, NFC APQ6064, CB-802.11ABGN + BT 4.0, 32GB EEMC 1.2M/5M CAMERA, 1CELL3950-----------------------------SENA UD100 industrial Bluetooth USB adapterhttps://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/accessories/sena-ud100-industrial-bluetooth-usb-adapter/Supports Bluetooth monitoring with a range up to 1000 feet. Detachable SMA-style antenna. Compatible with all Pwn Plugs.External high-gain Bluetooth supporting packet injection (up to 1000′)PwnieExpress – Comes with PwnPad.  We have 2.1x – bought by Fran – personal owned.  Bought 26Nov20131x – should have came with the PwnPad2014 edition.More info:https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/sensors/pwn-pad-2014/-----------------------------TP-Link TL-WN722N 150Mbps High Gain Wireless USB Adapterhttp://www.amazon.com/gp/product/B002WBX9C6/----------------------------------------------------------Nexus 7 – Separate bought (NOT the Pwn Pad 2014)Bishop Fox Asset Tag# 1517Bought a Nesus 7, by itself, intending to install free Pwn Pad software on there.  $242.58 total. 18Nov2013Nexus 7 from Google (7-Inch, 16 GB, Black) by ASUS (2013) Tablethttp://www.amazon.com/gp/product/B00DVFLJDS/ Details from box:Modele: K008(NEXUS7 ASUS)NEXUS7 ASUS – 2B16P/N: 90NK0081-M00020CSSN: 08f5bafeSSN: D90KBC373201NEXUS7 ASUS, NOIR, GL, GPS, 2G, DDR3L, NFC, APQ8064, 16GO EEMC, CB-802.11abgn + BT 4.0, 1.2M/5M CAMERA, 1CELL3950
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N E X U S  7  P E N T E S T  D E V I C E 

Nexus7 (2013 – WiFi) – Android 
Tablet – Non-PwnPad2014 

Presenter
Presentation Notes
Nexus 7 (2013 – WiFi) – Separate bought (NOT the Pwn Pad 2014)Bishop Fox Asset Tag# 1517Bought a Nesus 7, by itself, intending to install free Pwn Pad software on there.  $242.58 total. 18Nov2013Nexus 7 from Google (7-Inch, 16 GB, Black) by ASUS (2013) Tablethttp://www.amazon.com/gp/product/B00DVFLJDS/ Details from box:Modele: K008(NEXUS7 ASUS)NEXUS7 ASUS – 2B16P/N: 90NK0081-M00020CSSN: 08f5bafeSSN: D90KBC373201NEXUS7 ASUS, NOIR, GL, GPS, 2G, DDR3L, NFC, APQ8064, 16GO EEMC, CB-802.11abgn + BT 4.0, 1.2M/5M CAMERA, 1CELL3950Bought 2nd tablet (same specs), 07July2015 for $149.00 – Fran Personal  – intend to install Kali NetHunter on it:https://www.kali.org/kali-linux-nethunter/ http://www.nethunter.com/ Kali Linux – NetHunter – Loaded onto an Android device (like the spare Nexus 7 tablet we have):https://www.kali.org/kali-linux-nethunter/ http://www.nethunter.com/ https://www.offensive-security.com/kali-linux-nethunter-download/https://github.com/offensive-security/kali-nethunterhttp://tools.kali.org/tools-listingKali Linux NetHunter HID Attack on Vimeohttps://vimeo.com/106012812Supports “HID keyboard (Teensy like attacks), as well as BadUSB MITM attacks”https://www.pjrc.com/teensy/https://srlabs.de/badusb/
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M O B I L E R F I D  H A C K I N G 

Presenter
Presentation Notes
Karma IT - Owning RFID - Proxmark3 on your android - 20Sept2012 http://www.karma-it.com/owning-rfid-proxmark3-on-your-android/Owning RFID: Proxmark3 on your android - YouTube https://www.youtube.com/watch?v=bjIiUq8ATgoSpiderLabs - Proxmark 3, now with more Android - Dec2012http://blog.spiderlabs.com/2012/12/proxmark-3-now-with-100-more-android.html 
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Proxmark3 

31 

R F I D  H A C K I N G  T O O L S 

• RFID Hacking swiss army knife 
• Read/simulate/clone RFID cards 

Presenter
Presentation Notes
Proxmark3 – RFID Hacking Devicehttp://www.proxmark3.com/ http://proxmark.org/ http://www.cq.cx/proxmark3.plhttp://code.google.com/p/proxmark3/ http://www.karma-it.com/owning-rfid-proxmark3-on-your-android/http://www.offensive-security.com/offsec/cloning-rfid-tags-with-proxmark-3/ 
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R F I D  H A C K I N G  T O O L S 

Presenter
Presentation Notes
RFIDiot – RFID Hacking Scriptshttp://rfidiot.org/http://www.rfidiot.org/documentation.htmlhttps://github.com/AdamLaurie/RFIDIOtCheat sheet for RFIDIOT Python scripts taken from article in Hackin9 Magazine:Hackin9 Magazine - Hacking RFID - 8/2011 http://hakin9.org/hacking-rfid-82011/Hackin9 Magazine – Free Article - RFIDOT for Mac OSX Articlehttp://hakin9.org/download/?did=106Comes installed on BackTrack 5 and Kali LinuxKali – VMWare Downloads:https://www.offensive-security.com/kali-linux-vmware-arm-image-download/
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R F I D  H A C K I N G  T O O L S 

• No software required 
• Identifies card type and data 
• Great for badges w/o visual 

indicators of card type 

$269.00 

Presenter
Presentation Notes
RFIDeas - Toolshttp://www.rfideas.com/products/pcprox_readers/cardanalyzer/index.phphttp://www.rfideas.com/downloads/Image_support/High_resolution/Identification_Card.pdf*Great for identifying card type that have no visual indicators as to what type of RFID card they are.
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3  S T E P  A P P R O A C H 

1. Silently steal badge info 

2. Create card clone 

3. Enter and plant backdoor 



Distance Limitations 
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A $ $  G R A B B I N G  M E T H O D 

Existing RFID hacking tools only work when 
a few centimeters away from badge 



Tastic Solution 
L O N G  R A N G E  R F I D  S T E A L E R 

Presenter
Presentation Notes
Tastic’s RFID Thief - Long Range RFID StealerMore info: http://www.bishopfox.com/resources/tools/rfid-hacking/Goal:Make it easy for security professionals to re-create this tool so that they can perform RFID physical penetration tests.  The hope is that they can get up and running quickly, even if they don’t have an RFID or electrical engineering background.Some original inspirations from:http://proxclone.com/Long_Range_Cloner.htmlhttp://colligomentis.com/2012/05/16/hid-reader-arduino-rfid-card-catcher/Unfortunately, these either didn’t release code, or broken code, and were not easily replicated from public info.From http://proxclone.com/contact.html However, please do not ask me to provide source code files for any of the projects shown. I have not yet decided whether or not to release the code. If I do decide (at a later date) to share the software (source or object code) I will then post the applicable file along with the schematic.
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• Easily hide in briefcase or messenger bag, 
read badges from up to 3 feet away 

• Silent powering and stealing of RFID badge 
creds to be cloned later using T55x7 cards 

L O N G  R A N G E  R F I D  S T E A L E R 

Presenter
Presentation Notes
Parts List – Tastic RFID Thiefhttp://www.bishopfox.com/resources/tools/rfid-hacking/############### SoftwareCode loaded on an Arduino Nano v3 using the Arduino v. 1.0.1 softwarehttp://arduino.cc/en/Main/SoftwareAdded sdfatlib (05Dec2011) library to handle the microSD card writing:http://sdfatlib.googlecode.com/files/sdfatlib20111205.zipMore info on installing additional libraries for Arduino:http://arduino.cc/en/Guide/Libraries############### HardwareHID MaxiProx 5375AGN00 (~$472 on eBay)https://www.hidglobal.com/products/readers/hid-proximity/5375http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/maxiprox_ins_en.pdfhttp://www.hidglobal.com/sites/hidglobal.com/files/resource_files/0010_an_en.pdfhttp://www.hidglobal.com/sites/hidglobal.com/files/resource_files/hid-read-range_chart_en.pdf*Note – To Silence Beeping on the MaxiProx ReaderFlip DIP Switch SW1-4Note2: Thickness of the cover plastic lid is: .1315 inches  or  3.33mmArduino Nano v3.0  (~$13)http://arduino.cc/en/Main/ArduinoBoardNanohttp://www.amazon.com/gp/product/B003YVL34O/Breakout Board for microSD Transflash (~$10)https://www.sparkfun.com/products/544LM317LZ Variable Voltage Regulator TO-92 (~$1)http://www.amazon.com/gp/product/B0002ZPYPY/Serial LCD Module 20x4 Blue with White Backlight for Arduino (LCM2004D3-NSW-BBW) (~$25)http://www.amazon.com/gp/product/B007LOORZW/Toggle Switch (~$3)https://www.sparkfun.com/products/11310Single thumbscrew in front to hold cover on:Nylon 6/6 Thumb Screw, Knurled Head, #6-32, 3/4" Length (ASIN: B000FN2ADW)http://www.amazon.com/gp/product/B000FN2ADWAdafruit - Board Edge Mounting Kit - Pack of 4 - ID 1116 (~$3)http://www.adafruit.com/products/11163 Pin 2.54mm PCB Universal Screw Terminal Block Connector 300V 6A GS019Shttp://www.ebay.com/itm/4004350293994 Pin Universal Screw Terminal Block 2.54mm PCBhttp://www.ebay.com/itm/2611147993862 Pin Universal Screw Terminal Block 5mm PCBhttp://www.ebay.com/itm/2212711183492 AKKU Battery Box Holder Case 6 x AA with Leads Wire 6AA free shipping (~$1)http://www.ebay.co.uk/itm/221164302733Misc.:2 resistors: 270 ohm and 2000 ohm1 capacitor: 100uF 50VTwo Wire Display Stand; Set of 2 6A - Black (~$9)http://www.amazon.com/gp/product/B000RO6CEC/
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L O N G  R A N G E  R F I D  S T E A L E R 

Presenter
Presentation Notes
Rolling Stone - Mr. Robot: Four of the Shows Best Hacks, Explained - 13July2016http://www.rollingstone.com/tv/features/mr-robot-four-of-the-shows-best-hacks-explained-20160713Wired.com - Tastic RFID Thief - A Peek Inside Mr. Robots Toolbox - 26Aug2015http://www.wired.com/2015/08/peek-inside-mr-robots-toolbox/Engadget - The many (surprisingly realistic) hacks of Mr. Robot - 29Aug2015http://www.engadget.com/2015/08/29/the-many-surprisingly-realistic-hacks-of-mr-robot/CLIPS:Dropbox - Mr.Robot.S01E05-BishopFox-Tastic_RFID_Thief-22July2015.mp4 https://dl.dropboxusercontent.com/u/37051339/Videos/Hacking/Mr.Robot.S01E05-RFID-22July2015/Mr.Robot.S01E05-BishopFox-Tastic_RFID_Thief-22July2015.mp4Dropbox - Mr.Robot.S01E05-RaspberryPi_Backdoor-22July2015.mp4 https://dl.dropboxusercontent.com/u/37051339/Videos/Hacking/Mr.Robot.S01E05-RFID-22July2015/Mr.Robot.S01E05-RaspberryPi_Backdoor-22July2015.mp4
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• Designed using Fritzing 
• Exports to Extended-Gerber 
• Order PCB at www.4pcb.com 

• $33 for 1 PCB 

• Much cheaper in bulk 

L O N G  R A N G E  R F I D  S T E A L E R 

Presenter
Presentation Notes
Designed in Fritzing:http://fritzing.org/http://www.4pcb.com/$33 for one PCB, gets much cheaper the more you order.http://www.4pcb.com/instant_quote/index.htmlhttp://fab.fritzing.org/fritzing-fab
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T A S T I C  R F I D  T H I E F 

Custom PCB – easy to plug into any type of RFID badge reader 

Presenter
Presentation Notes
Done in Fritzing:http://fritzing.org/PCB ordered from (send in Extended-Gerber format):http://www.4pcb.com/http://www.4pcb.com/instant_quote/index.html*Note – To Silence Beeping on the MaxiProx ReaderFlip DIP Switch SW1-4



Wiegand Input 
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Tastic Custom PCB – reads from Wiegand output of RFID badge reader: 

T A S T I C  R F I D  T H I E F 

Wiegand Interface 
https://en.wikipedia.org/wiki/Wiegand_interface 

• Outputs a badge binary number by sending electrical 
pulses for ‘0’ and ‘1’ on wires Data 0 and Data 1 

• Wiegand Interface consists of 3 lines: “Data 0”, 
“Data 1”, “Data Return” (Ground) 

• To send a ‘0’-bit, a pulse is sent on DATA 0 (Green) 

• To send a ‘1’-bit, a pulse is sent on DATA 1 (White) 

• Every HID reader has a Wiegand output available 

Presenter
Presentation Notes
Wiegand Protocolhttp://proxclone.com/wiegand.htmlhttp://en.wikipedia.org/wiki/Wiegand_protocolhttp://blog.opensecurityresearch.com/2012/12/hacking-wiegand-serial-protocol.html



Commercial Readers 

42 

T A S T I C  R F I D  T H I E F 

Long-range commercial RFID readers to weaponize: 

3 out of 4 HID RFID 
product families covered 

Presenter
Presentation Notes
HID Global – Product Catalog – Page 13http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/hid_full_product_catalog_en.pdfHID MaxiProx 5375AGN00https://www.hidglobal.com/products/readers/hid-proximity/5375http://www.hidglobal.com/documents/maxiprox_ds_en.pdfhttp://www.hidglobal.com/documents/0010_an_en.pdf~$400-$500 on ebayIndala Long-Range Reader 620http://www.hidglobal.com/prod_detail.php?prod_id=92HID iCLASS – R90 – Long Ranger Readerhttp://www.ebay.com/itm/181251704810?ssPageName=STRK:MEWNX:IT&_trksid=p3984.m1497.l2649iClass – R90 – Model 6150AKT000http://www.mobileidsolutions.com/resources/product-info/hid/iclass-r90-long-range-readers.pdfhttp://www.hidglobal.com/sites/hidglobal.com/files/iclass-r90-long-range-reader-wp-en.pdfhttp://info.hidglobal.com/WP-iCLASS-R90_Request.html?ls=Online%20Form&lsdet=White%20Paper%20Libraryhttp://www.hidglobal.com/products/readers/iclass/r90
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• Bluetooth Modules: 

• SparkFun BLE Mate 2 

• Bluetooth Mate Gold - Sparkfun 

• Bluetooth Module Breakout - Roving Networks (RN-41) 

• Bluetooth Modem - BlueSMiRF Silver (RN-42)  

• Bluetooth Bee for Arduino - Seeedstudio 

• Bluetooth Bee Standalone with built-in Arduino 

• KEDSUM Arduino Wireless Bluetooth Transceiver Module  

• Bluetooth 4.0 USB Module (v2.1 Back-Compatible) 

• SENA UD100 industrial Bluetooth USB adapter 

• PwnPad 2014 - supports packet injection (up to 1000′) 

 

 

Presenter
Presentation Notes
Sparkfun – Category: Bluetoothhttps://www.sparkfun.com/categories/115-----------------------------SparkFun BLE Mate 2http://www.amazon.com/SparkFun-BLE-Mate-2/dp/B00X0J8WBM/https://www.sparkfun.com/products/13019Bluetooth Mate Gold - Sparkfunhttp://www.amazon.com/gp/product/B004G2KPQW/https://www.sparkfun.com/products/12580Bluetooth Module Breakout - Roving Networks (RN-41) - Sparkfunhttp://www.amazon.com/gp/product/B007R9UNTU/https://www.sparkfun.com/products/12579Bluetooth Modem - BlueSMiRF Silver (RN-42) - Sparkfunhttp://www.amazon.com/SparkFun-Bluetooth-Modem-BlueSMiRF-Silver/dp/B004GTUI76/https://www.sparkfun.com/products/12577Bluetooth Bee for Arduino - Seeedstudiohttp://www.amazon.com/gp/product/B005GI4HFA/Bluetooth Bee Standalone with built-in Arduino- Seeedstudiohttp://www.amazon.com/gp/product/B0083DL0SW/KEDSUM Arduino Wireless Bluetooth Transceiver Module Slave 4Pin Serial + DuPont Cablehttp://www.amazon.com/KEDSUM®-Arduino-Wireless-Bluetooth-Transceiver/dp/B0093XAV4U/-----------------------------SENA UD100 industrial Bluetooth USB adapterhttps://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/accessories/sena-ud100-industrial-bluetooth-usb-adapter/Supports Bluetooth monitoring with a range up to 1000 feet. Detachable SMA-style antenna. Compatible with all Pwn Plugs.External high-gain Bluetooth supporting packet injection (up to 1000′)PwnieExpress – Comes with PwnPad.  We have 2.1x – bought by Fran – personal owned.  Bought 26Nov20131x – should have came with the PwnPad2014 edition.More info:https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/sensors/pwn-pad-2014/-----------------------------Bluetooth 4.0 USB Module (v2.1 Back-Compatible)https://www.adafruit.com/products/1327Add Bluetooth capability to your computer super fast with a USB BT 4.0 adapter. This adapter is backwards compatible with v2.1 and earlier, but also supports the latest v4.0/Bluetooth Low Energy. Inside lies a CSR8510 Bluetooth USB host. Have 2x copies.  Both belong to Fran personal – bought 30Apr2014.-----------------------------Bluetooth – Books:O’Reilly - Getting Started with Bluetooth Low Energy: Tools and Techniques for Low-Power Networkinghttp://www.amazon.com/gp/product/1491949511/
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• HID iCLASS – R90 – Long Range Reader 
• Tastic PCB in R90 will pick up iCLASS card if target 

company is using default “Standard Security”. 

 

T A S T I C  R F I D  T H I E F 

~$345 on ebay 

Chaos27th-Analyzing a Modern Cryptographic RFID System-Dec2010 
http://events.ccc.de/congress/2010/Fahrplan/events/4114.en.html 

Presenter
Presentation Notes
HID iCLASS – R90 – Long Ranger Readerhttp://www.ebay.com/itm/181251704810?ssPageName=STRK:MEWNX:IT&_trksid=p3984.m1497.l2649iClass – R90 – Model 6150AKT000http://www.mobileidsolutions.com/resources/product-info/hid/iclass-r90-long-range-readers.pdfhttp://www.hidglobal.com/sites/hidglobal.com/files/iclass-r90-long-range-reader-wp-en.pdfhttp://info.hidglobal.com/WP-iCLASS-R90_Request.html?ls=Online%20Form&lsdet=White%20Paper%20Libraryhttp://www.hidglobal.com/products/readers/iclass/r90http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/plt-01051-a.3-iclass-se-e-r90-in-en-press_2.pdfhttp://www.hidglobal.com/sites/hidglobal.com/files/resource_files/iclass-se-u90-reader-ds-en.pdfChaos27th-Analyzing a Modern Cryptographic RFID System-Dec2010http://events.ccc.de/congress/2010/Fahrplan/events/4114.en.htmliCLASS CP400 Programmer – FAQ - Differences Between Standard and High Securityhttp://www.hidglobal.com/sites/hidglobal.com/files/resource_files/cp400_security_faq_en_0.pdf
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L O N G  R A N G E  R F I D  S T E A L E R 

Presenter
Presentation Notes
YouTube - RFID Hacking: Using the Tastic RFID Thief w HID iCLASS R90 Long Range Reader - 06Aug2014https://www.youtube.com/watch?v=_0toZjA2hW8iCLAS – R90 Reader:https://www.hidglobal.com/products/readers/iclass/r90
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T A S T I C  R F I D  T H I E F 

Chaos27th-Analyzing a Modern Cryptographic RFID System-Dec2010 
http://events.ccc.de/congress/2010/Fahrplan/events/4114.en.html 

Presenter
Presentation Notes
HID iCLASS – R90 – Long Ranger Readerhttp://www.ebay.com/itm/181251704810?ssPageName=STRK:MEWNX:IT&_trksid=p3984.m1497.l2649iClass – R90 – Model 6150AKT000http://www.mobileidsolutions.com/resources/product-info/hid/iclass-r90-long-range-readers.pdfhttp://www.hidglobal.com/sites/hidglobal.com/files/iclass-r90-long-range-reader-wp-en.pdfhttp://info.hidglobal.com/WP-iCLASS-R90_Request.html?ls=Online%20Form&lsdet=White%20Paper%20Libraryhttp://www.hidglobal.com/products/readers/iclass/r90http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/plt-01051-a.3-iclass-se-e-r90-in-en-press_2.pdfhttp://www.hidglobal.com/sites/hidglobal.com/files/resource_files/iclass-se-u90-reader-ds-en.pdfChaos27th-Analyzing a Modern Cryptographic RFID System-Dec2010http://events.ccc.de/congress/2010/Fahrplan/events/4114.en.htmliCLASS CP400 Programmer – FAQ - Differences Between Standard and High Securityhttp://www.hidglobal.com/sites/hidglobal.com/files/resource_files/cp400_security_faq_en_0.pdfhttp://www.hidglobal.com/sites/hidglobal.com/files/iclass-hf-migration-reader-key-diversification-an-en.pdf
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READER ATTACK 

Presenter
Presentation Notes
HID iCLASS – R90 – Long Ranger Readerhttp://www.ebay.com/itm/181251704810?ssPageName=STRK:MEWNX:IT&_trksid=p3984.m1497.l2649iClass – R90 – Model 6150AKT000http://www.mobileidsolutions.com/resources/product-info/hid/iclass-r90-long-range-readers.pdfhttp://www.hidglobal.com/sites/hidglobal.com/files/iclass-r90-long-range-reader-wp-en.pdfhttp://info.hidglobal.com/WP-iCLASS-R90_Request.html?ls=Online%20Form&lsdet=White%20Paper%20Libraryhttp://www.hidglobal.com/products/readers/iclass/r90http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/plt-01051-a.3-iclass-se-e-r90-in-en-press_2.pdfhttp://www.hidglobal.com/sites/hidglobal.com/files/resource_files/iclass-se-u90-reader-ds-en.pdfChaos27th-Analyzing a Modern Cryptographic RFID System-Dec2010http://events.ccc.de/congress/2010/Fahrplan/events/4114.en.htmliCLASS CP400 Programmer – FAQ - Differences Between Standard and High Securityhttp://www.hidglobal.com/sites/hidglobal.com/files/resource_files/cp400_security_faq_en_0.pdfhttp://www.hidglobal.com/sites/hidglobal.com/files/iclass-hf-migration-reader-key-diversification-an-en.pdf
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Uses: OmniKey CardMan 5321 USB - RFID Reader (13.56 Mhz) 
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~$218 USD 

• http://www.xfpga.com/html_products/iclass-
card-cloner-en-82.html 

• Read/Write iCLASS cards using “Standard 
Security” only (not “High” or “Elite”) 

• Requires older 32bit driver, and won’t let you 
run in a VM (so Win32 actual install necessary) 

• Built from original ContactlessDemoVC.exe 

• USB hardware licensing dongle shipped 

Presenter
Presentation Notes
xfpga.com - iCLASS Cloner  (from China)http://www.xfpga.com/html_products/iclass-card-cloner-en-82.htmlDownload:  http://www.xfpga.com/download/iClass%20Cloner%20V3020140831.zipAlso:  https://dl.dropboxusercontent.com/u/37051339/Videos/2015/iClass%20Cloner%20V3020140831.zipRead and clone iCLASS RFID cards (for "Standard Security" mode only).-------------------------------------------VMWare restriction:You can work around the VM restriction just by adding this to your .vmx file:isolation.tools.getVersion.disable = "TRUE"-------------------------------------------##############$190 + $28 shipping = $218.00 USD  (via PayPal payment to: xfpga@hotmail.com)* NOTE: he doesn't list this PayPal option, but does accept itFran bought copy:  06Feb2015$190 + $28 shipping = $218.00 USD  (via PayPal payment to: xfpga@hotmail.com)* NOTE: he doesn't list this PayPal option, but does accept itShipped a small USB dongle license key required to run software.Fran bought 2nd copy (USB license dongle):  29Feb2016$190 + $28 shipping = $218.00 USD  (via PayPal payment to: wireless_sdr@hotmail.com)* NOTE: he doesn't list this PayPal option, but does accept itShipped a small USB dongle license key required to run software.##############Video DEMOs:Official Demo: http://v.youku.com/v_show/id_XNjcyNzA1Njk2.htmlConference Talk Demoing this tool (time 27:32):http://www.irongeek.com/i.php?page=videos/derbycon4/t110-advanced-red-teaming-all-your-badges-are-belong-to-us-eric-smithhttps://www.youtube.com/watch?v=TNY3AZGXw1s&feature=player_detailpage#t=1652		##############Hardware:Uses: OmniKey CardMan 5321 USB - RFID Reader (13.56 Mhz) - (~$75.19 on Amazon)http://www.amazon.com/HID-OMNIKEY-Smart-Reader-Writer/dp/B003JI9SYE/http://www.amazon.com/HID-OMNIKEY-Smart-Reader-Writer/dp/B00AM2E93U/http://www.hidglobal.com/products/readers/omnikey/5321http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/omnikey-5321-v2-usb-reader-en-ds.pdfOLDER DRIVER: necessary for iCLASS card writing (newer versions have writing disabled):Driver Downloads:  OMNIKEY/HID 5x21/5x25/63x1, Version 1.2.3.1https://plus.google.com/114477286147678960240/posts/DV9DgkG1XAQhttps://docs.google.com/open?id=0B8KmGSpv5sahNTVmM2ZiZjEtZGVkMS00MDk0LWFhM2YtOWUzYzlmOTM1Yzhi http://www.xfpga.com/download/iClass%20Cloner%20V3020140831.zip  (also found in this zip)OLDER API (containing ContactlessDemoVC.exe):  CardMan_Synchronous_API_V1_1_1_4.exeDownload:  http://tajfun.am.gdynia.pl/execs/els/omnikey-cardman3121/CardMan_Synchronous_API_V1_1_1_4.exe##############Note - iCLASS Security Modes:*Note: only works when target is using iCLASS in "Standard Security" mode, but not "High Security" or "iCLASS Elite" mode.  Difference is using the default iCLASS encryption keys for mutual authentication or custom changed keys.  More info on this, see:Chaos27th-Analyzing a Modern Cryptographic RFID System-Dec2010 - )Slide 16)http://events.ccc.de/congress/2010/Fahrplan/events/4114.en.htmlhttp://events.ccc.de/congress/2010/Fahrplan/attachments/1784_HID-iClass-27C3.pdfhttps://www.youtube.com/watch?v=210gXq7r7nMStandard Security: two keys are shared across all HID readers world-wide. Swiping any standard security card in front of a standard security reader results in \beep-n-blink" of the reader. Cards are provided by HID and have a unique combination of a card ID (not UID) and a facility ID.High Security: system specic keys for each installation. As the authentication keys dier, Standard Security cards and cards from other system won't result in `beep-n-blink" of the reader.iCLASS Elite: like High Security, but keys maintained by HID customer gets preprogrammed cards.Also see for iCLASS security modes (Standard, High, Elite) - more info:http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/cp400_security_faq_en_0.pdf##############NOTE - Older Drivers to Write iCLASS Cards:More info see: http://www.openpcd.org/HID_iClass_demystified#Demonstration_Software"In a attempt to stop copying HID iCLASS standard security cards, HID global removed ContactlessDemoVC.exe' from the latest drivers and SDK sources. Additionally the write requests are now blocked with a 6986 error code by the driver. By installing the older SDK version CardMan_Synchronous_API_V1_1_1_4.exe and OMNIKEY5x21_V1_2_3_1.exe driver you can work around that limitation. "Required Driver:  OMNIKEY/HID 5x21/5x25/63x1, Version 1.2.3.1Driver for RFID Reader:Zip comes with necessary older driver to for OmniKey CardMan 5321 USB Reader.  Necessary for doing iCLASS card writing, as this capability was intentially disabled in newer versions of the driver.	Driver Downloads:  OMNIKEY/HID 5x21/5x25/63x1, Version 1.2.3.1Driver can be found in xfpga.com software download zip:http://www.xfpga.com/download/iClass%20Cloner%20V3020140831.zipAlso can also get that driver in: OMNIKEY5x21_V1_2_3_1.exe, see:https://plus.google.com/114477286147678960240/posts/DV9DgkG1XAQhttps://docs.google.com/open?id=0B8KmGSpv5sahNTVmM2ZiZjEtZGVkMS00MDk0LWFhM2YtOWUzYzlmOTM1Yzhi****Another note, there is only a Windows 32bit driver tto get this to work, so you cant run the cloner on a 64bit Windows machine.  ALSO, the xfpga.com - iCLASS cloner doesn't let you run the software in a VM, so you physically have to have a 32bit MS Windows isntall laptop/server to get this thing to work.  Also has a physical USB donger licensing protection.  Huge pain.Driver files in dir W32:cxru0wdm.catcxru0wdm.infcxru0wdm.sysreadme_cm5x21_5x25.txtOther older software for the OmniKey 5321:http://www.proxmark.org/files/Various%20Hardware/OMNIKEY%205x21/ ##############In Relation to ContactlessDemoVC.exe  (from the CardMan_Synchronous_API_V1_1_1_4.exe)More info see: http://www.openpcd.org/HID_iClass_demystified#Demonstration_Softwarexfpga.com iCLASS cloner is really just a modified pay version of an old sample program given out by HID in ther API:Download:  CardMan_Synchronous_API_V1_1_1_4.exehttp://tajfun.am.gdynia.pl/execs/els/omnikey-cardman3121/CardMan_Synchronous_API_V1_1_1_4.exeLooking at the EXE info of the xfpga.com's "iClass Cloner 30.exe", it still even says the name:  "ContactlessDemoVC.exe"See util to examine .EXE info:  http://www.nirsoft.net/utils/exeinfo.html-------------------------------------------------------------------------------------------OmniKey CardMan 5321 USB - RFID Readerhttp://www.hidglobal.com/products/readers/omnikey/5321http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/omnikey-5321-v2-usb-reader-en-ds.pdfhttp://www.amazon.com/HID-OMNIKEY-Smart-Reader-Writer/dp/B00AM2E93U/x2 – both Fran personal devices – bought on Amazon 20Mar2013 for $75.19 each (total $188.83)Open Security Research - Using the OmniKey CardMan 5321/5325 in Kali Linux - 16Oct2013http://blog.opensecurityresearch.com/2013/10/using-omnikey-cardman-53215325-in-kali.htmlhttp://nosedookie.blogspot.com/2011/06/using-omnikey-cardman-53215325-in.htmlhttps://github.com/OpenSecurityResearch/cardman_install_fixThe OMNIKEY® 5321 is a dual interface PC-linked reader that reads/writes to both a 13.56 MHz contactless smart card and virtually any contact smart card. The dual interface feature economically supports end-user environments where both contactless and contact smart card technology may be in use. The reader supports contactless smart cards with up to 848kbps in the fastest ISO 14443 transmission mode. Key Features Contactless Smart Cards supported Philips: MIFARE®, DESFire®, MIFARE ProX®,�SMART MX, and i.codeHID: iCLASS®Texas Instruments: TagIT®ST Micro: x-ident, SR 176, SR 1X 4KInfineon: My-d (in secure mode UID only)Atmel: AT088RF020KSW MicroTech: KSW TempSensJCOP in RSA mode
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Presenter
Presentation Notes
xfpga.com - iCLASS Cloner  (from China)http://www.xfpga.com/html_products/iclass-card-cloner-en-82.htmlDownload:  http://www.xfpga.com/download/iClass%20Cloner%20V3020140831.zipAlso:  https://dl.dropboxusercontent.com/u/37051339/Videos/2015/iClass%20Cloner%20V3020140831.zipRead and clone iCLASS RFID cards (for "Standard Security" mode only).-------------------------------------------VMWare restriction:You can work around the VM restriction just by adding this to your .vmx file:isolation.tools.getVersion.disable = "TRUE"-------------------------------------------##############$190 + $28 shipping = $218.00 USD  (via PayPal payment to: xfpga@hotmail.com)* NOTE: he doesn't list this PayPal option, but does accept itFran bought copy:  06Feb2015$190 + $28 shipping = $218.00 USD  (via PayPal payment to: xfpga@hotmail.com)* NOTE: he doesn't list this PayPal option, but does accept itShipped a small USB dongle license key required to run software.Fran bought 2nd copy (USB license dongle):  29Feb2016$190 + $28 shipping = $218.00 USD  (via PayPal payment to: wireless_sdr@hotmail.com)* NOTE: he doesn't list this PayPal option, but does accept itShipped a small USB dongle license key required to run software.##############Video DEMOs:Official Demo: http://v.youku.com/v_show/id_XNjcyNzA1Njk2.htmlConference Talk Demoing this tool (time 27:32):http://www.irongeek.com/i.php?page=videos/derbycon4/t110-advanced-red-teaming-all-your-badges-are-belong-to-us-eric-smithhttps://www.youtube.com/watch?v=TNY3AZGXw1s&feature=player_detailpage#t=1652		##############Hardware:Uses: OmniKey CardMan 5321 USB - RFID Reader (13.56 Mhz) - (~$75.19 on Amazon)http://www.amazon.com/HID-OMNIKEY-Smart-Reader-Writer/dp/B003JI9SYE/http://www.amazon.com/HID-OMNIKEY-Smart-Reader-Writer/dp/B00AM2E93U/http://www.hidglobal.com/products/readers/omnikey/5321http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/omnikey-5321-v2-usb-reader-en-ds.pdfOLDER DRIVER: necessary for iCLASS card writing (newer versions have writing disabled):Driver Downloads:  OMNIKEY/HID 5x21/5x25/63x1, Version 1.2.3.1https://plus.google.com/114477286147678960240/posts/DV9DgkG1XAQhttps://docs.google.com/open?id=0B8KmGSpv5sahNTVmM2ZiZjEtZGVkMS00MDk0LWFhM2YtOWUzYzlmOTM1Yzhi http://www.xfpga.com/download/iClass%20Cloner%20V3020140831.zip  (also found in this zip)OLDER API (containing ContactlessDemoVC.exe):  CardMan_Synchronous_API_V1_1_1_4.exeDownload:  http://tajfun.am.gdynia.pl/execs/els/omnikey-cardman3121/CardMan_Synchronous_API_V1_1_1_4.exe##############Note - iCLASS Security Modes:*Note: only works when target is using iCLASS in "Standard Security" mode, but not "High Security" or "iCLASS Elite" mode.  Difference is using the default iCLASS encryption keys for mutual authentication or custom changed keys.  More info on this, see:Chaos27th-Analyzing a Modern Cryptographic RFID System-Dec2010 - )Slide 16)http://events.ccc.de/congress/2010/Fahrplan/events/4114.en.htmlhttp://events.ccc.de/congress/2010/Fahrplan/attachments/1784_HID-iClass-27C3.pdfhttps://www.youtube.com/watch?v=210gXq7r7nMStandard Security: two keys are shared across all HID readers world-wide. Swiping any standard security card in front of a standard security reader results in \beep-n-blink" of the reader. Cards are provided by HID and have a unique combination of a card ID (not UID) and a facility ID.High Security: system specic keys for each installation. As the authentication keys dier, Standard Security cards and cards from other system won't result in `beep-n-blink" of the reader.iCLASS Elite: like High Security, but keys maintained by HID customer gets preprogrammed cards.Also see for iCLASS security modes (Standard, High, Elite) - more info:http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/cp400_security_faq_en_0.pdf##############NOTE - Older Drivers to Write iCLASS Cards:More info see: http://www.openpcd.org/HID_iClass_demystified#Demonstration_Software"In a attempt to stop copying HID iCLASS standard security cards, HID global removed ContactlessDemoVC.exe' from the latest drivers and SDK sources. Additionally the write requests are now blocked with a 6986 error code by the driver. By installing the older SDK version CardMan_Synchronous_API_V1_1_1_4.exe and OMNIKEY5x21_V1_2_3_1.exe driver you can work around that limitation. "Required Driver:  OMNIKEY/HID 5x21/5x25/63x1, Version 1.2.3.1Driver for RFID Reader:Zip comes with necessary older driver to for OmniKey CardMan 5321 USB Reader.  Necessary for doing iCLASS card writing, as this capability was intentially disabled in newer versions of the driver.	Driver Downloads:  OMNIKEY/HID 5x21/5x25/63x1, Version 1.2.3.1Driver can be found in xfpga.com software download zip:http://www.xfpga.com/download/iClass%20Cloner%20V3020140831.zipAlso can also get that driver in: OMNIKEY5x21_V1_2_3_1.exe, see:https://plus.google.com/114477286147678960240/posts/DV9DgkG1XAQhttps://docs.google.com/open?id=0B8KmGSpv5sahNTVmM2ZiZjEtZGVkMS00MDk0LWFhM2YtOWUzYzlmOTM1Yzhi****Another note, there is only a Windows 32bit driver tto get this to work, so you cant run the cloner on a 64bit Windows machine.  ALSO, the xfpga.com - iCLASS cloner doesn't let you run the software in a VM, so you physically have to have a 32bit MS Windows isntall laptop/server to get this thing to work.  Also has a physical USB donger licensing protection.  Huge pain.Driver files in dir W32:cxru0wdm.catcxru0wdm.infcxru0wdm.sysreadme_cm5x21_5x25.txtOther older software for the OmniKey 5321:http://www.proxmark.org/files/Various%20Hardware/OMNIKEY%205x21/ ##############In Relation to ContactlessDemoVC.exe  (from the CardMan_Synchronous_API_V1_1_1_4.exe)More info see: http://www.openpcd.org/HID_iClass_demystified#Demonstration_Softwarexfpga.com iCLASS cloner is really just a modified pay version of an old sample program given out by HID in ther API:Download:  CardMan_Synchronous_API_V1_1_1_4.exehttp://tajfun.am.gdynia.pl/execs/els/omnikey-cardman3121/CardMan_Synchronous_API_V1_1_1_4.exeLooking at the EXE info of the xfpga.com's "iClass Cloner 30.exe", it still even says the name:  "ContactlessDemoVC.exe"See util to examine .EXE info:  http://www.nirsoft.net/utils/exeinfo.html-------------------------------------------------------------------------------------------OmniKey CardMan 5321 USB - RFID Readerhttp://www.hidglobal.com/products/readers/omnikey/5321http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/omnikey-5321-v2-usb-reader-en-ds.pdfhttp://www.amazon.com/HID-OMNIKEY-Smart-Reader-Writer/dp/B00AM2E93U/x2 – both Fran personal devices – bought on Amazon 20Mar2013 for $75.19 each (total $188.83)Open Security Research - Using the OmniKey CardMan 5321/5325 in Kali Linux - 16Oct2013http://blog.opensecurityresearch.com/2013/10/using-omnikey-cardman-53215325-in-kali.htmlhttp://nosedookie.blogspot.com/2011/06/using-omnikey-cardman-53215325-in.htmlhttps://github.com/OpenSecurityResearch/cardman_install_fixThe OMNIKEY® 5321 is a dual interface PC-linked reader that reads/writes to both a 13.56 MHz contactless smart card and virtually any contact smart card. The dual interface feature economically supports end-user environments where both contactless and contact smart card technology may be in use. The reader supports contactless smart cards with up to 848kbps in the fastest ISO 14443 transmission mode. Key Features Contactless Smart Cards supported Philips: MIFARE®, DESFire®, MIFARE ProX®,�SMART MX, and i.codeHID: iCLASS®Texas Instruments: TagIT®ST Micro: x-ident, SR 176, SR 1X 4KInfineon: My-d (in secure mode UID only)Atmel: AT088RF020KSW MicroTech: KSW TempSensJCOP in RSA mode
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VMWare settings – 32bit MS Windows Vmware image with old HID drivers installed: 

• To avoid VMWare restrictions on xfpga software, add to your .vmx file: 

• isolation.tools.getVersion.disable = "TRUE“ 

 

• Enable all USB devices: 

 

 

 

 

 

 

• USB license dongle pass through: 

 

 

 

• Omnikey USB pass through: 

Presenter
Presentation Notes
xfpga.com - iCLASS Cloner  (from China)http://www.xfpga.com/html_products/iclass-card-cloner-en-82.htmlDownload:  http://www.xfpga.com/download/iClass%20Cloner%20V3020140831.zipRead and clone iCLASS RFID cards (for "Standard Security" mode only).-------------------------------------------VMWare restriction:You can work around the VM restriction just by adding this to your .vmx file:isolation.tools.getVersion.disable = "TRUE"-------------------------------------------##############$190 + $28 shipping = $218.00 USD  (via PayPal payment to: xfpga@hotmail.com)* NOTE: he doesn't list this PayPal option, but does accept itFran bought copy:  06Feb2015$190 + $28 shipping = $218.00 USD  (via PayPal payment to: xfpga@hotmail.com)* NOTE: he doesn't list this PayPal option, but does accept itShipped a small USB dongle license key required to run software.##############Video DEMOs:Official Demo: http://v.youku.com/v_show/id_XNjcyNzA1Njk2.htmlConference Talk Demoing this tool (time 27:32):http://www.irongeek.com/i.php?page=videos/derbycon4/t110-advanced-red-teaming-all-your-badges-are-belong-to-us-eric-smithhttps://www.youtube.com/watch?v=TNY3AZGXw1s&feature=player_detailpage#t=1652		##############Hardware:Uses: OmniKey CardMan 5321 USB - RFID Reader (13.56 Mhz) - (~$75.19 on Amazon)http://www.amazon.com/HID-OMNIKEY-Smart-Reader-Writer/dp/B003JI9SYE/http://www.amazon.com/HID-OMNIKEY-Smart-Reader-Writer/dp/B00AM2E93U/http://www.hidglobal.com/products/readers/omnikey/5321http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/omnikey-5321-v2-usb-reader-en-ds.pdfOLDER DRIVER: necessary for iCLASS card writing (newer versions have writing disabled):Driver Downloads:  OMNIKEY/HID 5x21/5x25/63x1, Version 1.2.3.1https://plus.google.com/114477286147678960240/posts/DV9DgkG1XAQhttps://docs.google.com/open?id=0B8KmGSpv5sahNTVmM2ZiZjEtZGVkMS00MDk0LWFhM2YtOWUzYzlmOTM1Yzhi http://www.xfpga.com/download/iClass%20Cloner%20V3020140831.zip  (also found in this zip)OLDER API (containing ContactlessDemoVC.exe):  CardMan_Synchronous_API_V1_1_1_4.exeDownload:  http://tajfun.am.gdynia.pl/execs/els/omnikey-cardman3121/CardMan_Synchronous_API_V1_1_1_4.exe##############Note - iCLASS Security Modes:*Note: only works when target is using iCLASS in "Standard Security" mode, but not "High Security" or "iCLASS Elite" mode.  Difference is using the default iCLASS encryption keys for mutual authentication or custom changed keys.  More info on this, see:Chaos27th-Analyzing a Modern Cryptographic RFID System-Dec2010 - )Slide 16)http://events.ccc.de/congress/2010/Fahrplan/events/4114.en.htmlhttp://events.ccc.de/congress/2010/Fahrplan/attachments/1784_HID-iClass-27C3.pdfhttps://www.youtube.com/watch?v=210gXq7r7nMStandard Security: two keys are shared across all HID readers world-wide. Swiping any standard security card in front of a standard security reader results in \beep-n-blink" of the reader. Cards are provided by HID and have a unique combination of a card ID (not UID) and a facility ID.High Security: system specic keys for each installation. As the authentication keys dier, Standard Security cards and cards from other system won't result in `beep-n-blink" of the reader.iCLASS Elite: like High Security, but keys maintained by HID customer gets preprogrammed cards.Also see for iCLASS security modes (Standard, High, Elite) - more info:http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/cp400_security_faq_en_0.pdf##############NOTE - Older Drivers to Write iCLASS Cards:More info see: http://www.openpcd.org/HID_iClass_demystified#Demonstration_Software"In a attempt to stop copying HID iCLASS standard security cards, HID global removed ContactlessDemoVC.exe' from the latest drivers and SDK sources. Additionally the write requests are now blocked with a 6986 error code by the driver. By installing the older SDK version CardMan_Synchronous_API_V1_1_1_4.exe and OMNIKEY5x21_V1_2_3_1.exe driver you can work around that limitation. "Required Driver:  OMNIKEY/HID 5x21/5x25/63x1, Version 1.2.3.1Driver for RFID Reader:Zip comes with necessary older driver to for OmniKey CardMan 5321 USB Reader.  Necessary for doing iCLASS card writing, as this capability was intentially disabled in newer versions of the driver.	Driver Downloads:  OMNIKEY/HID 5x21/5x25/63x1, Version 1.2.3.1Driver can be found in xfpga.com software download zip:http://www.xfpga.com/download/iClass%20Cloner%20V3020140831.zipAlso can also get that driver in: OMNIKEY5x21_V1_2_3_1.exe, see:https://plus.google.com/114477286147678960240/posts/DV9DgkG1XAQhttps://docs.google.com/open?id=0B8KmGSpv5sahNTVmM2ZiZjEtZGVkMS00MDk0LWFhM2YtOWUzYzlmOTM1Yzhi****Another note, there is only a Windows 32bit driver tto get this to work, so you cant run the cloner on a 64bit Windows machine.  ALSO, the xfpga.com - iCLASS cloner doesn't let you run the software in a VM, so you physically have to have a 32bit MS Windows isntall laptop/server to get this thing to work.  Also has a physical USB donger licensing protection.  Huge pain.Driver files in dir W32:cxru0wdm.catcxru0wdm.infcxru0wdm.sysreadme_cm5x21_5x25.txtOther older software for the OmniKey 5321:http://www.proxmark.org/files/Various%20Hardware/OMNIKEY%205x21/ ##############In Relation to ContactlessDemoVC.exe  (from the CardMan_Synchronous_API_V1_1_1_4.exe)More info see: http://www.openpcd.org/HID_iClass_demystified#Demonstration_Softwarexfpga.com iCLASS cloner is really just a modified pay version of an old sample program given out by HID in ther API:Download:  CardMan_Synchronous_API_V1_1_1_4.exehttp://tajfun.am.gdynia.pl/execs/els/omnikey-cardman3121/CardMan_Synchronous_API_V1_1_1_4.exeLooking at the EXE info of the xfpga.com's "iClass Cloner 30.exe", it still even says the name:  "ContactlessDemoVC.exe"See util to examine .EXE info:  http://www.nirsoft.net/utils/exeinfo.html-------------------------------------------------------------------------------------------OmniKey CardMan 5321 USB - RFID Readerhttp://www.hidglobal.com/products/readers/omnikey/5321http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/omnikey-5321-v2-usb-reader-en-ds.pdfhttp://www.amazon.com/HID-OMNIKEY-Smart-Reader-Writer/dp/B00AM2E93U/x2 – both Fran personal devices – bought on Amazon 20Mar2013 for $75.19 each (total $188.83)Open Security Research - Using the OmniKey CardMan 5321/5325 in Kali Linux - 16Oct2013http://blog.opensecurityresearch.com/2013/10/using-omnikey-cardman-53215325-in-kali.htmlhttp://nosedookie.blogspot.com/2011/06/using-omnikey-cardman-53215325-in.htmlhttps://github.com/OpenSecurityResearch/cardman_install_fixThe OMNIKEY® 5321 is a dual interface PC-linked reader that reads/writes to both a 13.56 MHz contactless smart card and virtually any contact smart card. The dual interface feature economically supports end-user environments where both contactless and contact smart card technology may be in use. The reader supports contactless smart cards with up to 848kbps in the fastest ISO 14443 transmission mode. Key Features Contactless Smart Cards supported Philips: MIFARE®, DESFire®, MIFARE ProX®,�SMART MX, and i.codeHID: iCLASS®Texas Instruments: TagIT®ST Micro: x-ident, SR 176, SR 1X 4KInfineon: My-d (in secure mode UID only)Atmel: AT088RF020KSW MicroTech: KSW TempSensJCOP in RSA mode
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UPDATE 

Read / Write to HID iCLASS Cards: 
• https://blog.kchung.co/reverse-engineering-hid-iclass-master-keys/ 
• https://github.com/ColdHeat/iclass 
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Presentation Notes
https://blog.kchung.co/reverse-engineering-hid-iclass-master-keys/https://github.com/ColdHeat/iclass
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• http://martin.swende.se/blog/Elite-Hacking.html 
• https://github.com/holiman/loclass 
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Presentation Notes
Ioclass – Implementation of iCLASS Ciphershttp://martin.swende.se/blog/Elite-Hacking.htmlhttps://github.com/holiman/loclasshttps://github.com/holiman/loclass/blob/master/dismantling.iClass.pdf



bioCLASS Bypass 
F I N G E R P R I N T  A N D  P I N 

53 Proxclone.com - HID_bioCLASS-Enhanced_Security_or_Costly_Placebo - 27Mar2013 
http://www.proxclone.com/pdfs/HID_bioCLASS-Enhanced_Security_or_Costly_Placebo.pdf 

HID iCLASS - RWKLB575 - Biometric 
Keypad Reader / Writer 
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Proxclone.com - HID_bioCLASS-Enhanced_Security_or_Costly_Placebo - 27Mar2013.pdfhttp://www.proxclone.com/iCLASS.html http://www.proxclone.com/pdfs/HID_bioCLASS-Enhanced_Security_or_Costly_Placebo.pdfReader checks the PIN code and fingerprint biometric data entered against values stored on the card.   On your cloned fake card, you can just replace PIN and biometric data with that matching a PIN you know and your fingerprint.  So dumb. http://www.hidglobal.com/products/readers/iCLASS/bioclass The bioCLASS readers are capable of supporting three different modes of authentication including:Card OnlyCard + PINCard + FingerprintCard + Fingerprint + PIN“However, since John is a hacker by trade, he already has the ability to modify HID iCLASS cards. He simply enrolls his own fingerprint on a new card and then modifies the content of Block 7 to hold whatever Wiegand code he needs in order to emulate the appropriate card format, facility code and card number. The same concept could also be applied if Bill’s high security lab required the use of a PIN in addition to the fingerprint. The reader DOES NOT verify that the PIN entered is Bill’s, it simply verifies that the PIN keyed in by the user is the same PIN that is stored on the card!! So much for multi-factor authentication. In this case it is nothing more than a security placebo.”http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/iclass-programmer-quickstart-ins-en.pdf
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D I R E C T  A P P R O A C H 
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J A C K E D  I N  

• Dump private keys, valid badge 
info, and more in few seconds 

• Plant backdoor devices in reader 
• Brute-force badge numbers over 

the wire via Wiegand (5x faster) 
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Presentation Notes
Brad Antoniewicz Tools - Attacking RFID Controllers Directlyhttps://github.com/brad-anton/VertXhttp://nosedookie.blogspot.com/2011/08/hid-vertx-v2000-cache-tool.htmlhttp://www.opensecurityresearch.com/files/AttackProxCardSys-BA.tar.bz2Shmoocon 2012 - Attacking Proximity Card Systems - Brad Antoniewiczhttp://www.shmoocon.org/2012/videos/Antoniewicsz-AttackingCardAccess.m4vhttp://www.shmoocon.org/shmoocon_2012http://www.infosecblog.org/2012/02/shmoocon-2012-attacking-proximity-card-systems/http://www.securityorb.com/2012/02/attacking-proximity-card-access-systems-brad-antoniewicz-shmoocon-2012/http://www.youtube.com/watch?v=0Y-ydVG9cs8PICkit 2 Development Programmer/Debuggerhttp://www.microchip.com/stellent/idcplg?IdcService=SS_GET_PAGE&nodeId=1406&dDocName=en023805iClass Key Extraction – Exploiting the ICSP Interface (PDF)http://proxclone.com/pdfs/iClass_Key_Extraction.pdfHID – VertX – Controllershttp://www.hidglobal.com/prod_detail.php?prod_id=119
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G E C K O – M I T M  A T T A C K 

• Insert in door reader of target 
building – record badge #s 

• Tastic RFID Thief’s PCB could be 
used similiarly for MITM attack 

Black Hat D.C. 2008 - Biometric and Token-Based Access Control Systems - Franken 
http://www.blackhat.com/presentations/bh-dc-08/Franken/Presentation/bh-dc-08-franken.pdf 

Never publicly released 

Presenter
Presentation Notes
Gecko - Wiegand MITM Toolhttp://www.blackhat.com/presentations/bh-dc-08/Franken/Presentation/bh-dc-08-franken.pdfhttp://www.darkreading.com/management/gecko-penetrates-building-access-system/211201067http://www.wired.com/threatlevel/2007/08/open-sesame-acc/http://securitysolutions.com/cards_readers/security_hacker_defcon_convention/Tastic RFID Thief – PCB - RepurposedAlthough it wasn‘t originally designed for this purpose, the Tastic RFID Thief PCB could easily be re-purposed to perform this type of MITM attack against the reader of the front door of the building you are targeting, recording badge #‘s as people enter the building.  Could use the bluetooth, SMS messaging, or other Arduino add-on‘s to make it easy to remotely access the stolen badge info.http://www.bishopfox.com/resources/tools/rfid-hacking/Vampire Taps – Wire Splice Tapshttp://en.wikipedia.org/wiki/Vampire_taphttps://www.google.com/search?q=%22Tap%20Splice%22&tbm=vidhttp://www.homedepot.com/p/Gardner-Bender-22-18-AWG-Red-Tap-Splice-Wire-Connectors-5-Pack-15-2218/202522457http://www.homedepot.com/p/Gardner-Bender-Tap-Splice-Assortment-22-10-AWG-Terminal-and-Connector-Kits-and-Assortments-10-per-clam-15-2210/202522123http://www.gardnerbender.com/en/products/terminations/tap-splicehttp://www.wiringdepot.com/product_info.php?products_id=2221&osCsid=98ea1afba9b40b313f2db6a1c151a253Open Security Research - Brad Antoniewicz - RFID Reader and Controller Attack ToolsArduino Code - Open the Badge Reader to Attack the Controller Directly via Wiegand InterfaceArduino Wiegand Skimmer and Emulator - Arduino_Vertx_ProxPoint_Skimmer.inohttp://blog.opensecurityresearch.com/2012/12/hacking-wiegand-serial-protocol.htmlhttps://github.com/brad-anton/VertX/blob/master/Arduino_Vertx_ProxPoint_Skimmer.ino
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Gecko - Wiegand MITM Toolhttp://www.blackhat.com/presentations/bh-dc-08/Franken/Presentation/bh-dc-08-franken.pdfhttp://www.darkreading.com/management/gecko-penetrates-building-access-system/211201067http://www.wired.com/threatlevel/2007/08/open-sesame-acc/http://securitysolutions.com/cards_readers/security_hacker_defcon_convention/Tastic RFID Thief – PCB - RepurposedAlthough it wasn‘t originally designed for this purpose, the Tastic RFID Thief PCB could easily be re-purposed to perform this type of MITM attack against the reader of the front door of the building you are targeting, recording badge #‘s as people enter the building.  Could use the bluetooth, SMS messaging, or other Arduino add-on‘s to make it easy to remotely access the stolen badge info.http://www.bishopfox.com/resources/tools/rfid-hacking/Vampire Taps – Wire Splice Tapshttp://en.wikipedia.org/wiki/Vampire_taphttps://www.google.com/search?q=%22Tap%20Splice%22&tbm=vidhttp://www.homedepot.com/p/Gardner-Bender-22-18-AWG-Red-Tap-Splice-Wire-Connectors-5-Pack-15-2218/202522457http://www.homedepot.com/p/Gardner-Bender-Tap-Splice-Assortment-22-10-AWG-Terminal-and-Connector-Kits-and-Assortments-10-per-clam-15-2210/202522123http://www.gardnerbender.com/en/products/terminations/tap-splicehttp://www.wiringdepot.com/product_info.php?products_id=2221&osCsid=98ea1afba9b40b313f2db6a1c151a253Open Security Research - Brad Antoniewicz - RFID Reader and Controller Attack ToolsArduino Code - Open the Badge Reader to Attack the Controller Directly via Wiegand InterfaceArduino Wiegand Skimmer and Emulator - Arduino_Vertx_ProxPoint_Skimmer.inohttp://blog.opensecurityresearch.com/2012/12/hacking-wiegand-serial-protocol.htmlhttps://github.com/brad-anton/VertX/blob/master/Arduino_Vertx_ProxPoint_Skimmer.ino
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T A S T I C – M I T M  A T T A C K 

• Insert in door reader of target 
building – record badge #s 

• Tastic RFID Thief’s PCB could be 
used similiarly for MITM attack 

+ 
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Gecko - Wiegand MITM Toolhttp://www.blackhat.com/presentations/bh-dc-08/Franken/Presentation/bh-dc-08-franken.pdfhttp://www.darkreading.com/management/gecko-penetrates-building-access-system/211201067http://www.wired.com/threatlevel/2007/08/open-sesame-acc/http://securitysolutions.com/cards_readers/security_hacker_defcon_convention/Tastic RFID Thief – PCB - RepurposedAlthough it wasn‘t originally designed for this purpose, the Tastic RFID Thief PCB could easily be re-purposed to perform this type of MITM attack against the reader of the front door of the building you are targeting, recording badge #‘s as people enter the building.  Could use the bluetooth, SMS messaging, or other Arduino add-on‘s to make it easy to remotely access the stolen badge info.http://www.bishopfox.com/resources/tools/rfid-hacking/Vampire Taps – Wire Splice Tapshttp://en.wikipedia.org/wiki/Vampire_tapLockitt POSI-TAP – wire connectors:http://www.amazon.com/Lockitt-POSI-TAP-Assortment-connectors-10-22/dp/B00CMC5DII/http://www.amazon.com/Posi-Lock%C2%AE-Assortment-pack-connectors-10-24/dp/B00CHQ0F1E/https://www.google.com/search?q=%22Tap%20Splice%22&tbm=vidhttp://www.homedepot.com/p/Gardner-Bender-22-18-AWG-Red-Tap-Splice-Wire-Connectors-5-Pack-15-2218/202522457http://www.homedepot.com/p/Gardner-Bender-Tap-Splice-Assortment-22-10-AWG-Terminal-and-Connector-Kits-and-Assortments-10-per-clam-15-2210/202522123http://www.gardnerbender.com/en/products/terminations/tap-splicehttp://www.wiringdepot.com/product_info.php?products_id=2221&osCsid=98ea1afba9b40b313f2db6a1c151a253Open Security Research - Brad Antoniewicz - RFID Reader and Controller Attack ToolsArduino Code - Open the Badge Reader to Attack the Controller Directly via Wiegand InterfaceArduino Wiegand Skimmer and Emulator - Arduino_Vertx_ProxPoint_Skimmer.inohttp://blog.opensecurityresearch.com/2012/12/hacking-wiegand-serial-protocol.htmlhttps://github.com/brad-anton/VertX/blob/master/Arduino_Vertx_ProxPoint_Skimmer.ino
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T A S T I C – M I T M  A T T A C K 

+ 
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Gecko - Wiegand MITM Toolhttp://www.blackhat.com/presentations/bh-dc-08/Franken/Presentation/bh-dc-08-franken.pdfhttp://www.darkreading.com/management/gecko-penetrates-building-access-system/211201067http://www.wired.com/threatlevel/2007/08/open-sesame-acc/http://securitysolutions.com/cards_readers/security_hacker_defcon_convention/Tastic RFID Thief – PCB - RepurposedAlthough it wasn‘t originally designed for this purpose, the Tastic RFID Thief PCB could easily be re-purposed to perform this type of MITM attack against the reader of the front door of the building you are targeting, recording badge #‘s as people enter the building.  Could use the bluetooth, SMS messaging, or other Arduino add-on‘s to make it easy to remotely access the stolen badge info.http://www.bishopfox.com/resources/tools/rfid-hacking/Vampire Taps – Wire Splice Tapshttp://en.wikipedia.org/wiki/Vampire_tapLockitt POSI-TAP – wire connectors:http://www.amazon.com/Lockitt-POSI-TAP-Assortment-connectors-10-22/dp/B00CMC5DII/http://www.amazon.com/Posi-Lock%C2%AE-Assortment-pack-connectors-10-24/dp/B00CHQ0F1E/https://www.google.com/search?q=%22Tap%20Splice%22&tbm=vidhttp://www.homedepot.com/p/Gardner-Bender-22-18-AWG-Red-Tap-Splice-Wire-Connectors-5-Pack-15-2218/202522457http://www.homedepot.com/p/Gardner-Bender-Tap-Splice-Assortment-22-10-AWG-Terminal-and-Connector-Kits-and-Assortments-10-per-clam-15-2210/202522123http://www.gardnerbender.com/en/products/terminations/tap-splicehttp://www.wiringdepot.com/product_info.php?products_id=2221&osCsid=98ea1afba9b40b313f2db6a1c151a253Open Security Research - Brad Antoniewicz - RFID Reader and Controller Attack ToolsArduino Code - Open the Badge Reader to Attack the Controller Directly via Wiegand InterfaceArduino Wiegand Skimmer and Emulator - Arduino_Vertx_ProxPoint_Skimmer.inohttp://blog.opensecurityresearch.com/2012/12/hacking-wiegand-serial-protocol.htmlhttps://github.com/brad-anton/VertX/blob/master/Arduino_Vertx_ProxPoint_Skimmer.ino
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Shmoocon 2012 - Attacking Proximity Card Systems - Brad Antoniewicz 
http://www.shmoocon.org/2012/videos/Antoniewicsz-AttackingCardAccess.m4v 

Presenter
Presentation Notes
Brad Antoniewicz Tools - Attacking RFID Controllers Directlyhttps://github.com/brad-anton/VertXhttp://nosedookie.blogspot.com/2011/08/hid-vertx-v2000-cache-tool.htmlhttp://www.opensecurityresearch.com/files/AttackProxCardSys-BA.tar.bz2Open Security Research / Brad Antoniewicz – Blog Posts:http://blog.opensecurityresearch.com/2012/12/hacking-wiegand-serial-protocol.htmlhttp://nosedookie.blogspot.com/2011/07/hid-vertx-v2000-default-password.htmlhttp://nosedookie.blogspot.com/2011/07/identifying-and-querying-hid-vertx.htmlhttp://nosedookie.blogspot.com/2011/08/hid-vertx-v2000-cache-tool.htmlhttp://nosedookie.blogspot.com/2011/07/hid-vertx-v2000-card-number-cache-tool.htmlhttp://nosedookie.blogspot.com/2011/07/hid-vertx-v2000-heartbeats-provisioning.htmlShmoocon 2012 - Attacking Proximity Card Systems - Brad Antoniewiczhttp://www.shmoocon.org/2012/videos/Antoniewicsz-AttackingCardAccess.m4vhttp://www.shmoocon.org/shmoocon_2012http://www.infosecblog.org/2012/02/shmoocon-2012-attacking-proximity-card-systems/http://www.securityorb.com/2012/02/attacking-proximity-card-access-systems-brad-antoniewicz-shmoocon-2012/http://www.youtube.com/watch?v=0Y-ydVG9cs8HID – VertX – Controllershttp://www.hidglobal.com/prod_detail.php?prod_id=119
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Shmoocon 2012 - Attacking Proximity Card Systems - Brad Antoniewicz 
http://www.shmoocon.org/2012/videos/Antoniewicsz-AttackingCardAccess.m4v 
http://blog.opensecurityresearch.com/2012/12/hacking-wiegand-serial-protocol.html 

Open the Badge Reader to Attack the Controller Directly via Wiegand Interface: 
• Arduino Wiegand BruteForcer – Arduino_VertX_Wiegand_BruteForce.ino 

• 5 IDs per Second Brute-force Badge Guessing 

• Arduino Wiegand Skimmer and Emulator - Arduino_Vertx_ProxPoint_Skimmer.ino 
• Arduino Wiegand Fuzzer - Arduino_VertX_Wiegand_Fuzzer.ino 

 
Attacking the VertX Controller Over the Network: 
• VertX_Query.py – HID VertX Controller Discovery and Query Tool 
• VertX_WebOpen.py – Physically Open Door via HTTP GET Request to the WebUI 
• VertX_CacheTool.c  – HID VertX V2000 Cache Dump and Insertion Tool 

RFID Reader / Controller Attack Tools – by Brad Antoniewicz 

Presenter
Presentation Notes
Brad Antoniewicz Tools - Attacking RFID Controllers Directlyhttps://github.com/brad-anton/VertXhttp://nosedookie.blogspot.com/2011/08/hid-vertx-v2000-cache-tool.htmlhttp://www.opensecurityresearch.com/files/AttackProxCardSys-BA.tar.bz2Open Security Research / Brad Antoniewicz – Blog Posts:http://blog.opensecurityresearch.com/2012/12/hacking-wiegand-serial-protocol.htmlhttp://nosedookie.blogspot.com/2011/07/hid-vertx-v2000-default-password.htmlhttp://nosedookie.blogspot.com/2011/07/identifying-and-querying-hid-vertx.htmlhttp://nosedookie.blogspot.com/2011/08/hid-vertx-v2000-cache-tool.htmlhttp://nosedookie.blogspot.com/2011/07/hid-vertx-v2000-card-number-cache-tool.htmlhttp://nosedookie.blogspot.com/2011/07/hid-vertx-v2000-heartbeats-provisioning.htmlShmoocon 2012 - Attacking Proximity Card Systems - Brad Antoniewiczhttp://www.shmoocon.org/2012/videos/Antoniewicsz-AttackingCardAccess.m4vhttp://www.shmoocon.org/shmoocon_2012http://www.infosecblog.org/2012/02/shmoocon-2012-attacking-proximity-card-systems/http://www.securityorb.com/2012/02/attacking-proximity-card-access-systems-brad-antoniewicz-shmoocon-2012/http://www.youtube.com/watch?v=0Y-ydVG9cs8HID – VertX – Controllershttp://www.hidglobal.com/prod_detail.php?prod_id=119



Controller Attacks 

62 

J A C K E D  I N  

• HID Global – MAC Address OUI:  00:06:8E:*:*:* 
 

• Scan network for MAC Addresses starting with 00:06:8E: 
directly, or use HID’s controller discovery GUI tool: 
• https://www.hidglobal.com/drivers/15654 

MAC Address - Targetting HID Controllers Over Network 

Presenter
Presentation Notes
HID – VertX Controller Discovery Tool GUIhttps://www.hidglobal.com/drivers/15654Free utility provided by HID Global to let you scan for and discover HID controller devices on your local networkHID Global – Registered MAC Address OUIhttp://standards.ieee.org/develop/regauth/oui/oui.txthttp://www.nirsoft.net/utils/mac_address_lookup_find.htmlAll HID Global devices have MAC Address that start with:  00-06-8EMAC Address – Network Scanning ToolsUse to look for HID devices by examing MAC addresses on local network and see of they start with 00-06-8ENirSoft – MAC Address Tools:http://www.nirsoft.net/utils/mac_address_lookup_find.htmlhttp://www.nirsoft.net/utils/fastresolver.htmlCain – MAC Scanner:http://www.oxid.it/cain.htmlhttp://www.oxid.it/ca_um/topics/mac_scanner.htmHID – VertX – Controllershttp://www.hidglobal.com/prod_detail.php?prod_id=119
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• HID VertX Controller – Default Open Ports: 
• FTP (21), Telnet (23), HTTP (80) 

• HID VertX Controller – Connect via FTP / Telnet / 
HTTP with Default Admin Creds: root/pass  

• Banner grabbing for HID VertX controller discovery 
• Can also find using SHODAN search engine 

 

Port Scanning and Banner Grabbing - Targetting HID Controllers Over Network 

Presenter
Presentation Notes
Brad Projects - HID VertX V2000 Default Password - 19July2011http://nosedookie.blogspot.com/2011/07/hid-vertx-v2000-default-password.htmlBrad Projects - Identifying and Querying HID VertX Controllers On The Network - VertX_Query.py - 14July2011http://nosedookie.blogspot.com/2011/07/identifying-and-querying-hid-vertx.htmlSHODAN – Searching for HID VertX Devices:http://en.wikipedia.org/wiki/Shodan_%28website%29Examples – HID VertX queries:https://www.shodan.io/search?query=Axis+Developer+Board+LX+release+2.2.0https://www.shodan.io/search?query=Linux+2.4.26+on+a+cris+%280%29https://www.shodan.io/search?query=VertXController+loginSHODAN Diggity – Part of Bishop Fox’s SearchDiggity toolAutomate searching and saving rsults from SHODAN querieshttp://www.bishopfox.com/resources/tools/google-hacking-diggity/attack-tools/#searchdiggity-v-3 http://www.bishopfox.com/wp-content/gallery/google-hacking-diggity-media-gallery/8-shodan_diggity-1.jpghttp://en.wikipedia.org/wiki/Shodan_%28website%29#Automated_Search_Tools
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Port Scanning and Banner Grabbing - Targetting HID Controllers Over Network 

Presenter
Presentation Notes
Brad Projects - HID VertX V2000 Default Password - 19July2011http://nosedookie.blogspot.com/2011/07/hid-vertx-v2000-default-password.htmlBrad Projects - Identifying and Querying HID VertX Controllers On The Network - VertX_Query.py - 14July2011http://nosedookie.blogspot.com/2011/07/identifying-and-querying-hid-vertx.htmlSHODAN – Searching for HID VertX Devices:http://en.wikipedia.org/wiki/Shodan_%28website%29Examples – HID VertX queries:https://www.shodan.io/search?query=Axis+Developer+Board+LX+release+2.2.0https://www.shodan.io/search?query=Linux+2.4.26+on+a+cris+%280%29https://www.shodan.io/search?query=VertXController+loginSHODAN Diggity – Part of Bishop Fox’s SearchDiggity toolAutomate searching and saving rsults from SHODAN querieshttp://www.bishopfox.com/resources/tools/google-hacking-diggity/attack-tools/#searchdiggity-v-3 http://www.bishopfox.com/wp-content/gallery/google-hacking-diggity-media-gallery/8-shodan_diggity-1.jpghttp://en.wikipedia.org/wiki/Shodan_%28website%29#Automated_Search_Tools
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Port Scanning and Banner Grabbing - Targetting HID Controllers Over Network 

Presenter
Presentation Notes
Brad Projects - HID VertX V2000 Default Password - 19July2011http://nosedookie.blogspot.com/2011/07/hid-vertx-v2000-default-password.htmlBrad Projects - Identifying and Querying HID VertX Controllers On The Network - VertX_Query.py - 14July2011http://nosedookie.blogspot.com/2011/07/identifying-and-querying-hid-vertx.htmlSHODAN – Searching for HID VertX Devices:http://en.wikipedia.org/wiki/Shodan_%28website%29Examples – HID VertX queries:https://www.shodan.io/search?query=Axis+Developer+Board+LX+release+2.2.0https://www.shodan.io/search?query=Linux+2.4.26+on+a+cris+%280%29https://www.shodan.io/search?query=VertXController+loginSHODAN Diggity – Part of Bishop Fox’s SearchDiggity toolAutomate searching and saving rsults from SHODAN querieshttp://www.bishopfox.com/resources/tools/google-hacking-diggity/attack-tools/#searchdiggity-v-3 http://www.bishopfox.com/wp-content/gallery/google-hacking-diggity-media-gallery/8-shodan_diggity-1.jpghttp://en.wikipedia.org/wiki/Shodan_%28website%29#Automated_Search_Tools
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Mar 2016 

Presenter
Presentation Notes
http://blog.trendmicro.com/let-get-door-remote-root-vulnerability-hid-door-controllers/
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Pwn Plug 
M A I N T A I N I N G  A C C E S S 
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Presenter
Presentation Notes
Pwn Plughttp://pwnieexpress.com/products/elite-plughttp://pwnieexpress.com/products/power-pwnhttp://www.darkreading.com/intrusion-prevention/pwnie-express-rolls-out-pwn-plug/232601565http://hackaday.com/2012/07/22/power-pwns-price-tag-is-as-dangerous-as-its-black-hat-uses/ISSA Journal – Toolsmith - March 2012 - Pen Testing with Pwn Plughttp://holisticinfosec.org/toolsmith/pdf/march2012.pdfPwn Plug Elite - $995.00Power Pwn - $1,495.00



Pwn Plug 
M A I N T A I N I N G  A C C E S S 

• Pwn Plug Elite:  $995.00 
• Power Pwn: $1,995.00 

69 

Presenter
Presentation Notes
Pwn Plughttp://pwnieexpress.com/products/elite-plughttp://pwnieexpress.com/products/power-pwnhttp://www.darkreading.com/intrusion-prevention/pwnie-express-rolls-out-pwn-plug/232601565http://hackaday.com/2012/07/22/power-pwns-price-tag-is-as-dangerous-as-its-black-hat-uses/ISSA Journal – Toolsmith - March 2012 - Pen Testing with Pwn Plughttp://holisticinfosec.org/toolsmith/pdf/march2012.pdfPwn Plug Elite - $995.00Power Pwn - $1,495.00
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M A I N T A I N I N G  A C C E S S 

• Raspberry Pi - credit card sized, single-board computer – cheap $35  

Presenter
Presentation Notes
Raspberry Pihttp://en.wikipedia.org/wiki/Raspberry_Pihttp://www.raspberrypi.org/http://www.amazon.com/Raspberry-Pi-Model-Revision-512MB/dp/B009SQQF9C/http://www.adafruit.com/products/998http://securityaffairs.co/wordpress/15471/hacking/raspberry-pi-as-physical-backdoor.html
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M A I N T A I N I N G  A C C E S S 

• Raspberry Pi – cheap alternative (~$35) to Pwn Plug/Power Pwn 
• Pwnie Express – Raspberry Pwn 
• Rogue Pi – RPi Pentesting Dropbox 
• Pwn Pi v3.0 

Presenter
Presentation Notes
Raspberry Pihttp://en.wikipedia.org/wiki/Raspberry_Pihttp://www.raspberrypi.org/Raspberry Pi - PwnPlug Hack BoxPwnie Express - Raspberry-Pwnhttp://pwnieexpress.com/blogs/pwnie/7977353-raspberry-pwn-a-pentesting-release-for-the-raspberry-pihttps://github.com/pwnieexpress/Raspberry-Pwnhttp://www.thepowerbase.com/2012/06/pwnie-express-releases-raspberry-pwn-pentesting-suite/Rogue Pi - A RPi Pentesting Dropboxhttp://hackaday.com/2013/03/24/rogue-pi-a-rpi-pentesting-dropbox/http://crushbeercrushcode.org/2013/03/developing-the-rogue-pi/http://www.adafruit.com/blog/2013/03/29/developing-the-rogue-pi/http://www.adafruit.com/blog/2013/03/25/rogue-pi-a-rpi-pentesting-dropbox/PwnPi - Pen Test Drop Box Distro for the Raspberry Pihttp://seclist.us/2012/12/update-pwnpi-v3-0-a-pen-test-drop-box-distro-for-the-raspberry-pi.htmlhttp://pwnpi.sourceforge.net/Raspberry Pi - Power Striphttp://hackaday.com/2012/10/04/malicious-raspberry-pi-power-strip-looks-a-bit-scary/http://gnurds.com/index.php/2012/10/02/raspberry-pi-power-strip/http://securityaffairs.co/wordpress/15471/hacking/raspberry-pi-as-physical-backdoor.htmlhttp://www.tunnelsup.com/tup/2013/05/08/raspberry-pi-phoning-home-using-a-reverse-remote-ssh-tunnel
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• Raspberry Pi – cheap alternative (~$35) to Pwn Plug/Power Pwn 
• Tastic 3D Case for RaspPi Backdoor Hidden Backdoor Device 

Presenter
Presentation Notes
Raspberry Pihttp://en.wikipedia.org/wiki/Raspberry_Pihttp://www.raspberrypi.org/Raspberry Pi - PwnPlug Hack BoxPwnie Express - Raspberry-Pwnhttp://pwnieexpress.com/blogs/pwnie/7977353-raspberry-pwn-a-pentesting-release-for-the-raspberry-pihttps://github.com/pwnieexpress/Raspberry-Pwnhttp://www.thepowerbase.com/2012/06/pwnie-express-releases-raspberry-pwn-pentesting-suite/Rogue Pi - A RPi Pentesting Dropboxhttp://hackaday.com/2013/03/24/rogue-pi-a-rpi-pentesting-dropbox/http://crushbeercrushcode.org/2013/03/developing-the-rogue-pi/http://www.adafruit.com/blog/2013/03/29/developing-the-rogue-pi/http://www.adafruit.com/blog/2013/03/25/rogue-pi-a-rpi-pentesting-dropbox/PwnPi - Pen Test Drop Box Distro for the Raspberry Pihttp://seclist.us/2012/12/update-pwnpi-v3-0-a-pen-test-drop-box-distro-for-the-raspberry-pi.htmlhttp://pwnpi.sourceforge.net/Raspberry Pi - Power Striphttp://hackaday.com/2012/10/04/malicious-raspberry-pi-power-strip-looks-a-bit-scary/http://gnurds.com/index.php/2012/10/02/raspberry-pi-power-strip/http://securityaffairs.co/wordpress/15471/hacking/raspberry-pi-as-physical-backdoor.htmlhttp://www.tunnelsup.com/tup/2013/05/08/raspberry-pi-phoning-home-using-a-reverse-remote-ssh-tunnel
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Fake polo shirts for target company 
(get logo from target website) 

Fargo DTC515 Full Color ID Card ID Badge Printer 
Label Printer and Badge Accessories 

HD PenCam - Mini 720p Video  
Lock picks and pick guns 

Little Extra Touches 
G O  A  L O N G  W A Y 

Presenter
Presentation Notes
HD PenCam - Mini 720p Video Camera & Recorder (SWVID-PEN720)http://www.swann.com/s/products/view/?product=1343http://www.amazon.com/Swann-PenCam-SWVID-PEN720-Surveillance-Network/dp/B008AUWOCO/Brother QL-700 High-speed, Professional Label Printerhttp://www.amazon.com/Brother-QL-700-High-speed-Professional-Printer/dp/B005TJMC0S/Target Company Polo Shirts MadeGet company logo from website, and have generic polo shirts made up cheapBadge Accessorieshttp://store.rfideas.com/badging-accessories-c52.aspxFargo DTC515 Full Color ID Card ID Badge Printerhttp://www.amazon.com/Fargo-DTC-525-sublimation-capacity/dp/B000UWYSHE/http://www.fargo.com/drivers.htmlhttp://www.fargo.com/users_guides_pdf/DTC500_Series_L000699_UserGuide_(Rev.6.0_032906).pdfBought on Ebay, 25April2013 - $224.99 + $33.57 shippingLock Pick Gun and Lock Pickinghttp://www.lockpicks.com/dyno-kwick-pick.htmlhttp://www.lockpicks.com/delux-snap-gun.htmlhttp://www.lockpickshop.com/PGE.htmlhttp://blog.opensecurityresearch.com/2013/01/getting-started-with-lock-picking.htmlUSB Rubber Ducky Red Team 3 Packhttps://hakshop.myshopify.com/collections/usb-rubber-duckyhttp://usbrubberducky.com/https://github.com/hak5darren/USB-Rubber-Ducky/wiki/My-first-payloadhttps://code.google.com/p/ducky-decode/https://ducky-decode.googlecode.com/files/The USB Rubber Ducky Draft.dochttps://www.youtube.com/watch?v=NeDYD9nb7PM
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Presenter
Presentation Notes
USB Rubber Ducky Red Team 3 Pack - 28Mar2014https://hakshop.myshopify.com/collections/usb-rubber-duckyhttp://usbrubberducky.com/https://github.com/hak5darren/USB-Rubber-Ducky/wiki/My-first-payloadhttps://code.google.com/p/ducky-decode/https://ducky-decode.googlecode.com/files/The USB Rubber Ducky Draft.dochttps://www.youtube.com/watch?v=NeDYD9nb7PMFran personal –  3x USB Rubber Ducky Red Team - bought for $139.99 on 28Mar2014
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Credit Card RFID 
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S K I M M I N G 
Feb 2016 

• Point of Sale (PoS) – 
keep under ~$30 and 
tap your wallet 

Presenter
Presentation Notes
http://www.alphr.com/technology/1002719/heres-how-to-protect-your-contactless-card-from-scammers-on-public-transport
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Passport Books 
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Presenter
Presentation Notes
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/hid-ids-epassport-inlays-ch-en.pdfhttp://www.hidglobal.com/sites/hidglobal.com/files/resource_files/hid-govid-passport-datapage-br-en.pdf
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UHF Hacking 
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Enhanced Licenses 
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Presenter
Presentation Notes
http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/uscis_issues_redesigned_green_card_fact_sheet.pdf
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RFID ME: USB Dongle UHF Reader /Writer 

Presenter
Presentation Notes
RFID ME: USB Dongle UHF Reader /Writerhttp://www.amazon.com/gp/product/B0050MBFE8/50pcs UHF ISO18000-6c EPC Class1 Gen2 860-960mhz Long-range Passive Rfid Tag Cardhttp://www.amazon.com/gp/product/B00JPXHJ5W/#########UHF – EPC Gen 2 Standards:Info:http://en.wikipedia.org/wiki/Ultra_high_frequencyUHF Class 1 Gen 2 Standard v. 2.0.0.PDFhttp://www.gs1.org/sites/default/files/docs/uhfc1g2/uhfc1g2_2_0_0_standard_20131101.pdfGen 2v2 Fact Sheet .PDFhttp://www.gs1.org/sites/default/files/docs/uhfc1g2/EPC%20Gen2v2%20Fact%20Sheet.pdfISO/IEC 18000-6:2010http://www.iso.org/iso/catalogue_detail.htm?csnumber=46149
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F L  Y  G E A R 

• RFID Blocking Skinny Jeans 
 

• RFID Blocking Vests, Blazers, and Clothes 
 

• RFID Blocking Bags and Backpacks 
 

 

Presenter
Presentation Notes
RFID Blocking Gearhttp://thestack.com/rfid-blocking-blazer-jeans-wireless-identity-theft-171214https://www.betabrand.com/blog/33531/betabrand-norton-creates-worlds-first-rfid-blocking-jeans-blazerhttp://www.thinkgeek.com/tshirts-apparel/bags-backpacks-luggage/?icpg=gy_181ahttp://www.thinkgeek.com/product/1bd3/?srp=2
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• Consider implementing a more secure, active RFID 
system (e.g. “contactless smart cards”) that 
incorporates encryption, mutual authentication, and 
message replay protection.   
 

• Consider systems that also support 2-factor 
authentication, using elements such as a PIN pad or 
biometric inputs. 
 

• Consider implementing physical security intrusion and 
anomaly detection software. 
 

• Implement “feel tests” by guards to ensure badges are 
not fake printed badges 

HID Global - Best Practices in Access Control White Paper (PDF) 
https://www.hidglobal.com/node/16181 

Presenter
Presentation Notes
HID Global - Best Practices in Access Control White Paper (PDF) – 20Apr2012https://www.hidglobal.com/node/16181http://www.hidglobal.com/sites/hidglobal.com/files/resource_files/hid_global_best_practices_in_access_control_white_paper_04-20-2012.pdfPhysical Security Resourceshttp://www.sans.org/reading_room/whitepapers/physcial/ http://csrc.nist.gov/publications/PubsFL.html#Physical%20&%20Environmental%20Protection http://csrc.nist.gov/groups/SMA/fasp/areas.html#physical http://www.csoonline.com/topic/221490/Physical_Security “Feel tests” on Badges.  See: US Dept of Justice – Law Enforcement Guide to False Identification and Illegal ID Usehttp://www.udetc.org/documents/FalseIdentification.pdfRFID Security – Frank Thorton - July 7, 2005http://www.amazon.com/RFID-Security-Frank-Thornton/dp/1597490474/NIST SP 800-98: Guidelines for Securing Radio Frequency Identification (RFID) Systems – April2007http://csrc.nist.gov/publications/nistpubs/800-98/SP800-98_RFID-2007.pdfHackin9 Magazine - Hacking RFID - 8/2011 http://hakin9.org/hacking-rfid-82011/Hackin9 Magazine – Free Article - RFIDOT for Mac OSX Articlehttp://hakin9.org/download/?did=106RSA Labs – RFID Security and Privacyhttp://www.rsa.com/rsalabs/node.asp?id=2115HID Indala FlexSecur Technology – White Paper (PDF)https://www.hidglobal.com/sites/hidglobal.com/files/resource_files/indala-flexsecur-wp-en.pdfRFID Hacking – Wikis, Tutorials, and Otherhttp://wiki.yobi.be/wiki/RFIDhttp://www.abrfid.com/RFID_305http://blog.threatforward.com/2010/12/08/the-eye-of-the-enemy-is-gazing-upon-static-proximity-cards/http://www.openpcd.org/HID_iClass_demystifiedhttp://rfidtoys.net/forum/default.asphttp://www.rfid-handbook.de/english/http://hackaday.com/tag/rfid/http://contactless.wordpress.com/security-concerns/http://blog.tenablesecurity.com/2010/03/the-mid-atlantic-regional-ccdc-2010-event---part-ii.htmlhttp://www.dhs.gov/xlibrary/assets/foia/US-VISIT_RFIDattachE.pdfRFID Glossarieshttp://www.smartcardbasics.com/smart-card-glossary.htmlhttp://www.rfidjournal.com/article/glossaryRFID Info – Articleshttp://www.rfidjournal.com/http://www.avoine.net/rfid/RFID - Detecting Cloned Badgeshttp://eprints.utas.edu.au/792/1/Detecting_Clone_Radio_Frequency_Identification_Tags.pdfhttp://www.ingentaconnect.com/content/ind/ijrfita/2011/00000003/f0020001/art00002http://www.researchgate.net/publication/224372357_Intrusion_detection_in_RFID_systems
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• Instruct employees not to wear their badges in 
prominent view when outside the company premises. 
 

• Utilize RFID card shields when the badge is not in use 
to prevent drive-by card sniffing attacks. 
 

• Physically protect the RFID badge readers by using 
security screws that require special tools to remove the 
cover and access security components.   
 

• Employ the tamper detect mechanisms to prevent 
badge reader physical tampering.  All readers and 
doors should be monitored by CCTV. 

HID Global - Physical Reader Security, Tamper, and Supervisor Features (PDF) 
http://www.hidglobal.com/physical-reader-security-tamper-and-supervisor-features 

Presenter
Presentation Notes
HID Global - Best Practices in Access Control White Paper (PDF) – 20Apr2012https://www.hidglobal.com/node/16181HID Global - Physical Reader Security, Tamper, and Supervisor Features.PDFhttp://www.hidglobal.com/sites/hidglobal.com/files/0112_an_en.pdfhttp://www.hidglobal.com/physical-reader-security-tamper-and-supervisor-features Security Screwshttp://www.instructables.com/id/How-to-open-security-screws/http://www.brycefastener.comhttp://www.losspreventionfasteners.comDEWALT DWAX200 Security Screwdriving Set, 31-Piecehttp://www.amazon.com/gp/product/B00C1XZIJCRFID - Blocking Wallets and Sleeveshttp://www.difrwear.com/http://www.idstronghold.com/Show-All-Products/products/4/http://www.idstronghold.com/Secure-Sleeves-for-ID-Payment-Cards-IDSH1003-001-/productinfo/IDSH1003-001/http://www.idstronghold.com/http://www.thinkgeek.com/product/8cdd/http://www.thinkgeek.com/product/910f/http://www.thinkgeek.com/product/181a/http://www.adafruit.com/products/1091 http://www.adafruit.com/products/999 FIPS 201-1, Personal Identity Verification (PIV) of Federal Employees and Contractors - FIPS-201-1-chng1.pdfhttp://csrc.nist.gov/publications/fips/fips201-1/FIPS-201-1-chng1.pdf 
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• Cryptographic distance-bounding protocols that 
measure accurately the round-trip delay of the radio 
signal countermeasure to relay attacks. 
 
 

• Open Supervised Device Protocol (OSDP) w/ Secure 
Channel Protocol (SCP) for secure initial pairing of 
readers/controllers to prevent MITM attacks. 

Presenter
Presentation Notes
Open Supervised Device Protocol (OSDP) w/ Secure Channel Protocol (SCP)http://www.hidglobal.com/blog/open-standards-drive-access-control-improvements-including-better-ways-connect-readers-andhttps://www.hidglobal.de/doclib/files/resource_files/OSDP%20White%20Paper%20V1.pdfhttp://www.hidglobal.com/sites/hidglobal.com/files/resource_files/iclass-osdp-readers-ds-en.pdfCryptographic distance-bounding protocolshttp://www.rfidblog.org.uk/RFIDdistancebound-Securecomm2005.pdf
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Shmoocon 2012 - Kristin Paget - Credit Card Fraud: The Contactless Generation 
http://www.shmoocon.org/2012/presentations/Paget_shmoocon2012-credit-cards.pdf 

Presenter
Presentation Notes
Shmoocon 2012 - Kristin Paget - Credit Card Fraud: The Contactless Generationhttp://www.shmoocon.org/2012/presentations/Paget_shmoocon2012-credit-cards.pdfhttp://www.shmoocon.org/2012/videos/CreditCardFraud.m4vRFID - Blocking Wallets and Sleeveshttp://www.difrwear.com/http://www.idstronghold.com/Show-All-Products/products/4/http://www.idstronghold.com/Secure-Sleeves-for-ID-Payment-Cards-IDSH1003-001-/productinfo/IDSH1003-001/http://www.idstronghold.com/http://www.thinkgeek.com/product/8cdd/http://www.thinkgeek.com/product/910f/Green CardSince May 11, 2010, new Green Cards contain an RFID chip[10] and can be electronically accessed at a distance. They are shipped with a protective sleeve that claims to protect the card from remote access.http://en.wikipedia.org/wiki/Permanent_residence_%28United_States%29http://fcw.com/articles/2010/05/13/us-issues-redesigned-rfid-green-cards.aspx
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A C T I V E  B L O C K I N G 

Shmoocon 2016 - Be Free, Little GuardBunny - Kristin Paget - 17Jan2016 
https://archive.org/details/Be_Free_Little_Guardbunny 

Presenter
Presentation Notes
Shmoocon 2012 - Kristin Paget - Credit Card Fraud: The Contactless Generationhttp://www.shmoocon.org/2012/presentations/Paget_shmoocon2012-credit-cards.pdfhttp://www.shmoocon.org/2012/videos/CreditCardFraud.m4vRFID - Blocking Wallets and Sleeveshttp://www.difrwear.com/http://www.idstronghold.com/Show-All-Products/products/4/http://www.idstronghold.com/Secure-Sleeves-for-ID-Payment-Cards-IDSH1003-001-/productinfo/IDSH1003-001/http://www.idstronghold.com/http://www.thinkgeek.com/product/8cdd/http://www.thinkgeek.com/product/910f/Green CardSince May 11, 2010, new Green Cards contain an RFID chip[10] and can be electronically accessed at a distance. They are shipped with a protective sleeve that claims to protect the card from remote access.http://en.wikipedia.org/wiki/Permanent_residence_%28United_States%29http://fcw.com/articles/2010/05/13/us-issues-redesigned-rfid-green-cards.aspx
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Bishop Fox – see for more info:  
http://www.bishopfox.com/resources/tools/rfid-hacking/ 
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