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Presentation Notes
Bishop Fox – Danger Drone Research:
https://www.bishopfox.com/resources/tools/drones-penetration-testers/
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1. The Danger Drone by Bishop Fox
2. Crazy State of Drone Defenses

3. Drone Legal Landscape

4. loT = Target Rich Environment

5. Future Is Gonna Be Awesome

QQQs




No Such Thing as Drone Defense ‘Best Practices’

- Companies are beginning to implement solutions / products
o Previous proof of concepts have already demonstrated that the threat is real

« There or proven methods for defense against drones

° are needed to test the effectiveness of these new ‘drone
defense’ deployments

oSeparating real countermeasures from
o Must be cheap, easy to build, and easy to learn how to use

Why?
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Why – Shutterstock
http://www.shutterstock.com/pic-310933958/stock-photo-hand-writing-why-question-with-marker-business-concept.html?src=f078pkDcg6dttAgZccrUxw-1-45


NEWS
Drone Threat Is Real e

PROOF OF CONCEPTS

Past proof of concepts have already demonstrated the threat is real. Now companies are deploying

drone defenses and need practical tools to test their effectiveness and eliminate exposures.

. GEEK APPLE-MDRDID-PSE[SCIEHCEIGMIHG- £ 2 A search Geek i SkyJack

} SkyJack is a drone engingered to autonomously seek out, hack, and wirelessly take over other drones within wifi distance,

creating an army of zombie drones under your control

WASP: The Linux-powered flying spy drone
that cracks Wi-Fi & GSM networks

by Samy Kamkar // code@samy pl // Dec 2, 2013
Discover more of my technology at https://samy pl

you walk down the street.

Hackers have developed a drone that can steal the contents of your smartphone -- from your
location data to your Amazon (AMZN) password -- and they've been testing it out in the skies of
London. The research will be presented next week at the Black Hat Asia cybersecurity
conference in Singapore.

The Black Hat Security Conference and DEFCON bring together the world’s
professional hackers, security researchers, goverment representatives,
journalists, and just about anyone who thinks of themselves as a hacker. They
listen to talks about security, show off the latest novel hacks, and generally
share information about the state of computer security.

The technology equipped on the drone, known as Snoopy, looks for mobile devices with Wi-Fi
settings turned on.

Every year there’s a highlight to the conferences, and this year it looks like that
highlight may be a flying drone, or unmanned aerial vehicle (UAV). This drone is
called the Wireless Aerial Surveillance Platform, or WASP. It’s an ex-U.S. Army
spy drone measuirng over 6-feet in length and wingspan that has been
modified to make it more useful for hackers in our built-up,
unicatign-heavy urban epgrogments.

By Malthex: Humphries (ML DN 152 wgatimgeek SkyJack - autonomous drone hacking w/Raspberry Pi, aircrack & Javas... 4
This drone can hack your phone R——
The next threat to your privacy could be hovering over head while g , g
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Aerial Assault - Hacking Drone - RaspPi - Aug2015 - $2,500.00
Product page:
http://www.aerialassaultdrones.com/
DRONELIFE - Computer Hacking Drones Become a Reality - 12Aug2015
http://dronelife.com/2015/08/12/computer-hacking-drones-become-a-reality/
Defense One - Aerial Assault - Someone At DEF CON Made a Drone That Hacks Computers - 10Aug2015
http://www.defenseone.com/technology/2015/08/someone-def-con-made-drone-hacks-computers/118987/
Security Affairs - Aerial Assault Drone, the new Hacking Weapon - 11Aug2015
http://securityaffairs.co/wordpress/39265/hacking/aerial-assault-drone.html
More:
http://www.popsci.com/drone-defcon-hacks-sky
https://www.yahoo.com/tech/aerial-assault-drone-armed-hacking-weapons-012954975.html
https://www.hackread.com/aerial-assault-drone-hacking-computers/
http://www.scmagazine.com/aerial-assault-unveils-hacker-drone/article/431744/
https://www.engadget.com/2015/08/17/hacking-drone/
https://forums.hak5.org/index.php?/topic/36598-a-drone-that-can-steal-data-just-by-hovering-above-you/
http://www.sps-aviation.com/experts-speak/?id=51&h=Hacker-quadcopter-new-threats-emerging
http://tech9tutorialz.com/tag/aerial-assault-can-sniff-insecure-devices-and-networks-and-store-that-information-locally-or-beam-it-back-to-the-pilot-david-jordan-from-aer/


SecurityAffairs.co - Snoopy software can turn a drone is a data stealer - 24Mar2014
http://securityaffairs.co/wordpress/23374/hacking/snoopy-drone-data-stealer.html
http://money.cnn.com/2014/03/20/technology/security/drone-phone/index.html?section=money_technology
http://money.cnn.com/video/technology/2014/03/19/t-drone-steals-phone-info.cnnmoney?iid=EL


Security Affairs - Wireless Aerial Surveillance Platform (WASP), the DIY Spy Drone - 17Dec2014
http://securityaffairs.co/wordpress/31190/hacking/wireless-aerial-surveillance-platform-diy-spy-drone.html
http://www.geek.com/geek-pick/wasp-the-linux-powered-flying-spy-drone-that-cracks-wi-fi-gsm-netwokrs-1407741/


Samy.pl – SkyJack – 02Dec2013
http://samy.pl/skyjack/


DEF CON 21 (2013) - Phantom Network Surveillance UAV / Drone – Hill – 03Aug2013
https://defcon.org/images/defcon-21/dc-21-presentations/Hill/DEFCON-21-Ricky-Hill-Phantom-Drone-Updated.pdf
https://media.defcon.org/DEF CON 21/DEF CON 21 video and slides/DEF CON 21 Hacking Conference Presentation By Ricky Hill - Phantom Network Surveillance UAV Drone - Video and Slides.m4v 
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DANGER DRONE

FOR PENETRATION TESTERS



Welcome to the Danger Drone 4

https://www.bishopfox.com/resources/tools/drones-penetration-testers/

=DANGERXDRONE=

BISHOP FOX

The Hacking Drone for Penetration Testers
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Play video

https://www.bishopfox.com/resources/tools/drones-penetration-testers/
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Demo videos and live demo of Danger Drone.


Drone Brain = Raspberry Pi

HACKER

DRONE

Raspberry Pi based copters have the obvious appeal of being heavily developed and supported by
both the drone and hacker communities.

The 2 most popular Raspberry Pi based flight controllers are the Erle-Brain 2 and the Navio 2:

RASPBERRY Pl 2

H , Quad-core 1GHz computer
aVI o " runs real-time Linux and APM

flight stack.

Erle-Brain 2

F 3
12C bus

Zonnect additional sensors

such us humidity, gas

s
Serial
Connect GPS,
console, telemetry,

compass

ower

Power Module Support
up Erle-Brain using a Power Module

Core

~ortex A7, 1GB RAM

ope, Compass

rature sensors

Software

Use ROS for

creating your own

robots, DroneCode Fund. tools for

flying drones a
latest apps/ben

Snappy to get the
aviors from the ston

GNSS RECEIVER

GPS\GLONASS\Beidou
and external antenna port.

DUAL IMU

Great flight performance
and redundancy.

RC1/0 CO-PROCESSOR

PPM\SBUS _mput and 14
PWM output channels with
variable freguencies.

==

VIO2

308

" HIGH RESOLUTION BAROMETER

Altitude sensing with 10 cm resolution.

EXTENSION PORTS

ADC, 12C and UART interfaces for
sensors and radios.

TRIPLE REDUNDANT POWER SUPPLY

Power module port for voltage and current
sensing with overvolbage protection
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Erle-Brain 2:
https://erlerobotics.com/blog/product/erle-brain-v2/
http://erlerobotics.com/docs/Robots/Erle-Copter/Assembly_|_Montaje/Erle-Brain_2/index.html
http://erlerobotics.com/docs/Artificial_Brains/Erle-Brain_2/index.html
http://erlerobotics.com/docs/Artificial_Brains_and_Autopilots/Erle-Brain_2/Intro.html
https://erlerobotics.com/blog/product/erle-copter-diy-kit/
http://erlerobotics.com/blog/erle-copter/
http://erlerobotics.com/docs/Robots/Erle-Copter/index.html
http://ardupilot.org/copter/docs/common-erle-brain-linux-autopilot.html
http://ardupilot.org/copter/docs/common-erle-brain2-wiring-quick-start.html#erle-brain2-wiring-chart
More:
https://github.com/erlerobot/ardupilot
http://dronecode.org/
http://erlerobotics.com/blog/faqs


Navio2:
http://ardupilot.org/copter/docs/common-navio2-overview.html
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Parts - Hacking ‘Over the Air’

ADD-ON USB EXAMPLES

o WiFi

* Bluetooth

e RFID / NFC
« ZigBee

« Software Defined Radio

Ubertooth One

3

Bluetooth” \™

The world's first affordable Bluetooth monitoring and development platform.

» Wireless Keyboard Sniffers >

(®) WiFi Pingapple

WiFi Pineapple Nano

SENA UD100 Bluetooth USB

Asus USB-N53
(dual band)

TP-Link TL-WN722N

Bluetooth 4.0 USB Micro

Adapter (CSR 8510 Chipset) Wi-Spy DBx Pro —

USB Spectrum Analyzer

Crazyradio 2.4Ghz nRF24LU1+ USB radio dongle with antenna

Atmel — ZigBee Hacking Gear

HackRF One:
Software Defined Radio
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WiFi Pineapple Nano:
https://hakshop.myshopify.com/collections/wifi-pineapple-kits/products/wifi-pineapple?variant=81044992
https://hakshop.myshopify.com/collections/wifi-pineapple-kits/products/antenna-upgrade-for-wifi-pineapple-nano

TP-Link TL-WN722N 150Mbps High Gain Wireless USB Adapter
http://www.amazon.com/gp/product/B002WBX9C6/

For 5GHz:
Asus Dual Band (2.4GHz 300Mbps/5GHz 300Mbps) Wireless-N USB Adapter with Graphical Easy Interface (USB-N53)
http://www.amazon.com/Asus-Wireless-N-Graphical-Interface-USB-N53/dp/B005SAKW9G/

Wi-Spy DBx Pro - USB Spectrum Analyzer with Chanalyzer Pro Software
http://www.metageek.com/products/wi-spy/
http://files.metageek.net/marketing/data-sheets/MetaGeek_Wi-Spy-Chanalyzer_DataSheet.pdf
http://www.toolswatch.org/2011/02/wi-spy-wifi-landscape-visualization/
http://www.amazon.com/Wi-Spy-DBx-Pro-Spectrum-Chanalyzer/dp/B00ATZE0ZM/
Bought for $679.99 on 02Jun2015 with Fran’s BishopFox Amex

HackRF One
https://www.amazon.com/HackRF-Software-Defined-ANT500-Antenna/dp/B01H3T2U7G/
https://hakshop.myshopify.com/products/hackrf
https://store.ryscc.com/collections/all/products/hackrf-one-kit

Crazyradio PA Dongles – 2.4Ghz nRF24LU1+ USB radio dongle
https://www.amazon.com/SeeedStudio-Crazyradio-2-4Ghz-Dongle-Antenna/dp/B00VYA3A2U
http://www.keysniffer.net/faq/


Bluetooth 4.0 USB Micro Adapter (CSR 8510 Chipset)
https://www.amazon.com/gp/product/B00CG94OW8/

Bluetooth Low Energy - Hacking - Ubertooth One
http://ubertooth.sourceforge.net/
http://ubertooth.sourceforge.net/hardware/zero/
http://ubertooth.sourceforge.net/hardware/one/
https://hakshop.myshopify.com/products/ubertooth-one
http://ubertooth.sf.net/
https://github.com/greatscottgadgets/ubertooth/releases
http://www.shmoocon.org/schedule#ubertooth

SENA UD100 industrial Bluetooth USB adapter
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/accessories/sena-ud100-industrial-bluetooth-usb-adapter/
Supports Bluetooth monitoring with a range up to 1000 feet. Detachable SMA-style antenna. Compatible with all Pwn Plugs.
External high-gain Bluetooth supporting packet injection (up to 1000′)
PwnieExpress – Comes with PwnPad.  We have 2.
More info:
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/sensors/pwn-pad-2014/


Atmel - ZigBee Hacking Gear
http://www.digikey.com/product-search/en?keywords=ATAVR-SOAKIT
http://www.digikey.com/product-search/en?keywords=AVR%20Dragon
http://www.digikey.com/product-search/en?keywords=rzusbstick
http://www.digikey.com/product-search/en?lang=en&site=US&WT.z_homepage_link=hp_go_button&KeyWords=ATAVRRZUSBSTICK&x=0&y=0
http://www.atmel.com/tools/AVRDRAGON.aspx
http://www.atmel.com/tools/atsoakit.aspx
http://www.atmel.com/tools/RZUSBSTICK.aspx
http://www.digikey.com/product-search/en?keywords=S9015E-05
http://www.digikey.com/product-search/en?keywords=H3AAH-1018G-ND


Wireless Keyboard Sniffers
http://www.darknet.org.uk/2016/07/2016-wireless-keyboard-security-still-sucks/
http://www.keysniffer.net/
http://samy.pl/keysweeper/


Parts - Hacking ‘Over the Air’

« Custom is convenient for attaching hacking USB peripherals:

TP-Link TL-WN722N

3D Printed 3rd Shelf

14 10
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2.5M – Standoffs
https://www.amazon.com/gp/product/B01BQUOL9S
https://www.amazon.com/gp/product/B01BQW89GW/

WiFi Pineapple Nano:
https://hakshop.myshopify.com/collections/wifi-pineapple-kits/products/wifi-pineapple?variant=81044992
https://hakshop.myshopify.com/collections/wifi-pineapple-kits/products/antenna-upgrade-for-wifi-pineapple-nano

TP-Link TL-WN722N 150Mbps High Gain Wireless USB Adapter
http://www.amazon.com/gp/product/B002WBX9C6/

Wi-Spy DBx Pro - USB Spectrum Analyzer with Chanalyzer Pro Software
http://www.metageek.com/products/wi-spy/
http://files.metageek.net/marketing/data-sheets/MetaGeek_Wi-Spy-Chanalyzer_DataSheet.pdf
http://www.toolswatch.org/2011/02/wi-spy-wifi-landscape-visualization/
http://www.amazon.com/Wi-Spy-DBx-Pro-Spectrum-Chanalyzer/dp/B00ATZE0ZM/
Bought for $679.99 on 02Jun2015 with Fran’s BishopFox Amex

HackRF One
https://www.amazon.com/HackRF-Software-Defined-ANT500-Antenna/dp/B01H3T2U7G/
https://hakshop.myshopify.com/products/hackrf
https://store.ryscc.com/collections/all/products/hackrf-one-kit

Bluetooth Low Energy - Hacking - Ubertooth One
http://ubertooth.sourceforge.net/
http://ubertooth.sourceforge.net/hardware/zero/
http://ubertooth.sourceforge.net/hardware/one/
https://hakshop.myshopify.com/products/ubertooth-one
http://ubertooth.sf.net/
https://github.com/greatscottgadgets/ubertooth/releases
http://www.shmoocon.org/schedule#ubertooth

SENA UD100 industrial Bluetooth USB adapter
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/accessories/sena-ud100-industrial-bluetooth-usb-adapter/
Supports Bluetooth monitoring with a range up to 1000 feet. Detachable SMA-style antenna. Compatible with all Pwn Plugs.
External high-gain Bluetooth supporting packet injection (up to 1000′)
PwnieExpress – Comes with PwnPad.  We have 2.
More info:
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/sensors/pwn-pad-2014/


Atmel - ZigBee Hacking Gear
http://www.digikey.com/product-search/en?keywords=ATAVR-SOAKIT
http://www.digikey.com/product-search/en?keywords=AVR%20Dragon
http://www.digikey.com/product-search/en?keywords=rzusbstick
http://www.digikey.com/product-search/en?lang=en&site=US&WT.z_homepage_link=hp_go_button&KeyWords=ATAVRRZUSBSTICK&x=0&y=0
http://www.atmel.com/tools/AVRDRAGON.aspx
http://www.atmel.com/tools/atsoakit.aspx
http://www.atmel.com/tools/RZUSBSTICK.aspx
http://www.digikey.com/product-search/en?keywords=S9015E-05
http://www.digikey.com/product-search/en?keywords=H3AAH-1018G-ND
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We’ll be releasing the design files on BF thingiverse:
http://www.thingiverse.com/bishopfox/designs
http://www.thingiverse.com/thing:1733953

From Erle - .stl files:
https://github.com/erlerobot/erle-copter-3D
https://github.com/erlerobot/3d-support/tree/master/Erle-Brain%202%20Case

2.5M – Standoffs Screws
https://www.amazon.com/gp/product/B01BQUOL9S
https://www.amazon.com/gp/product/B01BQW89GW/



Parts - Cellular 3G USB & GPS - Command & Control

ADD-ON EXAMPLES

Remote control over SSH tunnel via 3G USB cell connection. GPS & Cellular signals are illegal to jam
(see FCC regulations), making it hard to defend against this type of drone.

ohttps://transition.fcc.gov/eb/jammerenforcement/jamfaq.pdf

.

Wireless / Bluetooth /
ZigBee / etc. Pen Testing

()

Attacker Cell Tower Cell Tower

Target Building

Mission Planner

S
* Note: be sure to check upcoming FCC regulations about - 7.2 Mbps
needing to keep drone within line of sight while flying. 3G USB Modem

For Android Tablets and Windows Laptops
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* Be sure to check upcoming FCC regulations about needing to keep drone within line of sight while flying.

Mission Planner:
http://ardupilot.org/planner/docs/mission-planner-overview.html
http://ardupilot.org/planner/docs/common-install-mission-planner.html

Alternatives to Mission Planner:
APM Planner
http://ardupilot.org/planner2/
Tower
https://play.google.com/store/apps/details?id=org.droidplanner.android&hl=es
DroidPlanner2
https://play.google.com/store/apps/details?id=org.droidplanner&hl=en

FCC – Illegal Jamming:
https://transition.fcc.gov/eb/jammerenforcement/jamfaq.pdf
https://www.fcc.gov/general/jammer-enforcement

HUAWEI E3131 4G 21M USB Modem Unlocked
https://www.amazon.com/gp/product/B00EU6P6AY/

Huawei E173 Unlocked HSDPA 7.2Mbps GSM 3G USB Modem ("Claro" logo)
https://www.amazon.com/gp/product/B0055310KQ

Emnify - How to fit a Raspberry Pi with mobile M2M connectivity - 18Jun2015: 
Huawei LTE USB Modem E173
Emnify M2M SIM
https://www.emnify.com/2015/06/18/how-to-fit-a-raspberry-pi-with-mobile-connectivity/ 



Parts and Pieces - Optional

EXPENSIVE SWEET

First Person View (FPV) Goggles
GoPro Camera, Gimbal, & Legs

Top 5 Best FPV Goggles The UItlmate List

Published 10:00 ent | By Bobby Bernstein &7

Take pictures

Use the gimbal to take professional images*.

*Erle-Copter requires the Gimbal and the Legs to take professional images.

First Person View
(FPV)

Become Zrle-Copber's eyes by using this amazing
Feaburs ransmtied over Wikl using different Fre-
JUERCIES,

Tarot T-2D Gimbal

The two-axis Tarot Brushless Gimbal uses cutting-edge
gyroscope technology to ensure you get crisp, stable
images from your 3DR drone. The T-2D automatically
compensates for the slightest movement, enabling you
to capture rock steady video even in windy weather.
Designed to accommodate the GoPro HERO 3, the
T-2D Brushless Gimbal you get from 3DR is
customized: pre-wired, pre-calibrated and configured
to work with your 3DR copter.

Gimbal to Erle Brain 2
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FPV – Googles – First Person View Drone Control
http://heavy.com/tech/2016/04/top-best-fpv-goggles-drone-cheap-fatshark-comparison-skyzone/
https://www.amazon.com/dp/B0158DGNBS
https://dl.dropboxusercontent.com/u/37051339/SL/Research/Drone/Drone-Videos/Game.Of.Drones-N6-Outrageous.Acts.of.Science.S05E04.Epic.Skills-30Jan2016.mp4

GoPro Camera
https://www.amazon.com/GoPro-CHDHY-401-HERO4-Silver/dp/B00NIYJF6U/

Gimbal:
http://www.ebay.com/itm/Tarot-T-2D-2-Axis-Camera-Brushless-Gimbal-TL68A08-For-Gopro-Hero-3-FPV-/161465734123
http://ardupilot.org/plane/docs/common-cameras-and-gimbals.html#gimbals-and-gimbal-controllers


Shutterstock – Drone Icon
http://www.shutterstock.com/pic-397586506.html


CONSTRUCTION

EASIER TO MAKE SOMETHING THAT CAN ALREADY FLY
ALSO HACK ... THAN VICE VERSA



Erle Copter - Kit for Sale

Erle-Copter - Hardware Kit - get most parts for ~$499. For an extra $250 comes assembled.

o https://erlerobotics.com/blog/product/erle-copter-diy-kit/
o https://erlerobotics.com/blog/product/erle-brain-v2/

o https://erlerobotics.com/blog/erle-copter/

( HOME SERVICES PRODUCTS SUPPORT COMPANY F(ART 0

Erle-Copter

A Linux-based smart drone with support for the Robot Operating System ERLE-COPTER DRONE KIT

e, ﬁ"" Gg— %Q
fe

1 +

___——-——___[E;_

KIT TYPE

The DIY kit gives you the opportunity to learn and
assemble your own drone. The RTF kit comes assembled
and Ready To Fly.

Assembled

250.00€

CASE

Transport safely your flying robot and its components.
Get it from here. (+ 3980 grams/8.77 Ib)
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Erle Copter – Parts and Assembly Help:
https://erlerobotics.com/blog/product/erle-copter-diy-kit/
https://erlerobotics.com/blog/product/erle-brain-v2/
http://erlerobotics.com/docs/Robots/Erle-Copter/Assembly_|_Montaje/Erle-Brain_2/EN.html
http://erlerobotics.com/docs/Artificial_Brains_and_Autopilots/Erle-Brain_2/Intro.html
http://ardupilot.org/copter/docs/common-erle-brain2-wiring-quick-start.html#erle-brain2-wiring-chart

Erle – Products List (individual parts):
https://erlerobotics.com/blog/tienda/




Parts and Pieces - Assembly

http://erlerobotics.com/docs/Robots/Erle-Copter/Assembly_|_Montaje/Erle-Brain_2/EN.html

Telemetry link (433/915 MHz)

~ . Radio Control Link {2.4 GHz)
A tradiional RCwiy of securing
your Fights

Flight computer - " - e R -
SO0HE quadreone ARM progessor :
that nurs all the Flight logic in Linu

SMPCamera .. . . .
HD photios and hight
quality lifestream video

. WiFi (245 GHz)
Wesupport 802,11 ac both in od hoe
[(hotspot) and infrastructure modes
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Erle Copter – Parts and Assembly Help:
https://erlerobotics.com/blog/product/erle-copter-diy-kit/
https://erlerobotics.com/blog/product/erle-brain-v2/
http://erlerobotics.com/docs/Robots/Erle-Copter/Assembly_|_Montaje/Erle-Brain_2/EN.html
http://erlerobotics.com/docs/Artificial_Brains_and_Autopilots/Erle-Brain_2/Intro.html
http://ardupilot.org/copter/docs/common-erle-brain2-wiring-quick-start.html#erle-brain2-wiring-chart

Erle – Products List (individual parts):
https://erlerobotics.com/blog/tienda/


Parts and Pieces - Closer Look

SENSORS
G aity. gronoDe Compat,
preste, et o,

izc ]
Cossazadinens ] ERLE-BRAIN 2 " i ;
! 1 & Erle-Brain 2 Linux autopilot
..CORE RC 2.4 GHz 6 channels

SERIAL
Coneth GF5, consale,
LelemaL, (Omo. .

+
Radio Controller

Quad-iore Comen AT, Hib BAV 1’
J’? Erle-Copter frame
.. SOFTWARE
Ut RO For estag ot

relots and e Dionecede
Foundston tooie for Rying
draner

POWER
Module Support Power Module

Powes up Erieiain 2
Eag ) Bomerhazdule

.-

6 Dongle WiFi
4x Erle Robotics : 802.11 ac ,

brushless motors ﬁ #

5Mp Camera
The B recorg oo,
wie mases For o doorthes,

2x Erle Robotics propellers COW

2x Erle Robaoti llers CwW
4x Erle Robetics compatible ESC R Ere Rohotics propelien

4x USB Port

bR what et o med W
Buetesth donglen bebards,
ey

10/100 Ethernet

Fravde wihintemet ceanecbon
Erie Rrin, rasberfreceive data,

3300 mAh 35 LiPo battery
+
Battery holder
+
35 LiPo charger

Prpiss poatt uing
amicroysE tharper

HDM PPM-Sum PWM output

Pl s Gl and iew input channel channels
e Erie Craghica Ingeetace. Connest R secevers Commang senes, motars, - [Iep————. e
Audio Jack
Sepeccueteundsusing

B rkerlace
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Erle Copter – Parts and Assembly Help:
https://erlerobotics.com/blog/product/erle-copter-diy-kit/
https://erlerobotics.com/blog/product/erle-brain-v2/
http://erlerobotics.com/docs/Robots/Erle-Copter/Assembly_|_Montaje/Erle-Brain_2/EN.html
http://erlerobotics.com/docs/Artificial_Brains_and_Autopilots/Erle-Brain_2/Intro.html
http://ardupilot.org/copter/docs/common-erle-brain2-wiring-quick-start.html#erle-brain2-wiring-chart

Erle – Products List (individual parts):
https://erlerobotics.com/blog/tienda/




Parts and Pieces - Piecemeal

CHEAPER TO BUILD YOURSELF - SLIGHTLY

Essentially starting with working / flying Erle-Copter and then S49053
adding hacking capability (without breaking flying ability):

* Adding Hardware - e.g. USB peripherals to Raspberry Pi, shelves

+ Adding Software - e.g. drivers, config changes, installs, etc.

Danger Drone - Individual Parts Costs

# Description Cost Product Link

1 |Flight Controller $199.00 |Erle Brain 2, a Linux brain for robots and drones

2 |GPS $50.68 |Ublox Neo-M8N GPS with Compass

3 |RC Controller and Receiver $49.00 |Turnigy TGY-i6 AFHDS Transmitter and 6CH Receiver (Mode 2)

4 |Motors x4 $45.,99 |Tiger Motors 6th Anniversary Limited Edition 4x MN2213 Motors +2 p
5 |Telemetry $40.88 |HobbyKing - HKPilot Transceiver Telemetry Radio Set V2 (915Mhz)

6 |Battery (4 cell) $39.99 |FLOUREON 45 35C 14.8V 5500mAh Li-Polymer RC Battery Pack (5.98*
7 |ESCs x4 $23.57 |Amazon - Andoer 4Pcs Simonk 30AMP 30A SimonK Firmware Brushles
8 |Frame (F450) $19.99 |Amazon.com - RipaFire FA50 4-Axis Multi-Rotor Quadcopter Flame Ai
9 |Power Module $14.29 |Amazon - Ericoco Power Supply Module w/BEC APM?2 2.5 APM Flight
10 |PPM Encoder $7.14 |HobbyKing - PPM Encoder Module HKPilot32 (S I

| Total:] $490.53 |

Bishop Fox - Danger Drone Research - Parts Lists, Assembly, and Config Guidance see:
+  https://www.bishopfox.com/resources/tools/drones-penetration-testers/
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Parts – Links:
https://erlerobotics.com/blog/product/erle-brain-v2/
http://www.hobbyking.com/hobbyking/store/__76928__Ublox_Neo_M8N_GPS_with_Compass.html
http://www.hobbyking.com/hobbyking/store/__62710__Turnigy_TGY_i6_AFHDS_Transmitter_and_6CH_Receiver_Mode_2_.html
http://www.getfpv.com/tiger-motor-6th-anniversary-limited-edition-4x-mn2213-motors-2x-pairs-t9545-props.html
http://www.hobbyking.com/hobbyking/store/__55560__HKPilot_Transceiver_Telemetry_Radio_Set_V2_915Mhz_.html
https://www.amazon.com/dp/B00RCXPYB8?psc=1
https://www.amazon.com/Andoer-Brushless-Multicopter-Qudcopter-Helicopter/dp/B00LNSBID6/
https://www.amazon.com/gp/product/B00XJFXYG0/
https://www.amazon.com/Ericoco-Supply-Module-Controller-ARDUPILOT/dp/B01E50I9PI/
http://www.hobbyking.com/hobbyking/store/__62753__PPM_Encoder_Module_HKPilot_32.html

Quadcopter Power Distribution Board XT60 XT-60 20a Quad Mutlicopter 3.5mm 
https://www.amazon.com/gp/product/B00QGCILK2/

Erle Copter – Parts and Assembly Help:
https://erlerobotics.com/blog/product/erle-copter-diy-kit/
https://erlerobotics.com/blog/product/erle-brain-v2/
http://erlerobotics.com/docs/Robots/Erle-Copter/Assembly_|_Montaje/Erle-Brain_2/EN.html
http://erlerobotics.com/docs/Artificial_Brains_and_Autopilots/Erle-Brain_2/Intro.html
http://ardupilot.org/copter/docs/common-erle-brain2-wiring-quick-start.html#erle-brain2-wiring-chart

Erle – Products List (individual parts):
https://erlerobotics.com/blog/tienda/
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3- Department 13 - Mesmer - Counter Drone System - 04July2016 - Slide 9 - Competitor’s Matrix
http://www.department13.com/wp-content/sharelink/20160704-mesmer---investor-presentation-a5824ff7cc200fd305fee33cbf73c5f1.pdf
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Department 13 - Mesmer - Counter Drone System - 04July2016 - Slide 9 - Competitor’s Matrix
http://www.department13.com/wp-content/sharelink/20160704-mesmer---investor-presentation-a5824ff7cc200fd305fee33cbf73c5f1.pdf
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FALCONS AND EAGLES TRAINED TO ATTACK DRONES

The Washington Post - Terrorists are building drones. France is destroying them with eagles. - 21Feb2017

Fox News - Watch a police eagle take down a drone - 01Feb2016

“I'd like to spend my security
training budget on falconry
classes, please.” -

Every Security Professional Next Year

GUARD FROM ABoyE

Guard From Above - Using birds of prey to intercept hostile drones
http://guardfromabove.com/

21


Presenter
Presentation Notes
Guard From Above - We are using birds of prey to intercept hostile drones
http://guardfromabove.com/
http://guardfromabove.com/wp-content/uploads/2016/01/NL-ENG-Guard-From-Above-Press-Release-FAQ.pdf

The Washington Post - Terrorists are building drones. France is destroying them with eagles. - 21Feb2017:
https://www.washingtonpost.com/news/worldviews/wp/2017/02/21/terrorists-are-building-drones-france-is-destroying-them-with-eagles/

Fortune.com - French Army Trains Eagles to Fight Drone Terrorism - 22Feb2017
http://fortune.com/2017/02/22/drones-eagles-france/

BBC News - Dutch police fight drones with eagles - 'Flying Squad' - 12Sept2016
http://www.bbc.com/news/world-europe-37342695

Fox News - Watch a police eagle take down a drone - 01Feb2016
http://www.foxnews.com/tech/2016/02/01/watch-police-eagle-take-down-drone.html

Mashable - Eagles are waging war against drones, knocking them out of the sky - 18Nov2016
http://mashable.com/2016/11/18/eagles-drones-knocked-out

The Register - Dutch cops train anti-drone eagle squadron - 01Feb2016
http://www.theregister.co.uk/2016/02/01/anti_drone_eagle_squadron/

Eagle vs Drone - 2m Wedge-Tailed Eagle takes down Drone. Watch it Punch it out of the sky – 08Aug2015 - YouTube
https://www.youtube.com/watch?v=Hr-xBtVU4lg


q.'

DRONE DETECTION &
ALERTING SYSTEMS




Drone Defenses Gone Wild

NO BEST PRACTICES, SO PENTEST TOOLS NEEDED TO VALIDATE THESE ARE WORKING

ZDNet- Cisco chairman backs drone security startup (Dedrone) in $15m Series B round - 14Feb2017

The Register - Airbus doesn't just make aircraft - now it designs drone killers - 27July2016
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Depending on your individual security needs and legal preconditions, you can easily integrate third-party
countermeasures into the DroneTracker platform and trigger them automatically via API.
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The Register - Airbus doesn't just make aircraft – now it designs drone killers - 27July2016 
http://www.theregister.co.uk/2016/07/27/airbus_designs_drone_killers/

DeDrone – YouTube Channel:
https://www.youtube.com/channel/UC3bYNaCvLmkgq2y2RhyEqTg/videos

DeDrone - Advanced drone detection and warning devices
http://www.dedrone.com
http://www.dedrone.com/en/dronetracker/counter-drone-measures
https://irp-cdn.multiscreensite.com/d7c2e0a2/files/uploaded/20160923%20dronetracker-productlist.pdf

Feb2017 – Dedrone raises $15m in funding:
http://uasmagazine.com/articles/1651/counter-drone-company-dedrone-attracts-15-million-in-new-funds
http://www.zdnet.com/article/cisco-chairman-backs-drone-security-startup-in-15m-series-b-round/
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NO BEST PRACTICES, SO PENTEST TOOLS NEEDED TO VALIDATE THESE ARE WORKING

Gizmodo - The Next Star Wars Movie Has Recruited a Team of Drones to Protect Its Secrets - 22Feb2016
Motherboard - Star Wars Ordered a 'DroneShield' to Prevent Leaks On Set - 10Sept2014
« Why monitor a problem if you don’t do anything about it, though?

PRODUCTS DRONESHIELD
WIDEALERT SENSOR FARALERT SENSOR DRONEGUN
Broad, Full-Range Drone Detection Far-Reaching Drone Detection Highly effective drone
countermeasure

Star Wars Episode 7. The F Awakens - S Being Filmed

i :: e RN DRONESHIELD BASEPROCESSOR DRONESHIELD USER INTERFACE DRONESENTRY

: F e Drone Detection Without Internet Continuous, Online Monitoring of ;

R —_£92,655 views Connection Requirement Local Drone Activity .égmr;g:nmo:assggectmn &

+ - & Dewmioad 1 »

3- DroneShield — Drone Detection and Response Products B

* https://www.droneshield.com/products
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Star Wars - Drones Being Used to Illegally Snag Footage of New Star Wars movie filming
Popular Mechanics - Drones Will Guard the Set of Star Wars Episode VIII - 23Feb2016
http://www.popularmechanics.com/culture/movies/a19540/star-wars-episode-viii-set-to-be-guarded-by-drones/
Gizmodo - The Next Star Wars Movie Has Recruited a Team of Drones to Protect Its Secrets - 22Feb2016
http://gizmodo.com/the-next-star-wars-movie-has-recruited-a-team-of-drones-1760542258
Gizmodo - Star Wars Producers Wanted a Fully Operational Drone Defense System - 21Sept2014
http://gizmodo.com/star-wars-producers-wanted-a-fully-operational-drone-de-1637404816
Digital Trends - Anti-drone Drones May Guard the Set of Star Wars Episode VIII - 25Feb2016
http://www.digitaltrends.com/cool-tech/star-wars-drones/
Motherboard - Star Wars Ordered a 'DroneShield' to Prevent Leaks On Set - 10Sept2014
https://motherboard.vice.com/en_us/article/star-wars-ordered-a-droneshield-before-its-set-got-droned
Star Wars Episode 7: The Force Awakens - Scenes Being Filmed - YouTube
https://www.youtube.com/watch?v=jjbkPNVnodc

DroneShield – setup to protect Star Wars filming
https://www.droneshield.com/
https://www.droneshield.com/sites/default/files/DRO_Products_Information_Brochure.pdf

Mashable – DroneShield – DroneGun - Here's the anti-drone gun of your Rambo fantasies - 27Nov2016
http://mashable.com/2016/11/27/drone-shield-anti-drone-gun/
https://www.droneshield.com/dronegun

DroneShield DroneGun - 26Nov2016 -  YouTube
https://www.youtube.com/watch?v=sbW3ZeoMJio

FCC – Illegal Jamming:
https://transition.fcc.gov/eb/jammerenforcement/jamfaq.pdf
https://www.fcc.gov/general/jammer-enforcement
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DRONELIFE - What's So Secret About the FAA Contract with CACI? - 06Apr2016

« “The FAA announced a partnership with CACI, an information services company, and the Department of Homeland
Security to create a drone detection system, according to a press release.”
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METADATA | _ 3
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— C2 HANDSET

\/ LOCATION

E L SkyTracker - by CACI - UAS Precision Tracking System
http://www.caci.com/skytracker/
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SkyTracker - by CACI - UAS Precision Tracking System
http://www.caci.com/skytracker/

Washington Business Journal - CACI drone tracker technology drawing interest but don't expect sales anytime soon - 04Feb2016
http://www.bizjournals.com/washington/blog/fedbiz_daily/2016/02/cacis-drone-tracker-technology-drawing-interest.html
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AOPA.org - Sensofusion Airfence - Drone fence arriving in Denver - 03Nov2016
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https://www.sensofusion.com/

DRONE FENCE ARRIVING IN DENVER

November 3, 2016 By Jim Moore

Drones approaching sensitive facilities can be instantly identified and
tracked; their operators located; and, if need be, the defense system
developed by a company called Sensofusion can even force the offending
drone to land at a location designated in advance—all without need for
human intervention. The essential equipment is roughly the size of a
wireless router commonly found in homes and offices, or a set-top cable
television box. Add an antenna and a computer, and you're up and running.
Soon there will be an Airfence at Denver International Airport.

The Airfence system by Sensofusion uses a small electronic device to detect and control drones that enter sensetive areas. and will soon be
nstalled at Denver International Airpert. Airfence device photo courtesy of Sensofusion

3- Sensofusion — Airfence — Drone Detection and Tracking System
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Sensofusion – Airfence – Drone Detection and Tracking System
https://www.sensofusion.com/

AOPA.org - Sensofusion Airfence - Drone fence arriving in Denver - 03Nov2016
https://www.aopa.org/news-and-media/all-news/2016/november/03/drone-fence-arriving-in-denver#
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DDC LLC - Domestic Drone Countermeasures - Drone Detection Systems

The Basic Personal Drone Detection System consists of three boxes: a Primary Command and Control Module and two Detection Sensor Nodes.
These three boxes create a mesh network that can triangulate moving transmitters.
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DDC LLC - Domestic Drone Countermeasures - Drone Detection Systems
https://www.sensofusion.com/
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DDC LLC - Domestic Drone Countermeasures - Drone Detection Systems
http://www.ddcountermeasures.com/products.html
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DRONE DETECTION AND ALERTING SYSTEMS

DDC LLC - Domestic Drone Countermeasures - Drone Detection Systems

The Basic Personal Drone Detection System consists of three boxes: a Primary Command and Control Module and two Detection Sensor Nodes.
These three boxes create a mesh network that can triangulate moving transmitters.

SKYLIGHT SYSTEM
SKYLIGHT MULTISPECTRAL SENSORS

R1400* - PRIMARY RADAR | SPECTRUM SENSING (S2) SLEW-TO-CUE CAMERA

SAM I + Large area, precision surveillance + Fast target acquisition « Visual Target Identification
+ Drone security and Detect & + Strong positive confirmation + Optical Tracking
Avoid applications for targets of interest < Thermal and EO lenses
SAMI (Skylight Airspace Monitor Interface) is the glue that  10km (sUAS), 27km (General « Provides line of bearing )
- . Aviation) + 3km detection range
brings our sensors together to give you a complete

+ Up to 5km detection range .

i i + Low false alarm rate P g + 360° Pan Rotation
[ alrspace picture. * Up to 360° coverage . 180° Tilt Rotati
— « Low size, weight and power ilt Rotation

(SWaP); man transportable

Gryphon Sensors - Skylight - Drone Detection and Tracking
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« http://gryphonsensors.com/products/
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Gryphon Sensors - Skylight - Drone Detection and Tracking
http://gryphonsensors.com/products/
http://gryphonsensors.com/wp-content/uploads/2016/09/Skylight-2-13-17.pdf
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DRONES SHOOTING NETS AT OTHER DRONES

DroneCatcher - Catching a Drone with a Drone - 19Aug2016 -YouTube

DroneCatcher Flying system

Security Affairs - The DroneCatcher evolves featuring a new improvement - 04April2016

Dimensions 775 % 755 % 350 mm

Speed Currently up to 20 m/s
447 mph
Operating time Up to 30 min.
Netgun range Up to 20 meters
65.6 feet
Weight <6kg

kb DroneCatcher - DelftDynamics
* http://dronecatcher.nl/
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DroneCatcher - DelftDynamics - Drone with Net Cannon:
DroneCatcher.nl - DroneCatcher, Controlled drone Interception
http://dronecatcher.nl/
https://media.giphy.com/media/g9nIHik1EJBD2/giphy.gif
DroneCatcher-Articles:
Security Affairs - The DroneCatcher evolves featuring a new improvement - 04April2016
http://securityaffairs.co/wordpress/45961/security/dronecatcher.html
Motherboard - Dronecatcher Is a Drone for Stealing Other Drones -03Apr2016
https://motherboard.vice.com/en_us/article/dronecatcher-is-a-drone-for-stealing-other-drones-delft-dynamics
DroneCatcher – Video:
YouTube - Delft Dynamics BV 
https://www.youtube.com/channel/UCE_hHTmGRYj3iQ8i0iLjCKg
DroneCatcher - Catching a Drone with a Drone - 19Aug2016 -YouTube
https://www.youtube.com/watch?v=7E7u6i-TSkI
Dronecatcher catches a drone and lets it down easy - 25Mar2016 - - YouTube
https://www.youtube.com/watch?v=GS05Getp1Lc
DroneCatcher - 17Mar2015 - YouTube
https://www.youtube.com/watch?v=sBWWrSLOz5Q
DoneCatcher – MP4s:
http://www.delftdynamics.nl/dronecatcher2.mp4
http://www.delftdynamics.nl/movies/dronecatcher_movie.mp4
http://www.delftdynamics.nl/movies/dronecatcher_movie2.mp4
http://www.delftdynamics.nl/movies/dronedrop.mp4
DroneCatcher-Photos:
http://www.delftdynamics.nl/images/stories/dd/dc_catch.jpg
http://www.delftdynamics.nl/movies/dronecatcher_movie.jpg
http://www.delftdynamics.nl/images/stories/dd/20141008_dronecatcher.jpg
https://i.ytimg.com/vi/7E7u6i-TSkI/maxresdefault.jpg
DroneCatcher – GIFs:
https://media.giphy.com/media/g9nIHik1EJBD2/giphy.gif
DelftDynamics.nl - News – DroneCatcher:
http://www.delftdynamics.nl/index.php/en/news-en
http://www.delftdynamics.nl/index.php/en/news-en/143-dronecatcher-ntp-uk
http://www.delftdynamics.nl/index.php/en/video-en/144-dronecatcher-chute-uk
http://www.delftdynamics.nl/index.php/en/video-en/134-dronedrop-en
http://www.delftdynamics.nl/index.php/en/video-en/123-dronecatchertest-en
http://www.delftdynamics.nl/index.php/en/news-en/117-dronecatcher-catches-drone
http://www.delftdynamics.nl/index.php/en/news-en/119-dronecatcher-chosen
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WS - Its Drone vs. Drone as Airspace Systems Takes Flight - 09Mar2017

Gizmodo - Watch a Drone-Hunting Quadcopter Attack Its Prey - 130¢t2016

Airspace Systems Inc One Touch Interceptor Tl - 220c¢t2016 - YouTube

A

AIRSPACE

DRONE SECURITY SYSTEM

SEE IT IN ACTION >

TAKE CONTROL OF YOUR AIRSPACE

CATCH & RETRIEVE

American Airspace Systems - One-Touch Interceptor Tl
http://airspace.co
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American Airspace Systems - One-Touch Interceptor TI
http://airspace.co/
Gizmodo - Watch a Drone-Hunting Quadcopter Attack Its Prey - 13Oct2016
http://gizmodo.com/watch-a-drone-hunting-quadcopter-attack-its-prey-1787762611
https://i.kinja-img.com/gawker-media/image/upload/s--fzd9nl9C--/c_scale,fl_progressive,q_80,w_800/leyigsgh4mkel2ilgdsn.gif
Airspace Systems Inc One Touch Interceptor TI - 22Oct2016 - YouTube
https://www.youtube.com/watch?v=rSgoXRNCEO8
WSJ - It’s Drone vs. Drone as Airspace Systems Takes Flight - 09Mar2017
https://www.wsj.com/articles/its-drone-vs-drone-as-airspace-systems-takes-flight-1489062602
Reuters - Drone-catchers emerge on a new aerial frontier - 21Mar2017
http://www.reuters.com/article/us-usa-drone-hunter-idUSKBN16S1IT
Forbes - Meet the Ultimate Drone-Catching Drone - 06Jun2017
https://www.forbes.com/sites/rebeccaheilweil1/2017/06/06/meet-the-ultimate-drone-catching-drone/#43fe5582db0d
TechCrunch - Airspace Systems’ ‘Interceptor’ can catch high-speed drones all by itself - 18Nov2016 
https://techcrunch.com/2016/11/18/airspace-systems-interceptor-can-catch-high-speed-drones-all-by-itself/
NVIDIA Developer - Autonomous Drone Hunts Down Rogue Drones From the Sky – 18Oct2016 
https://news.developer.nvidia.com/autonomous-drone-hunts-down-rogue-drones-from-the-sky/
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DRONES SHOOTING NETS AT OTHER DRONES

Popular Mechanics - Drone-Mounted Net Cannon Snags Other Drones with Ease - 12Jan2016

TheNextWeb - Watch Michigan Tech's 'Robotic Falcon' snatch this drone out of mid-air - 13Jan2016

37 Michigan Tech - Robotic Falconry ,
* http://me.sites.mtu.edu/rastgaar/hirolab/
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Michigan Tech - Robotic Falconry - Drone-Mounted Net Cannon to Snag Other Drones
Popular Mechanics - Drone-Mounted Net Cannon Snags Other Drones with Ease - 12Jan2016
http://www.popularmechanics.com/flight/drones/a18942/michigan-tech-drone-mounted-net-cannon/
Robotic Falconry - Drone Catcher System for Removing the Intruding Drones - 03Jan2016 -  YouTube
https://www.youtube.com/watch?v=jvdKNBSWPyU
TheHiroLab – YouTube Channel:
https://www.youtube.com/channel/UC3x4SSCHIPqWWahDvSMAomA
TheNextWeb - Watch Michigan Tech’s ‘Robotic Falcon’; snatch this drone out of mid-air - 13Jan2016 
https://thenextweb.com/shareables/2016/01/14/watch-michigan-techs-robotic-falcon-snatch-this-drone-out-of-mid-air/#gref#.tnw_C0WYl8Uq
MTU.edu - Drone Catcher: "Robotic Falcon" can Capture, Retrieve Renegade Drones - Jan2016
http://www.mtu.edu/news/stories/2016/january/drone-catcher-robotic-falcon-can-capture-retrieve-renegade-drones.html
GIFs:
http://www.damngeeky.com/wp-content/uploads/2016/01/Drone-Catcher-by-Michigan-Technological-University.gif
https://cdn2.tnwcdn.com/wp-content/blogs.dir/1/files/2016/01/drone-intercept-michigan-state.gif
Human-Interactive Robotics Lab (HIRoLab) | Mo Rastgaar
http://me.sites.mtu.edu/rastgaar/hirolab/
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Net Gun Drone - Excipio | Flite Test - 11Jan2016 - YouTube

“Excipio” is Latin for “capture”

Excipio Aerial Netting System

Thelss UAV Solutions, LLC has released the EXCIPIO, a patent pending non-electronic, non-destructive Anti-Drone system. The EXCIPIO {Latin for

EXCIPIO
NET GUN DRONE

"I Capture”) Is a unique Interception and neutralizing system that allows for surgical removal of a potential threat. Though the initial system concept

was focused on intercepting and neutralizing an alrborne UAS (or “Drone”), the conceptual applications have expanded to include manned alircraft,
ground vehicles, people, and animals (whether airborne or on the ground).

The EXCIPIO Aerial Netting System can be mounted to a varlety of fixed wing or rotorcraft platforms for use. The EXCIPIO Is launched when a
threat target has been Identified and then flies to intercept the target. When the EXCIPIO has reached the threat target, it fires a net upon the
target when commanded by the EXCIPIO System operator. Once the target has been “netted,” the EXCIPIO can either release the net with the
neutralized target ensnared (utilizing a small drag chute to slow the fall of the neutralized target) or keep the net tethered to the System for the
purpose of relocating the net and neutralized target to a desired location before releasing them to the ground.

Please contact us via emall for more information, or to order the EXCIPIO Aerial Netting System.

Excipio - Net Gun Drone - thisisuav.com
http://www.theissuav.com/researchanddevelopment/
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Presentation Notes
Excipio - Net Gun Drone - thisisuav.com
Net Gun Drone - Excipio | Flite Test - 11Jan2016 - YouTube
https://www.youtube.com/watch?v=LgWlm5zrY4w
http://www.theissuav.com/
http://www.theissuav.com/researchanddevelopment/
http://www.uasvision.com/2016/01/20/anti-drone-net-system/
WN.com - Excipio Net Gun Drone - 12Jan2016
https://wn.com/excipio_net_gun_drone

“Excipio” is latin for “capture”
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DRONES WITH NETS SWOOPING IN AND SNAGGING DRONES

Tokyo police drones use nets to catch illegally flown devices - 14Dec2015 - YouTube

Daily Mail Online - Tokyo police reveal bizarre 'UAV drone catcher' - 11Dec2015

Tokyo Police - Drone Interceptor
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Tokyo Police - Drone Interceptor - Drone With Net to Catch Others - Dec2015
Daily Mail Online - Tokyo police reveal bizarre ‘UAV drone catcher’ - 11Dec2015
http://www.dailymail.co.uk/sciencetech/article-3356746/How-catch-drone-BIGGER-drone-giant-net-Tokyo-police-reveal-bizarre-UAV-catcher.html
Tokyo police drones use nets to catch illegally flown devices - 14Dec2015 - YouTube
https://www.youtube.com/watch?v=0GRaAHexsVk
Video - Dailymail.co.uk - Tokyo Police Intercept Active Drone by Unfurling Net - 11Dec2015 - 1024x576_1386156154688718548.mp4
http://video.dailymail.co.uk/video/mol/2015/12/11/1386156154688718548/1024x576_1386156154688718548.mp4
Ars Technica - Tokyo’s drone squad will deploy 10-foot drones armed with nets to police the sky - 11Dec2015
https://arstechnica.com/tech-policy/2015/12/tokyos-drone-squad-will-deploy-10ft-drones-armed-with-nets-to-police-the-sky/
Popular Science - Tokyo Police Form Anti-Drone Squad - 10Dec2015
http://www.popsci.com/tokyo-police-form-anti-drone-squad
http://www.dailymail.co.uk/embed/video/1236332.html
http://i.dailymail.co.uk/i/pix/2015/12/11/22/2F4A8D2500000578-3356746-image-a-18_1449872409511.jpg
http://i.dailymail.co.uk/i/pix/2015/12/11/22/2F4A8B8F00000578-3356746-The_drone_squad_which_is_part_of_the_MPD_s_riot_squad_will_patro-m-21_1449874591374.jpg
https://i2.wp.com/securityaffairs.co/wordpress/wp-content/uploads/2016/04/drone-catcher-Japan.jpg?w=634
http://s3.crackedcdn.com/phpimages/article/1/0/3/581103_v2.gif
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DRONES WITH NETS SWOOPING IN AND SNAGGING DRONES

Popular Mechanics - This Drone Interceptor Captures Your Pathetic Puny Drone With a Net - 11Feb2015

M.A.L-L .U

Mission Aérienne Legere a Organisation Unique Mainpage Store Aticies Contact N

GroupeQssmann

Drone Interceptor MPI 200

The drone interceptor MPI 200 neutralizes the intruder with his net. It can capture up to 6
Kg drones. He can drop his net immediately without limit of weight or size of the
captured drone. Handy, accurate, he can go to a top speed of over 100 km / h.

© ¥~  Seeouroffer>>
MPI 200

Drone MP 200

The recognition drone MP 200, is dedicated fo surveillance, to detect intruder elements,
with guided or fully autonomous manner, alone or in flying squadron.

See our offer >>
MP 200

@ M.ALOU - Groupe assmann - all ight reserved | Legal notes | contact

Malou Tech - Drone Interceptor MPI 200
*  http://www.malou-tech.fr/shopUS.php
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Malou Tech - Drone Interceptor MPI 200 – Drone with Net, Catches Your Drone In It
Popular Mechanics - This Drone Interceptor Captures Your Pathetic Puny Drone With a Net - 11Feb2015
http://www.popularmechanics.com/flight/drones/a14032/france-dispatches-a-net-carrying-bully-drone-to-catch/
Fusion.net - This defensive drone has a net to capture other drones - 10Feb2015
http://fusion.net/video/46988/this-defensive-drone-has-a-net-to-capture-other-drones/
Drone interception - 12Dec2014 - YouTube
https://www.youtube.com/watch?v=APWG3VEGbJw
Drone intercepteur anti-drone malou-tech - 09Feb2015 – YouTube
https://www.youtube.com/watch?v=LaymgxkPhyc
http://www.malou-tech.fr/shopUS.php
http://www.malou-tech.fr/Documentations/OffreMpi200_US.pdf
http://www.malou-tech.fr/Documentations/OffreMp200_US.pdf
http://pop.h-cdn.co/assets/15/07/1423666543-nailed.gif
http://pop.h-cdn.co/assets/15/07/980x490/landscape_1423665994-menace.png

http://groupe-assmann.fr/malou-tech/
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BAZOOKA SHOOTING NETS WITH PARACHUTE AT DRONES

Mashable - SkyWall gun stops drones dead with net, then gives a parachute landing - 05Mar2016

Popular Science - SkyWall Is A New Anti-Drone Net Bazooka For Police - 07Mar2016

SKYWALL

CAPTURES DRONES | PROTECTS ASSETS

SMART SCOPE

kb OpenWorks Engineering - SkyWall
https://openworksengineering.com/skywall
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OpenWorks Engineering - SkyWall - Cannon shoots net with parachute at drones
OpenWorks Engineering – SkyWall:
https://openworksengineering.com/skywall
https://openworksengineering.com/images/skywall/SkyWall%20Brochure.pdf
Mashable - SkyWall gun stops drones dead, then gives a parachute landing - 05Mar2016
http://mashable.com/2016/03/05/skywall-drone-stopper/#5Yj9jYVEq8qW
VIDEOS:
SkyWall : SkyWall100 | Capture Drones - Protect Assets - 03Mar2016 - YouTube
https://www.youtube.com/watch?v=iYpDSpL3I9I
SkyWall : SkyWall100 Drone Defence System - A Man Portable and Cost Effective Counter Drone System - 03Mar2016 - YouTube
https://www.youtube.com/watch?v=6uu4yoi0TqY
GIFS:
http://mashable.com/wp-content/uploads/2016/03/dronestopper.gif
https://thumbs.gfycat.com/ExcitableIncomparableArrowcrab-size_restricted.gif
https://giant.gfycat.com/ExcitableIncomparableArrowcrab.gif
https://gfycat.com/ExcitableIncomparableArrowcrab
Popular Science - SkyWall Is A New Anti-Drone Net Bazooka For Police - 07Mar2016
http://www.popsci.com/skywall-is-an-anti-drone-net-bazooka
Engadget - The SkyWall 100 is a net-launching anti-drone bazooka - 03Mar2016
https://www.engadget.com/2016/03/03/the-skywall-100-is-a-net-launching-anti-drone-bazooka/
TechAeris - SkyWall, A Line of Anti-Drone Bazookas And Turrets - 05Mar2016
http://techaeris.com/2016/03/05/skywall-a-line-of-anti-drone-bazookas-and-turrets/
TheNextWeb - SkyWall drone defense system can drop a quadcopter from 100 meters - 04Mar2016
https://thenextweb.com/shareables/2016/03/04/skywall-drone-defense-system-can-drop-a-quadcopter-from-100-meters/#.tnw_JAeBdkod
Petapixel.com - This Bazooka Takes Down Drones by Firing Net Rockets - 05Mar2016
https://petapixel.com/2016/03/05/bazooka-takes-camera-drones-firing-net-rockets/
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DroneDefence.co.uk - Net Gun X1

[- ]

LéJ |

Drnneﬂefence co.uk - Net Gun X1

Net Gun X1 Operation

The Drone Defence Net Gun X1 is a simple to use, versatile
& economical device for Law Enforcement & Security
Officers to tackle unwanted drone incursions. With two
types of capture net the operator can select the
appropriate configuration, dependent on the
environment. The Type 1 capture net provides an
protective barrier wall, which a drone cannot
penetrate. Type 2 allows the operator to
attempt the direct capture of a drone in flight.

An;*

*Depending on capture net type and weather conditions.

e b Drone Defence - Net Gun X1

http://www.dronedefence.co.uk/net-gun-x1
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Drone Defense UK - http://www.dronedefence.co.uk
http://www.dronedefence.co.uk/
Counter Drone Solution from Drone Defence. 31Aug2016 - YouTube
https://www.youtube.com/watch?v=1yEvVmG2Gd0
Drone Defence - Net Gun X1 Promotional Video - YouTube
https://www.youtube.com/watch?v=DtwsyFXkfAE
Drone Defence – YouTube Channel
https://www.youtube.com/channel/UCuowlBhj-dVLbGGEfJ9cpRQ
http://www.dronedefence.co.uk/net-gun-x1
https://giphy.com/gifs/iD5H8R2yVwhqw
http://www.dronedefence.co.uk/dynopis-ECM
https://irp-cdn.multiscreensite.com/d7c2e0a2/files/uploaded/Drone%20Defence%20Net%20Gun%20X1%20Brochurev1.pdf
https://irp-cdn.multiscreensite.com/d7c2e0a2/files/uploaded/20160723-Dynopis-E1000MP.pdf
https://irp-cdn.multiscreensite.com/d7c2e0a2/files/uploaded/20160923%20dronetracker-productlist.pdf
https://irp-cdn.multiscreensite.com/d7c2e0a2/dms3rep/multi/desktop/20161114-Dynopis%20Series-17-2592x2592.jpg
https://irp-cdn.multiscreensite.com/d7c2e0a2/dms3rep/multi/desktop/20161114-Dynopis%20Series-12-2592x4608.jpg
https://irp-cdn.multiscreensite.com/d7c2e0a2/dms3rep/multi/desktop/20161114-Dynopis%20Series-14-2592x2592.jpg
http://www.thenetgunstore.com/2014/11/20/net-guns-for-drone-defense/
http://www.dronedefence.co.uk/drone-defence-to-release-drone-aircraft-recognition-playing-cards
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LifeHacker - Build a Drone-Catching Net Gun Out of Basic Plumbing Parts - 24Feb2017

Build a Drone-Catching Net Gun Out of Basic Plumbing Parts

lifehacker

If you’re looking for a way to shoot down snooping drones in the near

dystopian future, or just want to pretend to be Batman, this fun DIY build

is for you.

DIY Net Gun for Drones - William Osman
http://www.williamosman.com/2016/12/diy-net-gun.html
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DIY - Drone Net Gun - Feb2017
LifeHacker - Build a Drone-Catching Net Gun Out of Basic Plumbing Parts - 24Feb2017
http://lifehacker.com/build-a-drone-catching-net-gun-out-of-basic-plumbing-pa-1792733924
DIY Net Gun | William Osman
http://www.williamosman.com/2016/12/diy-net-gun.html
Instructables - Build a Net Gun
http://www.instructables.com/id/Build-A-Net-Gun/
How to Make a Net Gun - 28Nov2016 – YouTube
https://www.youtube.com/watch?v=Z5plajOgCzc
Animated GIF - Find & Share on GIPHY
https://giphy.com/gifs/zQusPygm3P1Wo
Drone-capture.gif
https://1.bp.blogspot.com/-5jM5SoEAEjM/WFEJmHc7JfI/AAAAAAAAQqY/yil0MmxEhm87-p0kkQmzkHxIbizaY4s5QCLcB/s400/Drone-capture.gif
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Advanced Ballistics Concepts - Skynet™ Drone Defense

12 GAUGE SHELL FIRES ANET

F « ¥ & ¥ 8 ' ™
OATRELIR ¢
DRONE DEFENSE™ ye

Don't be a victim.™
More info inside..

~1* Arial Trespassing

ET
ogy will allow any marksman with a 12 gau 1
privacy/safety. Specifically qulneered or an aggressive |aum:|:| .:-md
takedown of a flying drone but in the event of a miss shot the SKYNE
parachutes back to earth slowly and safely.

T

TO CAPTURE DRONES!

DRONE DEFENSE"4

SKYNET - Drone Defense - Shotgun Net Shells

http://store.mibullet.com/skynetdronedefense.aspx

SKYNET - Drone Net Shotgun Shells
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SkyNet - Drone Defense - 12 gauge shotgun shell nets for drones
http://www.budk.com/12-Gauge-Skynet-Drone-Defense-%E2%80%93-3-Pack-35975
Advanced Ballistics Concepts - Skynet™ Drone Defense
http://store.mibullet.com/skynetdronedefense.aspx
Advanced Ballistic Concepts Presents Skynet™ Drone Defense™ - 23Jan2016 - YouTube
https://www.youtube.com/watch?v=FAILUw3FbKk
12-Gauge Skynet Drone Defense – 3 Pack - $19.99 - 21Nov2016 - YouTube
https://www.youtube.com/watch?v=A32_hppgpCI
Skynet – GIF - youTube
https://www.youtube.com/watch?v=zrfEhCx0vvw
https://giphy.com/gifs/cqxSuIpkuqZSE
https://giphy.com/gifs/12NHqpHhICcpi0
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Mashable - DroneShield - DroneGun - Here is the anti-drone gun of your Rambo fantasies - 27Nov2016

« DroneGun may not be used or offered for sale in the U.S., other than to the government and its agencies. That's
because the FCC "prohibits the operation, marketing, or sale of any type of jamming equipment.”

SHIELD

DroneGun — by DroneShield
https://www.droneshield.com/dronegun
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https://www.droneshield.com/dronegun

Mashable – DroneShield – DroneGun - Here's the anti-drone gun of your Rambo fantasies - 27Nov2016
http://mashable.com/2016/11/27/drone-shield-anti-drone-gun/

DroneShield DroneGun - 26Nov2016 -  YouTube
https://www.youtube.com/watch?v=sbW3ZeoMJio


FCC – Illegal Jamming:
https://transition.fcc.gov/eb/jammerenforcement/jamfaq.pdf
https://www.fcc.gov/general/jammer-enforcement
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Security Affairs - DroneDefender, electromagnetic gun that shoot down drones - 160c¢t2015

Only really work against Wi-Fi controlled drones, ineffective against those like the Danger Drone (i.e. cellular/GPS control)

“EOTech 552 Holographic Sight” by Ewashbrook

Modified “AR-15" by Jake

DroneDefender - by Battelle

1 ” https://www.battelle.org/government-offerings/national-security/aerospace-
systems/counter-UAS-technologies/dronedefender
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Security Affairs - DroneDefender, electromagnetic gun that shoot down drones - 16Oct2015
http://securityaffairs.co/wordpress/41138/security/dronedefender-electromagnetic-gun.html

The Register - Radio wave gun zaps drones out of the sky – and it's perfectly legal* - 16Oct2015
http://www.theregister.co.uk/2015/10/16/radiowave_gun_grounds_drones/

DroneDefender - Battelle - Defense Against Drones - Counter-UAS Technologies
https://www.battelle.org/government-offerings/national-security/aerospace-systems/counter-UAS-technologies/dronedefender

Battelle DroneDefender™ - 14Oct2015 - YouTube
https://www.youtube.com/watch?v=zX4XXLb_Vuw

Battelle DroneDefender™ - 16Jan2017 – YouTube
https://www.youtube.com/watch?v=944Qm8s5Ok4

Battelle DroneDefender used in Army Training Exercise (DVIDS B-roll) – 28Oct2016 - YouTube
https://www.youtube.com/watch?v=z5XcXwKNZ5g

BattelleInnovations – YouTube Channel
https://www.youtube.com/channel/UC4NPUPf1eo-FF_acXNKpugw


FCC – Illegal Jamming:
https://transition.fcc.gov/eb/jammerenforcement/jamfaq.pdf
https://www.fcc.gov/general/jammer-enforcement
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DroneDefence.co.uk - Dynopis Electronic Counter Measures (ECM)

The E1000MP is the ultimate man portable anti-drone
solution. It is a safe, simple to operate and can be
carried effortlessly by law enforcement and security
officers. The device uses focused electronic counter
measures to block the drone’s control, GPS and
video signals while minimizing the impact on
other local devices. With a range of up to 1km
if you can see the drone then you can stop it.

Dynopis E1000MP Operation

Up to 1km*

N

*Depending on power settings and environmental conditions.

RN S
A/ 7\
v v
iy
-’
B
n

pYN

Dynopis E1000MP

Operating Frequencies

433MHz | 2.4GHz | GPS | 5.8GHz

Operational Range

Omni-Directional Antenna - 500m | Directional Antenna - Tkm

Weight

14.8kg without antennas

Effect on Drone

Return to launch location or land immediately

Drone Defense - Dynopis E1000MP - Man Portable Drone Jammer

http://www.dronedefence.co.uk/dynopis-ECM

Dynopis E200BC

Operating Frequencies

433MHz | 915Mhz | GPS | 2.4GHz | 5.8GHz

Operational Range

Up to 200m Omni-Directional

Weight

7kg including antennas

Effect on Drone

Return to launch location or land immediately
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Drone Defense UK - http://www.dronedefence.co.uk
http://www.dronedefence.co.uk/
Counter Drone Solution from Drone Defence. 31Aug2016 - YouTube
https://www.youtube.com/watch?v=1yEvVmG2Gd0
Drone Defence - Net Gun X1 Promotional Video - YouTube
https://www.youtube.com/watch?v=DtwsyFXkfAE
Drone Defence – YouTube Channel
https://www.youtube.com/channel/UCuowlBhj-dVLbGGEfJ9cpRQ
http://www.dronedefence.co.uk/net-gun-x1
https://giphy.com/gifs/iD5H8R2yVwhqw
http://www.dronedefence.co.uk/dynopis-ECM
https://irp-cdn.multiscreensite.com/d7c2e0a2/files/uploaded/Drone%20Defence%20Net%20Gun%20X1%20Brochurev1.pdf
https://irp-cdn.multiscreensite.com/d7c2e0a2/files/uploaded/20160723-Dynopis-E1000MP.pdf
https://irp-cdn.multiscreensite.com/d7c2e0a2/files/uploaded/20160923%20dronetracker-productlist.pdf
https://irp-cdn.multiscreensite.com/d7c2e0a2/dms3rep/multi/desktop/20161114-Dynopis%20Series-17-2592x2592.jpg
https://irp-cdn.multiscreensite.com/d7c2e0a2/dms3rep/multi/desktop/20161114-Dynopis%20Series-12-2592x4608.jpg
https://irp-cdn.multiscreensite.com/d7c2e0a2/dms3rep/multi/desktop/20161114-Dynopis%20Series-14-2592x2592.jpg
http://www.thenetgunstore.com/2014/11/20/net-guns-for-drone-defense/
http://www.dronedefence.co.uk/drone-defence-to-release-drone-aircraft-recognition-playing-cards
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DRONE PORTABLE JAMMERS

cdisrnet.com - Airbus expands counter-drone line (acquired by Hensoldt - rebranded Xpeller) - 17]an2017
Airbus DS EBS Adds Portable Jammer to Its Innovative "Xpeller" Counter-UAV Product Family - 03Jan2017
Hensoldt.net - Xpeller - Counter UAV System Specsheet.pdf

HENSOLDT Sensors Core Approach
Detection / Processing / Evaluation / Countermeasure
Identification Monitoring and Tasking
Radar |
(Active/Passive)
Spexer 500AC Radar
. Jamming
Optronic
——> (GPS, Remote Control,
a - —
N "man in the loop"
NightOwl ZM-ER Camera VPJ-R6 Jammer
Direction Finder

(UAV and — UAV Database

‘ remote control)

MRD7 Direction Finder

Hensoldt.net - Xpeller - Counter UAV System (formerly Airbus - Defense and Space - EBS)

https://www.hensoldt.net/solutions/land/electronic-warfare/xpeller-counter-uav-system/
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Hensoldt.net - Xpeller - Counter UAV System (formerly Airbus - Defense and Space - EBS)
https://www.hensoldt.net/solutions/land/electronic-warfare/xpeller-counter-uav-system/

c4isrnet.com - Airbus expands counter-drone line (now acquired by Germany's Hensoldt - rebranded Xpeller) - 17Jan2017
http://www.c4isrnet.com/articles/airbus-expands-counter-drone-line

Hensoldt.net - Xpeller - Counter UAV System Specsheet.pdf
https://www.hensoldt.net/fileadmin/hensoldt/Solutions/Air/Surveillance_Reconnaissance/0906_16_Counter_UAV.pdf

Aibus – Rogue Drones
http://www.airbusgroup.com/int/en/news-media/corporate-magazine/Forum-87/game-of-drones.html

http://www.popsci.com/airbus-wants-to-jam-drones-out-sky

Defense-Aerospace.com - Airbus DS EBS Adds Portable Jammer to Its Innovative "Xpeller" Counter-UAV Product Family - 03Jan2017
http://www.defense-aerospace.com/articles-view/release/3/179942/airbus-ebs-adds-jammer-to-xpeller-counter_uav-family.html
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The Register - FAA to test Brit drone-busting kit (Blighter) - 01Jun2016

“The Blighter AUDS counter-UAV system can detect a drone six miles (10km) away using electronic scanning radar, track it using
precision infrared and daylight cameras and specialist video tracking software before disrupting the flight using an inhibitor to
block the radio signals that control it. This detect, track, disrupt, defeat process is very quick and typically takes 8-15 secs.”

zBlighter

Surveillance Systems

Blighter AUDS (shown with Blighter A422 radar with W20S antennas)

37 Blighter - AUDS (Anti-UAV Defence System) - Detect, Track, Disrupt, Defeat

http://www.blighter.com/products/auds-anti-uav-defence-system.html
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Blighter - AUDS (Anti-UAV Defence System) – Detect, Track, Disrupt, Defeat
http://www.blighter.com/products/auds-anti-uav-defence-system.html

The Register - FAA to test Brit drone-busting kit - 01Jun2016
https://www.theregister.co.uk/2016/06/01/faa_auds_test/

Liteye Systems - AUDS Counter UAV System - Detect, Track, and Disrupt
http://liteye.com/counter-uas.html
http://liteye.com/assets/auds-fact-sheet-10-20162.pdf
https://06-lvl3-pdl.vimeocdn.com/01/532/5/127664661/366710219.mp4?expires=1489697131&token=070eff469c520e4f51b1a
Blighter Appoints Liteye as North American Distributor to Target Airport Operators and Homeland Security Market
http://maser.com.au/defence/wp-content/uploads/sites/4/2014/04/Blighter-Liteye-Distributor.pdf
http://www.marketwatch.com/story/auds-team-extends-its-exclusive-partnership-in-north-america-with-liteye-systems-inc-2016-06-14-620396
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CANNONS SHOOTING JAMMING OR EMP SIGNALS TO KNOCK DRONES OUT OF SKY

DRONELIFE - Anti-Drone Gun Uses Raspberry Pi- 11May2016

Only really work against Wi-Fi controlled drones, ineffective against those like the Danger Drone (i.e. cellular/GPS control)

Make:

37 MAKE: Build a Wi-Fi Drone Disable with a Raspberry Pi - May2016

http://makezine.com/projects/build-wi-fi-drone-disabler-with-raspberry-pi/
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MAKE: Build a Wi-Fi Drone Disabler with a Raspberry Pi – May2016
http://makezine.com/projects/build-wi-fi-drone-disabler-with-raspberry-pi/

LifeHacker - Build Your Own Wi-Fi Drone Disabler With a Raspberry Pi - 28Oct2016
http://lifehacker.com/build-your-own-wi-fi-drone-disabler-with-a-raspberry-pi-1788316268

Digital Trends - Disabling a Drone Is Easier than You Think - 17May2016
http://www.digitaltrends.com/cool-tech/diy-disable-drone/

DRONELIFE - Anti-Drone Gun Uses Raspberry Pi - 11May2016
http://dronelife.com/2016/05/11/anti-drone-gun-uses-raspberry-pi/

FCC – Illegal Jamming:
https://transition.fcc.gov/eb/jammerenforcement/jamfaq.pdf
https://www.fcc.gov/general/jammer-enforcement
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REMOTELY HACKING DRONES
TO DISABLE THEM
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Hijacking command and control signal, or “mesmerizing” the drone (as they say)

Mesmer Informational Video 0801 1080p

Mesmer Informational Video 0801 1080p.

MESMER

COUNTER DRONE

DEPARTMENT 13

¢ .0 L IS GAINED REGARDLESS
_ — A= DF DRONE SIGNAL SOURCE.

MORE VIDEOS ~

P ) 2447300 @ £ ol

3 Mesmer - Department 13 - Counter Drone System - Hijack Command and Control Signal
http://www.department13.com/products/
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Mesmer - Department 13 - Counter Drone System - Hijack Command and Control Signal
http://www.department13.com/products/
https://www.youtube.com/watch?v=HDYwGPmaNxY
http://www.department13.com/wp-content/sharelink/20160704-mesmer---investor-presentation-a5824ff7cc200fd305fee33cbf73c5f1.pdf
http://www.department13.com/wp-content/sharelink/20161102-d13-showcases-mesmer-in-sydney-4d37b597ad6937f671ab9a88301684b7.pdf
http://www.aspecthuntley.com.au/asxdata/20170123/pdf/01821479.pdf


Drone Defenses Gone Wild

Popular Science - Defense Company Unveils Anti-Drone System - 17Sept2015
Falcon Shield - 010ct2015 - YouTube

“The material is vague on how exactly it stops small drones, but a video of the system shows the hypothetical threat: a
quadcopter dropping a bomb in a stadium. The video then rewinds to show the same attack, foiled by Falcon Shield after
mysterious beams take over the drone.”

V2 | EONRARDO

f
b INGENUITY AT YOUR SERVICE

FALCON ™"l
'SHIELD

IDENTIF‘H

FALCON SHIELD
COUNTER UNMANNED AERIAL VEHICLE (C-UAV) SYSTEM

FALCON SHIELD
Counter UAV System

37 Leonardo-Finmeccanica - Selex ES - Falcon Shield
http://www.leonardocompany.com/en/-/falcon-shield-launch
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Leonardo-Finmeccanica - Selex ES - Falcon Shield
http://www.leonardocompany.com/en/-/falcon-shield-launch
http://www.us.selex-es.com/-/falconshield
https://www.youtube.com/watch?v=wgTKhZ7ZLVI

Popular Science - Defense Company Unveils Anti-Drone System - 17Sept2015
http://www.popsci.com/defense-company-unveils-anti-drone-system


Drone Defenses Gone Wild

Threatpost - How to Skyjack Drones for $400 - 03Dec2013
SkyJack - autonomous drone hacking w/Raspberry Pi, aircrack & Javascript - 03Dec2013 - YouTube

Raspberry Pi drone that autonomously seeks outs, hacks, and takes remote control of other drones

SkyJdack - Samy.pl - Raspberry Pi hacking
http://samy.pl/skyjack/


Presenter
Presentation Notes
SkyJack - Samy.pl - Raspberry Pi drone that autonomously seeks outs, hacks, and takes remote control of other drones
http://samy.pl/skyjack/
https://github.com/samyk/skyjack
https://en.wikipedia.org/wiki/SkyJack
Amazon Drones Hacked before Christmas - 19Dec2013 - YouTube
https://www.youtube.com/watch?v=CgTa7yO_BAM
SkyJack - autonomous drone hacking w/Raspberry Pi, aircrack & Javascript - 03Jan2013 - YouTube
https://www.youtube.com/watch?v=EHKV01YQX_w
Threatpost - How to Skyjack Drones for $400 - 03Dec2013
https://threatpost.com/how-to-skyjack-drones-in-an-hour-for-less-than-400/103086/
Ars Technica - Flying hacker contraption hunts other drones, turns them into zombies - 03Dec2013
https://arstechnica.com/security/2013/12/flying-hacker-contraption-hunts-other-drones-turns-them-into-zombies/
Hackaday - SkyJack: A Drone to Hack All Drones - 06Dec2013
http://hackaday.com/2013/12/06/skyjack-a-drone-to-hack-all-drones/
SecurityAffairs.co - Amazon opens civilian use of drones, I hack them - 09Dec2013
http://securityaffairs.co/wordpress/20308/hacking/amazon-opens-civilian-use-drones-hack.html


Drone Defenses Gone Wild

SecurityAffairs.co - A hacker developed Maldrone, the first malware for drones - 27Jan2015
First Backdoor for Drones. Maldrone aka Malware for Drones - 26Jan2015- YouTube

“Security expert Rahul Sasi has discovered and exploited a backdoor in Parrot AR Drones that allows him to remotely hijack
the UAV with the malware Maldrone.”

| e
[-1Connecting to drone at 192.168.1.1

| Time: @:08:

[+]Uploading Package

10%|

" "
[#]Package Upload Compleated

-1 Waiting for 2 second

[+] Triggering Package

[+] Waiting for Connections from Drones on port B@89
[-1fblardrone connected to maldrone con)

[-)Executing uname -a

37 Maldrone — the First Backdoor for Drones
http://garage4hackers.com/entry.php?b=3105
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Maldrone - First Backdoor for Drones - Jan2015
Garage4hackers - Maldrone the First Backdoor for drones. - Blogs - 26Jan2015
http://garage4hackers.com/entry.php?b=3105
nullcon - Rahul Sasi - Drone Attacks: How I hijacked a drone
http://nullcon.net/website/goa-15/speakers/rahul-sasi.php
First Backdoor for Drones. Maldrone aka Malware for Drones - 26Jan2015- YouTube
https://www.youtube.com/watch?v=5SlWdl4ZuAI
SecurityAffairs.co - A hacker developed Maldrone, the first malware for drones - 27Jan2015
http://securityaffairs.co/wordpress/32767/hacking/maldrone-malware-for-drones.html
PwnieExpress.com - Researcher Develops First Drone Malware - 28Jan2015
https://www.pwnieexpress.com/blog/researcher-develops-first-drone-malware
Forbes - Maldrone: Watch Malware That Wants To Spread Its Wings Kill A Drone Mid-Flight - 27Jan2015
https://www.forbes.com/sites/thomasbrewster/2015/01/27/malware-takes-down-drone/#43412f7a4c92
http://s3.crackedcdn.com/phpimages/article/0/9/6/581096_v2.gif
http://zdnet1.cbsistatic.com/hub/i/r/2015/01/27/3ac83a5a-87dc-475c-962f-ec5010121f23/resize/770xauto/df80aefc657963cb8e4436367183928b/screen-shot-2015-01-27-at-12-21-01.png
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SHOOTING DRONES WITH
FRICKIN LASER BEAMS



Presenter
Presentation Notes
http://www.popsci.com/china-plans-to-defeat-american-lasers-with-smoke


Drone Defenses Gone Wild B OEING

LA Times - To keep drones out of high-risk areas, companies try hijacking them and shooting them down - 070ct2016

“Last year, Boeing unveiled its compact laser weapons system, which ignites targeted drones. At a demonstration in California, Boeing said it took
only about 15 seconds for its 2-kilowatt laser to disable the drone.”

Wired.com - Welcome to the World, Drone-Killing Laser Cannon - 27Aug2015

“The laser can take the 220 volts of power it needs from a generator or mobile battery pack and is controlled with nothing more than a laptop and
an Xbox 360 controller, and the system will take over to track and fire on a drone itself once it's in range.

Boeing’'s Compact Laser Weapons System: Sets Up in Minutes, Directs Energy in Seconds - 27Aug2015 - YouTube

Real Time

37 Boeing - Compact Laser Weapons System — “Directed Energy”
http://www.boeing.com/features/2015/08/bds-compact-laser-08-15.page
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Boeing - Compact Laser Weapons System – Anti-Drone Laser Gun:
http://www.boeing.com/features/2015/08/bds-compact-laser-08-15.page
Boeing’s Compact Laser Weapons System: Sets Up in Minutes, Directs Energy in Seconds - 27Aug2015 - YouTube
https://www.youtube.com/watch?v=Ijp3-zjTIp0
AUSA 2016: Meet Boeing's Compact Laser Weapons System - 03Oct2016 – YouTube
https://www.youtube.com/watch?v=hp3iCBXEQA0

Popular Science - Drones Fight Back Against Laser Weapons - 04Nov2016
http://www.popsci.com/laser-guns-are-targeting-uavs-but-drones-are-fighting-back

LA Times - To keep drones out of high-risk areas, companies try hijacking them and shooting them down - 07Oct2016
http://www.latimes.com/business/la-fi-counterdrone-tech-20161009-snap-story.html
Wired.com - Welcome to the World, Drone-Killing Laser Cannon - 27Aug2015
https://www.wired.com/2015/08/welcome-world-drone-killing-laser-cannon/
Popular Science - Boeing Unveils Its Anti-Drone Laser Weapon - 28Aug2015
http://www.popsci.com/boeing-unveils-compact-anti-drone-laser
Popular Mechanics - Watch Boeing's Super Portable Laser Take Down a Drone - 28Aug2015
http://www.popularmechanics.com/military/weapons/a17126/boeing-compact-laser-weapons-system-test/



Drone Defenses Gone Wild

POPULAR

SCIENCE
The Navy Is Going To Test A Big Laser Soon

150 kilowatts of directed energy, pointed at an unknown date on a calendar.

By Kelsey D. Atherton  June 24, 2016

US Naval Research, YouTube Screenshot

Laser Weapon System On The USS Ponce

Damage done by laser weapons is a function of power and time. The longer a
laser can stay on a target, like a drone or an incoming missile, the more
damage it can do. The more powerful that laser is, the less time it needs to
spend burning its target. The U.S. Navy already has a 30-kilowatt laser
mounted on a ship. Yesterday, at a summit on directed energy weapons in
Washington, D.C., the Navy announced it plans to go bigger: 150 kilowatts.

U.S. Navy LaWS - AN/SEQ-3 Laser Weapon System or XN-1 LaWS
https://en.wikipedia.org/wiki/Laser_Weapon_System
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U.S. Navy LaWS - AN/SEQ-3 Laser Weapon System or XN-1 LaWS
https://en.wikipedia.org/wiki/Laser_Weapon_System
http://www.popsci.com/navy-is-going-to-test-big-laser-soon
http://www.popsci.com/technology/article/2013-04/us-navy-guard-old-ship-freaking-laser
http://www.sadefensejournal.com/wp/?p=3459
http://www.popsci.com/china-plans-to-defeat-american-lasers-with-smoke
http://www.popsci.com/laser-guns-are-targeting-uavs-but-drones-are-fighting-back


LEGAL ISSUES

YOU HAVE THE RIGHT TO REMAIN FRUSTRATED



FAA Rule on Small Drones

https://registermyuas.faa.gov/

New Account
Federal Aviation
Administration

Welcome to the Small
Unmanned Aircraft System
(SUAS) Registration Service

This site will allow you to register your small UAS
with the FAA and update your registration.

REGISTER ( LEARN MORE

"ie

Do | need to register my Unmanned Aircraft?

You need to register your aircraft if it weighs between 0.55 lbs.
(250 grams) and up to 55 Ibs. (25 kg)

0.55 lbs.

(250 grams)

You will be subject to civil and criminal penalties if you meet
the criteria to register an unmanned aircraft and do not register.

Y
Effective: 29 Aug 2016

The rules for operating an unmanned aircraft depend on why you want to fly.

Fly for Fun Fly for Work

Pilot
Requirements

Aircraft
Requirements

Location
Requirements

No pilot requirements

Must be registered if over
0.55 Ibs.

5 miles from airports without
prior notification to airport and
air traffic control

Operating Rules  Must ALWAYS yield right of

Example
Applications

Legal or
Regulatory
Basis

way to manned aircraft

Must keep the aircraft in sight
(visual line-of-sight)

UAS must be under 55 Ibs.
Must follow community-based
safety guidelines

Must notify airport and air
traffic control tower before
flying within & miles of an
airport

Educational or recreational
flying only

Public Law 112-95, Section
336 — Special Rule for Model
Afrcraft

FAA Interpretation of the
Special Rule for Model Aircraft

Must have Remote Pilot
Airman Certificate

Must be 16 years old
Must pass TSA vetting

Must be less than 55 Ibs.
Must be registered if over
0.55 Ibs. (online)

Must undergo pre-flight
check to ensure UAS is in
condition for safe operation

Class G airspace*

Must keep the aircraft in
sight (visual line-of-sight)*
Must fly under 400 feet*
Must fly during the day*
Must fly at or below 100
mph*

Must yield right of way to
manned aircraft*

Must NOT fly over people®
Must NOT fly from a
moving vehicle™

Flying for commercial use
(e.g. providing aerial
surveying or photography
services)

Flying incidental to a
business (e.g. doing roof
inspections or real estate
photography)

Title 14 of the Code of
Federal Regulation (14
CFR) Part 107

o The NEW Small UAS Rule (Part 107), including all pilot and operating rules, will
be effective on August 29, 2016. For more detailed information, please see:

* Summary of the Small UAS Rule (PDF)

* Small UAS Advisory Circular — How to Use the Rule (PDF)
« Complete Text of the Small UAS Rule

e Sample Aeronautical Knowledge Test Questions (PDF)

Need more information? Read about how to fly a UAS for your work or business.
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FAA Drone Registration:
https://registermyuas.faa.gov/
http://www.faa.gov/uas/getting_started/

Makezine.com - How the FAA’s Drone Regulations Could Hamper Pros and Journalists - 01Feb2017
http://makezine.com/2017/02/01/faa-drone-law/

Drone - FAA Law - UAS Part 107 - Suit Filed - 2016 - Taylor v. FAA
RC Groups - Taylor v. FAA Update - 04Mar2017
https://www.rcgroups.com/forums/showthread.php?2845649-Taylor-v-FAA-Update
“My case challenging the FAA's model aircraft registration regulation, and the application of DC-area flight zones to model aircraft is scheduled for oral argument in the U.S. Court of Appeals for the D.C. Circuit on March 14, 2017.”
Slashdot - FAA Sued Over Federal Drone Registry - 01Oct2016
https://tech.slashdot.org/story/16/10/01/0148255/faa-sued-over-federal-drone-registry
DRONELIFE - The Lawsuit Over Drone Registration: Taylor vs. Huerta & FAA - 14Jun2016
http://dronelife.com/2016/06/14/lawsuit-drone-registration-taylor-vs-huerta-faa/
Forbes - Over 450,000 Hobby Flyers Have Registered. So Why Does Fighting FAA Drone Registry Still Matter? - 15Jun2016
http://www.forbes.com/sites/johngoglia/2016/06/15/over-450000-hobby-flyers-have-registered-so-why-does-fighting-faas-drone-registry-still-matter/#53747f926c85
The Daily Dot - Drone law experts say challenge to FAA registration rule is likely to succeed - 07Jan2016
http://www.dailydot.com/layer8/faa-drone-registration-lawsuit/
Technical.ly DC - How a little-known insurance lawyer became a symbol of (drone) liberty - 13Feb2017
http://technical.ly/dc/2017/02/13/john-taylor-sued-faa-drones/
POLITICO - Circuit court to hear model aircraft registration case this month - 03Mar2017
http://www.politico.com/story/2017/03/circuit-court-to-hear-model-aircraft-registration-case-this-month-235663
Blog - Hire a Drone Law Attorney - Fly Under FAA Part 107
https://www.dronelaw.pro/blog/
Hackaday - Don’t Like the FAA’s Drone Registration? Sue Them! - 26Sept2016
http://hackaday.com/2016/09/26/dont-like-the-faas-drone-registration-sue-them/


Taylor vs. FAA - Lawsuit Against Drone Rule

RC Groups - Taylor v. FAA Update - 04Mar2017

DRONELIFE - The Lawsuit Over Drone Registration: Taylor vs. Huerta & FAA - 14Jun2016
Hackaday - Don't Like the FAA's Drone Registration? Sue Them! - 26Sept2016

“My case challenging the FAA's model aircraft registration regulation, and the application of DC-area flight zones to model
aircraft is scheduled for oral argument in the U.S. Court of Appeals for the D.C. Circuit on March 14, 2017.”

How a little-known insurance lawyer
became a symbol of (drone) llberty

When the Fed

1 - John Taylor and one of the drones he custom built.
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Hard to Legally Defend Against Drones \’\

The Register - Bloke cuffed for blowing low-flying camera drone to bits with shotgun - 20July2015
Digital Trends - Drone Shooting is a Federal Crime - 17Apr2016

“What the h*** are we supposed
to use, man, harsh language?” -
Aliens (1986)

Bloke cuffed for blowing low-flying camera
drone to bits with shotgun

Sharpshooter exercises Second Amendment rights

30 Jul 2015 at 05:02, lain Thomson

A father of two girls didn't take too Kindly to a camera-equipped quadrocopter novering over his house
and snooping on his kids — so he blasted it out of the sky.

MNow he's facing charges of first-degree criminal mischief and wanton endangerment.
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The Register - Bloke cuffed for blowing low-flying camera drone to bits with shotgun - 20July2015
http://www.theregister.co.uk/2015/07/30/man_arrested_shooting_camera_drone/

Fortune.com - Man arrested for shooting shoot drone says he was defending privacy - 29July2015
http://fortune.com/2015/07/29/shoot-drone-privacy/

Digital Trends - Drone Shooting is a Federal Crime - 17Apr2016
http://www.digitaltrends.com/cool-tech/drone-shooting-illegal/

CNET - Judge rules man had right to shoot down drone over his house - 28Oct2015
https://www.cnet.com/news/judge-rules-man-had-right-to-shoot-down-drone-over-his-house/

Aliens - quote:
https://www.youtube.com/watch?v=i33DX9Wjd7E
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|IOT TARGETS

HACKING VIA DRONE



loT = Target Rich Environment

OVER THE AIR

Ideal platform to launch ‘over the air’ attacks against new [oT products popping up in both the home & office

Drone hacking threats need to be considered by consumers, security pros, and loT product manufacturers

1 THIS IS WHAT | CALL A
' TARGET RICH ENVIRONMENT

Target Rich Environment

Danger Drone

Internet of Things (loT)



loT - ‘Over The Air’ Attack - Examples

SMART TV STREAMING

http://www.bishopfox.com/blog/2014/07/rickmote-controller-hacking-one-chromecast-time/

NETFLIX - | llllll HL
g \
9 HB® O P> Google pray \

I waned com
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THREAT LEVEL |

Rickroll Innocent Televisions With This Google
Chromecast Hack

BY AMDY GEFENSERG OFMM 630 am  PERMALINK
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Rickhiotre Conrroller

Press the Rickmote Ccmtroller
o -
RICKMOTE CONTROLLER - HIJACKING
TVS VIA GOOGLE CHROMECAST

Iist when vou thanght the rickrolling meme might finally be dead, a Google bug



Presenter
Presentation Notes
http://www.bishopfox.com/blog/2014/07/rickmote-controller-hacking-one-chromecast-time/
https://www.youtube.com/watch?v=M7nqP8AvXUg

http://www.wired.com/2014/07/rickroll-innocent-televisions-with-this-google-chromecast-hack/

Demo:
1.RickmoteController-Chromecast Hacking.mp4



loT - ‘Over The Air’ Attack - Examples

HACKING SMART FRIDGES - FROM DRONE

http://securityaffairs.co/wordpress/39558/hacking/samsung-smart-fridge-hack.html

Samsung smart fridge opens Gmail login to hack

August 25, 2015 By Pierluigi Paganini

At the recent DEF CON hacking conference penetration testers

demonstrated that Samsung smart fridge leaves Gmail logins

open to attack.

“While SSL is in place, the fridge fails to validate
the certificate. Hence, hackers who manage to Aug 2015 | 12:30 PM
access the network that the fridge is on (perhaps
through a de-authentication and fake Wi-Fi
access point attack) can Man-In-The-Middle the
fridge calendar client and steal Google login
credentials from their neighbours, for example.”

Test<img>aaaaaaaati $9 «jéj

ato $9 0jej € Kxr*+""|<juggg..

O 8 € Kx %’ |<Test<img>aaaaaaa
Sat

defconfridge@gmail.com

Aug 2015
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FUTURE IS AWESOME

1980°S SCI-Fl... FINALLY HAPPENING



The Future was on TV in the Past

FLYING DEVICES GROUND DEVICES

ProDrone — Robot Arms

Transformers — Laserbeak

Call of Duty - RC-XD Remote

1 ! 24 (TV) - Spy Bot Control Car (w Camera/Mic)

AS SEEN ON

Wearable
drones

Sand Flea - Jumping Infiltrating Robot
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Wrist worn quadcopter:
http://www.reuters.com/article/us-intel-wearables-idUSKBN0IN25Y20141103

Sand Flea - Jumping Infiltrating Robot – YouTube
https://www.youtube.com/watch?v=6b4ZZQkcNEo

Call of Duty - RC-XD Remote Control Car (w Camera/Mic) - YouTube 
https://www.youtube.com/watch?v=ahkSRzyD3ms

24 – Spybot
https://dl.dropboxusercontent.com/u/37051339/Videos/Hacking/24.S09E01-Spy_Robot.mp4

Transformers – Laserbeak
https://www.dropbox.com/s/uuevh5325d4rixt/Transformers.1986-Danger_Drone_Clip.mp4?dl=0

Prodrone – Robot Arm Drone
http://uncrate.com/stuff/prodrone-robot-arm-drone/
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Have A Nice Day

Bishop Fox - Danger Drone Research:

* https://www.bishopfox.com/resources/tools/drones-penetration-testers/

-

BISHOP FOX.
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