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OVERVIEW

Introduction,/Background
* lol News and Current Landscape
« Corp concerns, Personal / Privacy Issues
 Examples: Cars, Fridges, TVs, Wearables, ...

Targeting loT — via Internet
«  Google/Bing/SHODAN/Maltego Hacking

* Internet Census 2012, Scans.io, Zmap, MassScan, other mass scanning projects

Targeting loT — over the Air
«  WiHFi, Bluetooth, ZigBee, Z-Wave, RFID, NFC, etc.
* Hacking devices: WiFi Pineapplers, Kali Tablets, RaspPis, Custom Gear

Targeting loT — up close, Physically
« USB Rubber Duckies, Teensy Arduino Devices, BadUSB type atfacks

Defenses
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RickMote — Hacking TVs

DEMO - CHROMECAST - STREAMING DEVICE HACKING

|
m I EE m GEAR SCIENCE ENTERTAINMENT BUSINESS SECURITY DESIGN OPINION BAG

THREAT LEVEL |

Rickroll Innocent Televisions With This Google
Chromecast Hack

BY AMDY GREENSERG OFI0H | &30 AN PERMALINE

RickhdIote Conrcolles

|lust when vou thonght the rickrolling meme might finally be dead, a Google bug
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http://www.bishopfox.com/blog/2014/07/rickmote-controller-hacking-one-chromecast-time/
https://www.youtube.com/watch?v=M7nqP8AvXUg

http://www.wired.com/2014/07/rickroll-innocent-televisions-with-this-google-chromecast-hack/

Demo:
1.RickmoteController-Chromecast Hacking.mp4


Introduction/Background

GETTING UP TO SPEED
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OWASP - loT Top 10

TOP 10 LIST= Internet of Things

The OWASP Internet of Things Top 10 - 2014 is as follows:

« |11 Insecure Web Interface

¢ |2 Insufficient Authentication/Authorization
« |3 Insecure Network Services

« |4 Lack of Transport Encryption

« |5 Privacy Concerns

» |6 Insecure Cloud Interface

« |7 Insecure Mobile Interface

« |8 Insufficient Security Configurability

« |9 Insecure Software/Firmware

« |10 Poor Physical Security

BISHOP FOX 5
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loT - Special Focus

1 _ Cameras / WebCams

2_ Microphones

3_ Robots ... terminators... g,;_l.
s
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Twitter Feed WebCams

CREEPY WEBCAMS VIEWERS

W Home About

#CAUGHTONNESTCAM

Nest Netherlands MestML - Sep 17
De eerste stapjes, #caughtonNestCam.
Heb jij onbetaalbare momenten vastgelegd met je Nest Cam?

Live

#ca

#caughtonnestcam Q Have an account? Log in-

ughtonnestcam

Photos Videos More options v

Nest nest - Sep 23
Drone theft? Drone theft. Santa Clara drone store burglary
#caughtonNestCam: sanfrancisco.cbslocal.com/2015/09/14/dro. ..

Santa Clara Drone Store Burglary Caught On Camera

A break-in at a drone store in the South Bay was caught on camera, and
this isn't the first time it's happened. At least three drone stores up and...

sanfrancisco.cbslocal.com

funnypranks4u funnypranksdyou - Sep 22
They have @ lives for a reason. Peppa, the fearless kitty #caughtonNestCam.

BISHOP FOX
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NEWS

Baby WebCams =

WORST NIGHTMARES Feb 2015

. http-/fwww_scmagazine.com/hacker-takes-overtexas-baby-monitorfarticle/396232/

February 03, 2015

Hacker comandeers baby monitor, terrifies nanny

A Houston nanny got an IT security wake-up call this past week when an anonymous voice came through
the baby monitor of the child she was watching.

A hacker took over the internet-connected device to say to the nanny, Ashley Stanley: “That's a really
poopy diaper.”

BISHOP FOX
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NEWS

Smart TVs =

LISTENING CLOSELY Feb 2015

S
a5~ VOICE CONTROL

SECuUrd

o F F o=l

Samsung SmartTV models transmit
voice, and more, to a third-party

service
Imagine, you are watching TV on your Samsung SmartTV talkin
with your girl or friend, or you are watching stock news from yo
office with your client, while the Smart TV is collecting audio an
video to improve your experience by sending your words to t-

Please be aware that if your spoken words
include personal or other sensitive information,
Samsung that information will be among the data captured

S %ART TV and transmitted to a third party through your use

BISHOP FOX
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Samsung SmartTV
TV is constantly listening and streaming audio to third-parties for data analysis. 

http://securityaffairs.co/wordpress/33950/hacking/samsung-smarttv-issues.html
http://securityaffairs.co/wordpress/19860/hacking/lg-smart-tv-spying-users.html


ILLUSTRATIVE FOOTAGE

Video -
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Plane Hacking

Passenger 3133/

BISHOP FOX

Researcher who joked about hacking a jet
plane barred from United flight

United's move comes three days after FBI detained white hat hacker for 4 hours.

5

4

by Dan Goodin - Apr 19, 2015 10:30am EOT

(W Tweet | 184

A researcher who specializes in the security of commercial airplanes was barred from a United Airlines
flight Saturday, three days after he tweeted a poorly advised joke mid-flight about hacking a key

communications system of the plane he was in.

11
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http://www.foxnews.com/us/2015/04/19/researcher-denied-flight-after-tweet-poking-united-security/


Smart Watches B=

INSECURITY ON THE GO July 2015

"A study conducted by HPS Fortity
on security features implemented by
Smartwaiches revealed that not even
a single device found to be 100

percent safe.”

DoubleDirect

All Smartwatches on the market are vulnerable to attacks

ascreen | PIN
or Pattern)

BISHOP FOX 12
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http://securityaffairs.co/wordpress/38837/hacking/smartwatches-hp-study.html


NEWS

Vehicle Attacks —
GONE IN 60 SECONDS ... July 2015
f

Business

Chrysler just launched the first-ever

hacking recall for cars S

BISHOP FOX S | | 13
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http://mashable.com/2015/07/24/chrysler-jeep-hacking-recall/#2sld3GcGJPqk


ILLUSTRATIVE FOOTAGE

Video -
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2.Scandal.S05E01-CarHackingAssassination.mp4


NEWS

Vehicle Attacks —

.OR LESS July 2015

Hacker shows he can locate, unlock and remo
start GM vehicles

A security researcher has posted a video on YouTube demonstrating how a

device he made can intercept wireless communications to locate, unlock and

remotely start GM vehicles that use the OnStar RemoteLink mobile a SR EERIIIRERE o5 P RS -

Samy Kamkar, who refers to himself as a hacker and whistleblower, p HACK I NG

video today showing him using a device he calls OwnStar. The device : ﬁM/OnStar

intercepts communications between GM’'s OnStar Remotelink mobil C ars

Remote Start Unlock

BISHOP FOX 15
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http://www.computerworld.com/article/2954668/telematics/hacker-shows-he-can-locate-unlock-and-remote-start-gm-vehicles.html


Fridge Hacking

IN THE HOME

Samsung smart fridge opens Gmail login to hack

August 25, 2015 By Pierluigi Paganini

At the recent DEF CON hacking conference penetration testers
demonstrated that Samsung smart fridge leaves Gmail logins

open to attack.

“While SSL is in place, the fridge fails to validate
the certificate. Hence, hackers who manage to
access the network that the fridge is on (perhaps
through a de-authentication and fake Wi-Fi
access point attack) can Man-In-The-Middle the
fridge calendar client and steal Google login
credentials from their neighbours, for example.”

BISHOP FOX

12:30 PM
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defconfridge@gmail.com
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icrosoft loT Big Push

[ OT IN THE MAINSTREAM

BS Microsoft Windows Dev Center

Home Explore ~~ Docs Downloads Samples Community Programs

The Internet of your things

The Internet of Things (loT) brings together devices, sensors,
cloud, data and your imagination.

Get started now

Get started Projects Docs and samples FAQs Downloads Hardware Community
Learn about the Starter Pack Build your Windows IoT device Connect your device Join the Maker community
Adafruit has created a Starter Pack for Rapidly prototype and build your Leverage the power of open Connect with other makers to share
Windows 10 IoT Core. The pack Windows IoT solutions on a variety of frameworks like Connect-the-Dots to code and make contributions through

BISHOP FOX
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https://dev.windows.com/en-us/iot

LifeHacker - Windows 10 for the Raspberry Pi 2 and MinnowBoard Max Is Here - 10Aug2015
http://lifehacker.com/windows-10-for-raspberry-pi-2-and-minnowboard-max-relea-1723160417
Hello, Windows 10 IoT Core | Building Apps for Windows 
http://blogs.windows.com/buildingapps/2015/08/10/hello-windows-10-iot-core/
Design downloads - Windows app development 
https://dev.windows.com/en-us/design/assets
Develop Windows 10 IoT apps on Raspberry Pi 2 and Arduino 
https://dev.windows.com/en-us/iot
Downloads and tools for Windows - Windows app development 
https://dev.windows.com/en-us/downloads
Github - Microsoft - ms-iot 
https://github.com/ms-iot
Microsoft - Channel 9 - Build 2015 
https://channel9.msdn.com/events/build/2015/
Microsoft Projects - microsoft.hackster.io 
https://microsoft.hackster.io/en-US
Microsoft Windows 10 IoT Core projects - Hackster.io 
https://www.hackster.io/microsoft/products/windows-10-iot-core
Windows 10 - Download 
http://www.microsoft.com/en-us/software-download/windows10
Windows IoT - Downloads 
http://ms-iot.github.io/content/en-US/Downloads.htm


Windows 10 IoT Core for Raspberry Pi 2
Windows IoT - Downloads 
http://ms-iot.github.io/content/en-US/Downloads.htm
http://download.microsoft.com/download/8/C/B/8CBE5D09-B5C5-462B-8043-DAC64938FDAC/IOT Core RPi.ISO 
Windows IoT - Setup your Raspberry Pi 2 
How To Install Windows 10 IoT On Your Raspberry Pi 2 | TechCrunch 
Windows IoT - Get Started 
Downloads | Microsoft Connect - Windows Embedded Pre-Release Programs 
ffu2img • t0x0/random Wiki • GitHub - script that converts Microsofts FFU format to the standardized raw img format 
FFU image format (Windows Drivers) 
https://raw.githubusercontent.com/t0x0/random/master/ffu2img.py 
Directory of Microsoft Products Accepting Bugs and Suggestions | Microsoft Connect 
http://connect.microsoft.com/directory/


http://ms-iot.github.io/content/en-US/Downloads.htm
https://ms-iot.github.io/content/en-US/win10/SetupRPI.htm




Baby Monitors

BORN IN THE U.S. A,

E = e B | ] |

o fF o]

Hacking Baby Monitors is dramatically easy

September 3, 2015 By Pierluigi Paganini

Researchers find major security flaws in popular networked video baby monitor products that

could allow attackers to snoop on babies and businesses.

iBaby M35 and M& models, the Summer Infant Baby Zoom,TrendNet Wi-Fi Baby Cam, the Lens

BISHOP FOX 18
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http://securityaffairs.co/wordpress/39811/hacking/hacking-baby-monitors.html


ILLUSTRATIVE FOOTAGE

Video -
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Demo:
3.CSI.Cyber.S01E01-BabyCam.mp4


FBl Warning - PSA

[ OT IS DANGEROUS

NEWS

Sept 2015

Alert Number
I-091015-PSA

Questions regarding this PSA
should be directed to your local
FBI Field Office.

Local Field Office Locations:
www . fbi.gov/contact-us/field

Y Public Service Announcement (

FEDERAL BUREAU OF INVESTIGATICON

INTERNET OF THINGS POSES OPPORTUNITIES
FOR CYBER CRIME

The Internet of Things (IoT) refers to any object or device which connects
to the Internet to automatically send and/or receive data.

As more businesses and homeowners use web-connected devices to
enhance company efficiency or lifestyle conveniences, their connection to
the Internet also increases the target space for malicious cyber actors.
Similar to other computing devices, like computers or Smartphones, IoT
devices also pose security risks to consumers. The FBI is warning
companies and the general public to be aware of IoT vulnerabilities
cybercriminals could exploit, and offers some tips on mitigating those cyber
threats.

What are some IoT devices?

s Automated devices which remotely or automatically adjust lighting or
HWAC

Security systems, such as security alarms or Wi-Fi cameras, including
video monitors used in nursery and daycare settings

Medical devices, such as wireless heart monitors or insulin dispensers
Thermostats

Wearables, such as fithess devices

Lighting modules which activate or deactivate lights

BISHOP FOX
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http://www.ic3.gov/media/2015/150910.aspx
http://securityaffairs.co/wordpress/40139/cyber-crime/fbi-internet-of-things.html


NEWS

loT Legal Climate _

SAME OLD DEBATES Sept 2015

threat(pos{
=
) _ o [ i
, | 20

Ny

i

JUST LIKE OLD DAYS: 10T SECURITY PITS REGULATORS AGAINST
MARKET

Michael Mimoso W Follow @mike_mimoso September 11, 2015

CAMBRIDGE, Mass. - Listening to today's privacy panel at the Security of Things Forum,
you might have thought you were beamed back to the early 2000s: government people
hinting that legislation might be the ultimate solution for security and privacy concerns
when it comes to embedded computers and connected things, with enterprise security
officers countering that market pressures will dictate the integrity of devices, software

BISHOP FOX 21
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Search

Vulnerabilities |

Everything Images Videos

Targeting loT Systems

OVER THE INTERNET — SEARCH ENGINES

BISHOP FOX 2



SEARCHDIGGITY

The Search Engine Hacking Tool Arsenal

Diggity Tools

SEARCH ENGINE HACKING

BISHOP FOX OFFERINGS CASE STUDIES NEWS & EVENTS RESOURCES ABOUT US BLOG CAREERS CONTACT

Google Hacking Diggity

Google Hacking Diggity

ATTACK TOOLS

Description

A research and development initiative dedicated to investigating the latest techniques that

GoogleDiggity Traditional Google hacking tool leverage search engines, such as Google, Bing, and Shodan, to quickly identify vulnerable
BingDiggity Bing equivalent of traditional Google hacking tool | *Yste™s end sensitive data in corporate networks.

BHDB 2.0 New Bing Hacking DB now as effective as Google

FlashDiggity Adobe Flash security scanning tool Attack Tools Defense Tools
DLPDiggity Data loss prevention scanning tool

LinkFromDomain Bing footprinting tool based on off-site links

CodeSearch Diggity | Open-source code vulnerability scanning tool

MalwareDiggity Malware link detection tool for off-site links

PortScan Diggity Passive port scanning via Google

NotInMyBackYard Easily find your info in 3™ party sites

Presentation Slides Media Gallery

Bing BinaryMalware | Find malware via Bing’s indexing of executables
SHODAN Diggity Easy interface to SHODAN search engine

BISHOP FOX 23


Presenter
Presentation Notes
Bishop Fox – Google Hacking Diggity Project
http://www.bishopfox.com/resources/tools/google-hacking-diggity/
http://www.bishopfox.com/resources/tools/google-hacking-diggity/attack-tools/

http://www.bishopfox.com/blog/2014/08/searchdiggity-avoid-bot-detection-issues-leveraging-google-bing-shodan-apis/


loT and G

GOOGLE H

oogle

ACKING

Goegle inurl:"MultiCameraFrame?Mode="

Web Shopping Videos MNews

Images More = Search tools

About 619 results (0.23 seconds)
Multi-Camera (Normal size: 320

75.145.222 133:7505/MultiCameraFra

ﬁ' - # 2 & 74.94.148163:3080/ MultiCameraFrame?Mode= Refresh&Language=0

Multi-Camera (Normal size: 320x240)

Multi-Camera (Mormal size: 320:240). Suit
(Small size: 160x120) - Top Page.
Favor Motion - Suite3 - Suite?

Multi-Camera - Network Camer:
7494 148 163:8080/MultiCameraFram
PoolCam. Disabled. Disabled. Disabled. Thq
seconds. Multi-Camera (Small size: 160x12

Normal size: 320x240 - Network
r 24.240.181.138:8181/MultiCameraFra

Multi-Camera (Mormal size: 320x240). Web

Camera (Small size: 160x120) - Top Page.

PoolCam

BISHOP FOX
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inurl:"MultiCameraFrame?Mode=“

https://www.google.com/search?tbs=li:1&q=inurl:"MultiCameraFrame?Mode="


Google Diggity

DIGGITY CORE TOOLS

[
97 Search Diggity [ o s 3
File Options Help

Google CodeSearch Bing LinkFromDomain DLP Flash Malware PortScan MotInMyBackyard BingMalware Shodan
paoncs R T
- J Disable Scraper

Query Appender Sites/Domains/IP Ranges
- - pp.e £ API Key: Create | | Hide
inurl:"MultiCameraFrame? E

Proxies
Mode="

- Google Custom Search ID: e Hide
nloa

= WebCams found

Queries Hide

-
> [[] GHDB | Category | Subcategory | Search String Page Title | URL
» [7] GHDBReborn FSDB Privacy Related inurl:"MultiCameraFrame?Mode=" Multi-Camera (Normal size: 3 http://75.145.222.133:7505/MultiCameraFrame?Mog
+ [] SharePaint Diggity FSDB Privacy Related inurl:"MultiCameraFrame?Mode=" Network Camera Pecky - Top http://212.96.169.238/MultiCameraFrame?Mode=Mc
d g SLbe [ Fspa Privacy Related  inurl:"MultiCameraFrame?Mode=" Mormal size: 320x240 - Netwe http://74.94.148.163:8080/MultiCameraFrame?Mode *
’ SLDBMEW L] 3

> [C] DLPDiggity Initial
» [ Flash HonSWF Searches Output

- [] FlashDiggity Initial Multi-Camera (Normal size: 320x240). PoolCam. Disabled. Disabled. Disabled. [«]

- GoogleDiggity

BISHOP FOX 25
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http://www.bishopfox.com/blog/2014/08/searchdiggity-avoid-bot-detection-issues-leveraging-google-bing-shodan-apis/

GoogleDiggity
 Google Custom Search Engines: 
http://www.google.com/cse/
 Google JSON/ATOM Custom Search API:
http://code.google.com/apis/customsearch/v1/overview.html
Max Results: 100 results per query
Pricing: https://code.google.com/apis/customsearch/v1/overview.html#Pricing 



loT and Bing

BING HACKING

> bing

camera linksys instreamset:url:main.cgi

Web Images Videos Maps Mews Explore

48 RESULTS Anytime -

WVC210 Wireless-G PTZ Internet Camera with Audio
www.mariched_linksys-cam.com:1025/main.cgi?next_file=video_htm

WWC210 Wireless-G PTZ Internet Camera : Connected User: Rafrach | oo Ot Ahout
Help Refresh Home Setup Image Resolution ... Preset Camera 2y | 'ﬁ

camera.hadstenhouse.com/main.cgifnext_file=v_video.htm

Wireless-N Internet Home Monitoring Camera

indianlakemichigan_linksys-cam.com/img/main.cgi?next_file= C}utput 09282015 23:12 HH Weather View
Wireless-N Internet Home Monitoring Camera: Home | View Vig ' "
-

| Help | Exit @ Copyright 2009 Cisco Systems, Inc. All rights res

Linksys Internet Camera 5 = '._
camera.hadstenhouse com/main.cgi?next_file=v_video.htm

LINKSYS PWVC2300. Qutput: 1: 2: Day / Might - Preset Camera 3
10 Day / Night

Linksys Compact Wireless-G Internet Video
londooh.no-ip.biz:1024/main.cgi?next_file=main_htm -

WWC54GC: Compact Wireless-G Internet Video Camera: Hq
Linksys Web | Help | Exit

Linksys Wireless-G PTZ Internet Camera wit
sydenham_getmyip.com:1024/main.cgi?next_file=main_htm
Wireless-G PTZ Internet Camera with Audio: Home | View p | Linksys
Web | Exit: ... Home | View Video | Setup | Linksys Web | Exat: Image Resolution ...

BISHOP FOX 26
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www.bing.com/search?q=linksys camera  instreamset:url:main.cgi


Bing Diggity

DIGGITY CORE TOOLS

A7 Search Diggity

File Options Help

Google CodeSearch LinkFremDomain DLP Flash Malware PortScan NotInMyBackyard BingMalware Shodan

Advanced SCAN
i Disable Scraper

Query Appender — Sites/Domains/IP Ranges

linksys camera B Proxies
instreamset:url:main. cgi

Bing Search API Key: Create | | Hide

o [WebCams found j
Q.ueries \\“ ’T

> [] BHDBV2

> [¥] BHDBV2NEW |Categon|Subcategon| Search String | Page Title | ‘ URL | Application | =

+ [[] GHDBReborn Customn  Custom linksys camera instreamset:url:main.cgi Wireless-N Internet b hittp://indianlakemichigan.linksys-cam.com/img/main.cgi?next  http://indianlakemichigan.lir

> [ shareFoint Diggity |Cu5tom Custom linksys camera instreamset:url:main.cgi OLinksysO Wireless  http://wlerv.ham-radio-op.net:1024/main.cgi?next_file=main http://wlerv.ham-radic-op.|

> [ DLPDiggity Initial Custom  Custom linksys camera instreamset:url:main.cgi DOLinksysCd Wireless  http://livekamera.oulunravit.fi:8080/main.cgi?next_file=main.| http://livekamera.oulunravit ~
+ [] Flash MonSWF Searches ] »

> [] FlashDiggity Initial
_owp[EEETETY

Preset CCameral] View (© Copyright 2007 Cisco Systems, Inc. All rights reserved. ... View Video | Setup | OLinksysC] Web | Exit: Image Resolution : Preset OCamerald View B

LINGAIgGity
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http://www.bishopfox.com/blog/2014/08/searchdiggity-avoid-bot-detection-issues-leveraging-google-bing-shodan-apis/

BingDiggity
 Bing 2.0 API
API Resource URLS:
http://www.bing.com/developers/s/APIBasics.html
https://ssl.bing.com/webmaster/Developers/CreateAppId
http://onlinehelp.microsoft.com/en-us/bing/ff808421.aspx
Max Results: 1000 results per query
Price: free

Seen using the IP: search operator, returns seearch results for all known virtual hosts for that IP address:
http://msdn.microsoft.com/en-us/library/ff795671.aspx
Example: http://www.bing.com/search?q=ip:98.129.200.37


SHODAN

Computer Search Engine

NEW GOOGLE HACKING TOOLS

SHODAN Diggity

BISHOP FOX 28
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SHODAN Diggity
SHODAN Diggity provides an easy-to-use scanning interface to the popular SHODAN hacking search engine, and comes equipped with convenient list of search queries ready in a pre-made dictionary file.

SHODAN is a search engine that lets you find specific types of computers (routers, servers, etc.) using a variety of filters. Some have also described it as a search engine of service banners. Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (21), SSH (22) and Telnet (23) services.

Web search engines, such as Google and Bing, are great for finding websites. But what if you’re interested in finding computers running a certain piece of software (such as Apache)? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don’t let you answer those questions. 


SHODAN 4 SHODAN.

| OT/HACKER SEARCH ENGINE

* Indexed service banners for whole Internet for HTTP (Port 80), as well as

some FTP (21), SSH (22) and Telnet (23] services - hitps: / /www.shodan.io/

% SHODAN [TV N -

» Top countries matching your search  ltaly 20
China 14
United States 7

NAS storage Spain 6
devices located

Default username

123.116.195.215 HTTP/1.0 401 Unauthorized is ‘admin’
Server: NAShttpd

Date: Mon, 06 Feb 2012 18:01:34 GMT
WWW-Authenticate: Basic realn'Ll:“Default USER:admin" |
Content-Type: text/html

B Beijing

Connection: close

BISHOP FOX 29
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SHODAN 
http://www.shodanhq.com/
https://www.shodan.io/
http://en.wikipedia.org/wiki/Shodan_%28website%29
http://www.shodanhq.com/help/filters
SHODAN is a search engine that lets you find specific computers (routers, servers, etc.) using a variety of filters. Some have also described it as a public port scan directory or a search engine of banners.
Web search engines, such as Google and Bing, are great for finding websites. But what if you're interested in finding computers running a certain piece of software (such as Apache)? Or if you want to know which version of Microsoft IIS is the most popular? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don't let you answer those questions.
So what does SHODAN index then? Good question. The bulk of the data is taken from 'banners', which are meta-data the server sends back to the client. This can be information about the server software, what options the service supports, a welcome message or anything else that the client would like to know before interacting with the server.
Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (23), SSH (22) and Telnet (21) services. There are plans underway to expand the index for other services. Let me know if there are specific ports you would like to see included. 

SHODAN Twitter:
http://twitter.com/#!/achillean

SHODAN - Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=net:216.75.0.0/16
RSS Version: http://www.shodanhq.com/?q=net:216.75.0.0/16&feed=1

Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=100

SHODAN – Other Cool
http://webcams.shodanhq.com/
http://www.shodanhq.com/exploits
http://maltego.shodanhq.com/



loT and SHODAN  EEE

SHODAN HACKING

P 73.128.31.183:8060

— <specVersion>

port:8060 Roku

O' SHODAN

<major>1</major>
<minor>0</minor=
#% Exploits #% Maps & Download Results </specVersion>
—<device>
P <deviceType>urn:-roku-com-device:player:1-O</deviceType>
TOP COUNTRIES Showing results 1 -10 of 1,651 ,z’ <friendlyName>Roku 2 - 4A653L015409</friendlyName=
73.128.31.183 ,’ <manufacturer=Roku=/manufacturer>=
HTTR/1.1 200 0K <manufacturerURL=http://www roku.com/</manufacturerURL>
v N Comcast Cable Server: Roku UPRF/1 <modelDescription>Roku Streaming Player Network Media</modelDescription>
; <modelName>Foku 2</modelName>
<modelNumber=4200X</modelNumber>
<modelURL=http://www.roku.com/</modelURL>
Content-Type: text/  —qorialNumber=4A653L015409</serialNumber>
<UDN=unid:04446143-7000-103¢-8031-ac3a7a9363 7d<UDN=>
United States 1,350 —<gerviceList>
United Kingdom 26 — <service=
Canada a4 186.81.184.254 <service Type>urn:roku-com:service:ecp:1</service Type>

. <serviceld>urn:roku-com:serviceld:ecpl-O</serviceId=
Mexico 71 HTTR/1.1 2@@ 0K ol ITRT

BE United States Content-Length: 114
Details Cache-Control: no-g

Puerto Rico 19 Telmex Colembia S.A. Server: Roku UPRP/1.@ MiniUPnPd/1.4

mm Coloembia

TOP ORGANIZATIONS RaEes M mories
Details PRRIR: mlsl?_r_nl &0 i

Comcast Cable 550 4 amaz®n

_— 2 NETELIX =
Charter Communications 100
Cox Communications 88 . HBOCO .“C'How
Verizen FiQ5 822 o
Time Warner Cable 75 98.1 67.1 03.1 62 ; ] = 2 gh—

i

Cox Communications
TOP OPERATING S5YSTEMS

BE United States, Henderson
Linux 2.6.x 52 Details

Linus 3.3 3z
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https://www.shodan.io/search?query=port%3A8060+Roku&language=None


loT and SHODAN * SHODAN

SHODAN HACKING

D'. XS (o]5)-\Y IR \/V=bSeniice/\WWebStatLoginControl Login or Register
#% Exploits *% Maps
TOP COUNTRIES Showing results 1- 10 of 63
173.220.109.118
’\ : - HTTP/1.1 382 Moved Temperarily
Optimum Online location: http://173.228.189.118/ord?station: |slot: /Services/WebService/WebStatl oginControl/Login_jsp
" ; -
E == United States, - Marlzoro B fr (€)@ -'cltI?ztat\cn:|5Ict:_'SE\~.|cE!N\fabSaNl{aﬂ".l‘ebStathgm(ﬂntm\_"chm_}sp [ AR LE" Q
Details b
Honeywell
United States 61
Canada 2
TOP SERVICES 108 238 46 20
HTTP 58
ATET U-werse
HTTP (2020} 4

e 51 : i We bStat®

TOP ORGANIZATIONS

Crptimum Cnline 5
Verizon FiD5 4
Comcast Cable 4 198 0 242 131
ATAET Internet Services 3
Comeast Business Commun._. 2 Comecast Business Communicat]
UserID :
#E United States, Osk Brook ==
TOP OPERATING SYSTEMS Details
Windows XP 1 Password :

AX
(ragdra
FRANBACAE? Forgot User ID or Password?

‘;
B I S H o P F 0 \ WebStat®, Copyright @ 2008, Version 01.02.15 on Niagara-3.4.43, Sep 02 2010

= Pawered by

31
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https://www.shodan.io/search?query=WebService%2FWebStatLoginControl&language=None


loT and SHODAN * SHODAN

SHODAN HACKING

GO Ugle user id sysadmin password webstatinstallation.ppt ext:ppt

Web Images Maps Shopping More ~ Search tools

1 result (026 seconds)
iPrT1 WebStat Controller - Honeywell

acsinfo_honeywell. com/NR/rdonlyres/.._FC56.. /WebStatinstallation ppt ~
- User ID = SysAdmin. Password = I5yslAdmin. Click on the System Tab. Adjust the
time and date settings; If there is a time zone change, WebStat will prompt you ...

@ - # f p < _-'O\.'el*.-'i&»\;Ccntrcl Cl |- LE‘ Q, Search
8 0
WebStat :
i
Overvie Floor Plans  Schedules Alarms Trends Users Thermostats System =
'T’ Thermostat l Current Temperature ﬂ Setpoints @ Schedule /J Rel. Humidity ‘ Alarm
= 'éé‘ Cooling é
DF OF verride
ARUZ 75 78 Unoccuﬂ?]i ed 480/0
= * Cool On é
DF OF verride
ek 78 76 Unoccuﬂ?]i ed 430/0
= 'aé' Cooling _
0 OF
] — 76 " 79 UnQEi ed 430/0 1 "’ﬁ“‘s
v 32
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Finding default creds and gaining remote access


AS SEEN ON

Mr. Robot

HVAC COMPROMISE

BISHOP FOX. WHOIS
MR.ROBOT
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ILLUSTRATIVE FOOTAGE

Video -

BISHOP FO’.
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Demo:
4.Mr.Robot.S01E05-BishopFox-Tastic_RFID_Thief-22July2015.mp4
5.Mr.Robot.S01E05-RaspberryPi_Backdoor-22July2015.mp4



SHODAN Diggity =~ “©22A%..

FINDING SCADA SYSTEMS

Google CodeSearch Bing LinkFromDomain DLP Flash Malware PortScan NotInMyBackyard BingMalware Shodan
— Advanced
Query Appender B

|=] M- Cancel .J

API Key: | Create Hide

Enter SHODAN APlkey |

—

|3 | Category | Search String | URL | Hostnames | City | Country]
Queries SCADA Niagara Web Server  http://193.185.169.90/ Finland
[ LeTaurt Lreaenuas - SCADA Miagara Web Server  http://12.171.57.87/ United Stated
[l FTP | scapa Niagara Web Server  hittp://70.168.40.243/ wsip-70-168-40-243. Cleveland United Stateg
[ Printer SCADA  Niagara Web Server  http://216.241.207.24/  sciop-ip®4.scinternet, Colorado City  United States
g :DCL:;; SCADA Niagara Web Server  http://206.82.16.227/ niagarafred.norleb.kl Lancaster United Stateq

SCADA Niagara Web Server  http://184.187.11.158/ Omaha United Stateg
1

[7] Photovoltaic
[T Rockwell SLC-505 PLC Dutput \\

[ Electro Industries Gaug

[[] SCADA USA \
4 [0 SCADA HTTF/1.0 302 Moved Temporarily
[ scada location: hitp://70.168.40.243/login Finding SCADA systems
content-type: text/html; charset=UTF-8 via SHODAN Diaai
Niagara \Web Serve content-length: 116 agity
[7] Siemens s7 set-cookie: niagara_audit=guest; path=/

server: Niagara Web Server/3.5.34
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SHODAN Diggity
http://www.bishopfox.com/resources/tools/google-hacking-diggity/attack-tools/ 

SHODAN Diggity provides an easy-to-use scanning interface to the popular SHODAN hacking search engine, and comes equipped with convenient list of search queries ready in a pre-made dictionary file.

SHODAN is a search engine that lets you find specific types of computers (routers, servers, etc.) using a variety of filters. Some have also described it as a search engine of service banners. Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (21), SSH (22) and Telnet (23) services.

Web search engines, such as Google and Bing, are great for finding websites. But what if you’re interested in finding computers running a certain piece of software (such as Apache)? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don’t let you answer those questions. 



SHODAN Alerts

SHODAN RSS FEEDS

& www.shodanhg.com/?q=Default+PasswordBifeed=1

ANS

SHODAN results via RSS feed
using sfeed=1 URL parameter

188.96.188.75:80
Thursday, August15, 2013 2:07 PM

HTTP,/1.0 401 Unautharized

Date: Sun, 25 Oct 1970 09:54:08 G
Server: Boa,/0.93.15 (with Intersil
Connection: close
WWWW-Authenticate: Basic realm="LOGIM Enter Password (default is medion, ignore username)”

Content-Type: text/htm ?

141.51.248.254:80
Thursday, August 15, 2013 1:58 PM

HTTP/1.0 401
Date: 5at, 21 Dec 1996 12:00:00 GMT
WWW-Authenticate: Basic realm="Default password:1234"

203.223.200.183:8080
Thursday, August 15, 2013 1:37 PM

Finding lots of default
HTTP/1.0 401 Unauthorized passwords via SHODAN
Server: GoAhead-Webs
Date: 5at Jan 8 05:23:40 2000
WWWW-Authenticate: Basic realm="Default: admin/password"
Pragma: no-cache

Cache-Control: no-cache

Content-Type: text/html

SHODAN

Computer Search Engine

File Edit View Go Feeds MNews Tools Window Help
Feeds| = 5 | (= SHODAN-Webcam 3 |

—+, =
»-1E-B

hd

[®> SHODAN-Administration (282)
(® SHODAN-Cisco (91)

[®- SHODAN-CMS (28)

(® SHODAN-Comman Files (9)

(® SHODAN-Default Credentials (17)

(- SHODAN-DNS Server (6)
(® SHODAN-Firewall (2)

[ SHODAN-FTP (73)

[®- SHODAN-Languages (8)

[® SHODAN-Operating System (59)
(- SHODAN-Printer (14)
(# SHODAN-Router (52)
[® SHODAN-SCADA and ICS (107)
[® SHODAN-Server Modules (10)
[® SHODAN-Television (56)
[® SHODAN-VOIP (102)
[® SHODAN-Web Server (318)
[® SHODAN-Webcam (52)
C{%; SHODAN: linux upnp avtech
% SHODAN: netcam (10)
% SHODAN: des 5220 (5)

AT TV T YV YVY VYV YV VYWYV

% SHODAN: TeleEye (6)

% SHODAN: imagiatek ipcam (6)
%, SHODAN: sg-webcam (3)
% SHODAN: Boa ipcam (5)

. [® SHODAN-Windows (9)
. [® SHODAN-ZENwaorks (10)

C-!ilg SHODAN: Server: GeoHttpServer (7)

C-!ilg SHODAN: Vivotek Network Camera |

&, SHODAN: Server: SQ-WEBCAM (3)

=

2o AllNews » = Ungrouped ~ [ Classic ~

Title Author
2 79.114.125.74:80

79.114.125.74:80

Date

% 8/15/13 12:24 PM
% 8/15/13 12:24 PM

124.10.32.143:80 ‘% 8/15/1312:23 PM
- 82.79.74.247:80 % 8/15/1312:23 PM
82.79.74.247:80 % 8/15/1312:23 PM
- 116.3.82.73:80 % 8/15/1312:23 PM
99.135.235.80:50 % 8/15/1312:17 PM
99.135.235.80:50 ‘:2) 8/15/1312:17 PM

) 21511312415 D0

SHODAN RSS feed shows

webcam found open at
82.79.74.247:80

& 8/15/1311:45 AM

- 70.88.72.162:80

- 202.130.68.142: '% 8/15/1311:43 AM
=1 1231714925 & 8/15/1311:32 AM
¥

82.79.74.247:80
& ¥ @ Lo @ T | Thursday, August 15, 2013 12:23

HTTP/1.0 200 OK
Connection: close
Cache-Control: no-cache
Server: 5Q-WEBCAM

CONTENT-LENGTH: ZK

HTTP header reveals itis
a SQ-WEBCAM device

O Menu | 4R
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SHODAN Blog - Introducing the Shodan Real-Time Stream - 22July2015
https://blog.shodan.io/shodan-real-time-stream/

SHODAN Hacking Alerts
New live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.
Stach & Liu incorporates SHODAN data into its defense alerts by utilizing the feature to turn SHODAN search results into RSS feeds by appending &feed=1 to common SHODAN query URLs. 
As an example: http://www.shodanhq.com/?q=Default+Password&feed=1

Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000

SHODAN - Main Site:
http://www.shodanhq.com/
http://www.shodanhq.com/help/filters
SHODAN is a search engine that lets you find specific computers (routers, servers, etc.) using a variety of filters. Some have also described it as a public port scan directory or a search engine of banners.
Web search engines, such as Google and Bing, are great for finding websites. But what if you're interested in finding computers running a certain piece of software (such as Apache)? Or if you want to know which version of Microsoft IIS is the most popular? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don't let you answer those questions.
So what does SHODAN index then? Good question. The bulk of the data is taken from 'banners', which are meta-data the server sends back to the client. This can be information about the server software, what options the service supports, a welcome message or anything else that the client would like to know before interacting with the server.
Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (21), SSH (22) and Telnet (23) services. There are plans underway to expand the index for other services. Let me know if there are specific ports you would like to see included. 

SHODAN Twitter:
http://twitter.com/#!/achillean

SHODAN - Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=net:216.75.0.0/16
RSS Version: http://www.shodanhq.com/?q=net:216.75.0.0/16&feed=1




INTERNET MASS SCANNING

Scanning the Whole Internet
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https://threatpost.com/scanning-the-internet-in-45-minutes/102025/


Internet Census 2012

NMAP OF ENTIRE INTERNET

o ~A20k boet used to perform NMAP against entire [Pv4 addr spacel!
 ICMP sweeps, SYN scans, Reverse DNS, and Service probes of 662 poris
* Free torrent of 568GB of NMAP results (V18 decompressed NMAP resulis)

.c.i

}m-.exfi\trated.com_.-’quer}'.php?:ta rlP=74.125.239 1 &endIP=74.125.239.255&Port=&includeHostnames="es

:: Internet Census 2012 Search - Query :

IP Range Search

=L CH] 74.125.239.1 [S)EBCH 74.125.239.255 W Limit to specific port: [ % 1ndude hos
Research - Submit Query

Executing query for hosts between: 74.125.239.1 and 74.125.239.255

Where will your data go today?

Internet Census 2012

Port scanning /0 using insecure embedded devices

Carna Botnet

74.125.2359.5
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Internet Census 2012 – 9TB of Nmap Results for entire IPv4 Address Space
http://internetcensus2012.bitbucket.org/paper.html
http://internetcensus2012.bitbucket.org/download.html
https://community.rapid7.com/community/infosec/blog/2013/03/21/internet-census-2012--thoughts

Exfiltrated.com - Web search interface makes use of the fantastic Internet Census 2012 results
http://www.exfiltrated.com/querystart.php

Summary:
~420k Carna botnet used to perform NMAP against entire IPv4 addr space!
ICMP sweeps, SYN scans, Reverse DNS, and Service probes of 662 ports
Free torrent of 568GB of NMAP results (9TB decompressed NMAP results)
Port scans running at 3-5 billion IPs per hour for weeks
Found 1.3 billion IP addresses in use total

Abstract While playing around with the Nmap Scripting Engine (NSE) we discovered an amazing number of open embedded devices on the Internet. Many of them are based on Linux and allow login to standard BusyBox with empty or default credentials. We used these devices to build a distributed port scanner to scan all IPv4 addresses. These scans include service probes for the most common ports, ICMP ping, reverse DNS and SYN scans. We analyzed some of the data to get an estimation of the IP address usage.  All data gathered during our research is released into the public domain for further study. �
The ~700 ports they grabbed service banners from are:
1, 3, 7, 9, 13, 17, 19, 21, 22, 23, 25, 26, 35, 37, 42, 43, 44, 53, 69, 70, 79, 80, 81, 82, 83, 84, 85, 88, 98, 100, 106, 110, 111, 113, 119, 123, 130, 135, 137, 139, 143, 144, 161, 177, 179, 199, 214, 254, 255, 256, 257, 264, 280, 311, 389, 390, 406, 407, 427, 443, 444, 445, 449, 464, 465, 497, 500, 505, 510, 512, 513, 514, 515, 517, 518, 523, 524, 540, 543, 544, 548, 554, 587, 591, 593, 616, 620, 625, 626, 628, 631, 636, 641, 646, 660, 666, 706, 710, 711, 731, 771, 782, 783, 787, 808, 873, 888, 898, 900, 901, 902, 990, 993, 995, 1000, 1010, 1022, 1024, 1025, 1026, 1027, 1028, 1029, 1030, 1031, 1032, 1033, 1035, 1036, 1037, 1038, 1039, 1040, 1041, 1042, 1043, 1044, 1048, 1049, 1050, 1053, 1054, 1056, 1058, 1059, 1064, 1065, 1066, 1068, 1069, 1071, 1074, 1080, 1090, 1095, 1098, 1099, 1100, 1105, 1109, 1110, 1111, 1112, 1200, 1212, 1214, 1217, 1220, 1234, 1241, 1248, 1302, 1311, 1314, 1344, 1352, 1400, 1414, 1415, 1416, 1417, 1418, 1419, 1420, 1432, 1433, 1434, 1467, 1494, 1500, 1501, 1503, 1505, 1521, 1522, 1526, 1527, 1549, 1550, 1574, 1583, 1604, 1610, 1611, 1666, 1687, 1688, 1702, 1720, 1723, 1748, 1754, 1755, 1761, 1762, 1763, 1801, 1830, 1900, 1935, 1967, 1972, 1981, 1998, 2000, 2001, 2002, 2003, 2005, 2010, 2024, 2030, 2040, 2049, 2064, 2068, 2100, 2103, 2105, 2107, 2121, 2160, 2161, 2301, 2303, 2306, 2383, 2396, 2401, 2427, 2525, 2600, 2601, 2627, 2638, 2701, 2715, 2717, 2869, 2947, 2967, 3000, 3001, 3002, 3003, 3004, 3005, 3006, 3025, 3031, 3050, 3052, 3128, 3268, 3280, 3306, 3310, 3333, 3351, 3372, 3389, 3483, 3493, 3531, 3632, 3689, 3690, 3703, 3872, 3892, 3900, 3940, 3986, 4000, 4001, 4045, 4155, 4369, 4443, 4444, 4567, 4660, 4711, 4868, 4899, 4999, 5000, 5001, 5003, 5009, 5050, 5051, 5060, 5061, 5101, 5120, 5190, 5222, 5232, 5269, 5280, 5302, 5323, 5353, 5357, 5400, 5427, 5432, 5520, 5530, 5550, 5555, 5556, 5570, 5600, 5631, 5632, 5666, 5800, 5801, 5802, 5803, 5900, 5901, 6000, 6001, 6002, 6003, 6004, 6005, 6006, 6007, 6008, 6009, 6010, 6011, 6012, 6013, 6014, 6015, 6016, 6017, 6018, 6019, 6020, 6050, 6103, 6112, 6163, 6346, 6379, 6543, 6544, 6560, 6588, 6600, 6646, 6660, 6661, 6662, 6663, 6664, 6665, 6666, 6667, 6668, 6669, 6670, 6699, 6802, 6969, 7000, 7001, 7002, 7007, 7008, 7070, 7100, 7101, 7144, 7145, 7171, 7180, 7200, 7210, 7272, 7402, 7461, 7776, 7777, 7780, 7937, 7938, 8000, 8001, 8002, 8003, 8004, 8005, 8006, 8007, 8008, 8009, 8010, 8031, 8080, 8081, 8082, 8083, 8084, 8085, 8087, 8088, 8118, 8138, 8181, 8194, 8307, 8333, 8443, 8770, 8880, 8881, 8882, 8883, 8884, 8885, 8886, 8887, 8888, 9000, 9001, 9002, 9003, 9030, 9050, 9080, 9088, 9089, 9090, 9091, 9092, 9093, 9094, 9095, 9096, 9097, 9098, 9099, 9100, 9101, 9102, 9103, 9104, 9105, 9106, 9107, 9481, 9801, 9999, 10000, 10001, 10005, 10010, 10031, 10080, 11210, 11211, 11371, 11965, 12203, 12345, 13013, 13666, 13720, 13722, 13783, 14238, 14534, 15000, 15001, 15002, 17007, 17555, 17988, 18086, 18182, 18264, 19150, 19350, 20000, 22001, 22490, 26214, 26470, 27000, 27001, 27002, 27003, 27004, 27005, 27006, 27007, 27008, 27009, 27010, 27017, 27960, 30444, 31337, 31416, 32211, 32750, 32751, 32752, 32753, 32754, 32755, 32756, 32757, 32758, 32759, 32760, 32761, 32762, 32763, 32764, 32765, 32766, 32767, 32768, 32769, 32770, 32771, 32772, 32773, 32774, 32775, 32776, 32777, 32778, 32779, 32780, 32781, 32782, 32783, 32784, 32785, 32786, 32787, 32788, 32789, 32790, 32791, 32792, 32793, 32794, 32795, 32796, 32797, 32798, 32799, 32800, 32801, 32802, 32803, 32804, 32805, 32806, 32807, 32808, 32809, 32810, 33015, 34012, 37435, 38978, 40193, 41523, 49152, 49153, 49154, 49155, 49156, 49157, 49400, 50000, 50001, 50002, 50003, 50004, 50005, 50006, 50007, 50008, 50009, 50010, 50011, 50012, 50013, 50014, 50015, 50016, 50017, 50018, 50019, 50020, 50021, 50022, 50023, 50024, 50025, 50030, 55553, 55555, 56667, 60000, 60001, 60002, 60003, 60004, 60006, 60007, 60008, 60009, 60010, 60011, 60012, 60013, 60014, 60015, 60016, 60017, 60018, 60019, 60020, 60021, 60022, 60023, 60024, 60025



EXAMPLE-SNMP RESULTS

Internet Census 2012 = InternetCensusz012 = data -

Burm  Mew Folder

TESTCEMSUS » Specific = 161-UDP_SMMPy1public

Burn  Mew folder

Mame =

161 snmp-extract,bat
|| 161-U0P_SMMPy1public-1,zpag

|| LICENSE D 179-TCP_GetRequest tar

E@ 173-TCP_55L5essionReq.ta
3 199-TCP_GenericLines.tar

3 199-TCP_RPCCheck.tar
=1

|| traceroute.zpag

. ~ Internek Census 2012 ~ InkernetCensus2012 - data - servicepr
b Mame

. hostprobes

: . * Burm  Mew Folder

J icrmp_ping

| rdns ﬂ Marme = Date mod

. serviceprobes

R @ 144-TCP_55L5%essionReq.tar
| FHIEsean (3 161-TCP_GetRequest tar
¢ tepip_fp D 161-UDP_SHMPy 1public. tar
| Jinternet_census_2012_Ffilel £D 161-UDP_SHMPy3GetRequest.t

| L /IPID_Sequence.zpag BT 177-UDP_xdmep.tar

FZG1 201 | | 161-UDP_SNMPvipublic-1.zpag-ouk, bxk
428/201 | | 161-UDP_SMMPy1public-2.zpag
428200 | 181-UDP_SNMPv1public-3.2pag

HZ201 | | 161-UDP_SHMPY1public-4.2paq
4{28(201 e o ot o

412812013 2:17 AM WinZip File

Millions of devices |
responding to SNMP with [
“public" community string

ile

ile

File
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Internet Census 2012 – 9TB of Nmap Results for entire IPv4 Address Space
http://internetcensus2012.bitbucket.org/paper.html
http://internetcensus2012.bitbucket.org/download.html
https://community.rapid7.com/community/infosec/blog/2013/03/21/internet-census-2012--thoughts

Exfiltrated.com - Web search interface makes use of the fantastic Internet Census 2012 results
http://www.exfiltrated.com/querystart.php

Summary:
~420k Carna botnet used to perform NMAP against entire IPv4 addr space!
ICMP sweeps, SYN scans, Reverse DNS, and Service probes of 662 ports
Free torrent of 568GB of NMAP results (9TB decompressed NMAP results)
Port scans running at 3-5 billion IPs per hour for weeks
Found 1.3 billion IP addresses in use total

Abstract While playing around with the Nmap Scripting Engine (NSE) we discovered an amazing number of open embedded devices on the Internet. Many of them are based on Linux and allow login to standard BusyBox with empty or default credentials. We used these devices to build a distributed port scanner to scan all IPv4 addresses. These scans include service probes for the most common ports, ICMP ping, reverse DNS and SYN scans. We analyzed some of the data to get an estimation of the IP address usage.  All data gathered during our research is released into the public domain for further study. �
The ~700 ports they grabbed service banners from are:
1, 3, 7, 9, 13, 17, 19, 21, 22, 23, 25, 26, 35, 37, 42, 43, 44, 53, 69, 70, 79, 80, 81, 82, 83, 84, 85, 88, 98, 100, 106, 110, 111, 113, 119, 123, 130, 135, 137, 139, 143, 144, 161, 177, 179, 199, 214, 254, 255, 256, 257, 264, 280, 311, 389, 390, 406, 407, 427, 443, 444, 445, 449, 464, 465, 497, 500, 505, 510, 512, 513, 514, 515, 517, 518, 523, 524, 540, 543, 544, 548, 554, 587, 591, 593, 616, 620, 625, 626, 628, 631, 636, 641, 646, 660, 666, 706, 710, 711, 731, 771, 782, 783, 787, 808, 873, 888, 898, 900, 901, 902, 990, 993, 995, 1000, 1010, 1022, 1024, 1025, 1026, 1027, 1028, 1029, 1030, 1031, 1032, 1033, 1035, 1036, 1037, 1038, 1039, 1040, 1041, 1042, 1043, 1044, 1048, 1049, 1050, 1053, 1054, 1056, 1058, 1059, 1064, 1065, 1066, 1068, 1069, 1071, 1074, 1080, 1090, 1095, 1098, 1099, 1100, 1105, 1109, 1110, 1111, 1112, 1200, 1212, 1214, 1217, 1220, 1234, 1241, 1248, 1302, 1311, 1314, 1344, 1352, 1400, 1414, 1415, 1416, 1417, 1418, 1419, 1420, 1432, 1433, 1434, 1467, 1494, 1500, 1501, 1503, 1505, 1521, 1522, 1526, 1527, 1549, 1550, 1574, 1583, 1604, 1610, 1611, 1666, 1687, 1688, 1702, 1720, 1723, 1748, 1754, 1755, 1761, 1762, 1763, 1801, 1830, 1900, 1935, 1967, 1972, 1981, 1998, 2000, 2001, 2002, 2003, 2005, 2010, 2024, 2030, 2040, 2049, 2064, 2068, 2100, 2103, 2105, 2107, 2121, 2160, 2161, 2301, 2303, 2306, 2383, 2396, 2401, 2427, 2525, 2600, 2601, 2627, 2638, 2701, 2715, 2717, 2869, 2947, 2967, 3000, 3001, 3002, 3003, 3004, 3005, 3006, 3025, 3031, 3050, 3052, 3128, 3268, 3280, 3306, 3310, 3333, 3351, 3372, 3389, 3483, 3493, 3531, 3632, 3689, 3690, 3703, 3872, 3892, 3900, 3940, 3986, 4000, 4001, 4045, 4155, 4369, 4443, 4444, 4567, 4660, 4711, 4868, 4899, 4999, 5000, 5001, 5003, 5009, 5050, 5051, 5060, 5061, 5101, 5120, 5190, 5222, 5232, 5269, 5280, 5302, 5323, 5353, 5357, 5400, 5427, 5432, 5520, 5530, 5550, 5555, 5556, 5570, 5600, 5631, 5632, 5666, 5800, 5801, 5802, 5803, 5900, 5901, 6000, 6001, 6002, 6003, 6004, 6005, 6006, 6007, 6008, 6009, 6010, 6011, 6012, 6013, 6014, 6015, 6016, 6017, 6018, 6019, 6020, 6050, 6103, 6112, 6163, 6346, 6379, 6543, 6544, 6560, 6588, 6600, 6646, 6660, 6661, 6662, 6663, 6664, 6665, 6666, 6667, 6668, 6669, 6670, 6699, 6802, 6969, 7000, 7001, 7002, 7007, 7008, 7070, 7100, 7101, 7144, 7145, 7171, 7180, 7200, 7210, 7272, 7402, 7461, 7776, 7777, 7780, 7937, 7938, 8000, 8001, 8002, 8003, 8004, 8005, 8006, 8007, 8008, 8009, 8010, 8031, 8080, 8081, 8082, 8083, 8084, 8085, 8087, 8088, 8118, 8138, 8181, 8194, 8307, 8333, 8443, 8770, 8880, 8881, 8882, 8883, 8884, 8885, 8886, 8887, 8888, 9000, 9001, 9002, 9003, 9030, 9050, 9080, 9088, 9089, 9090, 9091, 9092, 9093, 9094, 9095, 9096, 9097, 9098, 9099, 9100, 9101, 9102, 9103, 9104, 9105, 9106, 9107, 9481, 9801, 9999, 10000, 10001, 10005, 10010, 10031, 10080, 11210, 11211, 11371, 11965, 12203, 12345, 13013, 13666, 13720, 13722, 13783, 14238, 14534, 15000, 15001, 15002, 17007, 17555, 17988, 18086, 18182, 18264, 19150, 19350, 20000, 22001, 22490, 26214, 26470, 27000, 27001, 27002, 27003, 27004, 27005, 27006, 27007, 27008, 27009, 27010, 27017, 27960, 30444, 31337, 31416, 32211, 32750, 32751, 32752, 32753, 32754, 32755, 32756, 32757, 32758, 32759, 32760, 32761, 32762, 32763, 32764, 32765, 32766, 32767, 32768, 32769, 32770, 32771, 32772, 32773, 32774, 32775, 32776, 32777, 32778, 32779, 32780, 32781, 32782, 32783, 32784, 32785, 32786, 32787, 32788, 32789, 32790, 32791, 32792, 32793, 32794, 32795, 32796, 32797, 32798, 32799, 32800, 32801, 32802, 32803, 32804, 32805, 32806, 32807, 32808, 32809, 32810, 33015, 34012, 37435, 38978, 40193, 41523, 49152, 49153, 49154, 49155, 49156, 49157, 49400, 50000, 50001, 50002, 50003, 50004, 50005, 50006, 50007, 50008, 50009, 50010, 50011, 50012, 50013, 50014, 50015, 50016, 50017, 50018, 50019, 50020, 50021, 50022, 50023, 50024, 50025, 50030, 55553, 55555, 56667, 60000, 60001, 60002, 60003, 60004, 60006, 60007, 60008, 60009, 60010, 60011, 60012, 60013, 60014, 60015, 60016, 60017, 60018, 60019, 60020, 60021, 60022, 60023, 60024, 60025



EXAMPLE-SNMP RESULTS

771 " 161-UDP_SNMPvlpublic-109.zpaq-out.txt x

P VA T A, : T T I S 1 I B L B -1 D S P
'_|109.0.0.7 1346143500 1 0B =000"0%=06=08+=06=01=02=01= 01 05 00=04= 190000000002070480 50789
2109.0.0.8 1346132700 1 0B= 02=01=000"0%=06=08+=06=01=02=01=01=05=00=04= 190000000002090930_5079“
2105.0.0.9 1346141700 1 0>=02=01=00=0%€0¢ 0=02=01=000#0!=06=08+=06=01=02=01=01=05=00=04=155-M5-4498170_50796215
4109.0.0.12 1346130900 1 UB:CI2:U1200204206pub11C:A25:G2: > N0=02=01=000"0%=06=08+=06=01=02=01=01=05=00=04=150000000002133696_50
5109.0.0.12 1346135900 1 0B=02=01=00=04=06public=A25=02=04L3=A7V=02=0T=08=02=01=000"0%=06=08+=06=01=02=01=01=05=00=04=150000000002133696_S0
6109.0.0.12 1346150700 1 0H 50
2 109.0.0.14 1346143500 1 OF S /sMsScan 1.05 -- Copyright © Foundstone Inc. -- http:/ /www.foundstone.com tSU
8 109.0.0.17 1346136300 1 0OH —IP addrezses to scan | S0
5109.0.0.28 1346129100 1 04 7931
10109.0.18.41 1346138100 1 04 H

ostnamedFP |192168.0.124 -> Start IP EndIF < Clear Selected |
11 109.0.16.62 1346156100 1 06 I I | |_| FME
0

Fiead IPz from file

6 254 :
12 109.0.19.187 1346150700 1 Start [P iII 192 163 ) a1 Clear Al | |
[ . L
EndIP ﬂ| 192 168 . 0 . -
Browse

a2
[
—— SHMP ports to scan — SHMP community string Scan control

¥ 181 ™ 133 & Just by thiz one name Ipul:llic ™ FRandomize scan order ’
1.2 o h
19z [ 1993 " Multiple names from list  Browse, | 0 Timeaut [ms] I 2000 j .

| Port | M ame | Diezcription |:|
120 161 public Lantronix SLS 030001
236 161 public Lantronix SLSLF 0230000
237 161 public Lantranix SLSLP 030007
110 161 public Linue 0742569 _zatrima 2.4 30-prel1-p1_01 #19 SexJun 6162216 BRT 2008 ppe
Fi 161 public: Linue 127.0.01 2.4.2_hhi20 #537 Thu Dec 11 18:48:31 K5T 2003 ppc
161 public: Lirwg 140-26-24-10. digiurn. intermal 2.6.18-194.32.1.215 #1 SMP wed.Jan 517:6209EST 2011, —1
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SNMP Brute Force Tools:
FoundStone SNS Scan (http://www.foundstone.com/us/resources/proddesc/snscan.htm)
Onesixtyone (http://www.phreedom.org/solar/onesixtyone/)
Solarwind SNMP Tools:
SNMP Sweep (http://www.solarwinds.com/products/toolsets/SNMP_sweep.aspx)
SNMP Dictionary Attack (http://www.solarwinds.com/products/toolsets/SNMPDictAttack.aspx)
SNMP Brute Force Attack (http://www.solarwinds.com/products/toolsets/SNMPBruteForce.aspx)

SNMP Enumeration Tools:
SNMP4tPC - The Getif SNMP Utility (http://www.wtcs.org/snmp4tpc/getif.htm)
5nmp - http://www.remote-exploit.org/codes_5nmp.html
SolarWindow’s SNMP Tools:
IP Network Browser (http://www.solarwinds.com/products/toolsets/ip_network_browser.aspx)
MIB Walk (http://www.solarwinds.com/products/toolsets/MIBWalk.aspx)
SNMP MIB Browser (http://www.solarwinds.com/products/toolsets/MIBBrowser.aspx)

24Apr2013 - HD Moore - SCADA - Thousands Exposed
http://it.slashdot.org/story/13/04/24/2159223/thousands-of-scada-ics-devices-exposed-through-serial-ports
https://community.rapid7.com/community/metasploit/blog/2013/04/23/serial-offenders-widespread-flaws-in-serial-port-servers
http://threatpost.com/open-serial-port-connections-to-scada-ics-and-it-gear-discovered/
https://speakerdeck.com/hdm/serial-offenders
https://community.rapid7.com/docs/DOC-2271
https://speakerdeck.com/hdm/serial-offenders
https://community.rapid7.com/servlet/JiveServlet/downloadBody/2271-102-1-4509/Serial%20Offenders%20FAQ.pdf



NEWS

DATA MINING CENSUS

Slashdot * OIS B onan

Thousands of SCADA, ICS Devices Exposed Through Serial Ports

Posted by samzenpus on Wednesday April 24, 2013 @07:06PM
from the protect-ya-neck dept.

threat(post) | A KN )
—

Welcome Blog Home = Critical Infrastructure Open Serial Port Connections to SCADA, ICS and [T Gear Discovered

ht think had been phased out as new IT, SCADA
loit creator HD Moore cautions you to think

arch, he discovered 114,000 such devices
standing between an attacker and a piece of
than 95,000 of those devices were exposed over
yes was looking into common configurations;
idn't require any authentication to talk to the
nd of the day. it became a backdoor to huge
devices do support authentication at various

*' OPEN SERIAL PORT CONNECTIONS TO SCADA, ICS AND IT GEAR
& DISCOVERED

Michael Mimoso | ¥ Follow @mike_mimoso
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24Apr2013 - HD Moore - SCADA - Thousands Exposed
http://it.slashdot.org/story/13/04/24/2159223/thousands-of-scada-ics-devices-exposed-through-serial-ports
https://community.rapid7.com/community/metasploit/blog/2013/04/23/serial-offenders-widespread-flaws-in-serial-port-servers
http://threatpost.com/open-serial-port-connections-to-scada-ics-and-it-gear-discovered/
https://speakerdeck.com/hdm/serial-offenders
https://community.rapid7.com/docs/DOC-2271
https://speakerdeck.com/hdm/serial-offenders
https://community.rapid7.com/servlet/JiveServlet/downloadBody/2271-102-1-4509/Serial%20Offenders%20FAQ.pdf


REGULAR SCANS OF INTERNET

- f (€ B8 hips//scansio C|l |~ "[}_“ Q, Search - @' A »

Internet-Wide Scan Data Repository

The Internet-Wide Scan Data Repository is a public archive of research data collected
through active scans of the public Internet. The repository is hosted by the Z/Map Team at
the University of Michigan. While the ZMap team publishes much of the data, we are happy
to host scan data from other researchers as well. Please contact Zakir Durumeric with any
questions. A JSON interface to the repository is also available.

University of Michigan - Full IPv4 HTTPS Handshakes

Daily ZMap scans of TCP/443 and parsed TLS handshakes with responding hosts.

University of Michigan - Full IPv4 Modbus MEI-DEVICE-ID

ZMap scans of TCP/502 and self-reported device information.

University of Michigan - IPv4 HTTPS Heartbleed

Daily ZMap scans of TCP/443 and heartbleed vulnerability check.

University of Michigan - Full IPv4 FTP Banner Grab

ZMap scans of TCP/21 and ZGrab Banner Grab with responding hosts. 42
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https://scans.io/

https://threatpost.com/scanning-the-internet-in-45-minutes/102025/


SCAN THE INTERNET

rrata Security

September 14, 2013

Masscan: the entire Internet in 3 minutes
By Robert Graham

0 - -mE-rate 30880008 --pfring |

| thought I'd write up some notes about my "masscan” port mapper.

Masscan is the fastest port scanner, more than 10 times faster than any other port
scanner. As the screenshot shows, it can transmit 25 million packets/second, which is
fast enough to scan the entire Internet in just under 3 minutes. The system doing this is
just a typical quad-core desktop processor. The only unusual part of the system is the
dual-port 10-gbps Ethernet card (most computers have only 1-gbps Ethernet).

Masscan is a typical "async/syn-cookie" scanner like 'scanrand’, 'unicornscan’, and
‘ZMap’. The distinctive benefits of masscan are:
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https://github.com/robertdavidgraham/masscan
http://blog.erratasec.com/2013/09/masscan-entire-internet-in-3-minutes.html#.VgogWD6Ob3V

https://github.com/zmap/zmap
https://threatpost.com/scanning-the-internet-in-45-minutes/102025/


Wireless Hacking Tools

|OT HACKING OVER THE AIR

BISHOP FOX
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RickMote — Hacking TVs

CHROMECAST - STREAMING DEVICE HACKING

= YouTube | (warci=sea rdio
m I E E m GEAR SCIEMCE ENTERTAINMENT BUSINESS SECURITY DESIGN OPINION W
: NETFLIX hulurLus

> . _./ \
) HWM » Google play PK\DQS )
) \

THREAT LEVEL |

Rickroll Innocent Televisions With This Google
Chmmecast Hack

BY AMDY GREENSERG OFMAH | &30 AM  PERMALINE

RickhIote Conrroller

Press the Rickmote Contrmller
- -
RICKMDTE CONTROLLER - HIJACKING
TVS VIA GOOGLE CHROMECAST

It when von thonght the rickrolling meme might finally be dead, a G
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http://www.bishopfox.com/blog/2014/07/rickmote-controller-hacking-one-chromecast-time/
https://www.youtube.com/watch?v=M7nqP8AvXUg

http://www.wired.com/2014/07/rickroll-innocent-televisions-with-this-google-chromecast-hack/


Wi-Spy — Spectrum Analyzer

WIRELESS ANALYSIS

Wi-Spy DBx Pro - USB Spectrum Analyzer with Chanalyzer Pro Software

46
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Wi-Spy DBx Pro - USB Spectrum Analyzer with Chanalyzer Pro Software
http://www.metageek.com/products/wi-spy/
http://files.metageek.net/marketing/data-sheets/MetaGeek_Wi-Spy-Chanalyzer_DataSheet.pdf
http://www.toolswatch.org/2011/02/wi-spy-Wi-Fi-landscape-visualization/
http://www.amazon.com/Wi-Spy-DBx-Pro-Spectrum-Chanalyzer/dp/B00ATZE0ZM/
Bought for $679.99


NirSoft Wireless Tools

WINDOWS HACKING TOOLS

. . . IpiwirelessMetYiew ; -0l x|
J— 1
« NirSoft — WirelessNetView MLEZ= ==l
File Edit View Options Help
. . . . H Eé g .
« NirSoft — Wi-FilnfoView [ 5 A A
551D | Lask Sig. .. | Average ... | Dete... | 5. £ | Cann. .. | Authentication | Cipher =
o NirSoft — Wireless Network Watcher  [[Zen. s e 0w ves  anziiopen  tone
UHG .. 26% 26% 1 Mo Yes §02.11 Open  None
o N S H W FCh | /\/\ . 1_ 9 3Com  14% 14%. 1 Mo Yes 802.11 Open  Mone —
Iro0 1= anne onitor g4, 12% 12%. 1 Mo Yes §02.11 Open  Mone
I sha,,, 20% 20% 1 Yes Yes 802,11 Cpen WEP
1| | »
A nyae |8 Wireless Mebwoarks | HirSoft Freeware, http:iwww, o
= Wireless Network Watcher <
e Bl Wew Ohfon e =lolx|
File Edit View Options Help
e m | [EE e a) Al CEEEE]
> S5ID | MAC Addr... | PHY T R55I | Signal Quality | Frequency | Channel | Informati... | Elements C... | Compan =
IP fddress I Device Mame I MAC Address I NEtW [ iy, 007896~ 802.11n <0 20 2,412 1 206 13 SAGEMCOM
=@192.165.0.1 MY COMP2 00-03-47-F1-... Intel C
’ alC.. 00-16€3-.. 802119 73 42 2,432 5 7 g ASKEY COMPUTER ¢
"3192'168'&11 ne 1 00-19-01-67...  IntelC i 00-25-9C... 802.11 -67 66 2.437 [ 103 10 Cisco-Linksys, LLC
@192, 168.0,15 WINF-PC 03-00-27-3C.,, CADML| 5. 84ca82.. 8021 20 20 2,437 5 122 12 D-Lirk International
) Bile.. 30-46-0A.. 80211y 93 14 2,437 5 114 11 NETGEAR
=2192.168.0.10 METBOOK BC-62-60-100.. Micko-S| e icarer., 802119 89 22 2442 7 76 9 D-LINK INTERNATIC
Q192.158.D.254 00-25-9C-64,,,  Cisco-L wlls.. S4E6FC.. 802110 87 26 2,452 9 375 15 TP-LINK TECHNOLO »
< J | i
p A Element ID: 50 (Extended Supported Rates) B
|5 item(s) HirSoft £ lement 125 pp o -
Element ID: 45 (802.11n Capabilities)
EE 11 17 FF FF Q0 00 01 00 00 00 00 00 Q0 00 00  ..eenvniennnnnnnn
00 00 00 OO OC QO QOO QO OO OO .
=l
|51item(s), 1 Selected | NirSoft Freeware. httpdiwww.nirsoft.net v
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http://www.nirsoft.net/utils/wireless_network_view.html
http://www.nirsoft.net/utils/wireless_network_watcher.html
http://www.nirsoft.net/utils/Wi-Fi_information_view.html
http://www.nirsoft.net/utils/Wi-Fi_channel_monitor.html

http://www.nirsoft.net/utils/index.html


inSSIDer Wi-Fi Scanner

WINDOWS HACKING TOOLS

NETWORKS metageek

@+ ®>

FILTERS ¢ g

MetaGeek-Private 25:C0:54

WP

b MetaGeek-Prnate = 451 |wpAz-persoral_lagn [
ta Private e S50 40

k-Private
k

MetaGeek-Private
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http://www.metageek.com/products/inssider/
https://en.wikipedia.org/wiki/InSSIDer

https://play.google.com/store/apps/details?id=com.metageek.inSSIDer


inSSIDer Wi-Fi Scanner

ANDROID HACKING TOOLS

daN>=X0ID

& © <.4 B FEB 10 1:21

. Group by ESSID | Y.

FILTER: SSID

MetaGeek
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http://www.metageek.com/products/inssider/
https://en.wikipedia.org/wiki/InSSIDer

https://play.google.com/store/apps/details?id=com.metageek.inSSIDer


Aircrack-ng Suite

LINUX HACKING TOOLS

The aircrack-ng software suite includes:

Name Description
aircrack-ng Cracks WEP and WPA (Dictionary attack) keys.
airdecap-ng | Decrypts WEP or WPA encrypted capture files with known key.
airmon-ng Placing different cards in monitor mode.
aireplay-ng Packet injectar (Linux, and Windows with CommView drivers).
airodump-ng | Packet sniffer: Places air traffic into PCAP or IVS files and shows information about networks.
airtun-ng Virtual tunnel interface creator.

packetforge-ng

Create encrypted packets for injection.

ivstools

Tools to merge and convert.

airbase-ng

Incorporates technigues for attacking client, as opposed to Access Points

airdecloak-ng

removes WEP cloaking from pcap files

airdriver-ng Tools for managing wireless drivers

airolib-ng stores and manages ESSID and password lists and compute Pairwise Master Keys
airsen-ng allows you to access the wireless card from other computers.

buddy-ng the helper server for easside-ng, run on a remote computer

easside-ng a tool for communicating to an access point, without the WEP key

tkiptun-ng WPA/MKIP attack

wesside-ng automatic tool for recovering wep key.

BISHOP FOX
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https://en.wikipedia.org/wiki/Aircrack-ng


inSSIDer for Mac

MAC OS X HACKING TOOLS

inS580er
Secuity

w

s -Wireless
Ed adam
& Air2Data

X

Cisco-Linksys, LLC 'WPA Personal Infrastructure 00:23:69:'b3:b1.d6
Cisco Systems WPAZ Personal Infrastructure 00:23:33:be:1
Dbl Mebwarks Open Infrastructure 00:21:a4:30:51:e1
Cison Systems Open g Infrastructure 21:55:c2:1b:61
D=Link Corpora... 'WPAZ2 Personal imfrastructure 00 1e: 5827 dodd
nksys, LLC WPA Personal g Infrastructure 0:1d:Te 28226
2Wire, Inc WEP Infrastructure 00:19e4:7e. 3d:61
Merohive Netwo... 'WPA Personal Infrastructure 00:1% 25:¢2:60
Aerohive Netwo... WPA Persanal infrastructure 00:19:77:25:2:50
Asrohive Netwo... WPA Personal Infrastructure 00:19:77:25:c0:60
Aprohive Netwo... WPA Parsonal Infrastructurs 00:19:77:25:c0:50

[

[Ed MetaCeek_aa_1
B STHCONFL

il dmg

B MetaGeekan
Bl metaGeekcn
Bl MetaGeekan
[Ell Metatenktn

WA e e

-
o
wn

[ —
—-d
It

.4 GHz Channels 5 GHz Channels Time Graph
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https://itunes.apple.com/us/app/inssider/id507308266?mt=12
https://en.wikipedia.org/wiki/InSSIDer



NetSpot tor Mac

MAC OS X HACKING TOOLS

800 NetSpot - Discover and analyze wireless networks around you P
<POR 6 USER GUIDE %) ASK A QUESTION _
; Seurlrv — ‘u"edor . Isig CMin N Lasl seen
ﬂ—“w EAE, M—%i“&-k“ﬂ-ﬂ_m i
% Office BC:76:70:7C:5C:74 11 2.4GHz | WPAZ Personal | Huawei 802.11n -83 17% -9z -82 -96 4% now
% Sayero_KS FE:D1:11:5C:B4:BA 9 2.40GHz | WPAZ Personal | TP-LINK 802.11n = - 0% -390 -81 - -96 4% 55 ago
= ASUS BCAECS:7E:16:98 11 2.40GHz | WPAZ Personal | ASUSTek 802.11g — - 0% -85 -85 - -96 4% 95 ago
*;'g Virtl2s DECAGD:29:7C:DC | 1 2.4GHz | WPAZ Personal | D6:CA:GD 802.11n frrrrrrrl -47 53% -46 -44 -47 -9 4% now
S Virtl28 De:CA:eD:29:7C:DE 1 2.4GHz | WPAZ Personal | D&:CA:GD 802.11n [y -47 53% -47 -43 -49 -96 4% now
% WSSSID D4CAeD:29:7C:DE 1 2.4GHz | WPA2 Personal | Routerboard.com | 802.11n | e | -45 55% -45 -43 -46 -96 4% now
= VirtEOP De:CA:6D:29:7C:DE 1 2.4GHz | WPAZ Enterprise | D&:.CA:6D 802.11n e -45 55% ~-45 -44 -46 -96 4% now
% 2012-TOSH_A...  CB:60:00:AF:E3:14 | 10 2.40GHz | WPA2Z Personal | ASUSTek 202.11g |e== -71 29% -76 -70 5 -96 4% now
% DIR-620 14:D6:4D:E3:F3:EE 10 2.4GHz | Open D-Link 802.11n ] -68 32% =70 -68 =71 -96 4% now
% wafya 54:04:AG:E5:FE:B4 | 13 | 2. 4GHz | WPAZ Personal | ASUSTek 802.11n = - 0% -35 -87 - -96 4% 55 ago
% veronika 20:CF:30:98:C5:70 1 2.4GHz | WPA Personal ASUSTek 802.11g - - 0% -97 -89 - -96 4% 75 ago
T TIANA_7S FE:DI1:11:5D:22:26 11 Z2.40GHz | WPAZ Personal | TP-LINK 802.11n = - 0% a7 -89 - -96 4% 28s ago
% Leonoll FEDL:11:AL:Z28:AE 11 2.4GHz | WPAZ Personal | TP-LINK 802.11qg — - 0% -96 -90 - -96 4% 14s ago
%, Beauty-Prof 90:Fe:52:96:5A:5C 9 2.4GHz | WPAZ Personal | TP-LINK 802.11n — - 0% -96 -BS - -96 4% 75 ago
@ TP-LINK_FEBES3A 94:0C:6D:FEBS:BA |11 2.4GHz | Open TP-LINK 802.11g = - 0% -98 -88 - -96 4% now
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KALI LINUX

Kali VM + USB Adapter

FEASY WIRELESS ATTACK PLATFORM

o Kali Linux VM + TP-LINK - TEWNZ22N (USB) + Yagi

File Edit View VM Tabs Help
MR C) Cil BRI
Applications Places ‘r TueNov 5, 6:29 PM

root@kali: ~

File Edit View Search Terminal Help

Computer

= root@k:

[To direct input to this VM, mave the mouse pointer inside or press Cirl+G. =29% i =
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TP-Link TL-WN722N 150Mbps High Gain Wireless USB Adapter
http://www.amazon.com/gp/product/B002WBX9C6/

Kali Linux (new version of Backtrack)
http://www.kali.org/downloads/
http://www.offensive-security.com/kali-linux-vmware-arm-image-download/

BLACK CantennaYagi Long Range 2.4Ghz Wi-Fi Antenna
http://www.simpleWi-Fi.com/blackindoor.html


For 5GHz:
Asus Dual Band (2.4GHz 300Mbps/5GHz 300Mbps) Wireless-N USB Adapter with Graphical Easy Interface (USB-N53)
http://www.amazon.com/Asus-Wireless-N-Graphical-Interface-USB-N53/dp/B005SAKW9G/


FNInleE

EArrFrieEJloD

Pwn Pad 2014

NEXUS / PENTEST DEVICE

BISHOP FOX

Teoelkit includes:
Wireless Tools Network Tools
* Aircrack-ng * NET-SMNMP
* Kismet * Nmap
* Wifite * MNetcat
* Reaver * Hping3
* MDK3 * Macchanger
* EAPeak * Tcpdump
* Asleap * Tshark
* FreeRADIUS-WPE  * Ngrep
* Dsniff

* Hostapd

Bluetooth Tools:

* bluez-utils

* btscanner

* bluelog

* Ubertooth tools

* Ettercap-ng

* SSLstrip

* Hamster & Ferret
* Metasploit

+ SET

* Easy-Creds

* John (JTR)

Web Tools * Hydra
* Nikto v Pyrit
. W3af  Seapy
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Pwn Pad 2014
http://pwnieexpress.com/collections/premium-pentesting-products/products/pwnpad
Pwnie Express PwnPad Overview with Awk – YouTube
https://www.youtube.com/watch?v=qD0TU6bowOU
community-downloads – Pwnie Express
http://www.pwnieexpress.com/pages/community-downloads

Pwn Pad – Source and Community Editions:
https://github.com/pwnieexpress/pwn_pad_sources 
https://github.com/pwnieexpress/pwn_pad_sources/tree/develop/android_apps 
http://sourceforge.net/projects/pwnpad2014/ 
https://www.pwnieexpress.com/community/ 
https://www.pwnieexpress.com/wp-content/uploads/2014/07/PwnPadCommunityEdition-FactoryImageInstallationGuide-Detailed.pdf 
https://www.pwnieexpress.com/pwn-pad-2014-community-edition-now-available/ 

-----------------------------

SENA UD100 industrial Bluetooth USB adapter
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/accessories/sena-ud100-industrial-bluetooth-usb-adapter/
Supports Bluetooth monitoring with a range up to 1000 feet. Detachable SMA-style antenna. Compatible with all Pwn Plugs.
External high-gain Bluetooth supporting packet injection (up to 1000′)
PwnieExpress – Comes with PwnPad.  We have 2.
More info:
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/sensors/pwn-pad-2014/

-----------------------------
TP-Link TL-WN722N 150Mbps High Gain Wireless USB Adapter
http://www.amazon.com/gp/product/B002WBX9C6/



Pwn Pad 2014

FNInleE

EArrFrieEJloD

NEXUS / PENTEST DEVICE

Google

RootShell

Airodump

4

Pcap Capture

BISHOP FOX

s

Hee

ReverseSSH

n.u-
Kismet
et B

Tepdump

NG==

aC

Ettercap

¥

HostMacChange

4

Kisbee

Tshark

EasyCreds

o

LogWiper

Wifitev2

1
4

StringsWatch

[ S¥ |
Z

BluetoothScan

EvilAP

SSLstrip

Bluelog

oA
4

Ubertooth

automated wireless auditor

gned for Linux

is not required, but is
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Pwn Pad 2014
http://pwnieexpress.com/collections/premium-pentesting-products/products/pwnpad
Pwnie Express PwnPad Overview with Awk – YouTube
https://www.youtube.com/watch?v=qD0TU6bowOU
community-downloads – Pwnie Express
http://www.pwnieexpress.com/pages/community-downloads

Pwn Pad – Source and Community Editions:
https://github.com/pwnieexpress/pwn_pad_sources 
https://github.com/pwnieexpress/pwn_pad_sources/tree/develop/android_apps 
http://sourceforge.net/projects/pwnpad2014/ 
https://www.pwnieexpress.com/community/ 
https://www.pwnieexpress.com/wp-content/uploads/2014/07/PwnPadCommunityEdition-FactoryImageInstallationGuide-Detailed.pdf 
https://www.pwnieexpress.com/pwn-pad-2014-community-edition-now-available/ 

-----------------------------

SENA UD100 industrial Bluetooth USB adapter
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/accessories/sena-ud100-industrial-bluetooth-usb-adapter/
Supports Bluetooth monitoring with a range up to 1000 feet. Detachable SMA-style antenna. Compatible with all Pwn Plugs.
External high-gain Bluetooth supporting packet injection (up to 1000′)
PwnieExpress – Comes with PwnPad.  We have 2.
More info:
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/sensors/pwn-pad-2014/

-----------------------------
TP-Link TL-WN722N 150Mbps High Gain Wireless USB Adapter
http://www.amazon.com/gp/product/B002WBX9C6/



Kali NetHunter

NEXUS / PENTEST DEVICE

Nexus7 (2013 — Wi-Fi) —
Android Tablet — Non-
PwnPad2014

KALI LINUX

||||||||||

||||||||

NEXUS 10 TABLET NEXUS 7 MINI-TABLET NEXUS 5 MOBILE PHONE
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Nexus 7 (2013 – Wi-Fi) – Separate bought (NOT the Pwn Pad 2014)
Nexus 7 from Google (7-Inch, 16 GB, Black) by ASUS (2013) Tablet
http://www.amazon.com/gp/product/B00DVFLJDS/ 


Kali Linux – NetHunter – Loaded onto an Android device (like the spare Nexus 7 tablet we have):
https://www.kali.org/kali-linux-nethunter/ 
http://www.nethunter.com/ 
https://github.com/offensive-security/kali-nethunter
https://www.offensive-security.com/kali-linux-nethunter-download/
http://tools.kali.org/tools-listing
Kali Linux NetHunter HID Attack on Vimeo
https://vimeo.com/106012812
Supports “HID keyboard (Teensy like attacks), as well as BadUSB MITM attacks”
https://www.pjrc.com/teensy/
https://srlabs.de/badusb/



3

Bluetooth Low Energy  puetoatii

https://hakshop.myshopify.com/products/ubertooth-one

Ubertooth One

The world's first affordable Bluetooth monitoring and development platform.
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Bluetooth Low Energy - Hacking - Ubertooth One
http://ubertooth.sourceforge.net/
http://ubertooth.sourceforge.net/hardware/zero/
http://ubertooth.sourceforge.net/hardware/one/
https://hakshop.myshopify.com/products/ubertooth-one
http://ubertooth.sf.net/
https://github.com/greatscottgadgets/ubertooth/releases
http://www.shmoocon.org/schedule#ubertooth


############################
Bluetooth Low Energy – Books:

Amazon - Getting Started with Bluetooth Low Energy: Tools and Techniques for Low-Power Networking
http://www.amazon.com/gp/product/1491949511/


Bluetooth — Other Bluetooth

* Bluetooth Modules:
*  SparkFun BLE Mate 2
*  Bluetooth Mate Gold - Sparkfun

«  Bluetooth Module Breakout - Roving Networks (RN-41)
+  Bluetooth Modem - BlueSMIRF Silver (RN-42)

«  Bluetooth Bee for Arduino - Seeedstudio

*  Bluetooth Bee Standalone with builtin Arduino

«  KEDSUM Arduino Wireless Bluetooth Transceiver Module
* Bluetooth 4.0 USB Module (v2.1 Back-Compatible)
« SENA UD100 industrial Bluetooth USB adapter

«  PwnPad 2014 - supports packet injection {up to 1000') el
Getting' . .
Started with \

Bluetooth "\
Low Energy k

Keewin Townsend, Carles Cufi
Akiba & Robert Davidson
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Sparkfun – Category: Bluetooth
https://www.sparkfun.com/categories/115

-----------------------------
SparkFun BLE Mate 2
http://www.amazon.com/SparkFun-BLE-Mate-2/dp/B00X0J8WBM/
https://www.sparkfun.com/products/13019

Bluetooth Mate Gold - Sparkfun
http://www.amazon.com/gp/product/B004G2KPQW/
https://www.sparkfun.com/products/12580

Bluetooth Module Breakout - Roving Networks (RN-41) - Sparkfun
http://www.amazon.com/gp/product/B007R9UNTU/
https://www.sparkfun.com/products/12579

Bluetooth Modem - BlueSMiRF Silver (RN-42) - Sparkfun
http://www.amazon.com/SparkFun-Bluetooth-Modem-BlueSMiRF-Silver/dp/B004GTUI76/
https://www.sparkfun.com/products/12577

Bluetooth Bee for Arduino - Seeedstudio
http://www.amazon.com/gp/product/B005GI4HFA/

Bluetooth Bee Standalone with built-in Arduino- Seeedstudio
http://www.amazon.com/gp/product/B0083DL0SW/

KEDSUM Arduino Wireless Bluetooth Transceiver Module Slave 4Pin Serial + DuPont Cable
http://www.amazon.com/KEDSUM®-Arduino-Wireless-Bluetooth-Transceiver/dp/B0093XAV4U/

-----------------------------

SENA UD100 industrial Bluetooth USB adapter
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/accessories/sena-ud100-industrial-bluetooth-usb-adapter/
Supports Bluetooth monitoring with a range up to 1000 feet. Detachable SMA-style antenna. Compatible with all Pwn Plugs.
External high-gain Bluetooth supporting packet injection (up to 1000′)
PwnieExpress – Comes with PwnPad.  We have 2.
1x – bought by Fran – personal owned.  Bought 26Nov2013
1x – should have came with the PwnPad2014 edition.
More info:
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/sensors/pwn-pad-2014/

-----------------------------

Bluetooth 4.0 USB Module (v2.1 Back-Compatible)
https://www.adafruit.com/products/1327
Add Bluetooth capability to your computer super fast with a USB BT 4.0 adapter. This adapter is backwards compatible with v2.1 and earlier, but also supports the latest v4.0/Bluetooth Low Energy. Inside lies a CSR8510 Bluetooth USB host. 
Have 2x copies.  Both belong to Fran personal – bought 30Apr2014.

-----------------------------
Bluetooth – Books:

O’Reilly - Getting Started with Bluetooth Low Energy: Tools and Techniques for Low-Power Networking
http://www.amazon.com/gp/product/1491949511/


Bluetooth — Pwn Pad Bluetooth

Bluelog

Be sure to connect the included USEB SENA Biuefooth adapter before running this app.
Bluetooth scanning tool which logs device name, MAC address, and class id to fopt/pwnix/capturesiblustooth/

BluetoothScan

Be sure fo connect the included USB SENA Biuefooth adapter before running this app.
Scans for Bluetooth devices using “heitool -i held scan —flugh —class —info” showing detailed bluetooth data about each

devices found, including device type, class, and services available. Logs to joptipwnix/captures/bluetooths

Ubertooth

An Ubertooth adapter (NOT INCLUDED) is required for this app - hifpfuberfooth sourceforge net’
Captures full-packet Bluetooth traffic using the Ubertooth tool suite.
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Pwn Pad 2014
http://pwnieexpress.com/collections/premium-pentesting-products/products/pwnpad
Pwnie Express PwnPad Overview with Awk – YouTube
https://www.youtube.com/watch?v=qD0TU6bowOU
community-downloads – Pwnie Express
http://www.pwnieexpress.com/pages/community-downloads

-----------------------------

SENA UD100 industrial Bluetooth USB adapter
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/accessories/sena-ud100-industrial-bluetooth-usb-adapter/
Supports Bluetooth monitoring with a range up to 1000 feet. Detachable SMA-style antenna. Compatible with all Pwn Plugs.
External high-gain Bluetooth supporting packet injection (up to 1000′)
PwnieExpress – Comes with PwnPad.  We have 2.
More info:
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/sensors/pwn-pad-2014/


Bluetooth — NirSoft

« NirSoft - BluetoothCL v1.00 - dumps all current detected bluetooth devices

« NirSoft - BluefoothlogView - Creates a log of Bluefooth devices activity around you

« NirSoft - BluetoothView - Monitor the Bluetooth activity around you

% Bluetooth¥iew

File Edit Wwiew oOptions Help

=10l x|

B A= EN=ENE

Bluetooth

Device M., | Desc, .., | Address | Majar De, ., | Minor DEvic, ., | First Dekected On =~
Mokia 62300 00:12:37:e... Phone Cellular 12012008 19:16:2

r'-Jn:nh:ja a3 G0:00: Phone Cellular

Qo caz 0of0. 151

ﬁmnha 6288 00:9:2af... e Options Help

|? Bluetooth Devices, 1 Selected | @ _Il
Device Mame | Description | Address | Event | Event Time | Major Devy... | Minor Deyin &
gﬁamsung S 15-46-17-86-... Device Arrival 11j03/12 11:06:08  Phone Cellular
: 11)03f12 11:06:21  Phone Srnark
@.ﬁ.l:u:d Mir 2 00-24-04-47-... Device Arrival 11)03/12 11:08:30  Phone Cellular
@NirlES Mir 1 18-14-56-FB-... Dewvice Left 11)03/12 11:09:50  Phone Smark
ﬂ' FC-f1-3E-BE... Device Arrival 1103012 11:10:41  Phone Cellular 7
ﬂ.ﬁ.bcd Mir 2 00-24-04-47-,., Device Left 11j03/12 11:10;41  Phone Cellular -
f | o]
|? itemis), 1 Selected | HirSoft Freeware. hitp:/www.nirsoft.net &
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Bluetooth Low Energy - Hacking - Ubertooth One
http://ubertooth.sourceforge.net/
http://ubertooth.sourceforge.net/hardware/zero/
http://ubertooth.sourceforge.net/hardware/one/
https://hakshop.myshopify.com/products/ubertooth-one
http://ubertooth.sf.net/
https://github.com/greatscottgadgets/ubertooth/releases
http://www.shmoocon.org/schedule#ubertooth


############################
Bluetooth Low Energy – Books:

Amazon - Getting Started with Bluetooth Low Energy: Tools and Techniques for Low-Power Networking
http://www.amazon.com/gp/product/1491949511/


ILLUSTRATIVE FOOTAGE

Video -

BISHOP FO’.
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Demo:
6.CSI.Cyber.S01E13-BluetoothSniper.mp4


Wi-Fi Pineapple

WIRELESS PENETRATION TESTING ROUTER
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https://www.dropbox.com/s/dr6sedfteu8atwq/hak5-mk4-book1e.pdf



Wi-Fi Pineapple

WHAT CAN IT DO?

Purpose Built Hardware Remote Management

L1
= B The only purpose built WiFi pentest tool. ‘ For one user or an entire red team.
i |- : Designed for advanced rogue applications, IU. Access from anywhere with persistent
) T B monitering and injection. The infamous \.—/ reverse 55H shells, S5L VPN relays or
ARS331 and RTLE187 join forces in "PineAP”, pivot through a meterpreter session in

Metasploit.

Manipulate Traffic
Auto Attack Switches

spoof DNS, Split and Strip S5L, Redirect traffic :

to Captive Portal harvesters. Replace binaries D n Mode switches deliver customized
in transit. Inject Javascript. boot-time payloads without the need to
login. Simply flip the switches to your
Expandahle attack mode of choice and power on.
Memory expansion b .
ryexpa y Simple Web Interface

integrated Micro 5D
reader. Exposed UART
for convenient console
access. HDK and BUS for Hardware Development. USE - 4G
Modems, Android Tethering, WiFi Adapters attacks.

An intuitive web interface simplifies even
the most advanced attacks. Easily
visualize the WiFi landscape and execute
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Here are some of the features that the Wi-Fi Pineapples is capable of:
It can de-authenicate nearby wireless clients and wireless access points to force them to re-establish the connection. At the same time, if you have a device on monitor mode, you can capture the wireless 4-way handshake and crack the wireless password.
Since the Wi-Fi Pineapple sits right between the client and the internet, it is capable of capturing and altering all of the traffic between going between the client and the internet. In addition, you can inject malicious script such as a key logger or BeFF(Browser Exploitation Framework) into the HTTP response. 
The Wi-Fi Pineapple can control requests that go through the router and redirect requests without the user’s knowledge if they have their device set to automatically use DNS from the wireless AP. These users may be redirected to a malicious website without them even knowing. 
Wi-Fi Pineapple is controlled by a web base management; it makes this device really simple to use and deploy.
You can tether the Wi-Fi Pineapple via Mobile Broadband so that it’s always connected to the internet.
It’s battery powered and compact. You can carry it in a backpack and travel & deploy it anywhere, such as Starbucks or the Airport.

It only costs $99 for the latest version 

http://hakshop.myshopify.com/products/Wi-Fi-pineapple
https://www.dropbox.com/s/dr6sedfteu8atwq/hak5-mk4-book1e.pdf


Wi-Fi Pineapple

WHAT CAN IT DO?
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Image from:
https://www.dropbox.com/s/dr6sedfteu8atwq/hak5-mk4-book1e.pdf 

Here are some of the features that the Wi-Fi Pineapples is capable of:
It can de-authenticate nearby wireless clients and wireless access points to force them to re-establish the connection. At the same time, if you have a device on monitor mode, you can capture the wireless 4-way handshake and crack the wireless password.
Since the Wi-Fi Pineapple sits right between the client and the internet, it is capable of capturing and altering all of the traffic between going between the client and the internet. In addition, you can inject malicious script such as a key logger or BeFF(Browser Exploitation Framework) into the HTTP response. 
The Wi-Fi Pineapple can control requests that go through the router and redirect requests without the user’s knowledge if they have their device set to automatically use DNS from the wireless AP. These users may be redirected to a malicious website without them even knowing. 
Wi-Fi Pineapple is controlled by a web base management; it makes this device really simple to use and deploy.
You can tether the Wi-Fi Pineapple via Mobile Broadband so that it’s always connected to the internet.
It’s battery powered and compact. You can carry it in a backpack and travel & deploy it anywhere, such as Starbucks or the Airport.

It only costs $99 for the latest version 

http://hakshop.myshopify.com/products/Wi-Fi-pineapple


Karma on Pineapple

ROGUE ACCESS POINT

The Pineapple. Say hello!

| am your network. With a custom version of Karma the WiFi
Pineapple looks to clients like any WiFi access point they've
remembered. Looking for "MyMNetwork™? The WiFi Pineapple reports to
be "MyMetwork "

This simple viclation of an inherent trust is what allows the WiFi
Pineapple to gain the trust of most nearby wireless devices, putting
you in the perfect position. It's Man in the Middle made easy.

)

Are you my preferred
wireless network?

‘-

t.a"’

Yes. (( (333

BISHOP FOX
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http://www.troyhunt.com/2013/04/the-beginners-guide-to-breaking-website.html




ILLUSTRATIVE FOOTAGE

Video -

BISHOP FO’.
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Demo:
2.Wi-Fi_Pineapple-KarmaDemo-Sept2015v3.mp4


Karma on Pineapple

ROGUE ACCESS POINT

Victim Attacker Internet

T
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http://www.troyhunt.com/2013/04/the-beginners-guide-to-breaking-website.html




Auto-Association to Wi-Fi

MOBILE PHONE ATTACKS

il ATET < 11:35 AM 100 %, ==k

Choose a Network... Ef'

.Jlinksys - © |

Other... >

- Ask to Join Networks m '

Known networks will be joined automatically.
If no known networks are available, you
will be asked before joining a new network.

BISHOP FOX



Dumping Wi-Fi Keys

CLIENT EXPLOITING

el WirelessKeyWiew =10 EI
File Edit Yiew Help

B s a) A

Mebwork M.,
WP A-PSE P75 3d9ccSFecth 1 FESe5hard oG 2Cam
[Ejﬂ] abcd WPA-PSE 00112233445566 7 78899aabbocddesffo0, SCom
[Ejﬂ] alylaly WEP 4ebd 7 2o 3AMRERST231 32333435 Mirsofer1 2345 SCom
1| |
3 kew(s), 1 Selecked | HirSoft Freeware. hittp:/www.nirsoft.net
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Raspberry Pi

« Fruity WiFi — Raspberry Pi version of the “Wi-Fi Pineapple’— cheap alternative (~$35)

Fruity WiFi
Services
Wireless enabled. | stop | edit | log
Phishing enabled, | stop | edit | log
Hodul es 4 Wireless Network Auditing Tool
WWW.FRUITYWIFI.COM
AutoSSH enabled. | stop | edit | log
Autostart disabled | start | edit | log
Captive disabled | start | edit | log
DMS Spoof enabled. | stop | edit | log
Ettercap disabled | start | edit | log
Karma disabled | start | edit | log
Kismet disabled | start | edit | log
mdk3 disabled | start | edit | log
Meterpreterdisabled | start | edit | log
Messus enabled. | stop | edit | log
ngrep disabled | start | edit | log
nmcli disabled | start | edit | log
Responder disabled | start | edit | log
RPiTwit disabled | start | edit | log
Squid3 disabled | start | edit | log
SSLsplit disabled | start | edit | log
SSLstrip disabled | start | edit | log
Tcpdump enabled., | stop | edit | log
URLSnarf disabled | start | edit | log
WhatsApp enabled. | stop | edit | log
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Raspberry Pi
http://en.wikipedia.org/wiki/Raspberry_Pi
http://www.raspberrypi.org/

FruityWi-Fi - Wireless Network Auditing Tool - Based on Wi-Fi Pineapple
http://www.toolswatch.org/2013/12/fruityWi-Fi-the-wireless-network-auditing-tool-v1-7-released/
https://github.com/xtr4nge/FruityWi-Fi

GitHub - PenturaLabs- Pineapple-Pi - Porting the Pineapple to the Raspberry Pi
https://github.com/PenturaLabs/Pineapple-Pi
http://penturalabs.wordpress.com/2013/06/24/yellow-for-a-slice-of-pineapple-pi/

Raspberry Pi - PwnPlug Hack Box
Pwnie Express - Raspberry-Pwn
http://pwnieexpress.com/blogs/pwnie/7977353-raspberry-pwn-a-pentesting-release-for-the-raspberry-pi
https://github.com/pwnieexpress/Raspberry-Pwn
http://www.thepowerbase.com/2012/06/pwnie-express-releases-raspberry-pwn-pentesting-suite/
Rogue Pi - A RPi Pentesting Dropbox
http://hackaday.com/2013/03/24/rogue-pi-a-rpi-pentesting-dropbox/
http://crushbeercrushcode.org/2013/03/developing-the-rogue-pi/
http://www.adafruit.com/blog/2013/03/29/developing-the-rogue-pi/
http://www.adafruit.com/blog/2013/03/25/rogue-pi-a-rpi-pentesting-dropbox/
PwnPi - Pen Test Drop Box Distro for the Raspberry Pi
http://seclist.us/2012/12/update-pwnpi-v3-0-a-pen-test-drop-box-distro-for-the-raspberry-pi.html
http://pwnpi.sourceforge.net/
Raspberry Pi - Power Strip
http://hackaday.com/2012/10/04/malicious-raspberry-pi-power-strip-looks-a-bit-scary/
http://gnurds.com/index.php/2012/10/02/raspberry-pi-power-strip/
http://securityaffairs.co/wordpress/15471/hacking/raspberry-pi-as-physical-backdoor.html
http://www.tunnelsup.com/tup/2013/05/08/raspberry-pi-phoning-home-using-a-reverse-remote-ssh-tunnel



Arduino

CUSTOM TOOLS

@ Copyright, RFduino.com
i duino

Based On
RFD22301, RFD22102 www RFduino.com * sales@RFduino.com RFD22301
CE +ETSI+IC « FCC 1601 Pacific Coast Huy - Suite 250 RF Digital

Approved & Certified Tel: 345 610.0008 RF Module

Shrunk an Arduino to the size of a finger-tip
and made it Wireless!

Based On
RFD22301
RF Digital
RF Module

RFD22102 RFduino DIP

Stackable & plugs directly into breadboards

RFduino is a Bluetooth 4.0 Low Energy BLE RF Module
with Built-ln ARM Cortex M0 Microcontroller
for Rapid Development and Prototyping Projects

BISHOP FOX
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Gecko - Wiegand MITM Tool
http://www.blackhat.com/presentations/bh-dc-08/Franken/Presentation/bh-dc-08-franken.pdf
http://www.darkreading.com/management/gecko-penetrates-building-access-system/211201067
http://www.wired.com/threatlevel/2007/08/open-sesame-acc/
http://securitysolutions.com/cards_readers/security_hacker_defcon_convention/

Tastic RFID Thief – PCB - Repurposed
Although it wasn‘t originally designed for this purpose, the Tastic RFID Thief PCB could easily be re-purposed to perform this type of MITM attack against the reader of the front door of the building you are targeting, recording badge #‘s as people enter the building.  Could use the bluetooth, SMS messaging, or other Arduino add-on‘s to make it easy to remotely access the stolen badge info.
http://www.bishopfox.com/resources/tools/rfid-hacking/

Vampire Taps – Wire Splice Taps
http://en.wikipedia.org/wiki/Vampire_tap
Lockitt POSI-TAP – wire connectors:
http://www.amazon.com/Lockitt-POSI-TAP-Assortment-connectors-10-22/dp/B00CMC5DII/
http://www.amazon.com/Posi-Lock%C2%AE-Assortment-pack-connectors-10-24/dp/B00CHQ0F1E/
https://www.google.com/search?q=%22Tap%20Splice%22&tbm=vid
http://www.homedepot.com/p/Gardner-Bender-22-18-AWG-Red-Tap-Splice-Wire-Connectors-5-Pack-15-2218/202522457
http://www.homedepot.com/p/Gardner-Bender-Tap-Splice-Assortment-22-10-AWG-Terminal-and-Connector-Kits-and-Assortments-10-per-clam-15-2210/202522123
http://www.gardnerbender.com/en/products/terminations/tap-splice
http://www.wiringdepot.com/product_info.php?products_id=2221&osCsid=98ea1afba9b40b313f2db6a1c151a253

Open Security Research - Brad Antoniewicz - RFID Reader and Controller Attack Tools
Arduino Code - Open the Badge Reader to Attack the Controller Directly via Wiegand Interface
Arduino Wiegand Skimmer and Emulator - Arduino_Vertx_ProxPoint_Skimmer.ino
http://blog.opensecurityresearch.com/2012/12/hacking-wiegand-serial-protocol.html
https://github.com/brad-anton/VertX/blob/master/Arduino_Vertx_ProxPoint_Skimmer.ino


Arduino: Add-ons

WIRELESS MODULES

« Arduino NFC Shield

« Arduino BlueTooth Modules

* Arduino WiFly Shield (802.11b/g)
 Arduino GSM/GPRS shields (SMS messaging]
« WIZnet Embedded Web Server Module

« Xbee 2.4GHz Module (802.15.4 Zigbee)
« Parallox GPS Module PMB-648 SiRF

« Arduino Ethernet Shield

* Redpark - SeriaHo-iPad/iPhone Cable
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Other Arduino modules:

RedPark- Serial Cable, 6FT, IPHONE, IPAD,IPOD TOUCH
http://www.amazon.com/gp/product/B005KVPJBO/
http://makeprojects.com/Project/Connect-an-iPhone-iPad-or-iPod-touch-to-Arduino-with-the-Redpark-Serial-Cable/1130/2
http://blog.makezine.com/2011/08/11/paduino-control-arduino-from-iphoneipadipod-touch-with-the-redpark-serial-cable/
http://www.redpark.com/

Arduino NFC Shield
http://www.amazon.com/gp/product/B0070E5W3O/

BlueTooth Modules
http://www.amazon.com/gp/product/B004G2KPQW/
http://www.amazon.com/gp/product/B007R9UNTU/
http://www.amazon.com/gp/product/B005GI4HFA/
http://www.amazon.com/gp/product/B0083DL0SW/

WIZnet Embedded Web Server Module - WIZ200WEB
http://www.amazon.com/gp/product/B004G52MMO/

Arduino WiFly Shield (802.11b/g)
http://www.amazon.com/gp/product/B004G54FEC/

Xbee Shield DIY KIT for Arduino
http://www.amazon.com/gp/product/B004ODQNOQ/

XBee 1mW Wire Antenna
http://www.amazon.com/gp/product/B004G4ZHK4/

Arduino Ethernet Shield R2 without PoE module
http://www.amazon.com/gp/product/B0022TWQ22/

Parallax GPS Module PMB-648 SiRF
http://www.parallax.com/Store/Sensors/CompassGPS/tabid/173/CategoryID/48/List/0/SortField/0/Level/a/ProductID/644/Default.aspx

Arduino GSM/GPRS shields (SMS messaging)
http://www.amazon.com/SainSmart-Compatible-Siemens-Wireless-Adapter/dp/B005ZMG6L0/
http://www.amazon.com/SainSmart-SIM300-Module-Dev-Board-adapter/dp/B005FXDX74/
http://www.amazon.com/GPRS-SIM900-Module-Arduino-Raspberry/dp/B00F2HDJBI
http://www.amazon.com/SainSmart-SIM900-Function-Adapter-Raspberry/dp/B00INJZSL6
http://www.ajpdsoft.com/modules.php?traducir=es-en&name=News&file=article&sid=575#.UH5qY7QgxhE


loT — Physical Testing

UP CLOSE AND PERSONAL
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USB Rubber Ducky Delux

GAINING ACCESS

Mo Ssiomge 60 MHz 32-Bit CPU

USB RUBBER DUCKY

THE MOST LETHAL DUCK EVER TO
GRACE AN UNSUSPECTING USB PORT

Write i Encod

payloads with a simple scripting language

or online d generator including

. + payload generator
—'e' - Carry mulliple payloads, each on its
own micro SO card

the micro SD card into the ducky then place
i USB drive enclosure for

REM My First Payload
WINDOWS r
DELAY 100
STRING notepad.exe

STRING Hello world! I'm in your PC! _

BISHOP FOX

"If it quacks like a keyboard and
types like a keyboard, it must be
a keyboard.”

“Humans use keyboards, and
computers trust humans."

Duck Toolkit

This feature ks still in the Beta stages so i you encounter any bsues please contact me and sxplaln the lssue. | will bec

Create a Script

-

W5 et apge = Wicript.Argumentea = splitiazgaidl, =/ iUE
15 Set SBINIHITP = Createlbjedt (™MLY XOENTIF®) icbI00N

If cbOCHTIP.Jtatus = 200 Then

et chlADGSTream = Createfblelt(“ADGOB.STtream®) !oDlADOY
EHTER

18 STRING ebjilOStream.Type = l:chiADCStreas.Write obXO{lNITF.Res;

H HIER

0 STRIMG 3¢z cbiF30 = Cxeacechbiect ("Ssripring-FileSysve=tbicet™)

i EWIER
2 STRTHL akAiRfArrass TaveTaPile &:aRsifife rass C1Aase: Tar sk
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USB Rubber Ducky Red Team 
https://hakshop.myshopify.com/collections/usb-rubber-ducky
http://usbrubberducky.com/
https://github.com/hak5darren/USB-Rubber-Ducky/wiki/My-first-payload
https://code.google.com/p/ducky-decode/
https://ducky-decode.googlecode.com/files/The USB Rubber Ducky Draft.doc
https://www.youtube.com/watch?v=NeDYD9nb7PM



The Brinks CompuSafe Galileo.

Access to the and
is all that is needed by a prepared
attacker.

Adding “smarts” turned this safe
into an “unsafe.”

BISHOP FO’.
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http://www.bishopfox.com/blog/2015/07/on-the-brink-of-a-robbery/


ILLUSTRATIVE FOOTAGE

Video -

BISHOP FO’.
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Demo:
3.Brinks-Smart_Safe_Hacking-60sec.mp4


FNnie

EArFrieodo

Pwn Plug

MAINTAINING ACCESS

Pwn Plug on SSH receiver
target network (Backtrack)

-
»

/ ~ _/

Firewall on Firewall in front
target network of S5H receiver

> Covert tunnellnq
© SSH access over.3G/GSM cell networks
@ NAC/802.x bypass
© and more!

Discover the glory of
Universal Plug & Pwn

PWNIE EXPRESS @pwnieexpress.com

BISHOP FOX
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Pwn Plug
Bishop Fox – Asset# 1525

http://pwnieexpress.com/products/elite-plug
http://pwnieexpress.com/products/power-pwn

http://www.darkreading.com/intrusion-prevention/pwnie-express-rolls-out-pwn-plug/232601565
http://hackaday.com/2012/07/22/power-pwns-price-tag-is-as-dangerous-as-its-black-hat-uses/

https://github.com/pwnieexpress/pwn_plug_sources

ISSA Journal – Toolsmith - March 2012 - Pen Testing with Pwn Plug
http://holisticinfosec.org/toolsmith/pdf/march2012.pdf

Pwn Plug Elite - $995.00
Power Pwn - $1,995.00

Peripherals:
TP-Link TL-WN722N 150Mbps High Gain Wireless USB Adapter
http://www.amazon.com/gp/product/B002WBX9C6/

Cisco USB300M – USB 2.0 Ethernet Adapter
http://support.linksys.com/en-us/support/adapters/USB300M

Sierra Wireless AirCard USB308
http://www.sierrawireless.com/Support/AirCard.aspx
http://support.netgear.com/product/AirCard+308U+%28Telstra%29#wrapper


Pwn Plug

MAINTAINING ACCESS

PwnieExpress - Power Pwn

e  http://pwnieexpress.com/products/power-pwn

Original:

S
o

First release of Pwn Plug

« Pwn Plug Elite: $995.00
« Power Pwn: $1,995.00
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Pwn Plug
http://pwnieexpress.com/products/elite-plug
http://pwnieexpress.com/products/power-pwn

http://www.darkreading.com/intrusion-prevention/pwnie-express-rolls-out-pwn-plug/232601565
http://hackaday.com/2012/07/22/power-pwns-price-tag-is-as-dangerous-as-its-black-hat-uses/

ISSA Journal – Toolsmith - March 2012 - Pen Testing with Pwn Plug
http://holisticinfosec.org/toolsmith/pdf/march2012.pdf

Pwn Plug Elite - $995.00
Power Pwn - $1,995.00

https://github.com/pwnieexpress/pwn_plug_sources



pwN

Raspberry Pi
MAINTAINING ACCESS

» Raspberry Pi — cheap alternative (~$35] to Pwn Plug,/Power Pwn

* Pwnie Express — Raspberry Pwn

* Rogue Pi — RPi Pentesting Dropbox
« Pwn Piv3.0

BISHOP FOX 79
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Raspberry Pi
http://en.wikipedia.org/wiki/Raspberry_Pi
http://www.raspberrypi.org/

http://www.amazon.com/Raspberry-Pi-Model-Revision-512MB/dp/B009SQQF9C/
http://www.adafruit.com/products/998

https://github.com/pwnieexpress/pwn_plug_sources


Raspberry Pi - PwnPlug Hack Box
Pwnie Express - Raspberry-Pwn
http://pwnieexpress.com/blogs/pwnie/7977353-raspberry-pwn-a-pentesting-release-for-the-raspberry-pi
https://github.com/pwnieexpress/Raspberry-Pwn
http://www.thepowerbase.com/2012/06/pwnie-express-releases-raspberry-pwn-pentesting-suite/
Rogue Pi - A RPi Pentesting Dropbox
http://hackaday.com/2013/03/24/rogue-pi-a-rpi-pentesting-dropbox/
http://crushbeercrushcode.org/2013/03/developing-the-rogue-pi/
http://www.adafruit.com/blog/2013/03/29/developing-the-rogue-pi/
http://www.adafruit.com/blog/2013/03/25/rogue-pi-a-rpi-pentesting-dropbox/
PwnPi - Pen Test Drop Box Distro for the Raspberry Pi
http://seclist.us/2012/12/update-pwnpi-v3-0-a-pen-test-drop-box-distro-for-the-raspberry-pi.html
http://pwnpi.sourceforge.net/
Raspberry Pi - Power Strip
http://hackaday.com/2012/10/04/malicious-raspberry-pi-power-strip-looks-a-bit-scary/
http://gnurds.com/index.php/2012/10/02/raspberry-pi-power-strip/
http://securityaffairs.co/wordpress/15471/hacking/raspberry-pi-as-physical-backdoor.html
http://www.tunnelsup.com/tup/2013/05/08/raspberry-pi-phoning-home-using-a-reverse-remote-ssh-tunnel



Defenses
PROTECT YO NECK

BISHOP FOX
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Defenses

PROTECTION:INTERNET

* Use a VPN or disconnect critical devices
* Use only encrypted management services (SSL/SSH)
» Employ strong encryption and authentication methods
» Use strong passwords and non-default usernames
* Use a password manager
» Secure wireless clients (laptops, phones, wearables, ...)

» Place untrusted devices on a separate nefwork

BISHOP FOX 81



Defenses

PROTECTION: Wireless

« Conduct regular wireless assessments
* Employ strong encryption and authentication methods
* Employ wireless IDS/IPS

« Secure wireless clients (laptops, phones, ...)

BISHOP FOX
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Defenses

PROTECTION: Wireless

Use “wireless checks” of network vulnerability scanners

BISHOP FOX

McAfee Yulnerability Manager - Test - Administrator [Admin) - Fran Test - Windows Internet Explorer

- S AN

@ Vuln Set
There are no vuln sets available for you ts chosse,
=
Q = General Windows [ Wireless Shell | web App
HOSTS
! You must enter credentials to run mest Windows Module checks.

! You must enter credentials to run Shell Module checks.

SERVICES .
= non-1ntrusive
General Vulnerabilitiss
m L
CREDENTIALS = vl Wireless Yulnerabilities
[u] = Wireless
o
] e
WULN @[] 3Com Airconnect Access Control Disabled
SELECTION
© vl 3Com Airconnect Access Control Violation Trap Disabled
ggﬁfy @ ¥ 3Com AirConnect Default Login
OBPTIMIZE (=] 3Com Airconnect Default SNMP Community String

@ ¥l 3Com Airconnect default SSID
@ V| 3Com Airconnect Telnet Enabled
© vl 3Com Airconnect Web Server Enabled

© ¥l 3Com AirConnect Wireless Access Point WEP Kev Disclosure
@ v 3Com DSSS Wireless Access Point Detection

® ¥l 3Com Wireless LAN Access Point 2000 Detection via SNMP
3Com Wireless LAN Access Point 8000 Detection via SNMP
@ vl 3Com WL-308 Wireless Access Point Detection

@ ¥ Aironet BR100E Wireless Access Point Detection wvia SNMP
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http://www.mcafee.com/us/products/vulnerability-manager.aspx



Defenses

PROTECTION: Wireless

Physically track down rogue access points and
malicious devices

Device Finder
Directional Antenna

Accurately discover unknown interference

device findar

Don’t let mystery devices stay a mystery.

Take control of your wireless environment with our
purpose-made Device Finder Directional Antenna to
quickly track down offending signals in the most
common Wi-Fi spectrum - for only $99.

Our directional antenna, when connected to a Wi-Spy,
gives you greater ability to discover exactly which
direction a 2.4 GHz transmission is coming from.

Device Finder only works with Chanalvzer Pro
software.

BISHOP FOX 84
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Wi-Spy DBx Pro - USB Spectrum Analyzer with Chanalyzer Pro Software
http://www.metageek.com/products/wi-spy/
http://files.metageek.net/marketing/data-sheets/MetaGeek_Wi-Spy-Chanalyzer_DataSheet.pdf
http://www.toolswatch.org/2011/02/wi-spy-Wi-Fi-landscape-visualization/
http://www.amazon.com/Wi-Spy-DBx-Pro-Spectrum-Chanalyzer/dp/B00ATZE0ZM/
Bought for $679.99 on 02Jun2015 with Fran’s BishopFox Amex


Thank You

Bishop Fox

www. bishopfox.com

BISHOP FOX
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Adapter image Redpark Serial Cable image Power PWN image
ASUS USB image NFC Shield image Power Strip image
Wi-Fi Antenna image BlueTooth Mate image Raspberry Pi SSH Tunnel image
Blue-Tooth USB adapter image BlueTooth Module Breakout Wi-Spy DBx Pro image
Nexus 7 2013 image image Device Finder Directional Antenna
Kali Linux NetHunter image BlueTooth Bee image image
SparkFun Bluetooth image W iFly Shield image
SparkFun BLE Mate 2 image Xbee image For Further Information:
Bluetooth Bee image Wiznet image Smart Safe Hacking - BF Blog
Roving Networks image tkemot/Shutterstock
BlueSMiRF image USB Rubber Ducky Diagram image
Arduino BlueTooth image USB Rubber Ducky Diagram Il
Raspberry Pi BlueTooth image image
O’Reilly BlueTooth Book image  Smart Safe Hacking illustration
SENA Adapter image Smart Safe image
Wi-Fi Pineapple image PWN Plug Diagram image
Wi-Fi Pineapple infographic PWN Plug Book image
Bishop Fox

www. bishopfox.com
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