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Agenda 
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• Introduction/Background 
• IoT News and Current Landscape 
• Corp concerns, Personal / Privacy Issues 
• Examples: Cars, Fridges, TVs, Wearables, … 

 

• Targeting IoT – via Internet 
• Google/Bing/SHODAN/Maltego Hacking 
• Internet Census 2012, Scans.io, Zmap, MassScan, other mass scanning projects 

 

• Targeting IoT – over the Air 
• Wi-Fi, Bluetooth, ZigBee, Z-Wave, RFID, NFC, etc. 
• Hacking devices: Wi-Fi Pineapplers, Kali Tablets, RaspPis, Custom Gear 

 

• Targeting IoT – up close, Physically 
• USB Rubber Duckies, Teensy Arduino Devices, BadUSB type attacks 

 

• Defenses 

O V E R V I E W 



RickMote – Hacking TVs 
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DEMO - CHROMECAST - STREAMING DEVICE HACKING 

Presenter
Presentation Notes
http://www.bishopfox.com/blog/2014/07/rickmote-controller-hacking-one-chromecast-time/
https://www.youtube.com/watch?v=M7nqP8AvXUg

http://www.wired.com/2014/07/rickroll-innocent-televisions-with-this-google-chromecast-hack/

Demo:
1.RickmoteController-Chromecast Hacking.mp4



Introduction/Background 

4 

GETTING UP TO SPEED 



OWASP – IoT Top 10 
T O P  1 0  L I S T – Internet of Things 
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Presenter
Presentation Notes
https://www.owasp.org/index.php/OWASP_Internet_of_Things_Top_Ten_Project#tab=OWASP_Internet_of_Things_Top_10_for_2014



IoT - Special Focus 
B E W A R E  E Y E S  A N D  E A R S … and robot hands 

1. Cameras / WebCams 

2. Microphones 

3. Robots … terminators… 
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Twitter Feed WebCams 
C R E E P Y  W E B C A M S  V I E W E R S 

#CAUGHTONNESTCAM 
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Presenter
Presentation Notes
https://twitter.com/hashtag/caughtonnestcam



Baby WebCams 
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W O R S T  N I G H T M A R E S  Feb 2015 

Presenter
Presentation Notes
http://www.scmagazine.com/hacker-takes-over-texas-baby-monitor/article/396232/



Smart TVs 
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L I S T E N I N G  C L O S E L Y  Feb 2015 

Presenter
Presentation Notes
Samsung SmartTV
TV is constantly listening and streaming audio to third-parties for data analysis. 

http://securityaffairs.co/wordpress/33950/hacking/samsung-smarttv-issues.html
http://securityaffairs.co/wordpress/19860/hacking/lg-smart-tv-spying-users.html



ILLUSTRATIVE FOOTAGE 
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Video - DEMO 



Plane Hacking 
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P a s s e n g e r  3 1 3 3 7  Apr 2015 

Presenter
Presentation Notes
http://www.foxnews.com/us/2015/04/19/researcher-denied-flight-after-tweet-poking-united-security/



Smart Watches 
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I N S E C U R I T Y  O N  T H E  G O  July 2015 

“A study conducted by HP’s Fortify 
on security features implemented by 
Smartwatches revealed that not even 
a single device found to be 100 
percent safe.” 

Presenter
Presentation Notes
http://securityaffairs.co/wordpress/38837/hacking/smartwatches-hp-study.html
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Vehicle Attacks 
G O N E  I N  6 0  S E C O N D S …  July 2015 

Presenter
Presentation Notes
http://mashable.com/2015/07/24/chrysler-jeep-hacking-recall/#2sld3GcGJPqk



ILLUSTRATIVE FOOTAGE 

14 

Video - DEMO 

Presenter
Presentation Notes
Demo:
2.Scandal.S05E01-CarHackingAssassination.mp4
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Vehicle Attacks 
… O R  L E S S   July 2015 

Presenter
Presentation Notes
http://www.computerworld.com/article/2954668/telematics/hacker-shows-he-can-locate-unlock-and-remote-start-gm-vehicles.html
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Fridge Hacking 
I N  T H E  H O M E  

Aug 2015 

  

Presenter
Presentation Notes
http://securityaffairs.co/wordpress/39558/hacking/samsung-smart-fridge-hack.html



Microsoft IoT Big Push 
I O T  I N  T H E  M A I N S T R E A M Aug 2015 
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Presenter
Presentation Notes
https://dev.windows.com/en-us/iot

LifeHacker - Windows 10 for the Raspberry Pi 2 and MinnowBoard Max Is Here - 10Aug2015
http://lifehacker.com/windows-10-for-raspberry-pi-2-and-minnowboard-max-relea-1723160417
Hello, Windows 10 IoT Core | Building Apps for Windows 
http://blogs.windows.com/buildingapps/2015/08/10/hello-windows-10-iot-core/
Design downloads - Windows app development 
https://dev.windows.com/en-us/design/assets
Develop Windows 10 IoT apps on Raspberry Pi 2 and Arduino 
https://dev.windows.com/en-us/iot
Downloads and tools for Windows - Windows app development 
https://dev.windows.com/en-us/downloads
Github - Microsoft - ms-iot 
https://github.com/ms-iot
Microsoft - Channel 9 - Build 2015 
https://channel9.msdn.com/events/build/2015/
Microsoft Projects - microsoft.hackster.io 
https://microsoft.hackster.io/en-US
Microsoft Windows 10 IoT Core projects - Hackster.io 
https://www.hackster.io/microsoft/products/windows-10-iot-core
Windows 10 - Download 
http://www.microsoft.com/en-us/software-download/windows10
Windows IoT - Downloads 
http://ms-iot.github.io/content/en-US/Downloads.htm


Windows 10 IoT Core for Raspberry Pi 2
Windows IoT - Downloads 
http://ms-iot.github.io/content/en-US/Downloads.htm
http://download.microsoft.com/download/8/C/B/8CBE5D09-B5C5-462B-8043-DAC64938FDAC/IOT Core RPi.ISO 
Windows IoT - Setup your Raspberry Pi 2 
How To Install Windows 10 IoT On Your Raspberry Pi 2 | TechCrunch 
Windows IoT - Get Started 
Downloads | Microsoft Connect - Windows Embedded Pre-Release Programs 
ffu2img • t0x0/random Wiki • GitHub - script that converts Microsofts FFU format to the standardized raw img format 
FFU image format (Windows Drivers) 
https://raw.githubusercontent.com/t0x0/random/master/ffu2img.py 
Directory of Microsoft Products Accepting Bugs and Suggestions | Microsoft Connect 
http://connect.microsoft.com/directory/


http://ms-iot.github.io/content/en-US/Downloads.htm
https://ms-iot.github.io/content/en-US/win10/SetupRPI.htm





Baby Monitors 
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B O R N  I N  T H E  U . S . A . Sept 2015 

Presenter
Presentation Notes
http://securityaffairs.co/wordpress/39811/hacking/hacking-baby-monitors.html



ILLUSTRATIVE FOOTAGE 
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Video - DEMO 

Presenter
Presentation Notes
Demo:
3.CSI.Cyber.S01E01-BabyCam.mp4



FBI Warning - PSA 
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I O T  I S  D A N G E R O U S Sept 2015 

Presenter
Presentation Notes
http://www.ic3.gov/media/2015/150910.aspx
http://securityaffairs.co/wordpress/40139/cyber-crime/fbi-internet-of-things.html



IoT Legal Climate 
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S A M E  O L D  D E B A T E S Sept 2015 

Presenter
Presentation Notes
https://threatpost.com/just-like-old-days-iot-security-pits-regulators-against-market/114633/#



Targeting IoT Systems 
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OVER THE INTERNET – SEARCH ENGINES 



Diggity Tools 
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S E A R C H  E N G I N E  H A C K I N G 

Presenter
Presentation Notes
Bishop Fox – Google Hacking Diggity Project
http://www.bishopfox.com/resources/tools/google-hacking-diggity/
http://www.bishopfox.com/resources/tools/google-hacking-diggity/attack-tools/

http://www.bishopfox.com/blog/2014/08/searchdiggity-avoid-bot-detection-issues-leveraging-google-bing-shodan-apis/



IoT and Google 
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G O O G L E  H A C K I N G 

Presenter
Presentation Notes
inurl:"MultiCameraFrame?Mode=“

https://www.google.com/search?tbs=li:1&q=inurl:"MultiCameraFrame?Mode="



Google Diggity 
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D I G G I T Y  C O R E  T O O L S 

Presenter
Presentation Notes
http://www.bishopfox.com/blog/2014/08/searchdiggity-avoid-bot-detection-issues-leveraging-google-bing-shodan-apis/

GoogleDiggity
 Google Custom Search Engines: 
http://www.google.com/cse/
 Google JSON/ATOM Custom Search API:
http://code.google.com/apis/customsearch/v1/overview.html
Max Results: 100 results per query
Pricing: https://code.google.com/apis/customsearch/v1/overview.html#Pricing 




IoT and Bing 
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B I N G  H A C K I N G 

Presenter
Presentation Notes
linksys camera  instreamset:url:main.cgi

www.bing.com/search?q=linksys camera  instreamset:url:main.cgi



Bing Diggity 
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D I G G I T Y  C O R E  T O O L S 

Presenter
Presentation Notes
http://www.bishopfox.com/blog/2014/08/searchdiggity-avoid-bot-detection-issues-leveraging-google-bing-shodan-apis/

BingDiggity
 Bing 2.0 API
API Resource URLS:
http://www.bing.com/developers/s/APIBasics.html
https://ssl.bing.com/webmaster/Developers/CreateAppId
http://onlinehelp.microsoft.com/en-us/bing/ff808421.aspx
Max Results: 1000 results per query
Price: free

Seen using the IP: search operator, returns seearch results for all known virtual hosts for that IP address:
http://msdn.microsoft.com/en-us/library/ff795671.aspx
Example: http://www.bing.com/search?q=ip:98.129.200.37



N E W  G O O G L E  H A C K I N G  T O O L S 
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SHODAN Diggity 

Presenter
Presentation Notes
SHODAN Diggity
SHODAN Diggity provides an easy-to-use scanning interface to the popular SHODAN hacking search engine, and comes equipped with convenient list of search queries ready in a pre-made dictionary file.

SHODAN is a search engine that lets you find specific types of computers (routers, servers, etc.) using a variety of filters. Some have also described it as a search engine of service banners. Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (21), SSH (22) and Telnet (23) services.

Web search engines, such as Google and Bing, are great for finding websites. But what if you’re interested in finding computers running a certain piece of software (such as Apache)? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don’t let you answer those questions. 



SHODAN 
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I O T / H A C K E R  S E A R C H  E N G I N E 

• Indexed service banners for whole Internet for HTTP (Port 80), as well as 
some FTP (21), SSH (22) and Telnet (23) services - https://www.shodan.io/ 

Presenter
Presentation Notes
SHODAN 
http://www.shodanhq.com/
https://www.shodan.io/
http://en.wikipedia.org/wiki/Shodan_%28website%29
http://www.shodanhq.com/help/filters
SHODAN is a search engine that lets you find specific computers (routers, servers, etc.) using a variety of filters. Some have also described it as a public port scan directory or a search engine of banners.
Web search engines, such as Google and Bing, are great for finding websites. But what if you're interested in finding computers running a certain piece of software (such as Apache)? Or if you want to know which version of Microsoft IIS is the most popular? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don't let you answer those questions.
So what does SHODAN index then? Good question. The bulk of the data is taken from 'banners', which are meta-data the server sends back to the client. This can be information about the server software, what options the service supports, a welcome message or anything else that the client would like to know before interacting with the server.
Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (23), SSH (22) and Telnet (21) services. There are plans underway to expand the index for other services. Let me know if there are specific ports you would like to see included. 

SHODAN Twitter:
http://twitter.com/#!/achillean

SHODAN - Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=net:216.75.0.0/16
RSS Version: http://www.shodanhq.com/?q=net:216.75.0.0/16&feed=1

Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=100

SHODAN – Other Cool
http://webcams.shodanhq.com/
http://www.shodanhq.com/exploits
http://maltego.shodanhq.com/




IoT and SHODAN 
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S H O D A N  H A C K I N G 

Presenter
Presentation Notes
https://www.shodan.io/search?query=port%3A8060+Roku&language=None



IoT and SHODAN 
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S H O D A N  H A C K I N G 

Presenter
Presentation Notes
https://www.shodan.io/search?query=WebService%2FWebStatLoginControl&language=None



IoT and SHODAN 
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S H O D A N  H A C K I N G 

Presenter
Presentation Notes
Finding default creds and gaining remote access



Mr. Robot 
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H V A C  C O M P R O M I S E 



ILLUSTRATIVE FOOTAGE 
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Video - DEMO 

Presenter
Presentation Notes
Demo:
4.Mr.Robot.S01E05-BishopFox-Tastic_RFID_Thief-22July2015.mp4
5.Mr.Robot.S01E05-RaspberryPi_Backdoor-22July2015.mp4




SHODAN Diggity 
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F I N D I N G  S C A D A  S Y S T E M S 

Presenter
Presentation Notes
SHODAN Diggity
http://www.bishopfox.com/resources/tools/google-hacking-diggity/attack-tools/ 

SHODAN Diggity provides an easy-to-use scanning interface to the popular SHODAN hacking search engine, and comes equipped with convenient list of search queries ready in a pre-made dictionary file.

SHODAN is a search engine that lets you find specific types of computers (routers, servers, etc.) using a variety of filters. Some have also described it as a search engine of service banners. Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (21), SSH (22) and Telnet (23) services.

Web search engines, such as Google and Bing, are great for finding websites. But what if you’re interested in finding computers running a certain piece of software (such as Apache)? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don’t let you answer those questions. 




SHODAN Alerts 
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S H O D A N  R S S  F E E D S 

Presenter
Presentation Notes
SHODAN Blog - Introducing the Shodan Real-Time Stream - 22July2015
https://blog.shodan.io/shodan-real-time-stream/

SHODAN Hacking Alerts
New live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.
Stach & Liu incorporates SHODAN data into its defense alerts by utilizing the feature to turn SHODAN search results into RSS feeds by appending &feed=1 to common SHODAN query URLs. 
As an example: http://www.shodanhq.com/?q=Default+Password&feed=1

Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000

SHODAN - Main Site:
http://www.shodanhq.com/
http://www.shodanhq.com/help/filters
SHODAN is a search engine that lets you find specific computers (routers, servers, etc.) using a variety of filters. Some have also described it as a public port scan directory or a search engine of banners.
Web search engines, such as Google and Bing, are great for finding websites. But what if you're interested in finding computers running a certain piece of software (such as Apache)? Or if you want to know which version of Microsoft IIS is the most popular? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don't let you answer those questions.
So what does SHODAN index then? Good question. The bulk of the data is taken from 'banners', which are meta-data the server sends back to the client. This can be information about the server software, what options the service supports, a welcome message or anything else that the client would like to know before interacting with the server.
Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (21), SSH (22) and Telnet (23) services. There are plans underway to expand the index for other services. Let me know if there are specific ports you would like to see included. 

SHODAN Twitter:
http://twitter.com/#!/achillean

SHODAN - Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=net:216.75.0.0/16
RSS Version: http://www.shodanhq.com/?q=net:216.75.0.0/16&feed=1





INTERNET MASS SCANNING 
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Scanning the Whole Internet 

Presenter
Presentation Notes
https://threatpost.com/scanning-the-internet-in-45-minutes/102025/



Internet Census 2012 
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N M A P  O F  E N T I R E  I N T E R N E T 

• ~420k botnet used to perform NMAP against entire IPv4 addr space! 
• ICMP sweeps, SYN scans, Reverse DNS, and Service probes of 662 ports 
• Free torrent of 568GB of NMAP results (9TB decompressed NMAP results) 

Presenter
Presentation Notes
Internet Census 2012 – 9TB of Nmap Results for entire IPv4 Address Space
http://internetcensus2012.bitbucket.org/paper.html
http://internetcensus2012.bitbucket.org/download.html
https://community.rapid7.com/community/infosec/blog/2013/03/21/internet-census-2012--thoughts

Exfiltrated.com - Web search interface makes use of the fantastic Internet Census 2012 results
http://www.exfiltrated.com/querystart.php

Summary:
~420k Carna botnet used to perform NMAP against entire IPv4 addr space!
ICMP sweeps, SYN scans, Reverse DNS, and Service probes of 662 ports
Free torrent of 568GB of NMAP results (9TB decompressed NMAP results)
Port scans running at 3-5 billion IPs per hour for weeks
Found 1.3 billion IP addresses in use total

Abstract While playing around with the Nmap Scripting Engine (NSE) we discovered an amazing number of open embedded devices on the Internet. Many of them are based on Linux and allow login to standard BusyBox with empty or default credentials. We used these devices to build a distributed port scanner to scan all IPv4 addresses. These scans include service probes for the most common ports, ICMP ping, reverse DNS and SYN scans. We analyzed some of the data to get an estimation of the IP address usage.  All data gathered during our research is released into the public domain for further study. �
The ~700 ports they grabbed service banners from are:
1, 3, 7, 9, 13, 17, 19, 21, 22, 23, 25, 26, 35, 37, 42, 43, 44, 53, 69, 70, 79, 80, 81, 82, 83, 84, 85, 88, 98, 100, 106, 110, 111, 113, 119, 123, 130, 135, 137, 139, 143, 144, 161, 177, 179, 199, 214, 254, 255, 256, 257, 264, 280, 311, 389, 390, 406, 407, 427, 443, 444, 445, 449, 464, 465, 497, 500, 505, 510, 512, 513, 514, 515, 517, 518, 523, 524, 540, 543, 544, 548, 554, 587, 591, 593, 616, 620, 625, 626, 628, 631, 636, 641, 646, 660, 666, 706, 710, 711, 731, 771, 782, 783, 787, 808, 873, 888, 898, 900, 901, 902, 990, 993, 995, 1000, 1010, 1022, 1024, 1025, 1026, 1027, 1028, 1029, 1030, 1031, 1032, 1033, 1035, 1036, 1037, 1038, 1039, 1040, 1041, 1042, 1043, 1044, 1048, 1049, 1050, 1053, 1054, 1056, 1058, 1059, 1064, 1065, 1066, 1068, 1069, 1071, 1074, 1080, 1090, 1095, 1098, 1099, 1100, 1105, 1109, 1110, 1111, 1112, 1200, 1212, 1214, 1217, 1220, 1234, 1241, 1248, 1302, 1311, 1314, 1344, 1352, 1400, 1414, 1415, 1416, 1417, 1418, 1419, 1420, 1432, 1433, 1434, 1467, 1494, 1500, 1501, 1503, 1505, 1521, 1522, 1526, 1527, 1549, 1550, 1574, 1583, 1604, 1610, 1611, 1666, 1687, 1688, 1702, 1720, 1723, 1748, 1754, 1755, 1761, 1762, 1763, 1801, 1830, 1900, 1935, 1967, 1972, 1981, 1998, 2000, 2001, 2002, 2003, 2005, 2010, 2024, 2030, 2040, 2049, 2064, 2068, 2100, 2103, 2105, 2107, 2121, 2160, 2161, 2301, 2303, 2306, 2383, 2396, 2401, 2427, 2525, 2600, 2601, 2627, 2638, 2701, 2715, 2717, 2869, 2947, 2967, 3000, 3001, 3002, 3003, 3004, 3005, 3006, 3025, 3031, 3050, 3052, 3128, 3268, 3280, 3306, 3310, 3333, 3351, 3372, 3389, 3483, 3493, 3531, 3632, 3689, 3690, 3703, 3872, 3892, 3900, 3940, 3986, 4000, 4001, 4045, 4155, 4369, 4443, 4444, 4567, 4660, 4711, 4868, 4899, 4999, 5000, 5001, 5003, 5009, 5050, 5051, 5060, 5061, 5101, 5120, 5190, 5222, 5232, 5269, 5280, 5302, 5323, 5353, 5357, 5400, 5427, 5432, 5520, 5530, 5550, 5555, 5556, 5570, 5600, 5631, 5632, 5666, 5800, 5801, 5802, 5803, 5900, 5901, 6000, 6001, 6002, 6003, 6004, 6005, 6006, 6007, 6008, 6009, 6010, 6011, 6012, 6013, 6014, 6015, 6016, 6017, 6018, 6019, 6020, 6050, 6103, 6112, 6163, 6346, 6379, 6543, 6544, 6560, 6588, 6600, 6646, 6660, 6661, 6662, 6663, 6664, 6665, 6666, 6667, 6668, 6669, 6670, 6699, 6802, 6969, 7000, 7001, 7002, 7007, 7008, 7070, 7100, 7101, 7144, 7145, 7171, 7180, 7200, 7210, 7272, 7402, 7461, 7776, 7777, 7780, 7937, 7938, 8000, 8001, 8002, 8003, 8004, 8005, 8006, 8007, 8008, 8009, 8010, 8031, 8080, 8081, 8082, 8083, 8084, 8085, 8087, 8088, 8118, 8138, 8181, 8194, 8307, 8333, 8443, 8770, 8880, 8881, 8882, 8883, 8884, 8885, 8886, 8887, 8888, 9000, 9001, 9002, 9003, 9030, 9050, 9080, 9088, 9089, 9090, 9091, 9092, 9093, 9094, 9095, 9096, 9097, 9098, 9099, 9100, 9101, 9102, 9103, 9104, 9105, 9106, 9107, 9481, 9801, 9999, 10000, 10001, 10005, 10010, 10031, 10080, 11210, 11211, 11371, 11965, 12203, 12345, 13013, 13666, 13720, 13722, 13783, 14238, 14534, 15000, 15001, 15002, 17007, 17555, 17988, 18086, 18182, 18264, 19150, 19350, 20000, 22001, 22490, 26214, 26470, 27000, 27001, 27002, 27003, 27004, 27005, 27006, 27007, 27008, 27009, 27010, 27017, 27960, 30444, 31337, 31416, 32211, 32750, 32751, 32752, 32753, 32754, 32755, 32756, 32757, 32758, 32759, 32760, 32761, 32762, 32763, 32764, 32765, 32766, 32767, 32768, 32769, 32770, 32771, 32772, 32773, 32774, 32775, 32776, 32777, 32778, 32779, 32780, 32781, 32782, 32783, 32784, 32785, 32786, 32787, 32788, 32789, 32790, 32791, 32792, 32793, 32794, 32795, 32796, 32797, 32798, 32799, 32800, 32801, 32802, 32803, 32804, 32805, 32806, 32807, 32808, 32809, 32810, 33015, 34012, 37435, 38978, 40193, 41523, 49152, 49153, 49154, 49155, 49156, 49157, 49400, 50000, 50001, 50002, 50003, 50004, 50005, 50006, 50007, 50008, 50009, 50010, 50011, 50012, 50013, 50014, 50015, 50016, 50017, 50018, 50019, 50020, 50021, 50022, 50023, 50024, 50025, 50030, 55553, 55555, 56667, 60000, 60001, 60002, 60003, 60004, 60006, 60007, 60008, 60009, 60010, 60011, 60012, 60013, 60014, 60015, 60016, 60017, 60018, 60019, 60020, 60021, 60022, 60023, 60024, 60025




Internet Census 2012 
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E X A M P L E - S N M P  R E S U L T S 

Presenter
Presentation Notes
Internet Census 2012 – 9TB of Nmap Results for entire IPv4 Address Space
http://internetcensus2012.bitbucket.org/paper.html
http://internetcensus2012.bitbucket.org/download.html
https://community.rapid7.com/community/infosec/blog/2013/03/21/internet-census-2012--thoughts

Exfiltrated.com - Web search interface makes use of the fantastic Internet Census 2012 results
http://www.exfiltrated.com/querystart.php

Summary:
~420k Carna botnet used to perform NMAP against entire IPv4 addr space!
ICMP sweeps, SYN scans, Reverse DNS, and Service probes of 662 ports
Free torrent of 568GB of NMAP results (9TB decompressed NMAP results)
Port scans running at 3-5 billion IPs per hour for weeks
Found 1.3 billion IP addresses in use total

Abstract While playing around with the Nmap Scripting Engine (NSE) we discovered an amazing number of open embedded devices on the Internet. Many of them are based on Linux and allow login to standard BusyBox with empty or default credentials. We used these devices to build a distributed port scanner to scan all IPv4 addresses. These scans include service probes for the most common ports, ICMP ping, reverse DNS and SYN scans. We analyzed some of the data to get an estimation of the IP address usage.  All data gathered during our research is released into the public domain for further study. �
The ~700 ports they grabbed service banners from are:
1, 3, 7, 9, 13, 17, 19, 21, 22, 23, 25, 26, 35, 37, 42, 43, 44, 53, 69, 70, 79, 80, 81, 82, 83, 84, 85, 88, 98, 100, 106, 110, 111, 113, 119, 123, 130, 135, 137, 139, 143, 144, 161, 177, 179, 199, 214, 254, 255, 256, 257, 264, 280, 311, 389, 390, 406, 407, 427, 443, 444, 445, 449, 464, 465, 497, 500, 505, 510, 512, 513, 514, 515, 517, 518, 523, 524, 540, 543, 544, 548, 554, 587, 591, 593, 616, 620, 625, 626, 628, 631, 636, 641, 646, 660, 666, 706, 710, 711, 731, 771, 782, 783, 787, 808, 873, 888, 898, 900, 901, 902, 990, 993, 995, 1000, 1010, 1022, 1024, 1025, 1026, 1027, 1028, 1029, 1030, 1031, 1032, 1033, 1035, 1036, 1037, 1038, 1039, 1040, 1041, 1042, 1043, 1044, 1048, 1049, 1050, 1053, 1054, 1056, 1058, 1059, 1064, 1065, 1066, 1068, 1069, 1071, 1074, 1080, 1090, 1095, 1098, 1099, 1100, 1105, 1109, 1110, 1111, 1112, 1200, 1212, 1214, 1217, 1220, 1234, 1241, 1248, 1302, 1311, 1314, 1344, 1352, 1400, 1414, 1415, 1416, 1417, 1418, 1419, 1420, 1432, 1433, 1434, 1467, 1494, 1500, 1501, 1503, 1505, 1521, 1522, 1526, 1527, 1549, 1550, 1574, 1583, 1604, 1610, 1611, 1666, 1687, 1688, 1702, 1720, 1723, 1748, 1754, 1755, 1761, 1762, 1763, 1801, 1830, 1900, 1935, 1967, 1972, 1981, 1998, 2000, 2001, 2002, 2003, 2005, 2010, 2024, 2030, 2040, 2049, 2064, 2068, 2100, 2103, 2105, 2107, 2121, 2160, 2161, 2301, 2303, 2306, 2383, 2396, 2401, 2427, 2525, 2600, 2601, 2627, 2638, 2701, 2715, 2717, 2869, 2947, 2967, 3000, 3001, 3002, 3003, 3004, 3005, 3006, 3025, 3031, 3050, 3052, 3128, 3268, 3280, 3306, 3310, 3333, 3351, 3372, 3389, 3483, 3493, 3531, 3632, 3689, 3690, 3703, 3872, 3892, 3900, 3940, 3986, 4000, 4001, 4045, 4155, 4369, 4443, 4444, 4567, 4660, 4711, 4868, 4899, 4999, 5000, 5001, 5003, 5009, 5050, 5051, 5060, 5061, 5101, 5120, 5190, 5222, 5232, 5269, 5280, 5302, 5323, 5353, 5357, 5400, 5427, 5432, 5520, 5530, 5550, 5555, 5556, 5570, 5600, 5631, 5632, 5666, 5800, 5801, 5802, 5803, 5900, 5901, 6000, 6001, 6002, 6003, 6004, 6005, 6006, 6007, 6008, 6009, 6010, 6011, 6012, 6013, 6014, 6015, 6016, 6017, 6018, 6019, 6020, 6050, 6103, 6112, 6163, 6346, 6379, 6543, 6544, 6560, 6588, 6600, 6646, 6660, 6661, 6662, 6663, 6664, 6665, 6666, 6667, 6668, 6669, 6670, 6699, 6802, 6969, 7000, 7001, 7002, 7007, 7008, 7070, 7100, 7101, 7144, 7145, 7171, 7180, 7200, 7210, 7272, 7402, 7461, 7776, 7777, 7780, 7937, 7938, 8000, 8001, 8002, 8003, 8004, 8005, 8006, 8007, 8008, 8009, 8010, 8031, 8080, 8081, 8082, 8083, 8084, 8085, 8087, 8088, 8118, 8138, 8181, 8194, 8307, 8333, 8443, 8770, 8880, 8881, 8882, 8883, 8884, 8885, 8886, 8887, 8888, 9000, 9001, 9002, 9003, 9030, 9050, 9080, 9088, 9089, 9090, 9091, 9092, 9093, 9094, 9095, 9096, 9097, 9098, 9099, 9100, 9101, 9102, 9103, 9104, 9105, 9106, 9107, 9481, 9801, 9999, 10000, 10001, 10005, 10010, 10031, 10080, 11210, 11211, 11371, 11965, 12203, 12345, 13013, 13666, 13720, 13722, 13783, 14238, 14534, 15000, 15001, 15002, 17007, 17555, 17988, 18086, 18182, 18264, 19150, 19350, 20000, 22001, 22490, 26214, 26470, 27000, 27001, 27002, 27003, 27004, 27005, 27006, 27007, 27008, 27009, 27010, 27017, 27960, 30444, 31337, 31416, 32211, 32750, 32751, 32752, 32753, 32754, 32755, 32756, 32757, 32758, 32759, 32760, 32761, 32762, 32763, 32764, 32765, 32766, 32767, 32768, 32769, 32770, 32771, 32772, 32773, 32774, 32775, 32776, 32777, 32778, 32779, 32780, 32781, 32782, 32783, 32784, 32785, 32786, 32787, 32788, 32789, 32790, 32791, 32792, 32793, 32794, 32795, 32796, 32797, 32798, 32799, 32800, 32801, 32802, 32803, 32804, 32805, 32806, 32807, 32808, 32809, 32810, 33015, 34012, 37435, 38978, 40193, 41523, 49152, 49153, 49154, 49155, 49156, 49157, 49400, 50000, 50001, 50002, 50003, 50004, 50005, 50006, 50007, 50008, 50009, 50010, 50011, 50012, 50013, 50014, 50015, 50016, 50017, 50018, 50019, 50020, 50021, 50022, 50023, 50024, 50025, 50030, 55553, 55555, 56667, 60000, 60001, 60002, 60003, 60004, 60006, 60007, 60008, 60009, 60010, 60011, 60012, 60013, 60014, 60015, 60016, 60017, 60018, 60019, 60020, 60021, 60022, 60023, 60024, 60025
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E X A M P L E - S N M P  R E S U L T S 

Presenter
Presentation Notes
SNMP Brute Force Tools:
FoundStone SNS Scan (http://www.foundstone.com/us/resources/proddesc/snscan.htm)
Onesixtyone (http://www.phreedom.org/solar/onesixtyone/)
Solarwind SNMP Tools:
SNMP Sweep (http://www.solarwinds.com/products/toolsets/SNMP_sweep.aspx)
SNMP Dictionary Attack (http://www.solarwinds.com/products/toolsets/SNMPDictAttack.aspx)
SNMP Brute Force Attack (http://www.solarwinds.com/products/toolsets/SNMPBruteForce.aspx)

SNMP Enumeration Tools:
SNMP4tPC - The Getif SNMP Utility (http://www.wtcs.org/snmp4tpc/getif.htm)
5nmp - http://www.remote-exploit.org/codes_5nmp.html
SolarWindow’s SNMP Tools:
IP Network Browser (http://www.solarwinds.com/products/toolsets/ip_network_browser.aspx)
MIB Walk (http://www.solarwinds.com/products/toolsets/MIBWalk.aspx)
SNMP MIB Browser (http://www.solarwinds.com/products/toolsets/MIBBrowser.aspx)

24Apr2013 - HD Moore - SCADA - Thousands Exposed
http://it.slashdot.org/story/13/04/24/2159223/thousands-of-scada-ics-devices-exposed-through-serial-ports
https://community.rapid7.com/community/metasploit/blog/2013/04/23/serial-offenders-widespread-flaws-in-serial-port-servers
http://threatpost.com/open-serial-port-connections-to-scada-ics-and-it-gear-discovered/
https://speakerdeck.com/hdm/serial-offenders
https://community.rapid7.com/docs/DOC-2271
https://speakerdeck.com/hdm/serial-offenders
https://community.rapid7.com/servlet/JiveServlet/downloadBody/2271-102-1-4509/Serial%20Offenders%20FAQ.pdf




HD’s Serial Offenders 
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D A T A  M I N I N G  C E N S U S 

Presenter
Presentation Notes
24Apr2013 - HD Moore - SCADA - Thousands Exposed
http://it.slashdot.org/story/13/04/24/2159223/thousands-of-scada-ics-devices-exposed-through-serial-ports
https://community.rapid7.com/community/metasploit/blog/2013/04/23/serial-offenders-widespread-flaws-in-serial-port-servers
http://threatpost.com/open-serial-port-connections-to-scada-ics-and-it-gear-discovered/
https://speakerdeck.com/hdm/serial-offenders
https://community.rapid7.com/docs/DOC-2271
https://speakerdeck.com/hdm/serial-offenders
https://community.rapid7.com/servlet/JiveServlet/downloadBody/2271-102-1-4509/Serial%20Offenders%20FAQ.pdf



Scans.io – Huge Repo 
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R E G U L A R  S C A N S  O F  I N T E R N E T 

Presenter
Presentation Notes
https://scans.io/

https://threatpost.com/scanning-the-internet-in-45-minutes/102025/



Masscan 
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S C A N  T H E  I N T E R N E T 

Presenter
Presentation Notes
https://github.com/robertdavidgraham/masscan
http://blog.erratasec.com/2013/09/masscan-entire-internet-in-3-minutes.html#.VgogWD6Ob3V

https://github.com/zmap/zmap
https://threatpost.com/scanning-the-internet-in-45-minutes/102025/



Wireless Hacking Tools 
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IOT HACKING OVER THE AIR 



RickMote – Hacking TVs 
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CHROMECAST - STREAMING DEVICE HACKING 

Presenter
Presentation Notes
http://www.bishopfox.com/blog/2014/07/rickmote-controller-hacking-one-chromecast-time/
https://www.youtube.com/watch?v=M7nqP8AvXUg

http://www.wired.com/2014/07/rickroll-innocent-televisions-with-this-google-chromecast-hack/



Wi-Spy – Spectrum Analyzer 
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W I R E L E S S  A N A L Y S I S 

Wi-Spy DBx Pro - USB Spectrum Analyzer with Chanalyzer Pro Software 

Presenter
Presentation Notes
Wi-Spy DBx Pro - USB Spectrum Analyzer with Chanalyzer Pro Software
http://www.metageek.com/products/wi-spy/
http://files.metageek.net/marketing/data-sheets/MetaGeek_Wi-Spy-Chanalyzer_DataSheet.pdf
http://www.toolswatch.org/2011/02/wi-spy-Wi-Fi-landscape-visualization/
http://www.amazon.com/Wi-Spy-DBx-Pro-Spectrum-Chanalyzer/dp/B00ATZE0ZM/
Bought for $679.99



NirSoft Wireless Tools 
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W I N D O W S  H A C K I N G  T O O L S 

• NirSoft – WirelessNetView 
• NirSoft – Wi-FiInfoView 
• NirSoft – Wireless Network Watcher 
• NirSoft – Wi-FiChannelMonitor 

Presenter
Presentation Notes
http://www.nirsoft.net/utils/wireless_network_view.html
http://www.nirsoft.net/utils/wireless_network_watcher.html
http://www.nirsoft.net/utils/Wi-Fi_information_view.html
http://www.nirsoft.net/utils/Wi-Fi_channel_monitor.html

http://www.nirsoft.net/utils/index.html



inSSIDer Wi-Fi Scanner 

48 

W I N D O W S  H A C K I N G  T O O L S 

Presenter
Presentation Notes
http://www.metageek.com/products/inssider/
https://en.wikipedia.org/wiki/InSSIDer

https://play.google.com/store/apps/details?id=com.metageek.inSSIDer



inSSIDer Wi-Fi Scanner 
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A N D R O I D  H A C K I N G  T O O L S 

Presenter
Presentation Notes
http://www.metageek.com/products/inssider/
https://en.wikipedia.org/wiki/InSSIDer

https://play.google.com/store/apps/details?id=com.metageek.inSSIDer



Aircrack-ng Suite 
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L I N U X  H A C K I N G  T O O L S 

Presenter
Presentation Notes
https://en.wikipedia.org/wiki/Aircrack-ng



inSSIDer for Mac 
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M A C  O S  X  H A C K I N G  T O O L S 

Presenter
Presentation Notes
https://itunes.apple.com/us/app/inssider/id507308266?mt=12
https://en.wikipedia.org/wiki/InSSIDer




NetSpot for Mac 
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M A C  O S  X  H A C K I N G  T O O L S 

Presenter
Presentation Notes
http://www.netspotapp.com/



Kali VM + USB Adapter 
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E A S Y  W I R E L E S S  A T T A C K  P L A T F O R M 

• Kali Linux VM + TP-LINK - TL-WN722N (USB) + Yagi 

+ 

Presenter
Presentation Notes
TP-Link TL-WN722N 150Mbps High Gain Wireless USB Adapter
http://www.amazon.com/gp/product/B002WBX9C6/

Kali Linux (new version of Backtrack)
http://www.kali.org/downloads/
http://www.offensive-security.com/kali-linux-vmware-arm-image-download/

BLACK CantennaYagi Long Range 2.4Ghz Wi-Fi Antenna
http://www.simpleWi-Fi.com/blackindoor.html


For 5GHz:
Asus Dual Band (2.4GHz 300Mbps/5GHz 300Mbps) Wireless-N USB Adapter with Graphical Easy Interface (USB-N53)
http://www.amazon.com/Asus-Wireless-N-Graphical-Interface-USB-N53/dp/B005SAKW9G/



Pwn Pad 2014 
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N E X U S  7  P E N T E S T  D E V I C E 

Presenter
Presentation Notes
Pwn Pad 2014
http://pwnieexpress.com/collections/premium-pentesting-products/products/pwnpad
Pwnie Express PwnPad Overview with Awk – YouTube
https://www.youtube.com/watch?v=qD0TU6bowOU
community-downloads – Pwnie Express
http://www.pwnieexpress.com/pages/community-downloads

Pwn Pad – Source and Community Editions:
https://github.com/pwnieexpress/pwn_pad_sources 
https://github.com/pwnieexpress/pwn_pad_sources/tree/develop/android_apps 
http://sourceforge.net/projects/pwnpad2014/ 
https://www.pwnieexpress.com/community/ 
https://www.pwnieexpress.com/wp-content/uploads/2014/07/PwnPadCommunityEdition-FactoryImageInstallationGuide-Detailed.pdf 
https://www.pwnieexpress.com/pwn-pad-2014-community-edition-now-available/ 

-----------------------------

SENA UD100 industrial Bluetooth USB adapter
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/accessories/sena-ud100-industrial-bluetooth-usb-adapter/
Supports Bluetooth monitoring with a range up to 1000 feet. Detachable SMA-style antenna. Compatible with all Pwn Plugs.
External high-gain Bluetooth supporting packet injection (up to 1000′)
PwnieExpress – Comes with PwnPad.  We have 2.
More info:
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/sensors/pwn-pad-2014/

-----------------------------
TP-Link TL-WN722N 150Mbps High Gain Wireless USB Adapter
http://www.amazon.com/gp/product/B002WBX9C6/




Pwn Pad 2014 
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N E X U S  7  P E N T E S T  D E V I C E 

Presenter
Presentation Notes
Pwn Pad 2014
http://pwnieexpress.com/collections/premium-pentesting-products/products/pwnpad
Pwnie Express PwnPad Overview with Awk – YouTube
https://www.youtube.com/watch?v=qD0TU6bowOU
community-downloads – Pwnie Express
http://www.pwnieexpress.com/pages/community-downloads

Pwn Pad – Source and Community Editions:
https://github.com/pwnieexpress/pwn_pad_sources 
https://github.com/pwnieexpress/pwn_pad_sources/tree/develop/android_apps 
http://sourceforge.net/projects/pwnpad2014/ 
https://www.pwnieexpress.com/community/ 
https://www.pwnieexpress.com/wp-content/uploads/2014/07/PwnPadCommunityEdition-FactoryImageInstallationGuide-Detailed.pdf 
https://www.pwnieexpress.com/pwn-pad-2014-community-edition-now-available/ 

-----------------------------

SENA UD100 industrial Bluetooth USB adapter
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/accessories/sena-ud100-industrial-bluetooth-usb-adapter/
Supports Bluetooth monitoring with a range up to 1000 feet. Detachable SMA-style antenna. Compatible with all Pwn Plugs.
External high-gain Bluetooth supporting packet injection (up to 1000′)
PwnieExpress – Comes with PwnPad.  We have 2.
More info:
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/sensors/pwn-pad-2014/

-----------------------------
TP-Link TL-WN722N 150Mbps High Gain Wireless USB Adapter
http://www.amazon.com/gp/product/B002WBX9C6/




Kali NetHunter 
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N E X U S  7  P E N T E S T  D E V I C E 

Nexus7 (2013 – Wi-Fi) – 
Android Tablet – Non-
PwnPad2014 

Presenter
Presentation Notes
Nexus 7 (2013 – Wi-Fi) – Separate bought (NOT the Pwn Pad 2014)
Nexus 7 from Google (7-Inch, 16 GB, Black) by ASUS (2013) Tablet
http://www.amazon.com/gp/product/B00DVFLJDS/ 


Kali Linux – NetHunter – Loaded onto an Android device (like the spare Nexus 7 tablet we have):
https://www.kali.org/kali-linux-nethunter/ 
http://www.nethunter.com/ 
https://github.com/offensive-security/kali-nethunter
https://www.offensive-security.com/kali-linux-nethunter-download/
http://tools.kali.org/tools-listing
Kali Linux NetHunter HID Attack on Vimeo
https://vimeo.com/106012812
Supports “HID keyboard (Teensy like attacks), as well as BadUSB MITM attacks”
https://www.pjrc.com/teensy/
https://srlabs.de/badusb/




Bluetooth Low Energy 
https://hakshop.myshopify.com/products/ubertooth-one 
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Presenter
Presentation Notes
Bluetooth Low Energy - Hacking - Ubertooth One
http://ubertooth.sourceforge.net/
http://ubertooth.sourceforge.net/hardware/zero/
http://ubertooth.sourceforge.net/hardware/one/
https://hakshop.myshopify.com/products/ubertooth-one
http://ubertooth.sf.net/
https://github.com/greatscottgadgets/ubertooth/releases
http://www.shmoocon.org/schedule#ubertooth


############################
Bluetooth Low Energy – Books:

Amazon - Getting Started with Bluetooth Low Energy: Tools and Techniques for Low-Power Networking
http://www.amazon.com/gp/product/1491949511/



Bluetooth – Other 
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• Bluetooth Modules: 

• SparkFun BLE Mate 2 

• Bluetooth Mate Gold - Sparkfun 

• Bluetooth Module Breakout - Roving Networks (RN-41) 

• Bluetooth Modem - BlueSMiRF Silver (RN-42)  

• Bluetooth Bee for Arduino - Seeedstudio 

• Bluetooth Bee Standalone with built-in Arduino 

• KEDSUM Arduino Wireless Bluetooth Transceiver Module  

• Bluetooth 4.0 USB Module (v2.1 Back-Compatible) 

• SENA UD100 industrial Bluetooth USB adapter 

• PwnPad 2014 - supports packet injection (up to 1000′) 

 

 

Presenter
Presentation Notes
Sparkfun – Category: Bluetooth
https://www.sparkfun.com/categories/115

-----------------------------
SparkFun BLE Mate 2
http://www.amazon.com/SparkFun-BLE-Mate-2/dp/B00X0J8WBM/
https://www.sparkfun.com/products/13019

Bluetooth Mate Gold - Sparkfun
http://www.amazon.com/gp/product/B004G2KPQW/
https://www.sparkfun.com/products/12580

Bluetooth Module Breakout - Roving Networks (RN-41) - Sparkfun
http://www.amazon.com/gp/product/B007R9UNTU/
https://www.sparkfun.com/products/12579

Bluetooth Modem - BlueSMiRF Silver (RN-42) - Sparkfun
http://www.amazon.com/SparkFun-Bluetooth-Modem-BlueSMiRF-Silver/dp/B004GTUI76/
https://www.sparkfun.com/products/12577

Bluetooth Bee for Arduino - Seeedstudio
http://www.amazon.com/gp/product/B005GI4HFA/

Bluetooth Bee Standalone with built-in Arduino- Seeedstudio
http://www.amazon.com/gp/product/B0083DL0SW/

KEDSUM Arduino Wireless Bluetooth Transceiver Module Slave 4Pin Serial + DuPont Cable
http://www.amazon.com/KEDSUM®-Arduino-Wireless-Bluetooth-Transceiver/dp/B0093XAV4U/

-----------------------------

SENA UD100 industrial Bluetooth USB adapter
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/accessories/sena-ud100-industrial-bluetooth-usb-adapter/
Supports Bluetooth monitoring with a range up to 1000 feet. Detachable SMA-style antenna. Compatible with all Pwn Plugs.
External high-gain Bluetooth supporting packet injection (up to 1000′)
PwnieExpress – Comes with PwnPad.  We have 2.
1x – bought by Fran – personal owned.  Bought 26Nov2013
1x – should have came with the PwnPad2014 edition.
More info:
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/sensors/pwn-pad-2014/

-----------------------------

Bluetooth 4.0 USB Module (v2.1 Back-Compatible)
https://www.adafruit.com/products/1327
Add Bluetooth capability to your computer super fast with a USB BT 4.0 adapter. This adapter is backwards compatible with v2.1 and earlier, but also supports the latest v4.0/Bluetooth Low Energy. Inside lies a CSR8510 Bluetooth USB host. 
Have 2x copies.  Both belong to Fran personal – bought 30Apr2014.

-----------------------------
Bluetooth – Books:

O’Reilly - Getting Started with Bluetooth Low Energy: Tools and Techniques for Low-Power Networking
http://www.amazon.com/gp/product/1491949511/



Bluetooth – Pwn Pad 
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Presenter
Presentation Notes
Pwn Pad 2014
http://pwnieexpress.com/collections/premium-pentesting-products/products/pwnpad
Pwnie Express PwnPad Overview with Awk – YouTube
https://www.youtube.com/watch?v=qD0TU6bowOU
community-downloads – Pwnie Express
http://www.pwnieexpress.com/pages/community-downloads

-----------------------------

SENA UD100 industrial Bluetooth USB adapter
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/accessories/sena-ud100-industrial-bluetooth-usb-adapter/
Supports Bluetooth monitoring with a range up to 1000 feet. Detachable SMA-style antenna. Compatible with all Pwn Plugs.
External high-gain Bluetooth supporting packet injection (up to 1000′)
PwnieExpress – Comes with PwnPad.  We have 2.
More info:
https://www.pwnieexpress.com/penetration-testing-vulnerability-assessment-products/sensors/pwn-pad-2014/



Bluetooth – NirSoft 
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• NirSoft - BluetoothCL v1.00 - dumps all current detected bluetooth devices 

• NirSoft - BluetoothLogView - Creates a log of Bluetooth devices activity around you 

• NirSoft - BluetoothView - Monitor the Bluetooth activity around you  

Presenter
Presentation Notes
Bluetooth Low Energy - Hacking - Ubertooth One
http://ubertooth.sourceforge.net/
http://ubertooth.sourceforge.net/hardware/zero/
http://ubertooth.sourceforge.net/hardware/one/
https://hakshop.myshopify.com/products/ubertooth-one
http://ubertooth.sf.net/
https://github.com/greatscottgadgets/ubertooth/releases
http://www.shmoocon.org/schedule#ubertooth


############################
Bluetooth Low Energy – Books:

Amazon - Getting Started with Bluetooth Low Energy: Tools and Techniques for Low-Power Networking
http://www.amazon.com/gp/product/1491949511/



ILLUSTRATIVE FOOTAGE 
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Video - DEMO 

Presenter
Presentation Notes
Demo:
6.CSI.Cyber.S01E13-BluetoothSniper.mp4



Wi-Fi Pineapple 
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WIRELESS PENETRATION TESTING ROUTER 

Presenter
Presentation Notes
https://www.dropbox.com/s/dr6sedfteu8atwq/hak5-mk4-book1e.pdf




Wi-Fi Pineapple 
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WHAT CAN IT DO? 

Presenter
Presentation Notes
Here are some of the features that the Wi-Fi Pineapples is capable of:
It can de-authenicate nearby wireless clients and wireless access points to force them to re-establish the connection. At the same time, if you have a device on monitor mode, you can capture the wireless 4-way handshake and crack the wireless password.
Since the Wi-Fi Pineapple sits right between the client and the internet, it is capable of capturing and altering all of the traffic between going between the client and the internet. In addition, you can inject malicious script such as a key logger or BeFF(Browser Exploitation Framework) into the HTTP response. 
The Wi-Fi Pineapple can control requests that go through the router and redirect requests without the user’s knowledge if they have their device set to automatically use DNS from the wireless AP. These users may be redirected to a malicious website without them even knowing. 
Wi-Fi Pineapple is controlled by a web base management; it makes this device really simple to use and deploy.
You can tether the Wi-Fi Pineapple via Mobile Broadband so that it’s always connected to the internet.
It’s battery powered and compact. You can carry it in a backpack and travel & deploy it anywhere, such as Starbucks or the Airport.

It only costs $99 for the latest version 

http://hakshop.myshopify.com/products/Wi-Fi-pineapple
https://www.dropbox.com/s/dr6sedfteu8atwq/hak5-mk4-book1e.pdf



Wi-Fi Pineapple 
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WHAT CAN IT DO? 

Presenter
Presentation Notes
Image from:
https://www.dropbox.com/s/dr6sedfteu8atwq/hak5-mk4-book1e.pdf 

Here are some of the features that the Wi-Fi Pineapples is capable of:
It can de-authenticate nearby wireless clients and wireless access points to force them to re-establish the connection. At the same time, if you have a device on monitor mode, you can capture the wireless 4-way handshake and crack the wireless password.
Since the Wi-Fi Pineapple sits right between the client and the internet, it is capable of capturing and altering all of the traffic between going between the client and the internet. In addition, you can inject malicious script such as a key logger or BeFF(Browser Exploitation Framework) into the HTTP response. 
The Wi-Fi Pineapple can control requests that go through the router and redirect requests without the user’s knowledge if they have their device set to automatically use DNS from the wireless AP. These users may be redirected to a malicious website without them even knowing. 
Wi-Fi Pineapple is controlled by a web base management; it makes this device really simple to use and deploy.
You can tether the Wi-Fi Pineapple via Mobile Broadband so that it’s always connected to the internet.
It’s battery powered and compact. You can carry it in a backpack and travel & deploy it anywhere, such as Starbucks or the Airport.

It only costs $99 for the latest version 

http://hakshop.myshopify.com/products/Wi-Fi-pineapple
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R O G U E  A C C E S S  P O I  N T 

Presenter
Presentation Notes
http://www.troyhunt.com/2013/04/the-beginners-guide-to-breaking-website.html





ILLUSTRATIVE FOOTAGE 

66 

Video - DEMO 

Presenter
Presentation Notes
Demo:
2.Wi-Fi_Pineapple-KarmaDemo-Sept2015v3.mp4
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R O G U E  A C C E S S  P O I  N T 

Presenter
Presentation Notes
http://www.troyhunt.com/2013/04/the-beginners-guide-to-breaking-website.html





Auto-Association to Wi-Fi 

68 

M O B I  L  E  P H O N E  A T T A C K S 



Dumping Wi-Fi Keys 
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CLIENT EXPLOIT ING 



Raspberry Pi 
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F R U I T Y  W I -F I 

• Fruity Wi-Fi – Raspberry Pi version of the “Wi-Fi Pineapple”– cheap alternative (~$35) 

Presenter
Presentation Notes
Raspberry Pi
http://en.wikipedia.org/wiki/Raspberry_Pi
http://www.raspberrypi.org/

FruityWi-Fi - Wireless Network Auditing Tool - Based on Wi-Fi Pineapple
http://www.toolswatch.org/2013/12/fruityWi-Fi-the-wireless-network-auditing-tool-v1-7-released/
https://github.com/xtr4nge/FruityWi-Fi

GitHub - PenturaLabs- Pineapple-Pi - Porting the Pineapple to the Raspberry Pi
https://github.com/PenturaLabs/Pineapple-Pi
http://penturalabs.wordpress.com/2013/06/24/yellow-for-a-slice-of-pineapple-pi/

Raspberry Pi - PwnPlug Hack Box
Pwnie Express - Raspberry-Pwn
http://pwnieexpress.com/blogs/pwnie/7977353-raspberry-pwn-a-pentesting-release-for-the-raspberry-pi
https://github.com/pwnieexpress/Raspberry-Pwn
http://www.thepowerbase.com/2012/06/pwnie-express-releases-raspberry-pwn-pentesting-suite/
Rogue Pi - A RPi Pentesting Dropbox
http://hackaday.com/2013/03/24/rogue-pi-a-rpi-pentesting-dropbox/
http://crushbeercrushcode.org/2013/03/developing-the-rogue-pi/
http://www.adafruit.com/blog/2013/03/29/developing-the-rogue-pi/
http://www.adafruit.com/blog/2013/03/25/rogue-pi-a-rpi-pentesting-dropbox/
PwnPi - Pen Test Drop Box Distro for the Raspberry Pi
http://seclist.us/2012/12/update-pwnpi-v3-0-a-pen-test-drop-box-distro-for-the-raspberry-pi.html
http://pwnpi.sourceforge.net/
Raspberry Pi - Power Strip
http://hackaday.com/2012/10/04/malicious-raspberry-pi-power-strip-looks-a-bit-scary/
http://gnurds.com/index.php/2012/10/02/raspberry-pi-power-strip/
http://securityaffairs.co/wordpress/15471/hacking/raspberry-pi-as-physical-backdoor.html
http://www.tunnelsup.com/tup/2013/05/08/raspberry-pi-phoning-home-using-a-reverse-remote-ssh-tunnel
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C U S T O M  T O O L S 

+ 

Presenter
Presentation Notes
Gecko - Wiegand MITM Tool
http://www.blackhat.com/presentations/bh-dc-08/Franken/Presentation/bh-dc-08-franken.pdf
http://www.darkreading.com/management/gecko-penetrates-building-access-system/211201067
http://www.wired.com/threatlevel/2007/08/open-sesame-acc/
http://securitysolutions.com/cards_readers/security_hacker_defcon_convention/

Tastic RFID Thief – PCB - Repurposed
Although it wasn‘t originally designed for this purpose, the Tastic RFID Thief PCB could easily be re-purposed to perform this type of MITM attack against the reader of the front door of the building you are targeting, recording badge #‘s as people enter the building.  Could use the bluetooth, SMS messaging, or other Arduino add-on‘s to make it easy to remotely access the stolen badge info.
http://www.bishopfox.com/resources/tools/rfid-hacking/

Vampire Taps – Wire Splice Taps
http://en.wikipedia.org/wiki/Vampire_tap
Lockitt POSI-TAP – wire connectors:
http://www.amazon.com/Lockitt-POSI-TAP-Assortment-connectors-10-22/dp/B00CMC5DII/
http://www.amazon.com/Posi-Lock%C2%AE-Assortment-pack-connectors-10-24/dp/B00CHQ0F1E/
https://www.google.com/search?q=%22Tap%20Splice%22&tbm=vid
http://www.homedepot.com/p/Gardner-Bender-22-18-AWG-Red-Tap-Splice-Wire-Connectors-5-Pack-15-2218/202522457
http://www.homedepot.com/p/Gardner-Bender-Tap-Splice-Assortment-22-10-AWG-Terminal-and-Connector-Kits-and-Assortments-10-per-clam-15-2210/202522123
http://www.gardnerbender.com/en/products/terminations/tap-splice
http://www.wiringdepot.com/product_info.php?products_id=2221&osCsid=98ea1afba9b40b313f2db6a1c151a253

Open Security Research - Brad Antoniewicz - RFID Reader and Controller Attack Tools
Arduino Code - Open the Badge Reader to Attack the Controller Directly via Wiegand Interface
Arduino Wiegand Skimmer and Emulator - Arduino_Vertx_ProxPoint_Skimmer.ino
http://blog.opensecurityresearch.com/2012/12/hacking-wiegand-serial-protocol.html
https://github.com/brad-anton/VertX/blob/master/Arduino_Vertx_ProxPoint_Skimmer.ino
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W I R E L E S S  M O D U L E S 

• Arduino NFC Shield 
• Arduino BlueTooth Modules 
• Arduino WiFly Shield (802.11b/g) 
• Arduino GSM/GPRS shields (SMS messaging) 
• WIZnet Embedded Web Server Module 
• Xbee 2.4GHz Module (802.15.4 Zigbee) 
• Parallax GPS Module PMB-648 SiRF 
• Arduino Ethernet Shield 
• Redpark - Serial-to-iPad/iPhone Cable 

 

Presenter
Presentation Notes
Other Arduino modules:

RedPark- Serial Cable, 6FT, IPHONE, IPAD,IPOD TOUCH
http://www.amazon.com/gp/product/B005KVPJBO/
http://makeprojects.com/Project/Connect-an-iPhone-iPad-or-iPod-touch-to-Arduino-with-the-Redpark-Serial-Cable/1130/2
http://blog.makezine.com/2011/08/11/paduino-control-arduino-from-iphoneipadipod-touch-with-the-redpark-serial-cable/
http://www.redpark.com/

Arduino NFC Shield
http://www.amazon.com/gp/product/B0070E5W3O/

BlueTooth Modules
http://www.amazon.com/gp/product/B004G2KPQW/
http://www.amazon.com/gp/product/B007R9UNTU/
http://www.amazon.com/gp/product/B005GI4HFA/
http://www.amazon.com/gp/product/B0083DL0SW/

WIZnet Embedded Web Server Module - WIZ200WEB
http://www.amazon.com/gp/product/B004G52MMO/

Arduino WiFly Shield (802.11b/g)
http://www.amazon.com/gp/product/B004G54FEC/

Xbee Shield DIY KIT for Arduino
http://www.amazon.com/gp/product/B004ODQNOQ/

XBee 1mW Wire Antenna
http://www.amazon.com/gp/product/B004G4ZHK4/

Arduino Ethernet Shield R2 without PoE module
http://www.amazon.com/gp/product/B0022TWQ22/

Parallax GPS Module PMB-648 SiRF
http://www.parallax.com/Store/Sensors/CompassGPS/tabid/173/CategoryID/48/List/0/SortField/0/Level/a/ProductID/644/Default.aspx

Arduino GSM/GPRS shields (SMS messaging)
http://www.amazon.com/SainSmart-Compatible-Siemens-Wireless-Adapter/dp/B005ZMG6L0/
http://www.amazon.com/SainSmart-SIM300-Module-Dev-Board-adapter/dp/B005FXDX74/
http://www.amazon.com/GPRS-SIM900-Module-Arduino-Raspberry/dp/B00F2HDJBI
http://www.amazon.com/SainSmart-SIM900-Function-Adapter-Raspberry/dp/B00INJZSL6
http://www.ajpdsoft.com/modules.php?traducir=es-en&name=News&file=article&sid=575#.UH5qY7QgxhE
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UP CLOSE AND PERSONAL 



USB Rubber Ducky Delux 
G A I N I N G  A C C E S S 
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USB Rubber Ducky Red Team 
https://hakshop.myshopify.com/collections/usb-rubber-ducky
http://usbrubberducky.com/
https://github.com/hak5darren/USB-Rubber-Ducky/wiki/My-first-payload
https://code.google.com/p/ducky-decode/
https://ducky-decode.googlecode.com/files/The USB Rubber Ducky Draft.doc
https://www.youtube.com/watch?v=NeDYD9nb7PM
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P H Y S I C A L   H A C K I N G 

The Brinks CompuSafe Galileo. 
 
Access to the USB port and 60 sec. 
is all that is needed by a prepared 
attacker. 
 
Adding “smarts” turned this safe 
into an “unsafe.” 

Presenter
Presentation Notes
http://www.bishopfox.com/blog/2015/07/on-the-brink-of-a-robbery/
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Video - DEMO 

Presenter
Presentation Notes
Demo:
3.Brinks-Smart_Safe_Hacking-60sec.mp4



Pwn Plug 
M A I N T A I N I N G  A C C E S S 
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Presenter
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Pwn Plug
Bishop Fox – Asset# 1525

http://pwnieexpress.com/products/elite-plug
http://pwnieexpress.com/products/power-pwn

http://www.darkreading.com/intrusion-prevention/pwnie-express-rolls-out-pwn-plug/232601565
http://hackaday.com/2012/07/22/power-pwns-price-tag-is-as-dangerous-as-its-black-hat-uses/

https://github.com/pwnieexpress/pwn_plug_sources

ISSA Journal – Toolsmith - March 2012 - Pen Testing with Pwn Plug
http://holisticinfosec.org/toolsmith/pdf/march2012.pdf

Pwn Plug Elite - $995.00
Power Pwn - $1,995.00

Peripherals:
TP-Link TL-WN722N 150Mbps High Gain Wireless USB Adapter
http://www.amazon.com/gp/product/B002WBX9C6/

Cisco USB300M – USB 2.0 Ethernet Adapter
http://support.linksys.com/en-us/support/adapters/USB300M

Sierra Wireless AirCard USB308
http://www.sierrawireless.com/Support/AirCard.aspx
http://support.netgear.com/product/AirCard+308U+%28Telstra%29#wrapper



Pwn Plug 
M A I N T A I N I N G  A C C E S S 

• Pwn Plug Elite:  $995.00 
• Power Pwn: $1,995.00 
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Pwn Plug
http://pwnieexpress.com/products/elite-plug
http://pwnieexpress.com/products/power-pwn

http://www.darkreading.com/intrusion-prevention/pwnie-express-rolls-out-pwn-plug/232601565
http://hackaday.com/2012/07/22/power-pwns-price-tag-is-as-dangerous-as-its-black-hat-uses/

ISSA Journal – Toolsmith - March 2012 - Pen Testing with Pwn Plug
http://holisticinfosec.org/toolsmith/pdf/march2012.pdf

Pwn Plug Elite - $995.00
Power Pwn - $1,995.00

https://github.com/pwnieexpress/pwn_plug_sources
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M A I N T A I N I N G  A C C E S S 

• Raspberry Pi – cheap alternative (~$35) to Pwn Plug/Power Pwn 
• Pwnie Express – Raspberry Pwn 
• Rogue Pi – RPi Pentesting Dropbox 
• Pwn Pi v3.0 

Presenter
Presentation Notes
Raspberry Pi
http://en.wikipedia.org/wiki/Raspberry_Pi
http://www.raspberrypi.org/

http://www.amazon.com/Raspberry-Pi-Model-Revision-512MB/dp/B009SQQF9C/
http://www.adafruit.com/products/998

https://github.com/pwnieexpress/pwn_plug_sources


Raspberry Pi - PwnPlug Hack Box
Pwnie Express - Raspberry-Pwn
http://pwnieexpress.com/blogs/pwnie/7977353-raspberry-pwn-a-pentesting-release-for-the-raspberry-pi
https://github.com/pwnieexpress/Raspberry-Pwn
http://www.thepowerbase.com/2012/06/pwnie-express-releases-raspberry-pwn-pentesting-suite/
Rogue Pi - A RPi Pentesting Dropbox
http://hackaday.com/2013/03/24/rogue-pi-a-rpi-pentesting-dropbox/
http://crushbeercrushcode.org/2013/03/developing-the-rogue-pi/
http://www.adafruit.com/blog/2013/03/29/developing-the-rogue-pi/
http://www.adafruit.com/blog/2013/03/25/rogue-pi-a-rpi-pentesting-dropbox/
PwnPi - Pen Test Drop Box Distro for the Raspberry Pi
http://seclist.us/2012/12/update-pwnpi-v3-0-a-pen-test-drop-box-distro-for-the-raspberry-pi.html
http://pwnpi.sourceforge.net/
Raspberry Pi - Power Strip
http://hackaday.com/2012/10/04/malicious-raspberry-pi-power-strip-looks-a-bit-scary/
http://gnurds.com/index.php/2012/10/02/raspberry-pi-power-strip/
http://securityaffairs.co/wordpress/15471/hacking/raspberry-pi-as-physical-backdoor.html
http://www.tunnelsup.com/tup/2013/05/08/raspberry-pi-phoning-home-using-a-reverse-remote-ssh-tunnel
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PROTECT YO NECK 



Defenses 
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P R O T E C T I O N: I N T E R N E T  

• Use a VPN or disconnect critical devices 

• Use only encrypted management services (SSL/SSH) 

• Employ strong encryption and authentication methods 

• Use strong passwords and non-default usernames 

• Use a password manager 

• Secure wireless clients (laptops, phones, wearables, ...) 

• Place untrusted devices on a separate network 

 



Defenses 
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• Conduct regular wireless assessments 

• Employ strong encryption and authentication methods 

• Employ wireless IDS/IPS 

• Secure wireless clients (laptops, phones, …) 

 

P R O T E C T I O N: W i r e l e s s  
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Use “wireless checks” of network vulnerability scanners 

P R O T E C T I O N: W i r e l e s s  

Presenter
Presentation Notes
http://www.mcafee.com/us/products/vulnerability-manager.aspx
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Physically track down rogue access points and 
malicious devices 

P R O T E C T I O N: W i r e l e s s  

Presenter
Presentation Notes
Wi-Spy DBx Pro - USB Spectrum Analyzer with Chanalyzer Pro Software
http://www.metageek.com/products/wi-spy/
http://files.metageek.net/marketing/data-sheets/MetaGeek_Wi-Spy-Chanalyzer_DataSheet.pdf
http://www.toolswatch.org/2011/02/wi-spy-Wi-Fi-landscape-visualization/
http://www.amazon.com/Wi-Spy-DBx-Pro-Spectrum-Chanalyzer/dp/B00ATZE0ZM/
Bought for $679.99 on 02Jun2015 with Fran’s BishopFox Amex
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Bishop Fox 
www.bishopfox.com 

Presenter
Presentation Notes
For copies of the presentation and tools, please go to:

http://www.bishopfox.com
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Bishop Fox 
www.bishopfox.com 
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Blue-Tooth USB adapter image 
Nexus 7 2013 image 
Kali Linux NetHunter image  
SparkFun Bluetooth image   
SparkFun BLE Mate 2 image   
Bluetooth Bee image  
Roving Networks image 
BlueSMiRF image 
Arduino BlueTooth image  
Raspberry Pi BlueTooth image  
O’Reilly BlueTooth Book image 
SENA Adapter image 
Wi-Fi Pineapple image  
Wi-Fi Pineapple infographic  

Raspberry Pi image 
Redpark Serial Cable image 
NFC Shield image 
BlueTooth Mate image  
BlueTooth Module Breakout 
image 
BlueTooth Bee image 
WiFly Shield image  
Xbee image 
Wiznet image  
tkemot/Shutterstock 
USB Rubber Ducky Diagram image 
USB Rubber Ducky Diagram II 
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Smart Safe Hacking illustration 
Smart Safe image 
PWN Plug Diagram image 
PWN Plug Book image 

First Release of PWN Plug image 
Power PWN image  
Power Strip image 
Raspberry Pi SSH Tunnel image 
Wi-Spy DBx Pro image  
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For Further Information: 
Smart Safe Hacking - BF Blog 
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For copies of the presentation and tools, please go to:

http://www.bishopfox.com
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