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Introduction/Background

GETTING UP TO SPEED
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Used to be a Pain

Lots to of heavy things to carry

let's warchalk..!
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blackbeltjones.com/warchalking
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Kali VM and USB Adapter

NOW EASY

* Kali Linux VM + TP-LINK - TLWN/22N (USB)

File Edit Viev VM Tabs Help
- || O Cil BRI

Applications Places TueNov 5, 6:29 PM

E File Edit View Search Terminal Help

root@kali: ~

Computer

=] root@k:

[To direct input to this VM, mave the mouse pointer inside or press Cirl+G. =29% i =
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Laptops, Netbooks (easier to conceal),
and adapters

Asus EEPc
\
| |
B semmmn 5 ¥
— i
'" “ r‘ —
Vit [— I IEi
. /40 A I‘@_l,. v e
TP-Link Adapter = - g
Capable of attaching a .’ =

YAGI antenna
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YAGI Antennas — Directional

Very good for attacking from a
distance, like from the comfort of
your hotel room.
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Antenna Connector Cables are Necessary

N 4
N
Rt
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WiFi Hacking Using Android Phones

Samsung Galaxy S3
StarTech Micro USB

On-the-go Adapter

Alfa 1000mW 1W 802.11b/g USB
WiFi Adapter. Uses RTL8187 Chipset.
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Wireless Hacking Tools

ACROSS VARIOUS OS'S

L/
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Wireless Tools

Discovery

* Supported operating systems

* Supported wireless protocols

» Acfive vs. passive scanning

» Packet capturing and decoding

« Distinguishes between AP, ad hoc, and client devices
« Statistics and reporting capabilities

* User inferface

e Price

BISHOP FOX
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NirSoft Wireless Tools

WINDOWS HACKING TOOLS

« NlirSoft — WirelessNetView

IpiwirelessNetYiew

=10l %]

File Edit View Options Help
« NirSoft — WifilnfoView | N
. . 551D | Last Sig. .. | Average ... | Dete... | 5. £ | Caonn. .. | Authentication | Cipher &
¢ NIFSOI(T - \/\/Ire|eSS NeTWOFk WOTCher B con,,, 60% B0% 1 Mo Ves 802,11 Cpen  Mone
il HG ., 26% 26% 1 Mo Yes 802,11 Cpen  Mone
) 3Cam  14% 14% 1 M Yes 802,11 Open  Mone —
9 1g4,., 12% 12%. 1 Mo Yes §02.11 Open  Mone
: I sha,,, 20% 20% 1 Yes Yes 802,11 Cpen  WEP -
= Wireless Network Watcher c I I 3
File Edit ‘iew ©Options Help =
| - | & N |8 Wireless Networks |H|rSuﬂ Freeware. http:iwww.
> EEEET i
IF Address | Device Mame | MAC Address | Mekyo) Ele Edit View Options Hep
“@192,168.0.1 MYCOMPZ 00-03-47-F1-... IntelC |k &1 50 21 4
;@192.168.0.11 newl 00-19-01-67.., Intel |55 MAC Addr... | PHY T RSSI | Signal Quali Frequen: Channel | Informati... | Elements C... | Compan <
_\@192 168 I:I 15 WIN? PI: I:IB I:IEI 2? 3(: CP.DML «ilim... 00-73-9E-... B02.11n -80 20 2.412 1 296 13 SAGEMCOM
=@192,1658.0.10 METEOQOK BC-62-60-10.,.  Micpo-%|#0C.. 00-16€3-.. 8021lg 79 42 2432 5 7% 9 ASKEY COMPUTER ¢
. ol 00-259C... B02.11g -67 66 2,437 ] 103 10 Cisco-Linksys, LLC
=192, 168.0.254 00-25-9C-64...  Ciscorl| g5 secosz.. sozinm o0 20 2.437 5 122 12 D-Link International
F| I .iIB... 30-46-9A... B02Z.11g -a3 14 2.437 ] 114 11 MNETGEAR
oiflfi... 1C-AFF7.. 80211y -89 22 2442 7 75 9 D-LINK INTERMATIC
|5 itemnis) HirSoft | «fs.. s4Es-FC.. 8021ln 87 25 2452 9 375 15 TP-LINK TECHNOLO +
=
Element ID: 50 (Extended Supported Rates)
0c 18 30 &0
[l
Element ID: 45 (802.11n Capabilities)
EE 11 17 FF FF 00 00 01 Q0 00 00 00 00 00 00 00  ..oevnieinnnnnnn
00 00 00 0O OC Q0 QOO OO QO OO e
=
|51ibem(s), 1Selected | NirSoft Freeware. http:iwww.nirsoft.net Y
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inSSIDer Wi-Fi Scanner

WINDOWS HACKING TOOLS

NETWORKS metageek

®>
®<

MetaGeek-Private 25:C0:54

[ [k MetaGeek-Private = _ WPA2-Personal m-

MetaGeek-Private -50 40 WPA2-Personal
WPA-Personal

WPA2-Personal

Key Design Website:

Open
WPA2-Personal
WEF
WPA2-Personal

WPA2-Person.

WPA2-Pe nal
tincan2tunnel R —— 9 1 WPA2-Enterprise
MetaG te - 9 48 WP. onal
uceem-test-dave-2 5 WPA2-Enterprise

WPA-Per al

MetaGeek-Private

BISHOP FOX
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Aircrack-ng Suite

LINUX HACKING TOOLS

The aircrack-ng software suite includes:

Name Description
aircrack-ng Cracks WEP and WPA (Dictionary attack) keys.
airdecap-ng | Decrypts WEP or WPA encrypted capture files with known key.
airmon-ng Placing different cards in monitor mode.
aireplay-ng Facket injector (Linux, and Windows with CommView drivers).
airodump-ng | Packet sniffer: Places air traffic into PCAP or IVS files and shows information about networks.
airtun-ng Virtual tunnel interface creator.

packetforge-ng

Create encrypted packets for injection.

ivstools

Tools to merge and convert.

airbase-ng

Incorporates technigues for attacking client, as opposed to Access Points

airdecloak-ng

removes WEP cloaking from pcap files

airdriver-ng Tools for managing wireless drivers

airolib-ng stores and manages ESSID and password lists and compute Pairwise Master Keys
airsen-ng allows you to access the wireless card from other computers.

buddy-ng the helper server for easside-ng, run on a remote computer

easside-ng a tool for communicating to an access point, without the WEP key

tkiptun-ng WPASMKIP attack

wesside-ng automatic tool for recovering wep key.

BISHOP FOX
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Kismet

LINUX HACKING TOOLS

B~ Kismet Sort View Windows

TRENDnet 00:14:01:5F:97: Trendwarel ---
. linksys_SES_45997
! Autogroup Pr

4

- N | F9 0 N K 4 ¥ -E E
. TK421 :FE:68:77 - ActiontecE --- wlan0
. meskas :F5:65:E1 ActiontecE US wlan0

. Elina-PC-Wireless 124:B2:0E:E6:E2 Netgear -=- wlan0

. Pickles
BSSID: 00:1F:33

Packets

INFO: Detected new probe network "Danish_Penguin”, BSSID 00:13:E8:92:3F:(CB, encryption no, channel 0, 60.00 mbit
Wy: Could not connect to the spectools server localhost:30569
INFO: Detected new managed network "linksys_SES_45997", BSSID 00:16:B6:1B:E4:FF, encryption yes, channel 6, 54.00 mbit
INFO: Detected new managed network "linksys", BSSID 00:1A D9:BC:13, encryption no, channel 6, 54.00 mbit
[E55E: No update from GPSD in 15 seconds or more, attempting to reconnect
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Kismac

MAC OS X HACKING TOOLS

. KisMAC 0.2a

# Ch SSID 'BSSID ‘Enc Type ‘Signal Avg ‘Max Packets Data
0 3 NETGEAR 00:12:17:C6:EB:30 NO managed 50 52 56

Q~ Search SSIDs £

‘Last Seen ' I
0 0B 2005-05-16 00:34:09 +0100

Stop Scan

BISHOP FOX
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inSSIDer for Mac

MAC OS X HACKING TOOLS

! A By 2! 8
£ IACI-Wireless Cisco-Linksys, LLC WPA Personal Infrastructure 00:23:69:b3:b1:d6
m adam Cisco Systems WPA2 Personal Infrastructure 00:23:33:be:1cc
& Alr2Data Dbil Networks Open Infrastructure 00:21:a4:30:51:¢1
ﬂ visitorl Cisco Systems Open Infrastructure 00:21:55:c2:1b:61
u MetaCeck_QA 1 - D-Link Corpora... WPA2 Personal Infrastructure 00:1:58:27:dc:4d
£ STHCONFL - Cisco-Linksys, LLC WPA Personal Infrastructure 00:1d:7e:32:22:26
4 dmg 2Wire, Inc WEP Infrastructure 00:19:¢4:7¢:3d:61
@] MetaGeekAN Aerohive Netwo... WPA Personal Infrastructure 00:19:77:25:¢2:60
fﬁl MetaGeekCN Acrohive Netwo... WPA Personal Infrastructure 00:19:77:25:€2:50
K4 MetaGeekAN Aerohive Netwo... WPA Personal Infrastructure 00:19:77:25:¢0:60
u MetaGeekGN 1n Aerohive Netwo... WPA Personal Infrastructure 00:19:77:25:¢0:50

2.4 GHz Channels 5 GHz Channels Time Graph




WiFi Pineapple Elite.

Wi-Fi Pineapple

WIRELESS PENETRATION TESTING ROUTER

BISHOP FOX
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Features

WHAT CAN IT DO?

« Wireless Jamming (De-auth Attack|
* Man-inthe-Middle aftack
* DNIS Spoot on lure client
* Web base management

* Tether via Mobile Broadband
* Battery power and portable

BISHOP FOX 18



Specs

THE HARDWARE

* Atheros AR?331 SoC at 400MHz
« 802.11 b/g/n 150 Mbps wireless
» 2x Ethernet, one PoE (Power-Over-Ethernet) capable

» USB 2.0 for expanded storage, WiFi Interface and
Mobile Broadband

» Fast Linux Kernel 3.2 based Jasager Firmware

BISHOP FOX
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Methodology

1 . Karma (Rogue AP)
7 DNS Spoof & MITM

3. Phishing

BISHOP FOX



Auto-Association

PROBLEM TO EXPLOIT

BISHOP FOX

il AT&T < 11:35 AM 100% (=&

>

LWi-Fi _on_ I J

Choose a Network... =

Vv linksys ;- ©

\ /

Other... >

Ask to Join Networks m:]

.

5\

Known networks will be joined automatically.
If no known networks are available, you
will be asked befaore joining a new network.

21



Karma

HOW DOES IT WORKe

» Listen to wireless probes from nearby wireless devices
* Impersonatfe as the requested wireless AP

Ehat's me. Let's connect.

I'm looking for
"Starbucks”

BISHOP FOX 2



Karma

ROGUE AP

Victim

| Are you my preferred
wireless network?

BISHOP FOX
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DNS Spoot

POISONING YOUR DNS

» Modify DNS records and point to a malicious site
 Manrinthe-middle between the victim and Internet

/ reddit.com

Malicious site

BISHOP FOX 2
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Phishing

PHISHING ATTACK

» Clone the official
website (reddit.com)

* Implement key logger
» Deploy malware or
backdoor on the forged

website

» Compromise the victim

BISHOP FOX
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DEMO

BISHOP FOX
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Mitigation

1. the “Connect Automatically” setting on all
unsecured wireless networks.

2. Use or

3. connect to any unsecured or unknown wireless
network

4. Use a trusted to encrypt the traftic on

oublic network

27



Raspberry Pi

FRUITY WIF]

» Raspberry Pi — cheap alternative (~$35)
* Fruity WiFi — Raspberry Pi version of the WiFi Pineapple

Services
Wireless enabled sto
Supplicant
Kara

Squid
sslstrip enable

Interfaces/IP

ethO:
vlan0: 10.0.0.1
public: reveal 1ip

Stations

BISHOP FOX 28



Fasy-creds

AUTOMATING WIFI CLIENT ATTACKS

root@bt: ~ - Shell - Konsole
Session Edit View Bookmarks Settings Help

RESRNY . ERRE BEERR
& 3 . S
BEREE . i &
23 AuER
g # #
REZRBE #RRE & kS
EASY -CREDS Version 3.1-DEV 12202010

% S M =
% %

This script leverages tools for stealing credentials during a pen test

1 Standard ARP Poison
2 Oneway ARP Poison
3. DHCP Poison
4., ICMP Poison
) FakeAP

6. Previous Menu
C

hoice : l

BISHOP FOX



Dumping Keys

CLIENT EXPLOITING

il WirelessKeyWiew
File Edit

Wiew  Help

=10i %]

&2 B E e A

Mebwork M.,

WPA-PSE
WEP

0011223344556677589%aabbocddesffO0. .
4e6972536F66657231 32333435

fugy WRA-PSE F77FF53d9ccSFectS 1 FESESSac45E Jarm

MirSofer12345 3iZom

3 kewis), 1 Selecked

| Hirsoft Freeware. http:/’'www.nirsoft.net o

BISHOP FOX
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Cracking WPA2-PSK with Pyrit
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Using Kismet We’ve Decided on our
Target Network

Name: CorpWifi9
BSSID: D8:D8:11:69:26:4C
Manuf: Unknown
First Seen: Nov 16 20:50:06
Last Seen: Nov 17 14:11:21
Type: Access Point (Managed/Infrastructure)
Channel: 3
Frequency: 2422 (3) 3
2452 (9) - 1
Latest SSID: CorpWifio

SSID: CkTpWifi9
Length: 9
Type: Beacon (advertising AP)
Encryption: None (Open)
Beacon %: 10

SSID: CorpWifio
Length: 9
Type: Beacon (advertising AP)

BISHOP FOX



Pyrit

https://code.google.com/p/pyrit/

Pyrit allows to create massive databases,
pre-computing part of the IEEE 802.11
WPA/WPA2-PSK authentication phase in
a space-time-tradeoff. Exploiting the
computational power of Many-Core- and
other platforms through ATI-Stream, Nvidia
CUDA and OpenClL, it is currently by far
i the most powerful attack against one of
the world's most used security-protocols.

BISHOP FOX


https://code.google.com/p/pyrit/

During Recon Find What Channel Your Target is on and Capture only on that
Channel to Increase Your Chances of Getting a Valid WPA Handshake

rook@chime: ~/Hacking B = ) 3:12PM 1R Guest %

~ Kismet Sort View Windows CorpWIFI9 on
Kismet 200
| BHN1201B A D 6 9254 1} Channel 6

A 6 3 Elapsed
A0 11 2 2 56M 20:12.45
A0 1 33221 121M
BSSID: AC:5D:10:33:C7:C9 Last seen: Nov 17 15:12:42 Crypt: TKIP WPA PSK AESCCM Manuf: Unknown Networks
9497

Packets
1521853

Pkt/sec
8

Filtered
B rackets o

[ 3

6, 0.00 mbit

Detected new probe network "<Any=", BSSID 70:72:3C:6A:0D:E5, encryption no, channel @,
54.80 mbit

Detected new managed network "<Hidden SSID>", BSSID BA:26:A1:E0:06:DD, encryption yes,
channel @, 0.00 mbit

BISHOP FOX




Passive Monitoring with Kismet

Running Kismet for 12 hours will capture
lots of packets and PCAP files can be
large.

A i
-fr'W-r--r-- 1 root roo: 387M ' 013-11-17 15:13 Kismet-20131116-19-00-00-1.pcapdump

-fW-r--r-- 1 root root 234 2013-11-17 15:13 Kismet-20131116-19-00-00-1.gpsxml

-r'w-r--r-- 1 root root 405K 2013-11-17 15:13 Kismet-20131116-19-00-00-1.alert
root@chime:~/Hacking# [

BISHOP FOX



DEMO
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Stripping a PCAP File with Pyrit

root@ubuntu:~/Hacking/pyrit-0.3.0/WPA2 Handshakes# 1s -lah Kismet-20131116-19-00-00-1.pcapdump

-rw-r--r-- 1 root root 387M Nov 17 17 {15 31116-19-00-00-1. pcapdump

root@ubuntu:~/Hacking/pyrit-0.3. 0/WPAZ_Handshakes# pyrit -r Kismet-20131116-19-00-00-1.pcapdump -o Kismet Stripped.pcap strip
Pyrit 0.4.1- deu (swn r308) (C) 2008-2011 Lukas Lueg http://pyrit.googlecode.com

This code is distributed under The GNU General Public License w3+

Parsing file 'Kismet-20131116-19-00-00-1.pcapdump' (1/1])...
fusr/local/lib/python2.7/dist-packages/cpyrit/pckttools. py:507: UserWarning: Failed to compile BPF-filter. This may be due to a bu
g in Pyrit or because your version of libpcap 1s too old. Falling back to unfiltered processing...

warnings.warn("Failed to compile BPF-filter. This may be due to

Parsed 1522469 packets (1508121 802.11-packets). got 14245 AP(s)
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Randomly Captured WPA2 Handshake
After Running Kismet for 12 hours in
my apartment

#1: Station 4c:8d: , 2 handshake(s):
#1: HMAC SHA1 AES, good, spread 2
#2: HMAC SHAl1 AES, qood, spread 3

#2: Station a4:67:
#3: Station dO:22: , 1 handshake(s):
#1: HMAC SHA1 AES, workable, spread 1

BISHOP FOX



A Typical Windows 7 Wireless Client
Using WPA2

r - r -
CorpWifi9 Wireless Network Properties @ CorpWifi9 Wireless Network Properties @
Connection | Security Security
Mame: CorpWifig ’ - l
Security type: WMPA2-Personal i
S5I0: CorpWifig
Metwork type: Access point Encryption type: IP-ES "l

Network availability: Al users Network security key  sessssssnss

[¥]iConnect automatically when this network is in rangei [/ show characters

[7] Connect to a more preferred network if available

[7] Connect even if the netwark is not broadcasting its name (55ID)

'?;gf' Copy this network profile to 3 USE flash drive Advanced settings

0K ][ Cancel 0K ” Cancel

BISHOP FOX



WPA 4-Way Handshake

File Edit View Go Capture Analyze Statistics Telephonz Tools Internals  Help

eedmd BRXE AesnTFLEE Qacn #2B % O

Filter:| IzlExpression... Clear Apply Save

802.11 Channel: I:‘Channel Offset: I:‘ FCS Filter: |A|I Frames |Nor‘|e Wireless Settings... Decryption Keys...

No. Time Source Destination Protocol Length Info
F T It o,

Tur de cauTo L VT PR TR PP

468 19.934900 IntelCor_88:68:0cC Cisco-Li_69:26:4c 802.11 77 Association Request, SN=40, FM

469 19.935297 IntelCor_88:68:0c (802.11 18 acknowledgement, Flags=

470 19.936029 Cisco-Li_69:26: IntelCor_B8:68:0c 802.11 52 Association Response, SN=454,

471 19.936426 Cisco-Li_69:26:4c (802.11 Acknowledgement, Flags=
Cisco-Li_69:26: IntelCor_88:

473 19.937402 Cisco-Li_69:26: (802.11 Acknowledgement, Flags=

474 19.944208 IntelCor_88:68:0c Cisco-Li_69:26: EAPOL Key

475 19.945490 IntelCor_88:68: (802.11 Acknowledgement, Flags=

476 19.946772 Cisco-Li_69:26:4cC IntelCor_88:68: EAPOL Key

477 19.947016 Cisco-Li_69:26: (802.11 Acknowledgement, Flags=

478 19.948909 IntelCor_88:68:0c Cisco-Li_69:26: EAPOL Key

479 19.950709 IntelCor_88:68: (802. Acknowledgement,

480 19.967495 Netgear_19:df:ec Broadcast B802. Beacon frame, SN=3914, FN=0, F

481 19.988341 1IntelCor_88:68:0cC Broadcast 802. Data, SN=43, FN=0, Flags=.p...

482 19.988921 IntelCor_88:68:0c (802. 18 Acknowledgement, Flags=

Frame 472: 161 bytes on wire (1288 bits), 161 bytes captured (1288 bits)
PPI version 0, 8 bytes

IEEE 802.11 Data, Flags:

Logical-Link control

802.1X Authentication

BHEEHEEH

(@] M File: "C:\Users\Joe\Desktophandroid-Thu-N... 1733 . Displayed: 17... | Profile: Default
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WPA 4-Way Handshake

File Edit View Go Capture Analyze Statistics Telephonz Tools Internals Help

L ERXR AesaTEIEE QAN FEB

Filter: |eapo| IzlExpression... Clear Apply Save

802.11 Channel: I:‘Channel Offset: I:‘ FC5 Filter: |AII Frames |None Izl Wireless 5ettings... Decryption Keys...

No. Time Source Destination Protocol Length Info
472 19.937280 Cisco-Li_69:26:4c IntelCor_88:68:0c EAPOL 161 Key
474 19.944208 IntelCor_88:68:0cC Cisco-Li_69:26:4C EAPOL 163 Key
476 19.946772 Cisco-Li_69:26:4c IntelCor_88:68:0c EAPOL 219 Key
478 19.948909 IntelCor_88:68:0c Cisco-Li_69:26:4c EAPOL 139 Key

Frame 472: 161 bytes on wire (1288 bits), 161 bytes captured (1288 bits)
PPI version 0, § bytes
IEEE 802.11 Data, Flags:
Logical-Link control
802.1X Authentication
version: 802.1x-2004 (2)
Type: Key (3)
Length: 117
Key Descriptor Type: EAPOL RSN Key (2)
Key Information: 0x008a
Key Length: 16
Replay Counter: 0O
WPA Key Nonce: b514b0c2fd877c079fe54ae339856F9602Feb0840a8b2a58. ..
Key Iv: 00000000000000000000000000000000
WPA Key RSC: 0000000000000000
WPA ID: 0000000000000000
WPA Key MIC: 00000000000000000000000000000000
WPA Data Length: 22
3 Data: ddl4000fac042d4f2bce7af2cff3c75c9bfofif7les3

OEEEHE

‘;
B I s H o P F 0 . @] @ WPA Key Data (eapol.keydes.data), 22 bytes Default




Decrypting WPA Packet Captures with
Found Key in Wireshark

File Edit View Go

Filter:

802.11 Channel:

Mao.
309

570
571
572
573
574
575
576
577
578
579
580
581
582

i

Time

ZU.
20.
20.
20.
20.
20.
20.
20.
20.
20.
20.
20.
20.
20.

Tl

JRVEYS.T
106668
106913
107767
108011
109415
109781
110026
111399
112925
114298
115550
116618
118419

- e o

Capture

Channel Offset:

Source

IntelCor_88:68:0cC

Cisco-Li_69:26:4a

ci: &

Im

Im
Im
Im
Im
Im
Im

F Frame 1712: 134 by
# PPI version O, 8 b
IEEE 802.11 Data,

F Data (94 bytes)

android-TargetSelection.cap [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10)]
Analyze Statistics Telephonx Tools  Internals  Help

OO AN L BEXE AePDT L RAQBE| #EM%| 8

v | Expression.. Clear Apply Save

FCS Filter: |All Frames Wireshark Wireless Setf]

Decryption Keys

W,

Wireshark
Type
WPA-PWD

Destination Protocol
CInL0-L I_09: 4040 (aUs. 11

Cisco-Li_69:26:4a 802.11
IntelCor_88:68:0c (802.11
IntelCor_88:68:0c 802.11
Ciscrn-11 AG-2R-4c FRO? 11

Decryption Key Management

Length

Select Decryption Mode
1 Key 4 551D

yellowstone

Modify Selected Key

Type Key
WPA-PWD |+ | yellowstone

1o AULKTIOW I 2Uyemerie ,
130 Dpata, SN=Fl, FN=0, Flags=.p
18 acknowledgement, Flags=
130 Data, SN=476, FN=0, Flags=.p...

18 acrknow]ladnemant

L Nk

Info

Fldys=

Flans=

Cancel

..... T
.F.

0, Flags
..... T
=.pm...F.
=.pm...F.
=.pm...F.
=.pm...F.
. e Fu
.F.

, BI=100, SsID=Corpwifig

BISHOP FOX




Before and After Decryption in
ireshark

Before Applying WPA Key

File Edit View Go Capture Analyze Statistics Telephoﬂ! Tools  Internals
Podmg ERXZ 20T L(EE Qaaan FEB% | B
Filter.| Expression.‘. Clear Apply Save

802.11 Channel: I:‘Channel Offset: I:‘ FCS Filter: |AII Frames |None |E| Wireless Settings... Decryption Keys...

Help

Mo. Time Source Destination Protocol Length Info ~

1720 39.769907 Cisco-Li_69:26:4c Broadcast 802.11 134 Beacon frame, sSN=873, FN=0, Flags=.......
1721 39.795422 IntelCor_88:68:0c IPvemcast_00:01:00:802.11 135 pData, SN=359, FN=0, Flags=.p..... T
1722 39.795635 IntelCor_88:68:0c (802.11 18 acknowledgement, Flags=....

1723 39.796124 IntelCor_8B:6B:0C
1724 39.796246

IPvAmcast_00:00:fc 802. Data, SN=360, FN=0, Flags=
IntelCor_88:68:0c (802. Acknowledgement, Flags=........

1725 39.832534 Netgear_19:df:ec Broadcast 802.11 277 Beacon frame, SN=14, FN=0, Flags=........ .
1726 39.872272 Cisco-Li_69:26:4c Broadcast 802.11 134 geacon frame, sN=874, FN=0, Flags=....... After A I In WPA Ke
1727 39.873615 IntelCor_88:68:0cC g _00:01:00:802.11 139 pata, SN=873, FN=0, Flags=. pp y g y

1728 39.874897 IntelCor_88:68:0cC pst_00:00:fc 802.11 119 Data, SN=876, FN=0, Flags=.
1729 39.901663 IntelCor_88:68:0c 3 Data, SN=361, FN=0, Flags=.
1730 39.901846 IntelCor_:

1731 39.902243 IntelCor_88:68:0c
anlaR7y

File Edit View Go (Capture Analyze Statistics Telephonz Tools Internals Help

md BB AesaTL/EEeaan #aBB% B

IzlExpression... Clear Apply Save

@] M File: "C:\Users\Joe\Desktop\WiFi Security Pr.., Profile: Default

Channel: I:‘Channel Offset: I:‘ FCS Filter: |A|I Frames |Wireshark Izl Wireless Settings... Decryption Keys...
ime Source Destination Protocol Length Info ~

L. U LULL U IDLUTL UYL LU LS DI UduLdas L ouUL. L1 L3% DEALUIL 11 A4, IN=0/&, FNSU, FIldys=.....

%0169 Netgear_19:df:ec Broadcast 802.11 277 Beacon frame, sSN=13, FN=0, Flags=......

Cisco-Li_69:26:4c Broadcast 802.11 134 Beacon frame, SN=B73, FN=0, Flags=.....
1721 39. feBO: :6da5:d8a:422bff02::1:3 LLMNR 135 standard query 0xfb32 A sjd-sepav-004
1722 39.795635 IntelCor_88:68:0c (802.11 18 acknowledgement, Flags=........

192.168.1.102 224.0.0.252 LLMNR 115 standard query 0xfb32 A sjd-sepav-004
. IntelCor_88:68:0c (802.11 18 Acknowledgement, Flags=........
1725 39.832534 Netgear_19:df:ec Broadcast 802.11 277 Beacon frame, sSN=14, FN=0, Flags=......

1726 39.872272 Cisco-Li_69:26:4c Broadcast 802.11 134 Beacon frame, SN=874, FN=0, Flags=.....
1727 39.873615 IntelCor_88:68:0c IPvamcast_00:01:00:802.11 139 pata, 5N=875, FN=0, Flags=.pm...F.

1728 39.874897 1IntelCor_88:68:0c IPv4mcast_00:00:fc 802.11 119 pata, SN=876, FN=0, Flags=.p....F.

1729 39.901663 IntelCor_88:68:0c IPvemcast_00:01:00:802.11 135 Data, SN=361, FN=0, Flags=.p..... T

1730 39.901846 IntelcCor_88:68:0c (802.11 18 acknowledgement, Flags=........ v

(@] @ File: "C\Users\Joe\Desktop\WiFi Security Pr... | Packets: 1733 . Displ... | Profile: Default
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Mobile WiFi

Security Tools
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Popular Mobile WiFi Hacking Tools

WiFi Sniffing on Android in Monitor Mode
http://www.kismetwireless.net/android-pcap/

Password Sniffing & Session
Hijacking Using dSploit
http://dsploit.net/

iphone-wireless https://code.google.com/p/iphone-

wireless/wiki/Stumbler

BISHOP FOX


http://www.kismetwireless.net/android-pcap/
http://dsploit.net/
https://code.google.com/p/iphone-wireless/wiki/Stumbler

More Discreet Monitoring Using
Alpha 1 802.11b/g

Model Number
AWUSO36H. This uses
the RTL8187 Wireless
Chipset.

BISHOP FOX



Android PCAP Monitor Mode on a
Galaxy S3

POl |

f Pcap Capture

RTL8187 USB
RTL8187BvB V1+RTL8225

Channel hopping enabled
1,2,3,4,5,6,7,8,9,10,11

android-Thu-Nov-14-17-54-03-

EST-2013.cap
759.41K, 4164 packets

== Manage Logs...
Using 16MB in 16 logs

M Stop logging

BISHOP FOX




Arp Spoofing & Detection

File Edit View Go Capture Analyze Statistics Telephonz Tools Internals Help

PeAdms ERXR2 AesnTL2/IEE aan #28B % B
Filter:‘ Expression... Clear Apply Save

802.11 Channel: I:I(Zhannel Offset: I:I FCS Filter: ‘AII Frames |Nor‘|e |E| Wireless Settings... Decryption Keys...

No. Time Source Destination Protocol Length Info
1183 29.6114490 SamsungE_0b:a8:06 LiteonTe_c8:1a:34 ARP 42 192.168.
1427 30.5732440 SamsungE_0b:a8:06 LiteonTe_c8:1a:34 ARP 42 192.168.
. 6962180 samsungE_0Ob:a8: LiteonTe_c8:

1.254
1
1
1433 . 5938430 samsungE_0Ob:aB8:06 LiteonTe_cB:1a:34 ARP 42 192.168.1.254
1
1

. 254

1442 . 6012160 samsunge_0b:a8:06 LiteonTe_cB:1a:34 ARP 42 192.168.1. 254
1448 34.5839120 SamsungE_0Ob:a8:06 LiteonTe_c8:1a:34 ARP 42 192.168.1. 254

Frame 1432: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 0
Ethernet II, Src: SamsungE_Ob:aB:06 (88:32:9b:0b:a8:06), Dst: LiteonTe_c8:1a:34 (20:16:d8:c8:1a:34)
[Duplicate IP address detected for 192.168.1.254 (88:32:9h:0b:aB:06) - also in use by ac:5d:10:33:c7:c9 (frame 1431)]
Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IP (0x0800)
Hardware size: 6
Protocol size: 4

=

opcode: reply (2) .29. qQ. H
sender MAC address: Samsunge_Ob:a8:06 (88:32:9b:0b:aB:08) 88:32:9b:0b:a8:06 is

Sender IP address: 192.168.1.254 (192.168.1.254) actually the Android
Target MAC address: LiteonTe_c8:1la:34 (20:16:d8:c8:1a:34) h di b
Target IP address: 192.168.1.205 (192.168.1.205) Phone pretending to be

the default gateway at
0000 20 16 d8 c8 1a 34 88 32 9b Ob a8 06 08 06 00 01 . ..4. 192.168.1.254

0010 08 00 06 04 00 02 88 32 9b Ob a8 06 c0 a8 01 fe
0020 20 16 dB c8 1a 34 c0 a8 01 cd

(@] @ File: "C:\Users\Joe\AppData\Local\Termphwi... | Packets: 1627 - Displaye... | Profile: Default
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Stealing Unencrypted Session IDs

HTTPS
Login Page

HTTP

Welcome
Page

HTTP

Update
Profile

| Request | >
i -_>-
Request
‘_ SessionlD: 5593...
Response
_l Request
SessionlD: 5593... Response

s

mybank.com

mybank.com

BISHOP FOX




Web Session H

Burp Intruder Repeater Window Help

ijacking using dSploit

Repeater T Sequencer I Decoder I Comparer I Extender I Options Thlerts

| | T

Target Proxy Spider Scanner

Intruder

Intercept T History T Options ]

Response from http:ffinoreader.com:80/ [92.247.179.245]

l Forward J{ Drop H Interce. .. H Action Jf

RawT Headers T Hex I HTML T Render ]

0\}|

HTTR/1.1 Z00 OK
Date: Fri, 15 Now
Server: Apache
¥-Powered-EBy: PHF/5.4.17

Set-Cookie: FPHPSESSID=qY=kpapllajstihlig9icdhliaug?;
Cache-Control: max-age=0, no-cache

I013 00:39:50 GHMT

path=/

Fragma: no-cache
¥-Mod-Pagespeed: 1.5.27.2-291Z2
Vary: Accept-Encoding
Content-Length: 231386
Connection: close

Content-Type: text/html; charset=UTF-8

BISHOP FOX

POST / HTTP/L.1
Host: inoreader.com
User-Agent: Mozilla/5.0
Firefox/24.0

Aocept: text/html, application/xhtml+xml, application/xml;q=0.9, */*;=0.8
Aocept-Lancuage: =n-U3,en;agq=0.5

Aocept-Encoding: gzip, deflate

Beferer: http://inoreadsr.com/

Cookie: PHPSESZSID=qSekpapllajStB8hliSidhliuj7;
_utma=l8g7785952 . 965514715, 1384476035, 13844760359, 1384476035, 1;

__ utmb=1867788582. 1.10.138447€039; _ utme=18g778992;

__utmz=18g778552. 13844760389, L. 1. utmesr= (direct) |utmoon= (direct) | utmemd= (nons)
Connection: keep-alive

Content-Type: application/x-www-form-urlencodesd

Content-Length: 58

o
o

(Windows NT £. WOWE4:; rv:24.0) Gecko/Z0100101

username=joewvalko%40gmail . comepassword=<redacted>&x=15&y=9




PwnPad

NEXUS / PENTEST DEVICE

BISHOP FOX

FNIie

Teoolkit includes:

Wireless Tools
* Aircrack-ng

* Kismet

* Wifite

* Reaver

* MDK3

* EAPeak

* Asleap

* FreeRADIUS-WPE
* Hostapd

Bluetooth Tools:

* bluez-utils

* btscanner

* bluelog

* Ubertooth tools

Web Tools
* Nikto

* Wiaf

Network Tools
* NET-SNMP

* Mmap

* Metcat

* Hping3

* Macchanger
* Tcpdump

* Tshark

* Marep

* Dsniff

* Ettercap-ng
* S5Lstrip

* Hamster & Ferret
* Metasploit
* SET

* Easy-Creds
* John (JTR)
* Hydra

* Pyrit

* Scapy

EArrFrieEJloD
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Defenses
AVOID BEING PROBED

BISHOP FOX

52



Defenses

RECOMMENDATIONS

 Conduct regular wireless assessments
* Employ strong encryption and authentication methods
* Employ wireless IDS/IPS

« Secure wireless clients (laptops, phones, ...

BISHOP FOX
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Defenses

RECOMMENDATIONS

Use “"wireless checks” of network vulnerability scanners

McAfee Yulnerability Manager - Test - Administrator [Admin] - Fran Test - Windows Internet Explorer

- S AN

@ Vuln Set
There are no vuln sets available for you te choose,
=
g = General Windows [ Wireless Shell | Web App
HOSTS
# ! You must enter credentials to run most Windows Module checks.
! You must enter credentials to run Shell Module checks.
SERVICES .
= non-1ntrusive
Geaneral Vulnerabilitiss
v A o
CREDENTIALS = M wireless Vulnerabilities
u) = ¥ wWireless
o
0 e
WULN @ [¥] 3Com Airconnect Access Control Disabled
SELECTION - = ;
© vl 3Com Airconnect Access Control Violation Trap Disabled
%F @ I¥l 3Com AirConnect Default Login

OBTIMIZE (=] 3Com Airconnect Default SNMP Community String

© vl 3Com Airconnect default S51D

@ lv| 3Com Airconnect Telnet Enabled

© vl 3Com Airconnect Web Server Enabled

© ¥l 3Com AirConnect Wireless Access Point WEP Kev Disclosure

@ Iv 3Com DSSS Wireless Access Point Detection

@ ¥ 3Com Wireless LAN Access Point 2000 Detection via SNMP
3Com Wireless LAM Access Point §000 Detection via SNMP
@ Ivl 3Com WL-308 Wireless Access Point Detection
@ Ivl Aironet BRI100E Wireless Access Point Detection via SNMP

BISHOP FOX Z




Defenses

RECOMMENDATIONS

Physically track down rogue access points ano
malicious devices

Device Finder
Directional Antenna

Accurately discover unknown interference

Don't let mystery devices stay a mystery.

Take control of your wireless environment with our
purpose-made Device Finder Directional Antenna to
quickly track down offending signals in the most
common Wi-Fi spectrum - for only $99.

Our directional antenna, when connected to a Wi-Spy,
gives you greater ability to discover exactly which
direction a 2.4 GHz transmission is coming from.

Device Finder only works with Chanalvzer Pro
software.

BISHOP FOX
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Thank You

Bishop Fox — see for more info:
htto:/ /www.bishopfox.com/
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