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ENTERPRISE SECURITY ASSOCIATE

Bishop Fox is a leading security consulting firm serving the Fortune 1000 and high-tech
startups. We protect our clients by finding vulnerabilities and building defenses before the
attackers can break bad. From critical infrastructure to credit cards; social media to mobile
games; flight navigation systems to frozen waffle factories — we're right there, helping design
better defenses.

We're looking for talented security analysts to help us secure some of the world’s most complex
software and sophisticated technologies.

Who You Are and What You'll Do

You fancy yourself a security acrobat, flexible to adapt to any client’s situation. Problem-solving
is second nature to you, and you enthusiastically rise to any challenge. Your mantra is “People,
process, technology.”

In this role, you'll analyze client issues and create practical solutions. Every step of the way,
you'll ensure that we're staying true to the client’s business model.

With Bishop Fox, you will design processes and identify technical controls to implement security
objectives. You'll understand every client is different, and thus, every approach must be
different. You'll know current leading practices inside and out, and apply them as needed.

As a consultant, you'll solve challenging technical problems and build creative solutions—
focusing on governance, risk, and compliance. As a trusted advisor, you'll provide your expert
opinion to help our clients navigate difficult business decisions.

Why Bishop Fox

Bishop Fox offers competitive salary, generous benefits, flexible schedules, and negotiable
travel. If you're looking for opportunities to grow professionally, this is the place. You'll work
alongside some of the most talented and experienced security consultants in the industry.

We have a casual workplace environment, but we're consummate professionals.

Your Experience

The following is a list of skills you may have in your repertoire. It's rare anyone has all of these,
but if you have one or more, we'd like to speak to you.

e Expertise with one or more common security regulations:
e ISO 27001
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e SOC1 or SOC2

e HIPAA

e PCI DSS
e FISMA

e GLBA

e NERC/FERC CIP

e Excellent written and verbal communication skills at the management and technical
levels

e Strong understanding of security fundamentals, best practices, and relevant industry
regulations

e Previous experience designing and conducting projects involving activities such as risk
assessments, gap analyses, and vendor recommendations in the past. Ability to design a
compliance assessment framework, request and analyze evidence, understand what
practices are actually in place through stakeholder interviews, and explain the gaps and
remediation options to clients

e 2-5 years of internal audit or risk management related experience

e More than 3 years of consulting experience in a competitive consulting environment,
serving a variety of clients across industries

e Working knowledge of GRC applications (ArcSight, Archer, Rsam, etc.)

e Prior Big Four experience

Candidates across the country are welcome to apply, but we'd prefer if you're located in or near
one of the following cities: Atlanta, San Francisco, Phoenix, or New York City.

Interested? Drop us a line at careers@bishopfox.com today.

EOE/Minorities/Females/Vet/Disability
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