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ENTERPRISE SECURITY ANALYST

Bishop Fox is a leading security consulting firm serving the Fortune 1000 and high-tech
startups. We protect our clients by finding vulnerabilities and building defenses before the
attackers can break bad. From critical infrastructure to credit cards; social media to mobile
games; flight navigation systems to frozen waffle factories — we're right there, helping design
better defenses.

We're looking for talented security analysts to help us secure some of the world’s most complex
software and sophisticated technologies.

Who You Are and What You'll Do

You're not afraid of regulations. You gather and examine data for fun. You can efficiently
configure technology to implement and enforce security policies and controls. You can easily
assess information and systems and develop logical conclusions. You have a thorough
understanding of common security operations concepts and procedures.

In this role, you will be intimately acquainted with how security affects all layers of systems,
networks, computer platforms, operating systems, Internet services, applications, and
databases — and operationally support all of these elements.

With Bishop Fox, your responsibilities would include reviewing server configurations, logging
and monitoring tools, and firewalls for effectiveness. You would document security procedures
and identify process improvements for security operations teams. You would create and monitor
clients’ security infrastructure.

As a consultant, you'll solve challenging technical problems and build creative solutions. As a
trusted advisor, you'll provide your expert opinion to help our clients navigate difficult business
decisions.

Why Bishop Fox

Bishop Fox offers competitive salary, generous benefits, flexible schedules, and negotiable
travel. If you're looking for opportunities to grow professionally, this is the place. You'll work
alongside some of the most talented and experienced security consultants in the industry.

We have a casual workplace environment, but we're consummate professionals.

Your Experience

The following is a list of additional skills you may have in your repertoire. It's rare anyone has
all of these, but if you have one or more, we'd like to speak to you.
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e 2-5 years of experience in IT security analysis concentrating in incident response and
event management
e More than one year of consulting experience in a competitive consulting environment,
serving a variety of clients across industries
¢ Knowledge of:
e Multiple operating systems, for example: Windows 7/8, Linux/UNIX, OS X
e Enterprise design/architecture principles
e Firewalls, for example: rule prioritization, best practices, common configurations
e Networking, for example: routers, switches, and common protocols
e Enterprise virtualization, for example: Citrix, VMware, Microsoft, Red Hat
e Other security-related programs, for example: FTK Imager, QualysGuard PCI,
RSA SecurID, Solidcore FIM, Splunk, Tenable Security’s Nessus, Rapid7 Nexpose,
Airwatch MDM (VMware), McAfee, Symantec, Snort and Sourcefire
e Familiarity with one or more common industry security frameworks, such as:
e SANS Top 20 Critical Security Controls

e ISO 27001
o HIPAA

e PCI DSS

e FISMA

Candidates across the country are welcome to apply, but we'd prefer if you're located in or near
one of the following cities: Atlanta, San Francisco, Phoenix, or New York City.

Interested? Drop us a line at careers@bishopfox.com today.

EOE/Minorities/Females/Vet/Disability
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