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• Introduction/Background 
 

• Targeting SCADA Systems 
• Google/Bing/SHODAN Hacking 
• Port, SNMP, and Other Active Scanning 

• Metasploit SCADA Scanning Modules 
• Internet Census 2012 – data mining NEW-Mar2013 

 

• Attacking SCADA Systems 
• Attacking admin interfaces: telnet, SSH, web, etc. 
• Metasploit and SCADA exploitation 
• Password attack against SCADA 
• Wireless and Bluetooth attacks 
• Physical attacks on SCADA networks (EXCLUSIVE FIRST LOOK) 

 

• Defenses 

O V E R V I E W 
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GETTING UP TO SPEED 



Stuxnet Virus 
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B O R N  I N  T H E  U . S . A . Jun 2010 

Presenter
Presentation Notes
Stuxnet – From U.S.A. and Israelhttp://www.scmagazine.com/us-israel-revealed-as-stuxnet-authors/article/243698/http://en.wikipedia.org/wiki/Stuxnethttp://reports.informationweek.com/abstract/2/5375/business-continuity/security-wicked-innovation.htmlhttp://reports.informationweek.com/abstract/21/7014/security/strategy-stuxnet-reality-check.htmlhttp://www.veracode.com/blog/2012/08/stuxnet-the-new-face-of-21st-century-warfare-infographic/SysInternals - Analysis of Stuxnethttp://blogs.technet.com/b/markrussinovich/archive/2011/03/30/3416253.aspxhttp://blogs.technet.com/b/markrussinovich/archive/2011/04/20/3422035.aspxhttp://blogs.technet.com/b/markrussinovich/archive/2011/05/10/3422212.aspx
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E X P L O I T  R E L E A S E S Jan 2012 

Presenter
Presentation Notes
SCADA Vulnerabilities – Now Point and Click Exploiting:Now point-n-click exploits are readily available for most major SCADA manufacturers.Includes vulnerabilities in the The vulnerabilities were found in widely used programmable logic controllers (PLCs) made by Siemens, General Electric, Rockwell Automation, Schneider Modicon, Koyo Electronics and Schweitzer Engineering Laboratories.http://www.wired.com/threatlevel/2012/01/scada-exploits/http://www.darkreading.com/management/metasploit-exploit-module-released-for-p/232500153http://www.metasploit.com/modules/auxiliary/scanner/scada/http://www.metasploit.com/modules/auxiliary/dos/scadaDigitalBond - Project Basecamp – SCADA Exploit Releaseshttp://www.digitalbond.com/tools/basecamp/https://www.digitalbond.com/tools/basecamp/metasploit-modules/Dark Reading - Metasploit Exploit Module Released For PLC SCADA Devices - 19Jan2012http://www.darkreading.com/vulnerability-management/167901026/security/news/232500153/metasploit-exploit-module-released-for-plc-scada-devices.htmlhttp://www.rapid7.com/company/news/press-releases/2012/new-metasploit-module-to-exploit.jsphttp://www.rapid7.com/docs/pr_2012-Digital-Bond_Rapid7_SCADA.pdfhttp://threatpost.com/project-basecamp-adds-stuxnet-type-attack-module-metasploit-040512/http://www.digitalbond.com/blog/2012/01/23/ge-d20-metasploit-modules-make-compromise-demo-easy/http://www.metasploit.com/modules/auxiliary/gather/d20passhttp://www.metasploit.com/modules/auxiliary/dos/scada/d20_tftp_overflowhttps://github.com/rapid7/metasploit-framework/blob/unstable/unstable-modules/auxiliary/d20tftpbd.rb
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M A J O R  S C A D A  V E N D O R S Jan 2012 

Presenter
Presentation Notes
SCADA Vulnerabilities – Now Point and Click Exploiting:Now point-n-click exploits are readily available for most major SCADA manufacturers.Includes vulnerabilities in the The vulnerabilities were found in widely used programmable logic controllers (PLCs) made by Siemens, General Electric, Rockwell Automation, Schneider Modicon, Koyo Electronics and Schweitzer Engineering Laboratories.http://www.wired.com/threatlevel/2012/01/scada-exploits/http://www.darkreading.com/management/metasploit-exploit-module-released-for-p/232500153http://www.metasploit.com/modules/auxiliary/scanner/scada/http://www.metasploit.com/modules/auxiliary/dos/scadaDigitalBond - Project Basecamp – SCADA Exploit Releaseshttp://www.digitalbond.com/tools/basecamp/https://www.digitalbond.com/tools/basecamp/metasploit-modules/Dark Reading - Metasploit Exploit Module Released For PLC SCADA Devices - 19Jan2012http://www.darkreading.com/vulnerability-management/167901026/security/news/232500153/metasploit-exploit-module-released-for-plc-scada-devices.htmlhttp://www.rapid7.com/company/news/press-releases/2012/new-metasploit-module-to-exploit.jsphttp://www.rapid7.com/docs/pr_2012-Digital-Bond_Rapid7_SCADA.pdfhttp://threatpost.com/project-basecamp-adds-stuxnet-type-attack-module-metasploit-040512/http://www.digitalbond.com/blog/2012/01/23/ge-d20-metasploit-modules-make-compromise-demo-easy/http://www.metasploit.com/modules/auxiliary/gather/d20passhttp://www.metasploit.com/modules/auxiliary/dos/scada/d20_tftp_overflowhttps://github.com/rapid7/metasploit-framework/blob/unstable/unstable-modules/auxiliary/d20tftpbd.rb
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E X P L O I T  R E L E A S E S Jan 2012 

Presenter
Presentation Notes
SCADA Vulnerabilities – Now Point and Click Exploiting:Now point-n-click exploits are readily available for most major SCADA manufacturers.Includes vulnerabilities in the The vulnerabilities were found in widely used programmable logic controllers (PLCs) made by Siemens, General Electric, Rockwell Automation, Schneider Modicon, Koyo Electronics and Schweitzer Engineering Laboratories.http://www.wired.com/threatlevel/2012/01/scada-exploits/http://www.darkreading.com/management/metasploit-exploit-module-released-for-p/232500153http://www.metasploit.com/modules/auxiliary/scanner/scada/http://www.metasploit.com/modules/auxiliary/dos/scadaDigitalBond - Project Basecamp – SCADA Exploit Releaseshttp://www.digitalbond.com/tools/basecamp/https://www.digitalbond.com/tools/basecamp/metasploit-modules/Dark Reading - Metasploit Exploit Module Released For PLC SCADA Devices - 19Jan2012http://www.darkreading.com/vulnerability-management/167901026/security/news/232500153/metasploit-exploit-module-released-for-plc-scada-devices.htmlhttp://www.rapid7.com/company/news/press-releases/2012/new-metasploit-module-to-exploit.jsphttp://www.rapid7.com/docs/pr_2012-Digital-Bond_Rapid7_SCADA.pdfhttp://threatpost.com/project-basecamp-adds-stuxnet-type-attack-module-metasploit-040512/http://www.digitalbond.com/blog/2012/01/23/ge-d20-metasploit-modules-make-compromise-demo-easy/http://www.metasploit.com/modules/auxiliary/gather/d20passhttp://www.metasploit.com/modules/auxiliary/dos/scada/d20_tftp_overflowhttps://github.com/rapid7/metasploit-framework/blob/unstable/unstable-modules/auxiliary/d20tftpbd.rb
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S C A D A  V U L N E R A B I L I T I E S Jan 2012 

Presenter
Presentation Notes
SCADA Vulnerabilities – Now Point and Click Exploiting:Now point-n-click exploits are readily available for most major SCADA manufacturers.Includes vulnerabilities in the The vulnerabilities were found in widely used programmable logic controllers (PLCs) made by Siemens, General Electric, Rockwell Automation, Schneider Modicon, Koyo Electronics and Schweitzer Engineering Laboratories.http://www.wired.com/threatlevel/2012/01/scada-exploits/http://www.darkreading.com/management/metasploit-exploit-module-released-for-p/232500153http://www.metasploit.com/modules/auxiliary/scanner/scada/http://www.metasploit.com/modules/auxiliary/dos/scadaDigitalBond - Project Basecamp – SCADA Exploit Releaseshttp://www.digitalbond.com/tools/basecamp/https://www.digitalbond.com/tools/basecamp/metasploit-modules/Dark Reading - Metasploit Exploit Module Released For PLC SCADA Devices - 19Jan2012http://www.darkreading.com/vulnerability-management/167901026/security/news/232500153/metasploit-exploit-module-released-for-plc-scada-devices.htmlhttp://www.rapid7.com/company/news/press-releases/2012/new-metasploit-module-to-exploit.jsphttp://www.rapid7.com/docs/pr_2012-Digital-Bond_Rapid7_SCADA.pdfhttp://threatpost.com/project-basecamp-adds-stuxnet-type-attack-module-metasploit-040512/http://www.digitalbond.com/blog/2012/01/23/ge-d20-metasploit-modules-make-compromise-demo-easy/http://www.metasploit.com/modules/auxiliary/gather/d20passhttp://www.metasploit.com/modules/auxiliary/dos/scada/d20_tftp_overflowhttps://github.com/rapid7/metasploit-framework/blob/unstable/unstable-modules/auxiliary/d20tftpbd.rb
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SCADA Vulnerabilities 
M A S S  T A R G E T I N G Jan 2012 

PhD Student connects 29 SHODAN queries to Google maps 

Presenter
Presentation Notes
Wired.com - 10K Reasons to Worry About Critical Infrastructure - 24Jan2012http://www.wired.com/threatlevel/2012/01/10000-control-systems-online/http://www.wired.com/images_blogs/threatlevel/2012/01/2011-Leverett-industrial.pdfSCADA Vulnerabilities:Now SCADA systems are easily targeted in bulk across the InternetThe red flags on the Google Maps image are SCADA systems connected to the Internet that recently had exploits released for their system version.SHODAN – SCADA Example Queries:http://www.shodanhq.com/?q=/BroadWeb/http://www.shodanhq.com/?q=Niagara+Web+Serverhttp://www.shodanhq.com/?q=EIG+Embedded+Web+Serverhttp://www.shodanhq.com/?q=i.LONhttp://www.shodanhq.com/?q=Simatic+S7
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P H Y S I C A L  S A F E G U A R D S  F A I L 

“Once this line went 
out, it cascaded and 
overloaded other lines,” 
Cordaro said. “It’s not 
supposed to happen.” 

Presenter
Presentation Notes
Control Systems – Physical Fail-safes Provide False Sense of SecurityPhysical fail-safes are typically expected to kick in to prevent massive damage should a control network be compromised by virus/hacker.  However, recently a wire being knocked loose in Yuma, AZ, led to a black out in San Diego, which safe-guards theoretically shouldn’t have let happen.  This is still being investigated.  But the false sense of security provided by “physical fail-safes” should be called into question.http://articles.latimes.com/2011/sep/08/local/la-me-power-outage-20110909



Electric Grid Blues 
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W H E N  T H E  L I G H T S  G O  O U T May 2013 

Presenter
Presentation Notes
SCADA - Electric Grid Vulnerability Report - Congress - 21May2013http://threatpost.com/legislators-electric-utilities-dragging-heels-on-cybersecurity-mitigations/http://markey.house.gov/sites/markey.house.gov/files/documents/Markey%20Grid%20Report_05.21.13.pdfhttp://securityaffairs.co/wordpress/14641/cyber-crime/us-critical-infrastructure-under-cyber-attacks.htmlhttp://news.cnet.com/8301-1009_3-57585618-83/power-utilities-claim-daily-and-constant-cyberattacks-says-report/https://www.computerworld.com/s/article/9239442/U.S._power_companies_under_frequent_cyberattack
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W H E N  T H E  L I G H T S  G O  O U T May 2013 

Presenter
Presentation Notes
SCADA - Electric Grid Vulnerability Report - Congress - 21May2013http://threatpost.com/legislators-electric-utilities-dragging-heels-on-cybersecurity-mitigations/http://markey.house.gov/sites/markey.house.gov/files/documents/Markey%20Grid%20Report_05.21.13.pdfhttp://securityaffairs.co/wordpress/14641/cyber-crime/us-critical-infrastructure-under-cyber-attacks.htmlhttp://news.cnet.com/8301-1009_3-57585618-83/power-utilities-claim-daily-and-constant-cyberattacks-says-report/https://www.computerworld.com/s/article/9239442/U.S._power_companies_under_frequent_cyberattack
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R E T U R N  F I R E May 2013 

Presenter
Presentation Notes
WSJ - Iran Hacks Energy Firms, U.S. Says - 23May2013http://online.wsj.com/article/SB10001424127887323336104578501601108021968.htmlhttp://it.slashdot.org/story/13/05/28/1630249/iranian-hackers-probe-us-infrastructure-targetshttp://www.theregister.co.uk/2013/05/27/iran_payback_stuxnet_ics_attacks/http://www.jpost.com/Iranian-Threat/News/Report-Wave-of-cyber-attacks-on-US-originating-in-Iran-314308
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TRY NOT TO TRIP OVER ALL  THE SYSTEMS 



Diggity Tools 
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S E A R C H  E N G I N E  H A C K I N G 

Presenter
Presentation Notes
Bishop Fox – Google Hacking Diggity Projecthttp://www.bishopfox.com/resources/tools/google-hacking-diggity/http://www.bishopfox.com/resources/tools/google-hacking-diggity/attack-tools/



Google Diggity 
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D I G G I T Y  C O R E  T O O L S 

Presenter
Presentation Notes
GoogleDiggity Google Custom Search Engines: http://www.google.com/cse/ Google JSON/ATOM Custom Search API:http://code.google.com/apis/customsearch/v1/overview.htmlMax Results: 100 results per queryPricing: https://code.google.com/apis/customsearch/v1/overview.html#Pricing 
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G O O G L E  H A C K I N G 

• Targeting SCADA systems via Google, Bing, etc. 

Presenter
Presentation Notes
Targeting SCADA through Google HackingTargeting LabVIEW Systemshttp://en.wikipedia.org/wiki/LabviewEXAMPLES:https://www.google.com/search?q=inurl:rtchart.htm%22%20ext:htmhttps://www.google.com/search?q=inurl:cgi-bin+ext:viFOUND examples:http://62.50.180.114:81/rtchart.htmhttp://httscada.com/cgi-bin/CreateLargePanelCGI.vi?BGColor=336699&CGICall=/cgi-bin/TankCGI.vi%3Fbasepath=COHTN%26rtuid=T4%26inputid=Analog%201%26AMPM=true
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G O O G L E  H A C K I N G 

• Targeting SCADA systems via Google, Bing, etc. 

Presenter
Presentation Notes
Targeting SCADA through Google HackingTargeting LabVIEW Systemshttp://en.wikipedia.org/wiki/LabviewEXAMPLES:https://www.google.com/search?q=inurl:rtchart.htm%22%20ext:htmhttps://www.google.com/search?q=inurl:cgi-bin+ext:viFOUND examples:http://62.50.180.114:81/rtchart.htmhttp://httscada.com/cgi-bin/CreateLargePanelCGI.vi?BGColor=336699&CGICall=/cgi-bin/TankCGI.vi%3Fbasepath=COHTN%26rtuid=T4%26inputid=Analog%201%26AMPM=true
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D I G G I T Y  C O R E  T O O L S 

Presenter
Presentation Notes
BingDiggity Bing 2.0 APIAPI Resource URLS:http://www.bing.com/developers/s/APIBasics.htmlhttps://ssl.bing.com/webmaster/Developers/CreateAppIdhttp://onlinehelp.microsoft.com/en-us/bing/ff808421.aspxMax Results: 1000 results per queryPrice: freeSeen using the IP: search operator, returns seearch results for all known virtual hosts for that IP address:http://msdn.microsoft.com/en-us/library/ff795671.aspxExample: http://www.bing.com/search?q=ip:98.129.200.37



SCADA and Bing 
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B I N G  H A C K I N G 

• Targeting SCADA systems via Google, Bing, etc. 

Presenter
Presentation Notes
Targeting SCADA through Bing Hackinghttp://www.bing.com/search?q=instreamset:url:cgi-bin%20ext:viTargeting LabVIEW Systemshttp://en.wikipedia.org/wiki/LabviewEXAMPLES:https://www.google.com/search?q=inurl:rtchart.htm%22%20ext:htmhttps://www.google.com/search?q=inurl:cgi-bin+ext:viFOUND examples:http://62.50.180.114:81/rtchart.htmhttp://httscada.com/cgi-bin/CreateLargePanelCGI.vi?BGColor=336699&CGICall=/cgi-bin/TankCGI.vi%3Fbasepath=COHTN%26rtuid=T4%26inputid=Analog%201%26AMPM=true



N E W  G O O G L E  H A C K I N G  T O O L S 
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SHODAN Diggity 

Presenter
Presentation Notes
SHODAN DiggitySHODAN Diggity provides an easy-to-use scanning interface to the popular SHODAN hacking search engine, and comes equipped with convenient list of search queries ready in a pre-made dictionary file.SHODAN is a search engine that lets you find specific types of computers (routers, servers, etc.) using a variety of filters. Some have also described it as a search engine of service banners. Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (21), SSH (22) and Telnet (23) services.Web search engines, such as Google and Bing, are great for finding websites. But what if you’re interested in finding computers running a certain piece of software (such as Apache)? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don’t let you answer those questions. 



SHODAN Popularity 
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M A S S  T A R G E T I N G  O F  S C A D A 

Presenter
Presentation Notes
10Jan2013 - Thousands of SCADA systems Exposed on Internethttp://it.slashdot.org/story/13/01/10/2013215/thousands-of-scada-devices-discovered-on-the-open-internethttp://ics-cert.us-cert.gov/monitors/ICS-MM201210http://threatpost.com/shodan-search-engine-project-enumerates-internet-facing-critical-infrastructure-devices-010913/
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H A C K E R  S E A R C H  E N G I N E 

• Indexed service banners for whole Internet for HTTP (Port 80), as well 
as some FTP (21), SSH (22) and Telnet (23) services 

Presenter
Presentation Notes
SHODAN http://www.shodanhq.com/https://www.shodan.io/http://en.wikipedia.org/wiki/Shodan_%28website%29http://www.shodanhq.com/help/filtersSHODAN is a search engine that lets you find specific computers (routers, servers, etc.) using a variety of filters. Some have also described it as a public port scan directory or a search engine of banners.Web search engines, such as Google and Bing, are great for finding websites. But what if you're interested in finding computers running a certain piece of software (such as Apache)? Or if you want to know which version of Microsoft IIS is the most popular? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don't let you answer those questions.So what does SHODAN index then? Good question. The bulk of the data is taken from 'banners', which are meta-data the server sends back to the client. This can be information about the server software, what options the service supports, a welcome message or anything else that the client would like to know before interacting with the server.Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (23), SSH (22) and Telnet (21) services. There are plans underway to expand the index for other services. Let me know if there are specific ports you would like to see included. SHODAN Twitter:http://twitter.com/#!/achilleanSHODAN - Examples:http://www.shodanhq.com/?q=Default+PasswordRSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1http://www.shodanhq.com/?q=scadaRSS Version: http://www.shodanhq.com/?q=scada&feed=1http://www.shodanhq.com/?q=net:216.75.0.0/16RSS Version: http://www.shodanhq.com/?q=net:216.75.0.0/16&feed=1Diggity – SHODAN Alerts:http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alertshttp://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=100SHODAN – Other Coolhttp://webcams.shodanhq.com/http://www.shodanhq.com/exploitshttp://maltego.shodanhq.com/



SHODAN 
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F I N D I N G  S C A D A  S Y S T E M S 

Presenter
Presentation Notes
SHODAN http://www.shodanhq.com/https://www.shodan.io/http://en.wikipedia.org/wiki/Shodan_%28website%29http://www.shodanhq.com/help/filtersSHODAN is a search engine that lets you find specific computers (routers, servers, etc.) using a variety of filters. Some have also described it as a public port scan directory or a search engine of banners.Web search engines, such as Google and Bing, are great for finding websites. But what if you're interested in finding computers running a certain piece of software (such as Apache)? Or if you want to know which version of Microsoft IIS is the most popular? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don't let you answer those questions.So what does SHODAN index then? Good question. The bulk of the data is taken from 'banners', which are meta-data the server sends back to the client. This can be information about the server software, what options the service supports, a welcome message or anything else that the client would like to know before interacting with the server.Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (21), SSH (22) and Telnet (23) services. There are plans underway to expand the index for other services. Let me know if there are specific ports you would like to see included. SHODAN Twitter:http://twitter.com/#!/achilleanSHODAN - Examples:http://www.shodanhq.com/?q=Default+PasswordRSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1http://www.shodanhq.com/?q=scadaRSS Version: http://www.shodanhq.com/?q=scada&feed=1http://www.shodanhq.com/?q=net:216.75.0.0/16RSS Version: http://www.shodanhq.com/?q=net:216.75.0.0/16&feed=1Diggity – SHODAN Alerts:http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alertshttp://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=100SHODAN – Other Coolhttp://webcams.shodanhq.com/http://www.shodanhq.com/exploitshttp://maltego.shodanhq.com/SHODAN – SCADA Example Queries:http://www.shodanhq.com/?q=/BroadWeb/http://www.shodanhq.com/?q=Niagara+Web+Serverhttp://www.shodanhq.com/?q=EIG+Embedded+Web+Serverhttp://www.shodanhq.com/?q=i.LONhttp://www.shodanhq.com/?q=Simatic+S7
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F I N D I N G  S C A D A  S Y S T E M S 

Presenter
Presentation Notes
SHODAN Diggityhttp://www.bishopfox.com/resources/tools/google-hacking-diggity/attack-tools/ SHODAN Diggity provides an easy-to-use scanning interface to the popular SHODAN hacking search engine, and comes equipped with convenient list of search queries ready in a pre-made dictionary file.SHODAN is a search engine that lets you find specific types of computers (routers, servers, etc.) using a variety of filters. Some have also described it as a search engine of service banners. Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (21), SSH (22) and Telnet (23) services.Web search engines, such as Google and Bing, are great for finding websites. But what if you’re interested in finding computers running a certain piece of software (such as Apache)? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don’t let you answer those questions. 
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C R I T I C A L  I N F R A S T R U C T U R E  S E C U R I T Y 

• Supervisory control and data acquisition 



Target SCADA 
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C R I T I C A L  I N F R A S T R U C T U R E  S E C U R I T Y 

• SHODAN: Target Aquired! 



A D V A N C E D  D E F E N S E  T O O L S 
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SHODAN Alerts 

Presenter
Presentation Notes
SHODAN Hacking Alertshttp://www.bishopfox.com/resources/tools/google-hacking-diggity/defense-tools/#shodan-hacking-alertsNew live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.Stach & Liu incorporates SHODAN data into its defense alerts by utilizing the feature to turn SHODAN search results into RSS feeds by appending &feed=1 to common SHODAN query URLs. As an example: http://www.shodanhq.com/?q=Default+Password&feed=1Diggity – SHODAN Alerts:http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alertshttp://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000SHODAN - Main Site:http://www.shodanhq.com/http://www.shodanhq.com/help/filtersSHODAN is a search engine that lets you find specific computers (routers, servers, etc.) using a variety of filters. Some have also described it as a public port scan directory or a search engine of banners.Web search engines, such as Google and Bing, are great for finding websites. But what if you're interested in finding computers running a certain piece of software (such as Apache)? Or if you want to know which version of Microsoft IIS is the most popular? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don't let you answer those questions.So what does SHODAN index then? Good question. The bulk of the data is taken from 'banners', which are meta-data the server sends back to the client. This can be information about the server software, what options the service supports, a welcome message or anything else that the client would like to know before interacting with the server.Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (23), SSH (22) and Telnet (21) services. There are plans underway to expand the index for other services. Let me know if there are specific ports you would like to see included. SHODAN Twitter:http://twitter.com/#!/achilleanSHODAN - Examples:http://www.shodanhq.com/?q=Default+PasswordRSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1http://www.shodanhq.com/?q=scadaRSS Version: http://www.shodanhq.com/?q=scada&feed=1http://www.shodanhq.com/?q=net:216.75.0.0/16RSS Version: http://www.shodanhq.com/?q=net:216.75.0.0/16&feed=1
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SHODAN Hacking AlertsNew live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.Stach & Liu incorporates SHODAN data into its defense alerts by utilizing the feature to turn SHODAN search results into RSS feeds by appending &feed=1 to common SHODAN query URLs. As an example: http://www.shodanhq.com/?q=Default+Password&feed=1Diggity – SHODAN Alerts:http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alertshttp://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000SHODAN - Main Site:http://www.shodanhq.com/http://www.shodanhq.com/help/filtersSHODAN is a search engine that lets you find specific computers (routers, servers, etc.) using a variety of filters. Some have also described it as a public port scan directory or a search engine of banners.Web search engines, such as Google and Bing, are great for finding websites. But what if you're interested in finding computers running a certain piece of software (such as Apache)? Or if you want to know which version of Microsoft IIS is the most popular? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don't let you answer those questions.So what does SHODAN index then? Good question. The bulk of the data is taken from 'banners', which are meta-data the server sends back to the client. This can be information about the server software, what options the service supports, a welcome message or anything else that the client would like to know before interacting with the server.Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (21), SSH (22) and Telnet (23) services. There are plans underway to expand the index for other services. Let me know if there are specific ports you would like to see included. SHODAN Twitter:http://twitter.com/#!/achilleanSHODAN - Examples:http://www.shodanhq.com/?q=Default+PasswordRSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1http://www.shodanhq.com/?q=scadaRSS Version: http://www.shodanhq.com/?q=scada&feed=1http://www.shodanhq.com/?q=net:216.75.0.0/16RSS Version: http://www.shodanhq.com/?q=net:216.75.0.0/16&feed=1
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N M A P  O F  E N T I R E  I N T E R N E T 

• ~420k botnet used to perform NMAP against entire IPv4 addr space! 
• ICMP sweeps, SYN scans, Reverse DNS, and Service probes of 662 ports 
• Free torrent of 568GB of NMAP results (9TB decompressed NMAP results) 

Presenter
Presentation Notes
Internet Census 2012 – 9TB of Nmap Results for entire IPv4 Address Spacehttp://internetcensus2012.bitbucket.org/paper.htmlhttp://internetcensus2012.bitbucket.org/download.htmlhttps://community.rapid7.com/community/infosec/blog/2013/03/21/internet-census-2012--thoughtsExfiltrated.com - Web search interface makes use of the fantastic Internet Census 2012 resultshttp://www.exfiltrated.com/querystart.phpSummary:~420k Carna botnet used to perform NMAP against entire IPv4 addr space!ICMP sweeps, SYN scans, Reverse DNS, and Service probes of 662 portsFree torrent of 568GB of NMAP results (9TB decompressed NMAP results)Port scans running at 3-5 billion IPs per hour for weeksFound 1.3 billion IP addresses in use totalAbstract While playing around with the Nmap Scripting Engine (NSE) we discovered an amazing number of open embedded devices on the Internet. Many of them are based on Linux and allow login to standard BusyBox with empty or default credentials. We used these devices to build a distributed port scanner to scan all IPv4 addresses. These scans include service probes for the most common ports, ICMP ping, reverse DNS and SYN scans. We analyzed some of the data to get an estimation of the IP address usage.  All data gathered during our research is released into the public domain for further study. �The ~700 ports they grabbed service banners from are:1, 3, 7, 9, 13, 17, 19, 21, 22, 23, 25, 26, 35, 37, 42, 43, 44, 53, 69, 70, 79, 80, 81, 82, 83, 84, 85, 88, 98, 100, 106, 110, 111, 113, 119, 123, 130, 135, 137, 139, 143, 144, 161, 177, 179, 199, 214, 254, 255, 256, 257, 264, 280, 311, 389, 390, 406, 407, 427, 443, 444, 445, 449, 464, 465, 497, 500, 505, 510, 512, 513, 514, 515, 517, 518, 523, 524, 540, 543, 544, 548, 554, 587, 591, 593, 616, 620, 625, 626, 628, 631, 636, 641, 646, 660, 666, 706, 710, 711, 731, 771, 782, 783, 787, 808, 873, 888, 898, 900, 901, 902, 990, 993, 995, 1000, 1010, 1022, 1024, 1025, 1026, 1027, 1028, 1029, 1030, 1031, 1032, 1033, 1035, 1036, 1037, 1038, 1039, 1040, 1041, 1042, 1043, 1044, 1048, 1049, 1050, 1053, 1054, 1056, 1058, 1059, 1064, 1065, 1066, 1068, 1069, 1071, 1074, 1080, 1090, 1095, 1098, 1099, 1100, 1105, 1109, 1110, 1111, 1112, 1200, 1212, 1214, 1217, 1220, 1234, 1241, 1248, 1302, 1311, 1314, 1344, 1352, 1400, 1414, 1415, 1416, 1417, 1418, 1419, 1420, 1432, 1433, 1434, 1467, 1494, 1500, 1501, 1503, 1505, 1521, 1522, 1526, 1527, 1549, 1550, 1574, 1583, 1604, 1610, 1611, 1666, 1687, 1688, 1702, 1720, 1723, 1748, 1754, 1755, 1761, 1762, 1763, 1801, 1830, 1900, 1935, 1967, 1972, 1981, 1998, 2000, 2001, 2002, 2003, 2005, 2010, 2024, 2030, 2040, 2049, 2064, 2068, 2100, 2103, 2105, 2107, 2121, 2160, 2161, 2301, 2303, 2306, 2383, 2396, 2401, 2427, 2525, 2600, 2601, 2627, 2638, 2701, 2715, 2717, 2869, 2947, 2967, 3000, 3001, 3002, 3003, 3004, 3005, 3006, 3025, 3031, 3050, 3052, 3128, 3268, 3280, 3306, 3310, 3333, 3351, 3372, 3389, 3483, 3493, 3531, 3632, 3689, 3690, 3703, 3872, 3892, 3900, 3940, 3986, 4000, 4001, 4045, 4155, 4369, 4443, 4444, 4567, 4660, 4711, 4868, 4899, 4999, 5000, 5001, 5003, 5009, 5050, 5051, 5060, 5061, 5101, 5120, 5190, 5222, 5232, 5269, 5280, 5302, 5323, 5353, 5357, 5400, 5427, 5432, 5520, 5530, 5550, 5555, 5556, 5570, 5600, 5631, 5632, 5666, 5800, 5801, 5802, 5803, 5900, 5901, 6000, 6001, 6002, 6003, 6004, 6005, 6006, 6007, 6008, 6009, 6010, 6011, 6012, 6013, 6014, 6015, 6016, 6017, 6018, 6019, 6020, 6050, 6103, 6112, 6163, 6346, 6379, 6543, 6544, 6560, 6588, 6600, 6646, 6660, 6661, 6662, 6663, 6664, 6665, 6666, 6667, 6668, 6669, 6670, 6699, 6802, 6969, 7000, 7001, 7002, 7007, 7008, 7070, 7100, 7101, 7144, 7145, 7171, 7180, 7200, 7210, 7272, 7402, 7461, 7776, 7777, 7780, 7937, 7938, 8000, 8001, 8002, 8003, 8004, 8005, 8006, 8007, 8008, 8009, 8010, 8031, 8080, 8081, 8082, 8083, 8084, 8085, 8087, 8088, 8118, 8138, 8181, 8194, 8307, 8333, 8443, 8770, 8880, 8881, 8882, 8883, 8884, 8885, 8886, 8887, 8888, 9000, 9001, 9002, 9003, 9030, 9050, 9080, 9088, 9089, 9090, 9091, 9092, 9093, 9094, 9095, 9096, 9097, 9098, 9099, 9100, 9101, 9102, 9103, 9104, 9105, 9106, 9107, 9481, 9801, 9999, 10000, 10001, 10005, 10010, 10031, 10080, 11210, 11211, 11371, 11965, 12203, 12345, 13013, 13666, 13720, 13722, 13783, 14238, 14534, 15000, 15001, 15002, 17007, 17555, 17988, 18086, 18182, 18264, 19150, 19350, 20000, 22001, 22490, 26214, 26470, 27000, 27001, 27002, 27003, 27004, 27005, 27006, 27007, 27008, 27009, 27010, 27017, 27960, 30444, 31337, 31416, 32211, 32750, 32751, 32752, 32753, 32754, 32755, 32756, 32757, 32758, 32759, 32760, 32761, 32762, 32763, 32764, 32765, 32766, 32767, 32768, 32769, 32770, 32771, 32772, 32773, 32774, 32775, 32776, 32777, 32778, 32779, 32780, 32781, 32782, 32783, 32784, 32785, 32786, 32787, 32788, 32789, 32790, 32791, 32792, 32793, 32794, 32795, 32796, 32797, 32798, 32799, 32800, 32801, 32802, 32803, 32804, 32805, 32806, 32807, 32808, 32809, 32810, 33015, 34012, 37435, 38978, 40193, 41523, 49152, 49153, 49154, 49155, 49156, 49157, 49400, 50000, 50001, 50002, 50003, 50004, 50005, 50006, 50007, 50008, 50009, 50010, 50011, 50012, 50013, 50014, 50015, 50016, 50017, 50018, 50019, 50020, 50021, 50022, 50023, 50024, 50025, 50030, 55553, 55555, 56667, 60000, 60001, 60002, 60003, 60004, 60006, 60007, 60008, 60009, 60010, 60011, 60012, 60013, 60014, 60015, 60016, 60017, 60018, 60019, 60020, 60021, 60022, 60023, 60024, 60025
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24Apr2013 - HD Moore - SCADA - Thousands Exposedhttp://it.slashdot.org/story/13/04/24/2159223/thousands-of-scada-ics-devices-exposed-through-serial-portshttps://community.rapid7.com/community/metasploit/blog/2013/04/23/serial-offenders-widespread-flaws-in-serial-port-servershttp://threatpost.com/open-serial-port-connections-to-scada-ics-and-it-gear-discovered/https://speakerdeck.com/hdm/serial-offendershttps://community.rapid7.com/docs/DOC-2271https://speakerdeck.com/hdm/serial-offendershttps://community.rapid7.com/servlet/JiveServlet/downloadBody/2271-102-1-4509/Serial%20Offenders%20FAQ.pdf
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24Apr2013 - HD Moore - SCADA - Thousands Exposedhttp://it.slashdot.org/story/13/04/24/2159223/thousands-of-scada-ics-devices-exposed-through-serial-portshttps://community.rapid7.com/community/metasploit/blog/2013/04/23/serial-offenders-widespread-flaws-in-serial-port-servershttp://threatpost.com/open-serial-port-connections-to-scada-ics-and-it-gear-discovered/https://speakerdeck.com/hdm/serial-offendershttps://community.rapid7.com/docs/DOC-2271https://speakerdeck.com/hdm/serial-offendershttps://community.rapid7.com/servlet/JiveServlet/downloadBody/2271-102-1-4509/Serial%20Offenders%20FAQ.pdf
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Serial Port Device Exposure: SNMP 
• SNMP “public” System Description 
• Over 114,000 Digi and Lantronix devices expose SNMP 
• Over 95,000 Digi devices connected via GPRS, EDGE, & 3G 
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24Apr2013 - HD Moore - SCADA - Thousands Exposedhttp://it.slashdot.org/story/13/04/24/2159223/thousands-of-scada-ics-devices-exposed-through-serial-portshttps://community.rapid7.com/community/metasploit/blog/2013/04/23/serial-offenders-widespread-flaws-in-serial-port-servershttp://threatpost.com/open-serial-port-connections-to-scada-ics-and-it-gear-discovered/https://speakerdeck.com/hdm/serial-offendershttps://community.rapid7.com/docs/DOC-2271https://speakerdeck.com/hdm/serial-offendershttps://community.rapid7.com/servlet/JiveServlet/downloadBody/2271-102-1-4509/Serial%20Offenders%20FAQ.pdfSNMP Brute Force Tools:FoundStone SNS Scan (http://www.foundstone.com/us/resources/proddesc/snscan.htm)Onesixtyone (http://www.phreedom.org/solar/onesixtyone/)Solarwind SNMP Tools:SNMP Sweep (http://www.solarwinds.com/products/toolsets/SNMP_sweep.aspx)SNMP Dictionary Attack (http://www.solarwinds.com/products/toolsets/SNMPDictAttack.aspx)SNMP Brute Force Attack (http://www.solarwinds.com/products/toolsets/SNMPBruteForce.aspx)SNMP Enumeration Tools:SNMP4tPC - The Getif SNMP Utility (http://www.wtcs.org/snmp4tpc/getif.htm)5nmp - http://www.remote-exploit.org/codes_5nmp.htmlSolarWindow’s SNMP Tools:IP Network Browser (http://www.solarwinds.com/products/toolsets/ip_network_browser.aspx)MIB Walk (http://www.solarwinds.com/products/toolsets/MIBWalk.aspx)SNMP MIB Browser (http://www.solarwinds.com/products/toolsets/MIBBrowser.aspx)
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Internet Census 2012 – 9TB of Nmap Results for entire IPv4 Address Spacehttp://internetcensus2012.bitbucket.org/paper.htmlhttp://internetcensus2012.bitbucket.org/download.htmlhttps://community.rapid7.com/community/infosec/blog/2013/03/21/internet-census-2012--thoughtsExfiltrated.com - Web search interface makes use of the fantastic Internet Census 2012 resultshttp://www.exfiltrated.com/querystart.phpSummary:~420k Carna botnet used to perform NMAP against entire IPv4 addr space!ICMP sweeps, SYN scans, Reverse DNS, and Service probes of 662 portsFree torrent of 568GB of NMAP results (9TB decompressed NMAP results)Port scans running at 3-5 billion IPs per hour for weeksFound 1.3 billion IP addresses in use totalAbstract While playing around with the Nmap Scripting Engine (NSE) we discovered an amazing number of open embedded devices on the Internet. Many of them are based on Linux and allow login to standard BusyBox with empty or default credentials. We used these devices to build a distributed port scanner to scan all IPv4 addresses. These scans include service probes for the most common ports, ICMP ping, reverse DNS and SYN scans. We analyzed some of the data to get an estimation of the IP address usage.  All data gathered during our research is released into the public domain for further study. �The ~700 ports they grabbed service banners from are:1, 3, 7, 9, 13, 17, 19, 21, 22, 23, 25, 26, 35, 37, 42, 43, 44, 53, 69, 70, 79, 80, 81, 82, 83, 84, 85, 88, 98, 100, 106, 110, 111, 113, 119, 123, 130, 135, 137, 139, 143, 144, 161, 177, 179, 199, 214, 254, 255, 256, 257, 264, 280, 311, 389, 390, 406, 407, 427, 443, 444, 445, 449, 464, 465, 497, 500, 505, 510, 512, 513, 514, 515, 517, 518, 523, 524, 540, 543, 544, 548, 554, 587, 591, 593, 616, 620, 625, 626, 628, 631, 636, 641, 646, 660, 666, 706, 710, 711, 731, 771, 782, 783, 787, 808, 873, 888, 898, 900, 901, 902, 990, 993, 995, 1000, 1010, 1022, 1024, 1025, 1026, 1027, 1028, 1029, 1030, 1031, 1032, 1033, 1035, 1036, 1037, 1038, 1039, 1040, 1041, 1042, 1043, 1044, 1048, 1049, 1050, 1053, 1054, 1056, 1058, 1059, 1064, 1065, 1066, 1068, 1069, 1071, 1074, 1080, 1090, 1095, 1098, 1099, 1100, 1105, 1109, 1110, 1111, 1112, 1200, 1212, 1214, 1217, 1220, 1234, 1241, 1248, 1302, 1311, 1314, 1344, 1352, 1400, 1414, 1415, 1416, 1417, 1418, 1419, 1420, 1432, 1433, 1434, 1467, 1494, 1500, 1501, 1503, 1505, 1521, 1522, 1526, 1527, 1549, 1550, 1574, 1583, 1604, 1610, 1611, 1666, 1687, 1688, 1702, 1720, 1723, 1748, 1754, 1755, 1761, 1762, 1763, 1801, 1830, 1900, 1935, 1967, 1972, 1981, 1998, 2000, 2001, 2002, 2003, 2005, 2010, 2024, 2030, 2040, 2049, 2064, 2068, 2100, 2103, 2105, 2107, 2121, 2160, 2161, 2301, 2303, 2306, 2383, 2396, 2401, 2427, 2525, 2600, 2601, 2627, 2638, 2701, 2715, 2717, 2869, 2947, 2967, 3000, 3001, 3002, 3003, 3004, 3005, 3006, 3025, 3031, 3050, 3052, 3128, 3268, 3280, 3306, 3310, 3333, 3351, 3372, 3389, 3483, 3493, 3531, 3632, 3689, 3690, 3703, 3872, 3892, 3900, 3940, 3986, 4000, 4001, 4045, 4155, 4369, 4443, 4444, 4567, 4660, 4711, 4868, 4899, 4999, 5000, 5001, 5003, 5009, 5050, 5051, 5060, 5061, 5101, 5120, 5190, 5222, 5232, 5269, 5280, 5302, 5323, 5353, 5357, 5400, 5427, 5432, 5520, 5530, 5550, 5555, 5556, 5570, 5600, 5631, 5632, 5666, 5800, 5801, 5802, 5803, 5900, 5901, 6000, 6001, 6002, 6003, 6004, 6005, 6006, 6007, 6008, 6009, 6010, 6011, 6012, 6013, 6014, 6015, 6016, 6017, 6018, 6019, 6020, 6050, 6103, 6112, 6163, 6346, 6379, 6543, 6544, 6560, 6588, 6600, 6646, 6660, 6661, 6662, 6663, 6664, 6665, 6666, 6667, 6668, 6669, 6670, 6699, 6802, 6969, 7000, 7001, 7002, 7007, 7008, 7070, 7100, 7101, 7144, 7145, 7171, 7180, 7200, 7210, 7272, 7402, 7461, 7776, 7777, 7780, 7937, 7938, 8000, 8001, 8002, 8003, 8004, 8005, 8006, 8007, 8008, 8009, 8010, 8031, 8080, 8081, 8082, 8083, 8084, 8085, 8087, 8088, 8118, 8138, 8181, 8194, 8307, 8333, 8443, 8770, 8880, 8881, 8882, 8883, 8884, 8885, 8886, 8887, 8888, 9000, 9001, 9002, 9003, 9030, 9050, 9080, 9088, 9089, 9090, 9091, 9092, 9093, 9094, 9095, 9096, 9097, 9098, 9099, 9100, 9101, 9102, 9103, 9104, 9105, 9106, 9107, 9481, 9801, 9999, 10000, 10001, 10005, 10010, 10031, 10080, 11210, 11211, 11371, 11965, 12203, 12345, 13013, 13666, 13720, 13722, 13783, 14238, 14534, 15000, 15001, 15002, 17007, 17555, 17988, 18086, 18182, 18264, 19150, 19350, 20000, 22001, 22490, 26214, 26470, 27000, 27001, 27002, 27003, 27004, 27005, 27006, 27007, 27008, 27009, 27010, 27017, 27960, 30444, 31337, 31416, 32211, 32750, 32751, 32752, 32753, 32754, 32755, 32756, 32757, 32758, 32759, 32760, 32761, 32762, 32763, 32764, 32765, 32766, 32767, 32768, 32769, 32770, 32771, 32772, 32773, 32774, 32775, 32776, 32777, 32778, 32779, 32780, 32781, 32782, 32783, 32784, 32785, 32786, 32787, 32788, 32789, 32790, 32791, 32792, 32793, 32794, 32795, 32796, 32797, 32798, 32799, 32800, 32801, 32802, 32803, 32804, 32805, 32806, 32807, 32808, 32809, 32810, 33015, 34012, 37435, 38978, 40193, 41523, 49152, 49153, 49154, 49155, 49156, 49157, 49400, 50000, 50001, 50002, 50003, 50004, 50005, 50006, 50007, 50008, 50009, 50010, 50011, 50012, 50013, 50014, 50015, 50016, 50017, 50018, 50019, 50020, 50021, 50022, 50023, 50024, 50025, 50030, 55553, 55555, 56667, 60000, 60001, 60002, 60003, 60004, 60006, 60007, 60008, 60009, 60010, 60011, 60012, 60013, 60014, 60015, 60016, 60017, 60018, 60019, 60020, 60021, 60022, 60023, 60024, 60025
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SNMP Brute Force Tools:FoundStone SNS Scan (http://www.foundstone.com/us/resources/proddesc/snscan.htm)Onesixtyone (http://www.phreedom.org/solar/onesixtyone/)Solarwind SNMP Tools:SNMP Sweep (http://www.solarwinds.com/products/toolsets/SNMP_sweep.aspx)SNMP Dictionary Attack (http://www.solarwinds.com/products/toolsets/SNMPDictAttack.aspx)SNMP Brute Force Attack (http://www.solarwinds.com/products/toolsets/SNMPBruteForce.aspx)SNMP Enumeration Tools:SNMP4tPC - The Getif SNMP Utility (http://www.wtcs.org/snmp4tpc/getif.htm)5nmp - http://www.remote-exploit.org/codes_5nmp.htmlSolarWindow’s SNMP Tools:IP Network Browser (http://www.solarwinds.com/products/toolsets/ip_network_browser.aspx)MIB Walk (http://www.solarwinds.com/products/toolsets/MIBWalk.aspx)SNMP MIB Browser (http://www.solarwinds.com/products/toolsets/MIBBrowser.aspx)24Apr2013 - HD Moore - SCADA - Thousands Exposedhttp://it.slashdot.org/story/13/04/24/2159223/thousands-of-scada-ics-devices-exposed-through-serial-portshttps://community.rapid7.com/community/metasploit/blog/2013/04/23/serial-offenders-widespread-flaws-in-serial-port-servershttp://threatpost.com/open-serial-port-connections-to-scada-ics-and-it-gear-discovered/https://speakerdeck.com/hdm/serial-offendershttps://community.rapid7.com/docs/DOC-2271https://speakerdeck.com/hdm/serial-offendershttps://community.rapid7.com/servlet/JiveServlet/downloadBody/2271-102-1-4509/Serial%20Offenders%20FAQ.pdf
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• Port range depends on the vendor 
• Lantronix uses 2001-2032 and 3001-3032 
• Digi uses 2001-2099 

• Connect and immediately access the port 
• Linux root shells sitting on ports 2001/3001 
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• Digi uses the RealPort protocol on port 771 
• The encrypted (SSL) version is on port 1027 
• 9,043 unique IPs expose RealPort (IC2012) 
• Digi can expose up to 64 ports this way 
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Exfiltrated.com - Web search interface makes use of the fantastic Internet Census 2012 resultshttp://www.exfiltrated.com/querystart.phpPort 771 – data:http://www.exfiltrated.com/queryport.php?Port=771 Nmap – Port Scannerhttp://nmap.org/
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Serial Port TCP Multiplexed Services 
• Scanning for RealPort services via Metasploit 
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http://www.metasploit.com/modules/auxiliary/scanner/scada/digi_realport_version



Metasploit’n Scada 

40 

P O I N T  N  C L I C K  S C A R Y 

Serial Port TCP Multiplexed Services 
• Scanning for RealPort shells via Metasploit 

Presenter
Presentation Notes
http://www.metasploit.com/modules/auxiliary/scanner/scada/digi_realport_serialport_scan
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P O I N T  N  C L I C K  S C A R Y 

Presenter
Presentation Notes
http://www.metasploit.com/modules/auxiliary/scanner/scada/http://www.metasploit.com/modules/auxiliary/dos/scadahttps://www.digitalbond.com/tools/basecamp/metasploit-modules/
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P O I N T  N  C L I C K  S C A R Y 

Serial Port Device Exposure: ADDP 
• ADDP: Advanced Device Discovery Protocol 
• Obtain the IP settings of a remote Digidevice 
• Metasploitscanner module implemented 

Presenter
Presentation Notes
http://www.metasploit.com/modules/auxiliary/scanner/scada/digi_addp_versionhttp://qbeukes.blogspot.com/2009/11/advanced-digi-discovery-protocol_21.html
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P O I N T  N  C L I C K  S C A R Y 

Serial Port Device Exposure: ADDP .. continued 
• Third-party products are often hardcoded for ADDP 
• No configuration interface to disable the ADDP protocol 
• Often no way to change the “dbps” password 
• Metasploit includes an ADDP reboot module 

Presenter
Presentation Notes
http://www.metasploit.com/modules/auxiliary/scanner/scada/digi_addp_reboothttp://qbeukes.blogspot.com/2009/11/advanced-digi-discovery-protocol_21.html
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P O I N T  N  C L I C K  S C A R Y 

Presenter
Presentation Notes
24Apr2013 - HD Moore - SCADA - Thousands Exposedhttp://it.slashdot.org/story/13/04/24/2159223/thousands-of-scada-ics-devices-exposed-through-serial-portshttps://community.rapid7.com/community/metasploit/blog/2013/04/23/serial-offenders-widespread-flaws-in-serial-port-servershttp://threatpost.com/open-serial-port-connections-to-scada-ics-and-it-gear-discovered/https://speakerdeck.com/hdm/serial-offendershttps://community.rapid7.com/docs/DOC-2271https://speakerdeck.com/hdm/serial-offendershttps://community.rapid7.com/servlet/JiveServlet/downloadBody/2271-102-1-4509/Serial%20Offenders%20FAQ.pdf
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P O I N T  N  C L I C K  S C A R Y 

Presenter
Presentation Notes
24Apr2013 - HD Moore - SCADA - Thousands Exposedhttp://it.slashdot.org/story/13/04/24/2159223/thousands-of-scada-ics-devices-exposed-through-serial-portshttps://community.rapid7.com/community/metasploit/blog/2013/04/23/serial-offenders-widespread-flaws-in-serial-port-servershttp://threatpost.com/open-serial-port-connections-to-scada-ics-and-it-gear-discovered/https://speakerdeck.com/hdm/serial-offendershttps://community.rapid7.com/docs/DOC-2271https://speakerdeck.com/hdm/serial-offendershttps://community.rapid7.com/servlet/JiveServlet/downloadBody/2271-102-1-4509/Serial%20Offenders%20FAQ.pdf
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P O I N T  N  C L I C K  S C A R Y 

Presenter
Presentation Notes
Metasploit - Honeywell EBI - Mar2013http://threatpost.com/metasploit-module-released-patched-honeywell-ics-vulnerability-031113/https://community.rapid7.com/community/metasploit/blog/2013/03/11/cve-2013-0108-honeywell-ebihttp://www.metasploit.com/modules/exploit/windows/browser/honeywell_hscremotedeploy_exechttp://www.metasploit.com/modules/exploit/windows/browser/honeywell_tema_exec
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Default Passwords 
S C A D A  P A S S W O R D  A T T A C K S 

• Digi equipment defaults to root:dbps for authentication 
• Digi-based products often have their own defaults (“faster”) 
• Lantronix varies based on hardware model and access 

• root:root, root:PASS, root:lantronix, access:systemn 

 

• Passwords were “dbps”, “digi”, & “faster” 

Presenter
Presentation Notes
24Apr2013 - HD Moore - SCADA - Thousands Exposedhttp://it.slashdot.org/story/13/04/24/2159223/thousands-of-scada-ics-devices-exposed-through-serial-portshttps://community.rapid7.com/community/metasploit/blog/2013/04/23/serial-offenders-widespread-flaws-in-serial-port-servershttp://threatpost.com/open-serial-port-connections-to-scada-ics-and-it-gear-discovered/https://speakerdeck.com/hdm/serial-offendershttps://community.rapid7.com/docs/DOC-2271https://speakerdeck.com/hdm/serial-offendershttps://community.rapid7.com/servlet/JiveServlet/downloadBody/2271-102-1-4509/Serial%20Offenders%20FAQ.pdf
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Hard Coded Passwds 
S C A D A  P A S S W O R D  A T T A C K S 

Presenter
Presentation Notes
Threatpost - Hard-Coded Credentials Found in TURCK ICS Devices - 24May2013http://threatpost.com/hard-coded-ics-credentials-getting-easier-to-find/http://ics-cert.us-cert.gov/advisories/ICSA-13-136-01http://blog.ioactive.com/2013/05/identify-back-doors-in-firmware-by.html?m=1
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Passwd Bruteforcing 
S C A D A  P A S S W O R D  A T T A C K S 

Presenter
Presentation Notes
ThreatPost - Password Cracker Targets Siemens S7 PLCs – 23Jan2013http://threatpost.com/en_us/blogs/password-cracker-targets-siemens-s7-plcs-012313http://scadastrangelove.blogspot.ru/2013/01/s7brut.htmlhttp://pastebin.com/0G9Q2k6yhttp://ics-cert.us-cert.gov/alerts/ICS-ALERT-13-016-02SCADA Vulnerabilities:Password cracking tools released.
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S C A D A  P A S S W O R D  A T T A C K S 

Presenter
Presentation Notes
http://www.metasploit.com/modules/auxiliary/scanner/scada/koyo_login
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Password Cracking 
S C A D A  P A S S W O R D  A T T A C K S 

Presenter
Presentation Notes
http://www.cylance.com/techblog/Googles-Buildings-Hackable.shtml
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Password Cracking 
S C A D A  P A S S W O R D  A T T A C K S 

Presenter
Presentation Notes
http://www.cylance.com/techblog/Googles-Buildings-Hackable.shtml



Wireless Attacks 
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S C A D A  W I R E L E S S  A T T A C K S 

Presenter
Presentation Notes
http://www.net-security.org/secworld.php?id=14795



T O O L S 
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RFID Hacking Tools 



Badge Basics 
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Name Frequency Distance 

Low Fequency (LF) 120kHz – 140kHz <3ft (Commonly under 1.5ft) 

High Frequency (HF) 13.56MHz 3-10 ft 

Ultra-High-Frequency (UHF) 860-960MHz (Regional) ~30ft 

Presenter
Presentation Notes
RFID Card/Tag Types:http://rfidiot.org/#Tag_Galleryhttp://blog.threatforward.com/2010/03/02/cards-side-by-side/Proxmark Resources - Card Types and Formatshttp://code.google.com/p/proxmark3/wiki/Tags_Mainhttp://code.google.com/p/proxmark3/wiki/RunningPM3#Supported_tag_typeshttp://www.proxmark3.com/item_tag.htmlHID – Card Type Guideshttp://www.hidglobal.com/documents/smart_card_guide_iclass.pdfhttp://www.hidglobal.com/documents/technologyCard_guide_en.pdfhttp://www.hidglobal.com/documents/hid_full_product_catalog_en.pdf
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A $ $  G R A B B I N G  M E T H O D 

Existing RFID hacking tools only work when 
a few centimeters away from badge 



Programmable Cards 
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Cloning to T55x7 Card using Proxmark 3 
• HID Prox Cloning – example: 

 
 
 

• Indala Prox Cloning – example: 

Presenter
Presentation Notes
http://proxclone.com/T55x7.htmlhttp://www.apdanglia.org.uk/t5557icprotocol.htmlhttp://www.mdfly.com/index.php?main_page=product_info&cPath=16_62&products_id=170http://www.therfidshop.com/product_info.php?products_id=373HID Cloning – with Proxmark3 to T55x7 Card - Example:More info: http://www.proxmark.org/forum/viewtopic.php?id=996lf hid clone [HEX]lf hid clone 20068d83d5Indala Cloning – with Proxmark3 to T55x7 Card  - Example:More info: http://www.proxmark.org/forum/viewtopic.php?id=1332lf indalaclone <HEX>lf indalaclone 4f2b04795



Pwn Plug 
M A I N T A I N I N G  A C C E S S 

Presenter
Presentation Notes
Pwn Plughttp://pwnieexpress.com/products/elite-plug
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PROTECT YO NECK 
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S C A D A  P R O T E C T I O N 

From HD Moores “Serial Offenders” recommendations: 

Presenter
Presentation Notes
24Apr2013 - HD Moore - SCADA - Thousands Exposedhttp://it.slashdot.org/story/13/04/24/2159223/thousands-of-scada-ics-devices-exposed-through-serial-portshttps://community.rapid7.com/community/metasploit/blog/2013/04/23/serial-offenders-widespread-flaws-in-serial-port-servershttp://threatpost.com/open-serial-port-connections-to-scada-ics-and-it-gear-discovered/https://speakerdeck.com/hdm/serial-offendershttps://community.rapid7.com/docs/DOC-2271https://speakerdeck.com/hdm/serial-offendershttps://community.rapid7.com/servlet/JiveServlet/downloadBody/2271-102-1-4509/Serial%20Offenders%20FAQ.pdf
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S C A D A  P R O T E C T I O N 

Snort and SCADA 

Presenter
Presentation Notes
Snort and SCADA:http://www.isssource.com/snort-to-boost-scada-security/http://www.snort.org/assets/114/Snort_RH5_SCADA.pdfhttp://blog.snort.org/2012/01/snort-292-scada-preprocessors.html
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S C A D A  P R O T E C T I O N 

Presenter
Presentation Notes
Dark Reading - New Algorithm Lets SCADA Devices Detect, Deflect Attacks - 14May2013http://www.darkreading.com/attacks-breaches/new-algorithm-lets-scada-devices-detect/240154875
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S C A D A  P R O T E C T I O N 

NIST and other guidance docs: 

Presenter
Presentation Notes
NIST and other guidance docs:http://www.cyber.st.dhs.gov/docs/NIST%20Guide%20to%20Supervisory%20and%20Data%20Acquisition-SCADA%20and%20Industrial%20Control%20Systems%20Security%20(2007).pdfhttp://csrc.nist.gov/groups/SMA/fisma/ics/documents/Sept2010-Workshop/NIST_ICS_workshop_Sep2010_SP800-82_briefing_Abrams.pdfhttp://csrc.nist.gov/publications/nistpubs/800-82/SP800-82-final.pdf
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Bishop Fox 
www.bishopfox.com 

Presenter
Presentation Notes
For copies of the presentation and tools, please go to:http://www.stachliu.comhttp://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/
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