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Introductions

1:’

 Hi, I'm Fran
* Partner at Bishop Fox

* You may remember me
from such hacks as:

RFID Thief

Diggity Search Tool
Suite

Sharepoint
Hacking




Introductions

e Hi I'm Joe

* Associate at Bishop
Fox

* | like computers
That run a POSIX OS*

Phones are cool too

« Open source projects:

Root the Box

ISpy

37




Agenda

37

Breaking iOS Apps —

Static analysis

Dynamic analysis

The future of iOS assessments

Protections & counter-measures
Breaking Android Apps —

Static Analysis

Dynamic Analysis

Protections & counter-measures



App Security Requirements

Scenarios

Online Finance
Point of Sale
Streaming Media

Mobile Device
Management (MDM)

Games (cheating, etc.)

1'.
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A

THE GOLDEN RULE

APPLICATION SECURITY



Users are Evil

* They have complete
control

e Do not trust them

* Design applications
and APlIs accordingly

37



|OS DYNAMIC
ANALYSIS

BREAKING IOS APPLICATIONS



iOS Prerequisites

e Mac & Xcode

* HTTP Proxy

Burp Suite Pro ($300)
MitM Proxy ($0)

« ARM Disassembler (optional)

Hopper ($90)
IDA Pro ($600+)

e Jailbroken iOS Device

SSH access
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INTERCEPTING
HTTP TRAFFIC

BREAKING MOBILE APPLICATIONS
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HTTP Proxy Setup

PROXY SETTINGS

37

No SIM =

wi-Fi - FBI Surveillance Van #34

7

A

Server

Port

Authentication

192.168.1.120

N

12



HTTP Proxy Setup




HTTP Proxy Setup
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The SSL Certificate Chain

( Root

N
( Intermediate
J

q.'

( Leaf




SSL Certificate Chain

Intermediate
#1

Intermediate
#2

?7

Intermediate
#3




Burp Suite Pro

ADDING A TRUSTED ROOT CERTIFICATE

| Target | Proxy TSpider TScanner Tlntruder TRepeater TSequencer TDecoder TComparer T Ext

[ Intercept T History TOpngns ]

(2] Proxy Listeners

G Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to cc

Add Running |Interface 'Invisible |Redirect |Certificate

[ « *8080 O Per-host
| Edit |

Remove

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiati
tools or another installation of Burp.

L CA certificate ... H

17



Burp Suite Pro

‘@00 /> python [Users/moloch — Python — 100x29

py.. =€
Last login: Mon Sep 29 12:36:21 on ttys000

python /Users/moloch

User: moloch
Hostname: tethys
3 Model: MacBook Air
44 #44 ! Version: 0S X 10.9.5 Maver-icks
HEBBHHERE BB BHHEER Kernel: XNU
HERRRREHRRRRRERRRRRRE Uptime: 1 day
Shell: /usr/local/bin/fish
Terminal: xterm-256color
Packages: 131
CPU: Intel Core 15-3427U CPU @ 1.80GHz
Memory: 4 GB
Disk: 70%

Welcome to fish, the friendly interactive shell
Type help for -+instructions on how to use fish

~ python -m SimpleHTTPServer
Serving HTTP on 0.0.0.0 port 8000 ...



Burp Suite Pro

ADDING A TRUSTED ROOT CERTIFICATE

JI Y o~ L

MeLLony i

192.168.1.120:8000/ €= C

Directory listing for /

» burp.sh
o : V1518,
« PortSwiggerCA.cer €=

19



Burp Suite Pro

ADDING A TRUSTED ROOT CERTIFICATE

== No SIM =

"cancel " Install Profile
PortSwigger CA PortSwigger CA
Not Trusted : & Trusted

Received Nov 17, 2013

Contains Certificate

Received Nov 17, 2013

Contains Certificate

More Details > More Details >




HTTP Proxy Setup

37




HTTP Proxy Setup

SECURE TRAFFIC INTERCEPTION

Burp Intruder Repeater Window Help

~

Repeater T Sequencer T Decoder T Comparer T Extender T Options T Alerts
Target u Spider T Scanner T Intruder

_u History TOptions ]

@ Request to http:/ /www.google.com:80 [173.194.43.48)
[ Forward ] [ Drop ] _ [ Action ] Comment this item @
“ Params T Headers | Hex ]

GET / HTTP/1.1
Host: www.google.com (
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.9; rv:25.0) Gecko/20100101
Firefox/25.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/+;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Cookie:

PREF=ID=e37871e05eead f27:U=389865240b0c6307: FF=0:TM=1383178751:LM=1384801873:S=vV8v_
_t_VOc1COTE;

S

NID=67=fKJICi4-b2ahbcabrr2ZCPAvRSbxSpIqzbHM-BIF5ZNUaSxHeCEguTf5pflul~~fMdyHiVCIukASvo
2IFfNWDEVT7gamNk_zSk668mzgq-pK70qYvxgYKIiAVKQOSmPCSR
Connection: keep-alive

v
[ ? ] [ < ] [ + ] [ > ] [Typeasearch term 0 matches

22



HTTP Proxy Setup

37




ACME Certificate Pinning

N
( ACME
Root

J

ACME
Intermediate

J

?7

i

Application
Leaf
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|OS DYNAMIC
ANALYSIS

BREAKING IOS APPLICATIONS



Operating System Security Model

WHY WE NEED TO JAILBREAK

e Signed Binaries
Modifying binaries
Code injection

Runtime modification

 App Sandbox
Debugging

Filesystem access

37
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DEMONSTRATION

CODE INJECTION TECHNIQUES
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APP STORE
ENCRYPTION

BREAKING IOS APPLICATIONS



Binary Encryption

* Encrypted Binaries

AppStore
e Clutch
e Rasticrac

* No Encryption
Provisioned Device
Test Flight, etc.

37



Clutch Usage

 Open source (GitHub)
* Decrypts iOS applications and repackages them

 Saves apps in:

/var/root/Documents/Cracked
 Saves apps as .ipa files (they're just ZIPs)

* Use: clutch <app name>

37



The IPA Archive Format

» Foobar.ipa

ITunesMetadata.
plist

ITunesArtwork
Payload/
» Foobar.app

» Foobar
> ...

37



iTunes Metadata

>softwareSupportedDevicelds</
>

< >1</
>

>softwareVersionBundleId</
>com, .agent</ >
>sottwareVersionkExternalldentitier</
>14817666</ >
>softwareVersionExternalldentifiers</

1:’



ARM Disassembly

================ B EGI NNTIWN NG O F PROCEDURE =====:

+ lCompromiseDetection jailBrokenStatus]:

ox000ddf3s push {r4, r5, r6, r7, lr}

Ox000ddf3a add r7, sp, #0xc

Ox000ddf3c push.w

0x000ddf40 sub.w

0x000ddf44 sub S w " B
Ox000ddf46 movw Segments Cross References Show CFG Pseudo Code
Ox000ddf4a movt .

Ox000ddf4e movw ro, #O0xaaTc

Ox000ddf52 movt ro, #0x18

Ox000ddf56 add rl, pc

Ox000ddf58 add ré, pc

Ox000ddfsa 1dr ri, [ri]

Ox000ddfsc 1dr re, [ro]

Ox000ddf5e blx imp___symbolstubl__objc_msgSend
Ox000ddfe2 mov ri, ro

Ox000ddfe4 movs ro, #0x2

Ox000ddfe6 cmp rli, #0Ox0

Ox000ddfes beq.w Oxde55a



ARM Decompiler

| AM IN UR BINARIES MODIF’IN UR CODEZ

loc_ddféc:
r4 = malloc(@x18);
ré = @x@;

#*(int8 t %) (rd + 8x17) = r@;
rl = "\ xBA\xDA\xES\XES\xFO\XxFC\ xFB\xFA\XE1\xFC\xFA\XFB\xEB\ xBA\ xDB\XxEC\XxF1\xFC\x
do {
#(int8 t *)(rd + r@) = *(int8 t #*)(rl + r@) ~ 0x05;
réd = r@ + 8x1;
} while (r@ !'= @x17);
rs = malloc(@xf):
réd = @x@;
*(int8_t *)(r5 + Bxe) = r@;
rl = "\xBA\XE3\xFA\xE7\xBA\XFO\xFC\xF7\xBA\xF6\XEC\xF1\xFC\xF4" ;

do {
#(int8_t *)(r5 + r@) = *(int8_t *)(rl + r@) ~ 0x05; o
rée = rd + Bx1;
} while (r@ != @xe);
ré = malloc(@x13);
rée = 0x0;
#(int8_t *)(r6 + 8x12) = r@;
rl = "\xBA\xE3\xFa\xE7\xBA\xE1\xFB\XES\xBA\xFB\XEC\xF1\xFC\ xF4\xBB\xFO\xFA\xF2";

do {
*(int8 t *)(r6 + r@) = *(int8 t %) (rl + r@) *~ Ox95; EC ——
ré = r@ + @x1;

} while (r@ '= 8x12);



XOR is Not Obfuscation

*{irtﬂ t *}{ rd + r@) = A BAN \ x DAY\ xES\\XE5
\XF1\\XFC\\ xF4\ \xBB\\ xF4\\xE5\\xE5" I+ rE} A @x05:
rg = rE + Bxl

} while (r® '= 8x17);
ré = malloc(@xf);
#(int8 t *)(r@ + Bxe) = Ox0:

for char in a:
foo = int(repr{char)[3:-1], 16) ~ @x9 return r@;

o o= ~ - o "1|

BUERIERCU R0, loc_ddféc:
rd = malloc(@x18):
e do {

: iy *(int8 t *)(r4 + r@) = *(int8 t "\
APl AcELRTE) N, \XFI\AXFO\\XFE\\XFA\\XEL\ \XFC\\XFA\\XFB\\XE6\ \ xBA\
\XFA\\xBB\\xF4\\XE5\\xE5" + r@) ~ 8x95;

o1
"\



Modifying ARM Assembly

DX Navigate | Debug  Scripts Min + [llicompromiseDetection jailBrokenStatus]:

Mark as U lored u

ark as Thexplore push {r4, r5, r6, r7, 1lr}
Code C c aa = - —
Procedure P
Code With CPU Mode... xC I I J
Procedure With CPU Mode... P ‘ nop
Data b . CPUmode: | Thumb 3
Array D I
C String A I
Unicode String oA r [ Assemble and Co Next ]
Toggle Thumb Mode T
Farmat > I
Manage Types... 3T
Edit Procedure Signature... Y movt re 2 #0x18
Assemble Instruction... add rl s PE
NOP Region add ré, pc
Restore QOriginal Value -ldr_ rl [ r‘l]

]

Change File Base Address... ldr r0 , [ r‘B]
Comment... i . ]
T Cormand 2 blx imp___symbolstubl__objc_msgSend
Name... N mov ri, r@
Disassemble Whole Section movs re, #0x2
DisasseT b.Ie Whole Segme.nt cmp ri , HOx0
Cancel Current Disassembly
Transform Whole Section to C Strings bEﬂ «W Oxde55a




Modifying ARM Assembly

mEdit Find Modify Navigate Debug

New BN
Open... #®0
Open Recent >
Close HEW
Save S
Save As... {35

Produce Assembly Text File...
Produce Assembly For Current Procedure...

Produce New Executable...

Read Executable to Disassemble... {380
Read Debug Symbols File...

+ [fiCompromiseDetection jailBrokenStatus]:

nop

bdd r7i, sp, #0xc

P e — =

N |
q CPU mode: | Thumb : |
N

r | Assemble and Go Next |
N

add rl, pc

add re, pc

1dr rl, [ri]

1dr re, [ro]

blx imp___symbolstubl__objc_msgSend
mov rl, r@

movs ro, #0x2

cmp rl, #0x0

beq.w Oxde55a
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OBJECTIVE-C
HEADERS

STATIC ANALYSIS



Class Dump

\EAVELAVERVELVEAVIVE LY

100110011010100
101001101011010

1110111101010011
100010110010010t
001001000010001




#import <XXUnknownSuperclass.h>
@class NSString;

@interface XXasymEncryptor : XXUnknownSuperclass {
NSString* _publicKeylID;
NSString* _privateKeylD;
}
@property(copy, nonatomic) NSString* privateKeyID;
@property(copy, nonatomic) NSString* publicKeylD;
-(id)privateQueryDict;
-(id)publicQueryDict;
-(void)decryptWithPrivateKey;
-(void)encryptWithPublicKey;
-(void)KeysPlease;
-(id)decryptData:(id)data;
-(id)encryptData:(id)data;
-(id)init;
@end



#import <XXUnknownSuperclass.h> // Unknown library
@class NSString;

@interface XXasymEncryptor : XXUnknownSuperclass {
NSString* _publicKeylID;
NSString* _privateKeylD;
}
@property(copy, nonatomic) NSString* privateKeyID;
@property(copy, nonatomic) NSString* publicKeylD;
-(id)privateQueryDict;
-(id)publicQueryDict;
-(void)decryptWithPrivateKey,

-(void)encryptWithPublicKey;
-(void)KeysPlease;
-(id)decryptData:(id)data,

-(id)encryptData:(id)data;
-(id)init;
@end




MOBILE SUBSTRATE

CODE INJECTION TECHNIQUES



The Objective-C Runtime

MESSAGE PASSING

NEHYX®

objc_msgSend

43



The Objective-C Runtime

MESSAGE PASSING

Mobile Substrate

(Our code runs here)

objc_msgSend

NEHYX®



Jailbreak Detection Code

* Fork()

« Stat() / Lstat()
Cydia
[apt/
Etc

» dyld_count()

« dyld get image name()

q.'



Jailbreak Detection Code

BYPASSING COMMON DETECTION METHODS

@class NSString;
@interface DeviceSecurity: {
BOOL jbstatus;
}
@property(assign, nonatomic) BOOL jbstatus;
+(BOOL)isJailbroken;

@end

46



Theos + Logos + Mobile Substrate

import "substrate.h”
hook DeviceSecurity
BOOL) isJailbroken

log I/ Logos built-in logging
return NO; // Return FALSE

end



Certificate Bypasses

“TRUST ME” BYPASS

#import "substrate.h”

/* New function definition */
OSStatus new_SecTrustEvaluate(SecTrustRef trust,
SecTrustResultType *result) {
*result = kSecTrustResultProceed;
return errSecSuccess,;

%ctor {

[* Hook the function */

MSHookFunction((void *)SecTrustEvaluate,
(void *)new_SecTrustEvaluate,
(void **)&original_SecTrustEvaluate);
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CYCRIPT

RUNTIME MODIFICATION



Cycript is Black Magic

37

JavaScript REPL

JavaScript + Cycript
language extensions

Objective-C runtime
is merged into the
REPL

Attach to running
apps



Cycript Basics

ATTACHING TO A PROCESS
Iphone:~root# cycript —p AlienBlue
cy# UIApp
@"<UIlApplication: 0x8ba2c0>"
cy# UlApp.keyWindow.delegate
@"<CustomNavigationController: 0x836900>"
cy# ui(UIApp.keyWindow, "Foobar")

<UlLabel: 0x82f0dO; frame = (132 12; 55 21); text = '‘Foobar’,
clipsToBounds = YES; userinteractionEnabled = NO; layer =
<CALayer: 0x82f190>>



Cycript Basics
ATTACHING TO A PROCESS

cy# var label = new Instance(0x82f0d0)

@"<UlLabel: 0x82f0d0; frame = (132 12; 55 21); text =
'Reddits’; clipsToBounds = YES; userinteractionEnabled = NO;
layer = <CALayer: 0x82f190>>"

cy# label.text
@"Foobar"
cy# label.text = @"Barfoo"

@"Barfoo"
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DEMONSTRATION

CYCRIPT IN ACTION
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ssh

/Users/moloch — ssh — 65x18

iPhone:~ root#

‘-"—'—M
e | ———
——
e st—

®

Terminal



ISPY

WELCOME TO THE FUTURE



iISpy Assessment Framework

Under Active Development

Easy to use Web GUI

Class dumps / Instance
tracking

Automatic jailbreak-detection
bypasses

Automatic SSL certificate
pinning bypasses

Re-implemented
objc_msgSend

Automatic detection of
vulnerable function calls

Easy to use soft-breakpoints
More on the way!
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DEMONSTRATION

ISPY IN ACTION

.
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ISpy

37

https://github.com/BishopFox
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COUNTER-
MEASURES

PROTECTING IOS APPLICATIONS



Defense Against the Dark Arts

Security code

Assembly and/or C
Inline functions

Objective-C obfuscation

Certificate pinning

Whitelist root authorities
Change release
Metaforic — Commercial

AppMinder — BSD Licensed
http://appminder.nesolabs.de/



http://appminder.nesolabs.de/

AppMinder

FREE ‘N EASY OBFUSCATION

#T !'(TARGET IPHONE SIMULATOR)

attribute {{alwags inline)) static void
MEJKqOBovPApokJQDaj jRvdTEK (wvoid)
{

asm volatile ("b #4; png {r@-rl15};bx lr;mov r@, #63;mov rl2, #256;asr rl2,
#7:b #2: Enp {rB-rl15};s5ub r2, rZ:mov r@, r2;mov r@, rO;svc OxBO:mov rl, #1:b
#1 cmp rl@;cmp rB rl; 1tt ne movne rl2, #1;swine Ox11l;mov r3, rB;lsl r3, r3,
#E;Edd r3, rﬂ;add r3, pc;hx rﬂ;add sp, #120;ldmia sp, {r@-rl5};bx lrymov r3, r3;sub
rz, rz2, rE;mnv r@, r2;mov rl2, #2:mov r2, rZ2:mov r@, #31:b #4;png {rB r15},hx lr SVC
Ox80;sub rl, rl, rl;b #l;cmp r@, rl@;mov r3, rl;b #2;push {r@-rl2};add r3, r3, #1 b
#2.5tmdb sp!, {rB r12} cmp ra, r3 bne #1;b #4;mov rl2, #1;swi Bxll*mnv r2, #12;5uh

rZ, r2, rB;add ra, Pc hx ra:mov rﬂ #1*mnv r12 #1: SVC Bxﬁﬂ*“ oo "r@", "rl", "r2",
w r-a w . w r-q_ll- . w rlz II- II-I-nEI'-nD r!'r w ] ;

}

#endlf

STEP 2: Call the C function, where you would like to implement the jailbreak detection (e.qg.
in didFinishLaunchingWithOptions:):

#1T !'(TARGET IPHONE SIMULATOR)
HHJHqDBuvPApnkJﬂDa]]HvdTEk ():
#endlf



ANDROID
APP SECURITY

JAVA JAVA JAVA JAVA JAVA JAVA



Android Prerequisites

Linux / Mac / Windows

HTTP Proxy

Burp Suite Pro ($300)
MitM Proxy ($0)

ADT Eclipse Bundle

Substrate plug-in

Procyon (Java decompiler)
Dex2jar (bytecode converter)

Rooted Device

Cydia Substrate



Android Application Packages

* APKs are signed
Not encrypted

« APK Extractor

e Direct Download

?:’



Decompiling Dalvik Bytecode

)011001101010
100110101101

1101111010100
0001011001001
100100001000




Dex2jar + Procyon

$ dex2jar Foobar.apk
dex2jar foobar.apk -> Foobar-dex2jar.jar
$ procyon —jar Foobar-dex2jar.jar —o src/

Decompiling com/foobar/Parser...
Decompiling com/foobar/XMLWriter...



Decompiled Android Code

MainActivity() {
super();
this.d a.a();
this. 1l IntentFilter(" LACTION_DOWNLOA
this.m IntentFilter(" . CHECK_THEME_UR
this.n BroadcastReceiver() {
void onReceive( Context context, Intent intent)

f.c.a(n.confirm_restart_title, n

void run() {
MainActivity.this.x();
1

}) .show(MainActivity.this getSupFnrtFragmentHanager[j, "confi
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The Android Zygote

Application Launch

(Iifk Binder
Event IPC Call

fe

startActivity

intent < F

(ir ) UNC [\ _Intent Target
component
is launched

* Intent

Resolution - ActivityManager

* Permission =~
Check Service
* New Task
Launch Test
Process.

start()

pid Loads App

class in RAM

Activity Thread
Dalvik VM

Forks a
new
Linux
process

Looper.
loop()




Cydia Substration

Class to hook

/= Get the class we want to hook =/ ‘\\\:&
Class _class = Class. forName("android.net.http.AndroidHttpClient");

/%= Get the method we want to hook, in this case it's the constructor =*/
Method execMethod = _class.getMethod(
"execute", HttpUriRequest.class, HttpContext.class);

N

Method to hook




Cydia Substration

/* Our method alteration code =/
MS. hookMethod(_class, execMethod, new M5.MethodAlteration() {
public Object invoked(Object _this, Object... args) throws Throwable
{
/* Cast arguments into useful types =/
HttpUriReguest reguest = (HttpUriRequest) args[0];
HttpContext context = null;
if (args[1] != null) {
context = (HttpContext) args[1];

}

/* Log pertinent information =*/
Log.d("HttpInterceptor", "[" + request.getMethod() + "] -> " + r

/* Call the original method */
return invoke(_this, reguest, context);



Cydia Substration

/* Our method alteration code =/
MS. hookMethod(_class, execMethod, new M5.MethodAlteration() {
public Object invo (Object _this, Object... args) throws Throwable

{

/* Cast arguments into useful types =/
HttpUriReguest reguest = (HttpUriRequest) args[0];
HttpContext context = null;
if (args[1] != null) {

context = (HttpContext) args[1];

}

/* Log pertinent information =*/
Log.d("HttpInterceptor", "[" + request.getMethod() + "] -> " + r

/* Call the original method */
return invoke(_this, reguest, context);



Cydia Substration

/* Our method alteration code =/
MS. hookMethod(_class, execMethod, new M5.MethodAlteration() {
public Object invoked(Object _this, Objec . args) throws Throwable

{

/* Cast arguments into useful types =/
HttpUriReguest reguest = (HttpUriRequest) args[0];
HttpContext context = null;
if (args[1] != null) {

context = (HttpContext) args[1];

}

/* Log pertinent information =*/
Log.d("HttpInterceptor", "[" + request.getMethod() + "] -> " + r

/* Call the original method */
return invoke(_this, reguest, context);



Cydia Substration

/* Our method alteration code =/
MS. hookMethod(_class, execMethod, new M5.MethodAlteration() {
public Object invoked(Object _this, Object... args) throws Throwable

{

/* Cast arguments into useful types =/
HttpUriReguest reguest = (HttpUriRequest) args[0];
HttpContext context = null;
if (args[1] != null) {

context = (HttpContext) args[1];

}

/* Log pertinent information =*/
Log.d("HttpInterceptor", "[" + request.getMethod() + "] -> " + r

/* Call the original method */
return invoke(_this, reguest, context);



Cydia Substration

/* Our method alteration code =/
MS. hookMethod(_class, execMethod, new M5.MethodAlteration() {
public Object invoked(Object _this, Object... args) throws Throwable
{
/* Cast arguments into useful types =/
HttpUriReguest reguest = (HttpUriRequest) args[0];
HttpContext context = null;
if (args[1] != null) {
context = (HttpContext) args[1];

}

/* Log pertinent information =*/
Log.d("HttpInterceptor", "[" + request.getMethod() + "] -> " + r

/* Call the original method w,-"T
return invoke(_this, reguest, context);



Cydia Substration

/* Our method alteration code =/
MS. hookMethod(_class, execMethod, new M5.MethodAlteration() {
public Object invoked(Object _this, Object... args) throws Throwable
{
/* Cast arguments into useful types =/
HttpUriReguest reguest = (HttpUriRequest) args[0];
HttpContext context = null;
if (args[1] != null) {
context = (HttpContext) args[1];

}

/* Log pertinent information =*/
Log.d("HttpInterceptor", "[" + request.getMethod() + "] -> " + r

/* Call the original method */
return invoke(_this, reguest, context);

}
}); T




Android LogCat

£l Console &3 LogCart i3

| tag:Httplnterceptor

Level
0]

D

Time

11-15

11-15

11-15

11-15

11-15

28:

28

28:

28

28

14:11. 441

14:14.834

14:14.581

14:14.824

14:15.167

Application

Tag

L e e T

HttpInterceptor
HttpInterceptor
HttpInterceptor
HttpInterceptor

HttpInterceptor

N

Filter by tag

Text

| e S | pla e -

[GET] -= https ffﬁﬁh gnng1enp
Shstart-token=8&max-results=0

1433 | -= httpqaffﬁww.gnnglen

en_LUskart-dimengdion=5%12Rupdat
[GET] -= https:Afandroid.clie
ndrold¥3A%ZFE2FIdE8757b2cffac
[POST] -= https:/ wew.googlea
hl=en_US&tier=basic

TPOST] -»> https:/ www.googlea
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COUNTER-
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PROTECTING ANDROID APPLICATIONS



Android Application Security

Security subroutines
C / C++ (NDK]
Assembly

Inline functions

Avoid kernel calls if
possible

Java bytecode obtuscation

Certificate pinning

q.'
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CONCLUSIONS

MOBILE APPLICATION SECURITY



Management Not Security

« MDM is Mobile

Device Management
o Clientside enforcement

e Devices lie

?7



Mobile Security

IN A NUT SHELL ...

e C(Client-side enforcement
Your architecture is probably broken, fix
that instead

 |fthe business model dictates that
you must...

Perhaps the revenue model
depends on it

Perhaps you have to integrate with
legacy code

Perhaps there’s some other crazy
reason for on-device security



Client-side Enforcement

“ALLIS LOST



Good Hunting!

EVERTDATIDERF TL:I'IBII.R.GI:I"I

> 4

MIS

TRAINING
INSTITUTE

BISHOP FOX.



Contact Us

bishopfox.com
contact@bishopfox.com
@bishopfox on the Twitters

github.com/BishopFox

We’re hiring!

BISHOP FOX.



Image Citations

* Internet Image: LobStoR/Wikimedia

* iPhone Image: Zach Vega/Wikimedia

* Hacker Image: chanpipat/FreeDigitalPhotos.net

* Lock Image: Stuart Miles/FreeDigitalPhotos.net

* Binary Image: noegranado/Flickr Creative
Commons

BISHOP FOX.


https://commons.wikimedia.org/wiki/File:Internet.png
https://commons.wikimedia.org/wiki/File:Internet.png
https://commons.wikimedia.org/wiki/File:IPhone_5.png
http://www.freedigitalphotos.net/images/Crime_g406-Hacker_p64688.html
http://www.freedigitalphotos.net/images/at-sign-padlock-shows-security-online-communication-photo-p175203
https://farm8.staticflickr.com/7064/6949896929_4797170191_q.jpg

