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DEMONSTRATION
*CROSS FINGERS*



WHAT IS  
PSEUDORANDOM  
A QUICK HISTORY LESSON



5

BY THE NUMBERS

Nature

579834279173498173984179871938247981
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DETERMINISTIC

Machines

57983420

57983420

57983420

…



7

JOHN VON NEUMAN

Early Pseudorandom Generators
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PRNG

Middle Squares Method

43824

43824^2

1920542976

92054297

92054297^2

847399359616

4209
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DETERMINISTIC RANDOMNESS

Random vs. Pseudorandom

983427917349817… 5480 7983349817…
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THE MERSENNE TWISTER

PRNG Period Size
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52056276196005131066463766486159942366754865374802419643502959351686623639090479483476923139783013778207857124190544743328445291831729732
42310888265081321626469451077707812282829444775022680488057820028764659399164766265200900561495800344054353690389862894061792872011120833
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85654608562058042468987372436921445092315377698407168198376538237748614196207041548106379365123192817999006621766467167113471632715481795
87700538269439340040306170045769113534918787488892342934934014517057171618112579588888927749542697714991454962391639401482298502533165151
14312788020090568084565068188772666098316368838849056218222629339865486456690806721917047404088913498356856624280632311985204368263294152
90752972798343429446509992206368781367154091702655772727391329424277529349082600585884766523150957417077831910016168475685658673192860882
07017976030726984998735483604237173466025769434723550630174411887414129243895814154910060975221688223088761143199647233084238013711092744
94835578150375868496445857499177728699267442183696211376751010832785437940817490940910430840967741447084363242794768920562004272279616386
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04960016277540625331440619019129983789914712515365200336057993508601678807687568562377857095255541304902927192220184172502357124449911870
21064269456506138491937347432450396626779903840238678168680996201587909058654942350469919074351955104372254451574096782908433602593822578
07308802738552615519720440756203267806244488034909982321612316877947156134057932495455095280525180101230872587789741158170482455889714385
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61750770319774575349128064331765399959943433081184701471587128161493944212766142282629099500557469810532066100015602957846566161932522694
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(2^19937)-1 =
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EVALUATING RANDOMNESS

Can you be sure?
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TESTING RANDOMNESS

The Die Hard Tests
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• Birthday attacks

• “Craps” tests

• Count the 1s

• Monkey tests

• Parking lot tests

• Squeeze tests

• Etc.

999999999999 …

Die Hard Randomness Tests



SEEDS
HOW DO THEY WORK?
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CHOOSING A “SECURE” SEED

THAT’S HOW YOU GET THEM

Vulns.

Do You Want Vulns?

• Time

• PIDs

• Stack memory

• Hardcoded “random” 
seed

• Combinations of any of 
the above



17

EVALUATING RANDOMNESS

Sony’s ECC Random



ATTACKING PRNGS
UNTWISTING THE TWISTER
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EVEN CHOOSING A SEED WELL CAN’T SAVE YOU
Bruteforce

• 32 bit seeds on most 
algorithms

• 4,294,967,296 values

• Enumerable

• Offline attack

• Limited only by CPU power

• Timestamp based seeds

• 31,557,600 values
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USED IN UNTIWSTER
Algorithm

• Given set of observed numbers

• 42, 61, 27, 75, 89, 34, 12

• Calculate random numbers 

• One by one

• Compare to head of observed list

• If it matches, look for the next 
observed #

• Continue until match is found

• Allows for missing values

• Don’t have to be sequential
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USED IN UNTIWSTER
Algorithm

42, 61, 27, 75, 89, 34, 12

45, 33, 42,97, 61, 27,75, 49,51, 89
,
34,12,
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WHERE TO HALT
Problem of Depth

• How do you know 
you’re deep enough?

• Maybe the correct numbers 
are just about to appear

• Haven’t yet

• Halting problem

• Depth is given as input

• Give up after depth is 
explored

• Efficiency vs 
Completeness Tradeoff
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MATH IS HARD
State Inference

• Crack RNG state

• Predict future and past 
values

• Without knowing the 
seed!

• Much easier with 
sequential numbers

• Current implementation 
requires it*

• Small state size helps, 
too
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MATH IS HARD

glibc rand()

• Very simple algorithm

• r[i] = r[i-3] + r[i-31]

• With the LSB chopped off

• Produces 31 bit numbers

• Internal state has 32 bit numbers

• Observe 32 sequential numbers

• This IS the internal state

• Missing the LSBs
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MATH IS HARD

glibc rand()

• LSB reconstruction

• Guess-and-check

• Use state to predict random numbers

• Measure how well it predicts

• Try with 0 and 1 LSB

• Go with the better guess!

• Boolean Algebra

• Really long Boolean equation

• Only guaranteed for ~132 consecutive outputs



PYTHON BINDINGS
BECAUSE PYTHON IS BETTER THAN RUBY
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• Bytes codes do not 
execute concurrently

• The GIL is not going 
anywhere

• Threads are still useful for 
certain tasks, but not 
performance 

THREADING ISSUES IN PYTHON

The Python GIL
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THE C++ // PYTHON BRIDGE

Code Sample

/* Suspend Python's thread, so we can use native C++ threads */

PyThreadState* pyThreadState = PyEval_SaveThread();

StartBruteForce(threads, answers, (double) minimumConfidence, 

lowerBoundSeed, upperBoundSeed, depth, rng);

/* Clean up and restore Python thread state */

PyEval_RestoreThread(pyThreadState);

pyThreadState = NULL;
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REMOTE PYTHON CALL

Distributed Computing



bishopfox.com @bishopfox

BishopFox

AltF4

Moloch--

Contact Us



Thank You



We’re Hiring

bishopfox.com

careers@bishopfox.com

Especially if you know how to make final 
slides…immediate hire.


