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Introductions

VERY QUICKLY ...

e Hi, I'm Fran
* Partner at Bishop Fox

* You may remember me from such hacks as:

« RFID Thief
* Diggity Search Tool Suite
* SharePoint Hacking

BISHOP FOX



Introductions

VERY QUICKLY ...

Hi I'm Joe

Sr. Security Analyst at Bishop Fox

| like Python, Linux, and cryptography

* Phones / embedded devices are pretty cool too

BISHOP FOX



Today We're Covering

HACKING MOBILE APPS

* Attacks against mobile apps
* Real world examples

» Defense against the dark arts

BISHOP FOX



Agenda

TECHNICAL BRIEF

* Breaking iOS Apps
« Static Analysis

* Dynamic Analysis
e Countermeasures

* Breaking Android Apps
« Static Analysis
* Dynamic Analysis
 Counter-measures

BISHOP FOX



App Security Requirements

A FEW SCENARIOS

* Online tinance
* Pointofsale
* Streaming media and DRM

* Mobile Device Management (MDM|

BISHOP FOX



The Golden Rule

OF APP SECURITY

BISHOP FOX



Users are Evil

EVERY LAST ONE OF '"EM

* They have complete control
* Do nof trust them

* Design apps & APls accordingly

BISHOP FOX



iOS Applications

STATIC ANALY SIS

BISHOP FOX



iIOS Perquisites

WHAT YOU NEED TO START

e Jailbroken iOS Device
« SSH Access (scp)

e Mac & Xcode

« HTTP Proxy
« Burp Suite Free/Pro ($300)
« Zed Atftack Proxy

« ARM Disassembler
« Hopper ($50)
 IDA Pro ($600+)

BISHOP FOX
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HTTP Proxy Setup

NETWORK ANALYSIS

BISHOP FOX



Burp Suite Setup

. Target T Proxy T Spider TEcanner T Intruder T Repeater TEE{:uencer T Decoder T-Enmparer T Ext

. Intercept T History Tﬂptiﬂns ]

@ ProxXy Listeners

@ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to c

l Add J Running | Interface | Invisible | Redirect | Certificate

R [ 8080 ] Per-host
| Edit |
| Remowve |

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiati
tools or another installation of Burp.

l CA certificate ... J h

BISHOP FOX
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Python —m SimpleHTTPServer

Directory listing for /
192.168.1.120:8000/ <i— ¢

Directory listing for /

« burp.sh
+ burpsuite pro v1.5.18 jar

EQELIQQM‘_
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Install You Own CA

==} No SIM =

Not Trusted - @ Trusted

Received Nov 17, 2013 Received Nov 17, 2013

Contains Certificate

Contains Certificate
|

| More Details >

More Details

BISHOP FOX 14



WiFi Settings > Proxy

Surveillance Van

Server 192.168.1.120

Port 8080

Authentication (_\ OFF\.

BISHOP FOX



You're Donel

WELL SORT OF...

Burp Suite Professional v1.5.18 - licensed to Stach & Liu [12 user license]
Burp Intruder Repeater Window Help

Repeater T Sequencer T Decoder T Comparer T Extender I Options T Alerts

Target I Proxy Spider Scanner Intruder

J Intercept T History Tﬂptions 1

lﬁj Request to http:/ fwww.google.com:80 [173.194.43.48)

l Forward J l Drop J [ Intercept is... ] Action Camment this item

J RawT Params T Headers T Hex ]

GET / HTTP/1.1

Host: www.google.com

User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 0S5 X 18.9; rv:25.0) Gecko/20100101
Firefox/25.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,+/+*;q=0.8
Accept-Language: en=U5,en;q=0.5

Accept-Encoding: gzip, deflate

Cookie:
PREF=ID=e37871le05eeadf27:U=389865240b0cE30T:FF=0:TM=1383178751: LM=1384801873 1 5=vV8v_
_t_VOclCOTE;
NID=67=fKICi4-bZ2ahbcabrr2ZCPAvRSbxSpIqzbHM-BIFSZNUaSxHeCEguTfSpflul-=-fMdyHiVCIukASvo
2IFfNwWDEVTgamNk_zSkE68mzgq-pKT0qYvxgYkI1AVKQOSmMPCSR

Connection: keep-alive

am
-m
""‘l

- ]

[TJ [TJ lTJ lTJ Type a search term 0 matches
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AppStore Encryption

DECRYPTING BINARIES

BISHOP FOX



Binary Encryption

GETTING PLAIN-TEXT BINS

* Encrypted Binaries
 AppStore
* Clutch

e Rasticrac

 No Encryption
» Provisioned Device
« Test Flight, efc.

BISHOP FOX
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Clutch

AWESOME TOOL

Decrypts iOS applications and repackages them

« Saves apps in:
/var/root/Documents/Cracked

 Saves apps as .ipa files (they're just ZIPs)

Use: clutch <app name>

BISHOP FOX
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AppStore Archive Structure

GETTING PLAIN-TEXT BINS

» Foobar.ipa
» ITunesMetadata.plist
» 1TunesArtwork
» Payload/
» Foobar.app
» Foobar
> ...

BISHOP FOX
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Bundle Identifier

I TUNES METADATA PLIST

>softwareSupportedDevicelds</
>
>1</
>
>softwareVersionBundleId</

>com. .agent</ >
>sottwareVersionkExternalldentitier</
>14817666</ >
>softwareVersionExternalldentifiers</

BISHOP FOX 2



Static Analysis

[OS APP SECURITY

BISHOP FOX



Static Analysis

DUMPING CLASS INTERFACES

BISHOP FOX
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class-dump-z

ANOTHER AWESOME TOOL

Dump class information from a Mach-O binary
 Shows Obijective-C classes, methods, properties

» Useful for peering into iOS apps

Creat for searching for keywords

BISHOP FOX
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#import <XXUnknownSuperclass.h>
@class NSString;

@interface XXasymEncryptor : XXUnknownSuperclass {
NSString* _publicKeylID;
NSString* _privateKeyID;
}
@property(copy, nonatomic) NSString* privateKeyID,;
@property(copy, nonatomic) NSString* publicKeyID;
-(id)privateQueryDict;
-(id)publicQueryDict;
-(void)decryptWithPrivateKey;
-(void)encryptWithPublicKey;
-(void)KeysPlease;
-(id)decryptData:(id)data;
-(id)encryptData:(id)data;
-(id)init;
@end



#import <XXUnknownSuperclass.h>
@class NSString;

@interface XXasymEncryptor : XXUnknownSuperclass {
NSString* _publicKeylID;
NSString* _privateKeyID;
}
@property(copy, nonatomic) NSString* privateKeyID,;
@property(copy, nonatomic) NSString* publicKeyID;
-(id)privateQueryDict;
-(id)publicQueryDict;
-(void)decryptWithPrivateKey;

-(void)encryptWithPublicKey;
-(void)KeysPlease;
-(id)decryptData:(id)data,

-(id)encryptData:(id)data;
-(id)init;
@end




Jailbreak Detection

#import

@interface FoobarUtil : NSObject {
}

+(id)getMACUID;
+(id)getMACBasedUID;
+(id)hashDataToHexString:(char*)hexString length:(int)length;
+(id)hashData:(id)data;
+(id)iTunesMetadataPlist;
+(BOOL)applsCracked,;

+(BOOL)devicelsJailbroken; _
+(int)deviceCPUFrequency;

BISHOP FOX
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Jailbreak Detection

COMMON DETECTION METHODS

Methods

* Fork()

» Stat() / Lstat()
* Cydia
» [apt/
« Etc

» dyld_count()
« dyld_get _image_name()

BISHOP FOX



ARM Assembly

pxesoddfas
BxEe0ddfia
BxEe0ddfac
Ax@A0dd T40
Ax0e0dd 44
OxEe0dd 46
DxEe0ddfda
Ax@a0dd e
Ax@A0dd 52
Ax0e0dd 56
OxEe0dd 58
DxEe0ddfEa
Ax@A0dd TEc
Ax0e0ddf5e
OxEe0ddfe2
DxEe0dd e
Ax@a0dd &6
Ax0e0ddfes

Axee0dd fec
Axee0dd fee

BEGIN 0

FOB5
B3AF
2DE9008D
ADF5D16D
2186
45FE6601
CarF21ae1
4AFGTC20
CAF21808
T944
T844
A968
AA68
4«8F18EEE
8146
0220
ae29
ABFAFTa2

1820
48F1T2EF

BISHOP FOX
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PROCEDURE

; Basic Block Imput R
methImpl_static_

push
add
push.w
sub.w
sub

{r4, rsj Foy

ri, sp, #8xc

{r8, rilo, ril}

5Py SPs
sp, #0Oxs
rl, #0x9866
rl, #0x18
ri, #0xaa¥c
ri, #0x18
rl, pc

r@, pc

rl, [ri]
r@, [r@]

#@x688

S

Segthents Cross

imp___symbolstubl__objc_msgSend

rl, r@

ri, #0x2
ri, #0x0
Bxde55a

Basic Block Input Regs: pc -

Mo s

blx

r@, #0x18

imp___symbolstubl__mallec

References

_P.seud;‘ éode

Bx26TTcH
Bx2689d8
@Aselector(lastsu
@Eex2689d8

ccessftulBeaconTimeStamp
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function methImpl_static ™ Detection_jailBrokenStatus {
ri = &var_12;

rl3 = rl3 - @x688;

rild = rl3 - 8@x4;

rd = [*0x2689d8 lastSuccessfulBeaconTimeStampl;
rl = r@;
re = @x2;

if (rl == 8x@) goto loc_de55a;
goto loc_ddféc;

loc_debba:
Pop();
Popl);
Pop();
return r@;

loc_ddféc:

ré = malloc(@x18);

do {

#(int8_t *)(r4 + r@) = *={int8_t %) ("\\xBA\\xD4\\xE5'\xE5
\XFINAXFC\\XFA\\xBB\\xF4\\xE5S\\ xE5" + r@) ~ 0x95;
rée = rd + Bx1;

} while (r@ !'= @8x17);
rée = malloc(@xf):
#(int8 t =) (r@ + Bxe) = @Ox0;

BISHOP FOX
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function methImpl_static ™ @ Detection_jailBrokenStatus {
ri = &var_12;

rl3 = rl3 - @x688;

rild = rl3 - 8@x4;

rd = [*0x2689d8 lastSuccessfulBeaconTimeStampl;
rl = r@;
re = @x2;

if (rl == 8x@) goto loc_de55a;
goto loc_ddféc;

loc_debba:
Pop();
Popl);
Pop();
return r@;

loc_ddféc:

ré = malloc(@x18);

do {

#(int8_t *)(rd4 + r@) = *={int8_t %) ("\\xBA\\xD4\\xE5'\xE5
\XFINAXFC\\XFA\\xBB\\xF4\\xE5S\\ xE5" + r@) ~ 0x95;
rée = rd + Bx1;

} while (r@ !'= @8x17);
rée = malloc(@xf):
#(int8 t =) (r@ + Bxe) = @Ox0;

BISHOP FOX
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Pseudo Code

NO ASSEMBLY REQUIRED

do {
#(int8 t *)(r6 + r@) = *(int8 t =*) ("\\xBA\\xE3\\xF4\\xE7\\ xBA

\xFANAXF2" + r@) ~ @x95;
ré = r@ + Bx1:
} while (r@ '= 8x12);
rg = Stat{rd, &var_EE];_

= Stat{rS &var_164) ; A

rlﬂ re;

re = stat{rﬁ, &var 272): h
var_ 44 = r@:

free(rd);

free(rs);

free(re);

BISHOP FOX 3



XOR is Not Obfuscation

malloc(@x18);

#*(int8 t *)(rd + rE} = i BAY \ x D4\ \XE5\\xE5
\F1\\XFC\\xF4\ \xBB\\ xF4\ \ xE5\\ xE5" ]+ r@} T A Px95;
ré = r@ + Bx1;

} while (r@ '= 8x17);
rée = malloc(@xf):
#(int8 t =) (r@ + Bxe) = @Ox0;

l_.,
=
= |l

out = !

for char in a:
foo = int(repr(char)[3:-1], 16) ~ @x¢
out += chr(foo)

return ra;

loc_ddféc:

r@ = malloc(@x18);
e pr— do {
L s N *x(int8_t *)(r4 + r@) = x(ints_t TP\
Applications/Lydia.app \xFO\\XFC\\XFB\\XFA\\XET\\XFC\\xFA\ \xFB\\xEB\ \ xBA\
WXFAN\XBBA\xFA\\XxE5\\xE5" + r@) ~ 0x95;

M
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Dynamic Analysis

[OS APP SECURITY

BISHOP FOX



IOS Device Logs

XCODE DEVICE CONSOLE

« Window > Organizer
« Cmd + Shift + 2

* Realime logs ©

BISHOP FOX

LIERARY

X Developer Profile

|] Provisioning Profiles

1 Software Images
Device Logs

E Screenshots

DEVICES

My Mac
B 1573 110500 ©
wizzard
v B 501 (98405
|:] Provisioning Profiles
4 Applications

AT SE
Device Logs
Screenshots
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IOS Device Logs

WALL OF TEXT

Mobile
Mobile
Mobile
Mobile
Mobile
Mobile
Mobile
Mobile
Mobile
Mobile

Pro-iPad[23308]
Pro-iPad[23308]
Pro-iPad[23308]
Pro-iPad[23308]
Pro-iPad[23308]
Pro-iPad[23308]
Pro-iPad[23308]
Pro-iPad[23308]
Pro-iPad[23308]
Pro-iPad[23308]

<Warning:=:
<Warning:=:
<Warning:=:
<Warning::
<Warning:=:
sWarning::
<Warning:=:
<Warning:-:
<Warning:=:
<Warning:=:

token success: clbdb8fb722b718f53998c44086%9eblb1391695d32b5316848e7d3c47742c49c, 7
setPushMotification returned:

Copying persistent storage to local storage.

Source File for Copy: /var/mobilesApplications/787961A9-FE78-4B@8-B743-8DDE48ED9187 /T
Target File for Copy: Svar/mobilesApplications/787961A9-FE78-4B08-B743-8DDBE48B09187 /L
Target successfully removed.

Copy successful.

setPushMotification returned:

setIsHaotiveloadingFinished(true) returned: true

showApp returned:

BISHOP FOX
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Mobile Substrate

HOOKING MADE EASY

BISHOP FOX



Mobile Substrate

OBJ-C RUNTIME MANIPULATION

« Written by Jay Freeman “Saurik”

* Dynamic library injection framework

« Cydia “Tweaks”

* Included with Cydia by default

BISHOP FOX
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Obj-C Message Passing

Objective-C Oby,
Call \lhsggend

Native C
S — Call -

10S App

BISHOP FOX

Run Code
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Obj-C Message Passing

Objective-C
Call
. & ~
Native C
— -

Mobile
— Substrate

Our code runs here

BISHOP FOX 40



Class Dump Example

IMPLEMENTING THE ATTACK

@class NSString;

@interface DeviceSecurity: {
BOOL _jbstatus;
}
@property(assign, nonatomic) BOOL jbstatus;
+(BOOL)isJailbroken;
@end

BISHOP FOX
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Class Dump Example

IMPLEMENTING THE ATTACK

@class NSString;

@interface DeviceSecurity: {
BOOL _jbstatus;
}
@property(assign, nonatomic) BOOL jbstatus;
+(BOOL)isJailbroken;
@end

BISHOP FOX
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Tweak Syntax

IMPLEMENTING THE ATTACK

#import “substrate.h”
%hook DeviceSecurity
-(BOOL) isJailbroken {

%log; // Logos built-in logging
return NO; // Return FALSE

}

%end

BISHOP FOX
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Generating Function Hooks

LOG ALL THE THINGS

$ class-dump-z FoobarApp —H

$ ./ios-hooker.py --target Foobar.h —g —s —|
'*] Successfully parsed 1 of 1 file(s)

1*] Generated 120 function hook(s)

1*] Hooks written to: Tweak.xm (8954 bytes)

$ make package

BISHOP FOX
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Cycript

GIVES YOU SUPERPOWERS

BISHOP FOX
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Cycript Magic

[OS HACKER'S BEST FRIEND

* JavaScript REPL

* JavaScript + Cycript
language extensions

Obijective-C runtime is
merged into the REPL

Attach to running apps

BISHOP FOX

46



Cycript

ALIEN BLUE APP

il Verizon & 5:07 PM =
Reddits Edit
Front Page >
All Reddits >

v My Account

@ My Profile >
Saved >
1+ Liked >
Submitted >
«» Hidden >
B4 0 3 Go PRO ($1.99) Vi

BISHOP FOX



Cycript

[OS HACKER'S BEST FRIEND

Iphone:~root# cycript —p AlienBlue

Cy#

cy# UIApp

@"<UIApplication: Ox8ba2c0>"

Cy#

cy# UlApp.keyWindow.delegate
@"<CustomNavigationController: 0x836900>"
Cy#

BISHOP FOX
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Cycript Extended

[OS HACKER'S BEST FRIEND

5:07 PM

a0l Verizon 9

$ ./slcycript AlienBlue

[+] Launching cycript wraj
[+] Attaching to process A
[+] Importing JavaScript h

Cy#

cy# ui(UIApp.keyWindow,
<UlLabel: 0x82f0dO; fram
YES; userinteractionEnak

BISHOP FOX

Front Page

All Reddits

My Account

My Profile

Saved

Liked

Submitted

4~» Hidden

Reddits

k82f190>>

¥

Go PRO ($1.99)

gx

dits'; clipsToBounds =

49



Cycript Extended

[OS HACKER'S BEST FRIEND

aillVerizon & 5:23PM = |

cy# label = new Instance(0x82f(

@"<UlLabel: 0x82f0d0; frame = FrontPags eddits’;
adits
Cy# My Account
cy# label.text & My Frofie
@"Reddits" e
cy# label.text=@"Diggs" |
@"DiggS" Liked
CY# Submitted
4~» Hidden
P4 o 3 Go PRO ($1.99) %

BISHOP FOX 0



Cycript Extended

[OS HACKER'S BEST FRIEND

=

ull. Verizon <

5:48 PM =

cy# hexdump(label.text,64)

c8 02 20 3f 8¢ 07 00 06 05 44 69
12 48 65 6C 76 65 74 69 63 61 4e
6f 6¢ 64 00 00 00 00 00 00 00 Q
c8 02 20 3f ad 07 00 01 bO

v My Account

ue.B

@ My Profile
CY#
cy# [ label setHidden: 1] Saved
Cy# Liked
Submitted
©» Hidden
X

BISHOP FOX
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MDM Securi’ry Policy

il Verizon & 6:03 PM | uil.Verizon & 6:04 PM | uil.Verizon & 6:04 PM
General Profiles Profiles Profile Profiles Profile
m PortSwigger > ww . Removable... “ = Secure Profile
P
P @ Verified @ Verified
e PortSwigger CA >
gg
Description Profile description. Description Profile description.
P Signed iPhone Configuratio Signed iPhone Configura
- PortSwigger CA ?> (BOO8CA5A-9CCB-4 (B0O08CA5A-9CCB-
REa 819A97E20935) 819A97E20935)
Received Sep 10, 2012 Received Sep 10, 2012
XL TestFlight WebClip > Contains Restriction Contains Restriction
4 testflightapp.com Password Policy Password Policy
X More Details > More Details >
@e=d4 ~ . Removable Profile > | . Y, N L | NN
e
Weged Secure Profile >

BISHOP FOX 52



Cycript & iOS Mobile Substrate

DEMONSTRATION

BISHOP FOX



Recommendations

REALISTIC CONSIDERATIONS

BISHOP FOX



Defense Against Dark Arts

EXPECTO PATRONIS

* Mobile security can be defeated
* |t comes down fo context and difticulty

« For example. ..

BISHOP FOX

55



iOS Recommendations

HARDENING YOUR APP

Assembly and /or C
Inline tunctions
Obj-C obtuscation
Certiticate pinning
Change release

s whN —

Metatoric — Commercial
AppMinder — BSD Llicensed
a) http://appminder.nesolabs.de/

BISHOP FOX
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http://appminder.nesolabs.de/

Free ‘'n Easy Obtuscation

DEFENSIVE SHELLCODE

#1if !'(TARGET IPHONE SIMULATOR)

attribute — ((always_inline)) static void
MEJKqOBovPApokl1(Daj jRvATEK (wvoid)
{

asm volatile ("b #4;pop {r@-rl5};bx lr;mov r@, #63:mov rl2, #256;asr rl2,
#7:b #2;pop {r@-rl5};sub r2, r2, rZ2;mov r@, r2;mov r@, r@;svc Gx80:mov rl, #1:b
#L;cmp r@, rl@;omp re, rl;itt ne;movne rl2, #1:swine Ox11;mov r3, r@;1lsl r3, r3,
#3;add r3, r@;add r3, pc;bx r3;add sp, #120;ldmia sp, {r@-rl5};bx lriymov r3, r3;sub
rz, rz, rZ;mov r@, rZ;mov rl2, #;mov r2, r2;mov r@, #31:b #4;pop {r@-rl5};bx 1r;svc
Bx80;sub rl, rl, rl;b #l;cmp r@, rl@;mov r3, rl;b #2;push {r@-rl2};add r3, r3, #1;b
#2:stmdb sp!, {r@-rl2};cmp r@, r3;bne #1;b #;mov rl2, #1;swi Bx1l:mov r2, #12;sub

rZ, rz, ré:add r2, pc:bx r2:mov r@, #l:mov rl2, #1;svc Ox86;" : : : "r@", "rl", "r2",
1w r.a 11} . 11} r|4ll . "W r.lz "W . Ilccll . 11} memuryll } ..

}

#endif

STEP 2: Call the C function, where you would like to implement the jailbreak detection (e.g.
in didFinishLaunchingWithOptions:):

#if ! (TARGET IPHONE SIMULATOR)
MKIKqOBovPApokIQDaijRwdTEK ():
#endif

BISHOP FOX
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Android Applications

STATIC ANALY SIS

BISHOP FOX



Google Play Store

APK PACKAGES

BISHOP FOX



Android Packages

EASILY ACQUIRED

* APKs are signed, not encrypted
 APK Extractor

e Direct Download

BISHOP FOX
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Android Perquisites

WHAT YOU NEED TO START

* Root'd Device
« Cydia Substrate

 ADT Eclipse Bundle
* Procyon
« DexZjar
« Substrate Plug-in

« HTTP Proxy
« Burp Suite Free/Pro ($300)
« Zed Aftack Proxy

BISHOP FOX
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Decompile the Bytecode

BYTECODE REFLECTION

dex2jar <App>.apk

VERVEAY U

0011001101010 )

100110101101

1101111010100 <%

0001011001001 5
100100001000 —

BISHOP FOX
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Dex2jar & Procyon

MORE THAN JUST INTERFACES

$ dex2jar Foobar.apk
dex2jar foobar.apk -> Foobar-dex2jar.jar
$ procyon —jar Foobar-dex2jar.jar —o src/

Decompiling com/foobar/Parser...
Decompiling com/foobar/XMLWriter...

BISHOP FOX
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Decompiled Java Code

MORE THAN JUST INTERFACES

MainActivity() {
super();
this.d a.a();
this. 1 IntentFilter(" LACTION_DOWNLO!
this.m IntentFilter(" . CHECK_THEME_UF
this.n BroadcastReceiver() {
void onReceive( Context context, Intent intent)

f.c.a(n.confirm_restart_title, n

void run{) {
MainActivity.this.x();
1
}) .show(MainActivity.this getSupFnrtFragmentHanager[], "confin

BISHOP FOX 64



Dynamic Analysis

ANDROID RUNTIME

BISHOP FOX



Android Zygote

Application Launch

(Iifk Binder
Event IPC Call

fe

startActivity
{intent)

* Intent

Resolution - ACtiVitY Mana‘ger

* Permission =~
Check Service
* New Task
Launch Test
Process.

pid start()

Activity Thread
Calvik VM

Forks a
new
Linux
process

Looper.
loop()

BISHOP FOX

~ .Intent Target
component
is launched

Loads App
class in RAM
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Cydia Substrate

SUBSTRATE FOR ANDROID

BISHOP FOX



Class Hook Example

IMPLEMENTING THE ATTACK

Class to hook J

/* Get\fNE class we want to hook =/
Class _class = Class. forName("android.net.http.AndroidHttpClient");

/* Get the method we want to hook, in this case it's the constructor =/
Method execMethod = _class.getMethod(
"execute", HttpUriReguest.class, HttpContext.class);

Method to hook J

BISHOP FOX 68



Class Hook Example

IMPLEMENTING THE ATTACK

/* 0Our method alteration code =*/
MS. hookMethod(_class, execMethod, new MS5.MethodAlteration() {
public Object invoked(Object _this, Object... args) throws Throwable
{
/* Cast arguments into useful types =/
HttpUriReguest request = (HttpUriReguest) args[8];
HttpContext context = null;
if (args[1] != null) {
context = (HttpContext) args([l];
}

/* Log pertinent information =/
Log.d("HttpInterceptor", "[" + request.getMethod() + "] -> " + r

/* Call the original method */
return invoke(_this, reguest, context);

BISHOP FOX
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Class Hook Example

IMPLEMENTING THE ATTACK

/* 0Our method alteration code =*/

MS. hookMethod(_class, execMethod, new MS.MethodAlteration() {
public Ob _this, Object... args) throws Throwable
{

/* Cast argumenfs into useful types =/
HttpUriReguest Feguest = (HttpUriRegquest) args[8];
HttpContext confext = null;
if (args[1] != 1) {

context = (HttpContext) args([l];
}

/* Log pertinent information =/
Log.d("HttpInterceptor", "[" + request.getMethod() + "] -> " + r

/* Call the original method */
return invoke(_this, reguest, context);

BISHOP FOX "



Class Hook Example

IMPLEMENTING THE ATTACK

/* 0Our method alteration code =*/
MS. hookMethod(_class, execMethod, new MS.MethodAlteration() {
public Object invoked(Object _ ws Throwable

{

/* Cast arguments into useful types
HttpUriReguest reguest = (HttpUriReg
HttpContext context = null;
if (args[1] != null) {

context = (HttpContext) args([l];

st) args[0];

}

/* Log pertinent information =/
Log.d("HttpInterceptor", "[" + request.getMethod() + "] -> " + r

/* Call the original method */
return invoke(_this, reguest, context);
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Class Hook Example

IMPLEMENTING THE ATTACK

/* 0Our method alteration code =*/
MS. hookMethod(_class, execMethod, new MS5.MethodAlteration() {
public Object invoked(Object _this, Object... args) throws Throwable
{
/* Cast arguments into useful types =/
HttpUriReguest request = (HttpUriReguest) args[8];
HttpContext context = null;
if (args[1] != null) {
context = (HttpContext) args([l];
}

/* Log pertinent information =/
Log.d("HttpInterceptor", "[" + request.getMethod() + "] -> " + r

/* Call the original method */
return invoke(_this, reguest, context);
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Class Hook Example

IMPLEMENTING THE ATTACK

/* 0Our method alteration code =*/
MS. hookMethod(_class, execMethod, new MS5.MethodAlteration() {
public Object invoked(Object _this, Object... args) throws Throwable

{

/* Cast arguments into useful types =/
HttpUriReguest request = (HttpUriReguest) args[8];
HttpContext context = null;
if (args[1] != null) {

context = (HttpContext) args([l];
}

/* Log pertinent information =/
Log.d("HttpInterceptor", "[" + request.getMethod() + "] -> " + r

/* Call the original method */
return invoke(_this, reguest, context);
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ADT's Logcat

ANOTHER BEAUTIFUL WALL OF TEXT

El Console & LogCat 3

| tag:Httplnterceptor

Level Time FID TID Application Tag TExt

0] 11-15 Eﬂ 14:11. 441 16968 17415 HttpInterceptor [GET] - https fﬁhﬁﬁ gnnglenp1
Shstart-token=B&max-results=@

0] 11-15 26:14:14.834 16968 17415 HttpInterceptor [POST] - https:/ www.googlea
en_Uskart-dimension=512&updat

0] 11-15 26:14:14.581 15558 17662 HttpInterceptor [GET] -= https: /fandroid.clie
ndrold¥3A%2FE2F3dB757b2cf faed

1] 11-15% 26:14:14.824 16968 17415 HttpInterceptor [POST] -= https:/fwww.googlea

hl=en_US%&tier=basic
[POST] -» https:/ www.googlea

11-15 :14:15.167 HttpInterceptor

Filter by tag
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Android Substrate

DEMONSTRATION
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Recommendations

REALISTIC CONSIDERATIONS
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Android Recommendations

HARDENING YOUR APP

1. NDK + assembly and/or C

2. Inline functions

3. Avoid kemel calls it possible
4. Java bytecode obtfuscation
5. Certiticate pinning

e Java Obfuscator

BISHOP FOX
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Conclusions

ON MOBILE SECURITY
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Management Not Security

BYOD VERTICAL CLOUD INTEGRATION

« MDM is Mobile Device Management

e Clientside enforcement

e Devices lie
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Mobile Security

INCA NUTSHELL

« Do NOT make security decisions on a mobile device

* Butif you must...
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Client-side Enforcement

IF YOU MUST. ..

* Your architecture is probably broken

o Fix that instead

* But it the business model dictates that you must. ..

* Perhaps the revenue model depends on it
* Perhaps you have to integrate with legacy code
* Perhaps there's some other crazy reason for on-device

security
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Questions & Thank You

@bishopfox

http://github.com/moloch--

Bishop Fox — see for more info:
htto:/ /www.bishopfox.com/
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http://github.com/moloch--

Image Sources

* Binary Image -
http: / /toter.com/t/photo /6949896929 /479717
0121/
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http://foter.com/f/photo/6949896929/4797170191/

