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Story Time

GATHER AROUND EVERYONE
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A Short Story

ABOUT YOU
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A Short Story Continued

ABOUT YOU
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A Short Story Continued

ABOUT YOU
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Communication
POST INTERNET SHUTDOWN
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Ways To Communicate
. REALISTICALLY
* Modem
* Wireless
» Packet Radio
» Ethernet Over Power

o SatComm
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Ways To Communicate

L UNREALISTICALLY

e Good Old RFC2549
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Network Fingerprints

WHAT THEY LOOK LIKE
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Modems

YOU GOT MAIL
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* Inline tap

* Inferception
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Wireless

TUBES IN THE SKY

* Passive
detection/inferception

« Many modulation
schemas

» Cracking, Rogue AP/BS
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Packet Radio

RELIVING THE 8035
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* Encryption and you
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Ethernet Over Power

VIRTUAL
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A little harder to detect

» Problems with
interference
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Fingerprint Reduction
BECOMING A GHOST
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Reduction

BE ONE WITH THE PACKETS

* It's Hard
e Timing

* Don't forget about

ohysical
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Current Research
WITH GREAT POWER COMES GREAT RESPONSIBLITY
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Current Research

LOL SLEEP

e et The Noise Hit The

Floor
* Specter Comms

e Dusknet
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Summary

BRINGING IT FULL CIRCLE

Ways fo

communicate

Fingerprints of
nefworks

Fingerprint
reduction

Moving forward
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Key Highlights

1. We need smarter

2. More learning, researching, and

3. Communication for
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Thank You

Drew Redshift Porter

Senior Security Analyst
@iamredshift
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Image Citations

* Family Image: David Castillo
Dominici/FreeDigitalPhotos. net

» Demonstration Image: littarn/ Openclipart.org

» Tahrir Square Image: Mona/Wikimedia Commons

» Tear Gas Image: Cosmopolita. / photo on flickr

* Demonstration Fists Image: RamyRaoot / Foter / CC

BY-NC-SA
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http://www.freedigitalphotos.net/images/Family_g212-Beautiful_Family_Enjoying_Mom_And_Dad_Playing_With_Their_Daught_p122439.html
https://openclipart.org/detail/1070/demonstration-by-liftarn
https://en.wikipedia.org/wiki/File:Tahrir_Square_during_8_February_2011.jpg
http://foter.com/f/photo/5895801632/11271157ea/
https://farm5.staticflickr.com/4059/4697195688_68ec45b9bd.jpg

Image Citations

» Social Media Icons Image: Jason A. Howie / Foter /

CC BY

» Egyptian Internet Shutdown Image: VVired

» Syrian Internet Blackout Image: Network VWorld

» Sudanese Internet Blackout Image: Gigaom

» Bombed Car Image: Beshrotfline / Foter / CC BY
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https://farm9.staticflickr.com/8029/7910370882_39d180fb66_m.jpg
http://www.wired.com/images_blogs/threatlevel/2011/01/arbor_egypt.jpg
http://www.networkworld.com/article/2223588/service-providers/syrian-internet-blackout--charts-show-dramatic-traffic-dropoff.html
https://gigaom.com/2013/09/25/sudans-internet-goes-dark-as-tensions-in-khartoum-mount/
https://farm9.staticflickr.com/8558/8709273933_be6bc003d3_m.jpg

Image Citations

» Carrier Pigeon Image: Mental Floss

* Packet Radio Image: APRS Florida
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http://mentalfloss.com/article/23374/because-i-cant-stop-writing-about-birds-pigeon-express
http://www.aprsfl.net/phgr.php

