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» Senior Security Associate for Stach & Liu

« Over eight years designing, implementing, anad
responding to various cyber security controls

* Alphabet Soup
« CISSP GCIA, GREM, GCFA, CEH
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Finding actionable security events within system, network,
and application logs can be overwhelming due o datfa
volume.
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Baseline

What do your logs tell you?
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Targeting
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Targeting
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Targeting

What Do You Need

Removing Known Good

What Can You Use

Remove Excess Data

& STACH&LIU

22



Analyze
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Combing Logs

« Aggregate and Correlate
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Execution

* Monitor log Flow
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Execution

* Monitor log Flow
* Passive
* Active

* Honey Tokens
« Credentials
« Accounts
» Database
 Records
o AP
« Keys
* Files
« Robot.ixt
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Credit Card Numbers
Social Network APl Keys
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Future Direction
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Future

* Integration
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Future

* Integration

e Automation
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Future

* Integration
» Automation

» Proactive Detection
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Questions?

For more info:
Email:
klowrence@stachliv.com

Stach & Liu, LLC

www.stachliu.com
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