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Pulp Google Hacking
http://baythreat.org/


New Stach & Liu Google/Bing hacking tools available at:
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/
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Open Source Intelligence

SEARCHING PUBLIC SOURCES

OSINT —is a form of infelligence
collection management that involves
finding, selecting, and acquiring
information from publicly available
sources and analyzing it to produce
actionable intelligence.
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Open Source Intelligence (OSINT)
Google Hacking is one form of OSINT
http://en.wikipedia.org/wiki/OSINT 

NATO – OSINT Resources
http://www.oss.net/dynamaster/file_archive/030201/1c0160cde7302e1c718edb08884ca7d7/Intelligence%20Exploitation%20of%20the%20Internet%20FINAL%2018NOV02.pdf
http://www.oss.net/dynamaster/file_archive/030201/ca5fb66734f540fbb4f8f6ef759b258c/NATO%20OSINT%20Handbook%20v1.2%20-%20Jan%202002.pdf
http://www.oss.net/dynamaster/file_archive/030201/254633082e785f8fe44f546bf5c9f1ed/NATO%20OSINT%20Reader%20FINAL%2011OCT02.pdf


Google/Bing

SEARCH ENGINE

2§ Google
C A ¥ hitp//www.google.com/ » OG- F-
Web |mages Videos Maps MNews Shopping Gmail more v iGoogle | Search settings | Sign in

Google

Advanced Search
Language Tools

Google Search | I'm Feeling Lucky

Advertising Programs ~ Business Solutions  About Google

@ 2010 - Privacy

Change background image
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Hacking

ATTACKS

Bing
- C M % hitp//www.bing.com/




Google/Bing Hacking

SEARCH ENGINE ATTACKS

Bing's source leaked!

class Bing {
public static string Search (string
query)
{

return Google.Search (query);
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Google accuses Bing of stealing results - articles:

http://online.wsj.com/article/SB10001424052748704124504576118510340787364.html
http://googleblog.blogspot.com/2011/02/microsofts-bing-uses-google-search.html
http://downloadsquad.switched.com/2011/02/01/bing-caught-copying-search-results-from-google/
http://searchengineland.com/google-bing-is-cheating-copying-our-search-results-62914
http://gizmodo.com/5749614/google-on-bing-stealing-search-results-wed-like-for-this-practice-to-stop



Attack Targets

GOOGLE HACKING DATABASE

« Advisories and Vulnerabilities (215) * Pages containing network or

vulnerability data (59)

« Sensitive Directories (61)

« Error Messages (58)

» Files containing juicy info (230)
» Sensitive Online Shopping Info (9)

* Files containing usernames (15) » Various Online Devices (201]
« Footholds (21) * Vulnerable Files (57

« Vulnerable Servers (48)

« Web Server Detection (/2]

* Files containing passwords (135]

» Pages contfaining login portals (232)
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Google Hacking Database (GHDB) – as of April 8, 2010
http://www.hackersforcharity.org/ghdb/ 

Advisories and Vulnerabilities (215 entries)
These searches locate vulnerable servers. These searches are often generated from various security advisory posts, and in many cases are product or version-specific. 
Error Messages (68 entries)
Really retarded error messages that say WAY too much! 
Files containing juicy info (230 entries)
No usernames or passwords, but interesting stuff none the less. 
Files containing passwords (135 entries)
PASSWORDS, for the LOVE OF GOD!!! Google found PASSWORDS! 
Files containing usernames (15 entries)
These files contain usernames, but no passwords… Still, google finding usernames on a web site.. 
Footholds (21 entries)
Examples of queries that can help a hacker gain a foothold into a web server 
Pages containing login portals (232 entries)
These are login pages for various services. Consider them the front door of a website’s more sensitive functions. 
Pages containing network or vulnerability data (59 entries)
These pages contain such things as firewall logs, honeypot logs, network information, IDS logs… all sorts of fun stuff! 
sensitive Directories (61 entries)
Google’s collection of web sites sharing sensitive directories. The files contained in here will vary from sesitive to uber-secret! 
sensitive Online Shopping Info (9 entries)
Examples of queries that can reveal online shopping info like customer data, suppliers, orders, creditcard numbers, credit card info, etc 
Various Online Devices (201 entries)
This category contains things like printers, video cameras, and all sorts of cool things found on the web with Google. 
Vulnerable Files (57 entries)
HUNDREDS of vulnerable files that Google can find on websites… 
Vulnerable Servers (48 entries)
These searches reveal servers with specific vulnerabilities. These are found in a different way than the searches found in the “Vulnerable Files” section. 
Web Server Detection (72 entries)
These links demonstrate Google’s awesome ability to profile web servers.. 



Google Hacking = Lulz

REAL WORLD THREAT

LulzSec and Anonymous believed to use
Google Hacking as a primary means of
identitying vulnerable targets.

Their releases have nothing fo do with their goals
or their lulz. It's purely based on whatever they
find with their 'google hacking" queries and then
release it

- A-leam, 28 June 2071
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LulzSec - Outed by A-Team - 28June2011
http://pastebin.com/iVujX4TR
http://www.informationweek.com/news/security/attacks/231000584
http://news.yahoo.com/lulzsec-hacker-identities-apparently-outed-rival-group-123405640.html


LulzSec – IRC Logs Leaks – BackTrace Security
http://www.scribd.com/doc/57141513/Consequences


NEWS

Google Hacking = Lulz

REAL WORLD THREAT

22: 14 <@kayla> Sooooo...using the link above and the google hack sting.
IHost=".* intext-enc_UserPassword=" ext.pct lake your pick of VPNs you
want access too. Ugghh.. Aaron Barr CEO HBGary Federal Inc.

22:15 <@kayla> download the pcf file

22: 16 <@kayla> then use hitfo./ /' www.unixag.uni-

k. de/~massar/bin/ cisco-decodeéenc= to clear text it

22:16 <@kayla> = free VPN

About 877 results (0.24 seconds) search used b‘}'
Kayla of LulzSec

GOL ;gle IHost="_* intext:enc_UserPassword=" ext:pcf \( Google HE.i.CkiI"IQ

Q, Everything DentsuVPN pcf
www_net-root.comffiles/Cisco/DentsuVPN.pef - United Kingdom - Cached
& Images [main] Description= Host=109.204 23 27 AuthType=1 ... UserPassword=

enc_UserPassword= MTDomain= EnableBackup=0 BackupSerer= EnableMSLogon=1

= Videos MSLogonType=0 ...
E News
csd-kerb.pcf
@ Shopping www_cs_umd_edu/~ntg/csvpn/csd-kerb_pcf - Cached
[main] Description= Host=vpn_cs.umd.edu AuthType=1 GroupMame=csd-kerb GroupPwd= ...
More Username= SavellserPassword=1 UserFassword= enc_UserPassword= NTDomain= ...
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LulzSec – IRC Logs Leaks – BackTrace Security
http://www.scribd.com/doc/57141513/Consequences

Reference 1
22:14 <@kayla> From: "Aaron Barr" <aaron@hbgary.com>
22:14 <@kayla> To: "Ted Vera" <ted@hbgary.com>,"Mark Trynor" <mark@hbgary.com>
22:14 <@kayla> Original Email
22:14 <@kayla> http://www.unix-ag.uni-kl.de/~massar/bin/cisco-decode?
enc=68C5730C268E5722C1B9FA63247B01B63BBF99317CFBFEEF393299B041D165ADA
3DE3B0D7E556EE784628ED7849CA9F1C859763381AFDDF9&.submit=decode%21
Sooooo...using the link above and the google hack string. !Host=*.*
intext:enc_UserPassword=* ext:pcf Take your pick of VPNs you want access too. Ugghh..
2
Aaron Barr CEO HBGary Federal Inc.
22:15 <@kayla> 1) Google search !Host=*.* intext:enc_UserPassword=* ext:pcf
22:15 <@kayla> download the pcf file
22:16 <@kayla> then use http://www.unix-ag.uni-kl.de/~massar/bin/cisco-decode?enc= to
clear text it
22:16 <@kayla> = free VPN :D
22:19 <@entropy> thats only the group password
22:19 <@entropy> so with cisco vpn you have the tunnel group pass then th username and
user pass
22:19 <@entropy> tunnel group is like the first line in just shared secret
22:19 <@entropy> but still userfull
22:19 <@entropy> 99% of the pcf's will have usernames too
22:30 <@kayla> :D
22:41 <@kayla> ni ni guys :D <3
22:41 <@kayla> sleeps time :3
22:41 -!- kayla [mysql2@fbi.gov] has quit [Quit: leaving



Quick History

GOOGLE HACKING RECAP

2004

May 2004
Jan 2005
Feb 13, 2005
Feb 20, 2005
Jan 10, 2006
Dec 5, 2006
Mar 2007
Nov 2, 2007
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Google Hacking Database (GHDB) begins
Foundstone SiteDigger v1 released
Foundstone SiteDigger v2 released

Google Hack Honeypot first release

Google Hacking v1 released by Johnny Long
MSNPawn v1.0 released by NetSquare
Google stops issuing Google SOAP API keys
Bing disables inurl: link: and linkdomain:

Google Hacking v2 released
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2004 - Google Hacking Database  (GHDB) begins
http://www.hackersforcharity.org/ghdb/

May 2004 - Foundstone SiteDigger v1 released
http://www.mcafee.com/us/downloads/free-tools/sitedigger.aspx

Feb. 13, 2005 - Google Hack Honeypot first release
http://ghh.sourceforge.net/

Feb 20, 2005 – Google Hacking v1 released by Johnny Long
http://www.amazon.com/Google-Hacking-Penetration-Testers-1/dp/1931836361

Jan. 10, 2006 - MSNPawn v1.0 Released
http://net-square.com/msnpawn/index.shtml

Dec. 5, 2006 - Google stops issuing Google SOAP API keys
Google Code Blog - Beyond the SOAP Search API – Dec 20, 2006:
http://googlecode.blogspot.com/2006/12/beyond-soap-search-api.html

Mar 2007 – Bing disables inurl:, link:, and linkdomain:
Specifically disabled to prevent Google Hacking type techniques against Bing
http://www.bing.com/community/blogs/search/archive/2007/03/28/we-are-flattered-but.aspx

Nov 2, 2007 – Google Hacking v2 released
http://www.amazon.com/Google-Hacking-Penetration-Testers-ebook/dp/B001UFP658/ref=sr_1_5?ie=UTF8&qid=1288245436&sr=8-5




Quick History...cont.

GOOGLE HACKING RECAP

Mar 2008
Sept 7, 2009
Nov 2009

Dec 1, 2009
2010

April 21, 2010
Nov 1, 2010
Nov 9, 2010
July 2011
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cDc Goolag - gui tool released

Google shuts down SOAP Search API

Binging tool released by Blueinfy

FoundStone SiteDigger v 3.0 released
Googlag.org disappears

Google Hacking Diggity Project initial releases
Google AJAX API slated for retirement

GHDB Reborn Announced — Exploit-db.com

Bing ceases ‘sformat=rss’ support
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Mar 2008 – cDc Goolag – gui tool released
http://www.darknet.org.uk/2008/03/goolag-gui-tool-for-google-hacking/

Sept. 7,2009 – Google shuts down SOAP Search API (COMPLETELY)
http://googlecode.blogspot.com/2009/08/well-earned-retirement-for-soap-search.html

Nov 2009 – Binging tool released by Blueinfy
http://www.blueinfy.com/Binging.zip
http://www.blueinfy.com/tools.html

Dec 1,2009 – Foundstone Sitedigger v3.0 released
http://www.mcafee.com/us/downloads/free-tools/sitedigger.aspx

2010 – Goolag disappears
http://www.goolag.org
http://toolbar.netcraft.com/site_report?url=http://www.goolag.org/
IP address went from 75.126.102.193 to 10.4.223.196

April 21, 2010 – Stach & Liu - Google Hacking Diggity Project initial releases
http://www.stachliu.com/resources/tools/google-hacking-diggity-project/
April 21, 2010 - InfoSec World 2010 - Google and Beyond: Advanced Search Engine Hacking and Web-based Intelligence Gathering 
http://www.stachliu.com/slides/googleandbeyond.pdf 

Nov 1, 2010 - Google AJAX API slated for retirement
http://googlecode.blogspot.com/2010/11/introducing-google-apis-console-and-our.html
http://googleajaxsearchapi.blogspot.com/2010/11/fall-housekeeping.html 

Nov 9, 2010 - GHDB Reborn Announced – Exploit-db.com
http://www.exploit-db.com/google-hacking-database-reborn/

July 2011 - Bing ceases ‘&format=rss’ support
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Advanced Attacks

WHAT YOU SHOULD KNOW
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Major Google Hacking and other related OSINT attacks and techniques.


Diggity Core Tools

STACH & LIU TOOLS

Google Diggity

» Uses Google JSON/ATOM API
« Not blocked by Google bot detection
« Does not violate Terms of Service

* Required to use Google custom search

Bing Diggity
« Uses Bing 2.0 SOAP API
« Company/VWebapp Profiling
» Enumerate: URLs, IPto-virtual hosts, efc.

* Bing Hacking Database (BHDB]

* Vulnerability search queries in Bing format

&P STACH&LIU
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New Stach & Liu Google/Bing hacking tools available at:
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/


SearchDiggity
Windows GUI application front end to new Google Diggity and BingDiggity versions.


Google Custom Search Engines: 
http://www.google.com/cse/
Google JSON/ATOM Custom Search API:
http://code.google.com/apis/customsearch/v1/overview.html



New Featu res% J

DIGGITY CORE TOOLS

Google Diggity - New AP
» Updated to use Google JSON/ATOM AP
» Due to deprecated Google AJAX API

GOugle code

abs ¢ g "adwords" or "open source"

JSON/Atom Custom Search API (Labs)

Misc. Feature Uprades

» Auto-update for dictionaries File name:
L OUprf exporf formg’rs Save as type: | Bxcel Workbook (*adsx

* Now also XLS and HTML el 97 2005 Workbook (-sls
» Help File — chm file added Hide Folders Lﬁ':jfgz-ﬁtmn

All Files (*.%)
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NEW FEATURES

Nov 1, 2010 - Google AJAX API slated for retirement
http://googlecode.blogspot.com/2010/11/introducing-google-apis-console-and-our.html


Google Custom Search Engines: 
http://www.google.com/cse/
Google JSON/ATOM Custom Search API:
http://code.google.com/apis/customsearch/v1/overview.html


Google
bin%

New Features

DOWNLOAD BUTTON

Download Buttons for Google,/Bing Diggity

* Download actual files from Google,/Bing search results
« Downloads to default: ¢:\DiggityDownloads\

& Search Diggity

Download Google/Bing
Digagity Search Result Files

GoogleDiggity CodeSearchDiggity BingDiggity LinkFromDomainDigg
_ [ S

Query Appender

File Options Help

| - | API Key: Create

« Used by other tools for file download/analysis:
« FlashDiggity, DLP Diggity, MalwareDiggity, ...

Analysis of downloaded
files from Google/Bing

GoogleDiggity CodeSearchDiggf 2ingDigh

inkFromDomainDiggity DLPDl'ggity FlashDiggity

Queries

scan Directory:  C:\DiggityDownloads | Browse...
b [ creditCards

» [ ssN | Category | Subcategory | Search String
b [ Personal Information

» [ Bank Account Mumbers

&P STACH&LIU I5
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NEW FEATURES - Download button.  

Select results (highlight) and download in bulk.

Default download to C:\DiggityDownloads\

Analysis of files in FlashDiggity, DLPDiggity, …


ew Feature

TN

\f.
= "

AUTO-UPDATES Settngs

Query

YV i Search Diggity
w File r Options Help
— |
S Reset
GoogleDi
Clear Results

iggity

Update Query Definitions

Create|
1a

SIDB Updates in Progress

* Example: SharePoint Google Dictionary

* http://www.stachliu.com/resources /tools /sharepointhacking-diggity-
project/ #SharePoint — GoogleDiggity Dictionary File

*3 Everything

Images

B Videos

& News
Shopping

¥ More

Tempe, AZ
Change location

&P STACH&LIU

About 928 300 results (0.21 seconds) Advanced search

GO Ugle | "/_vii_bin/lists.asmx" filetype:asmx Search ‘ nstenton
|

» Lists Web Semvice

POST /_vti_bin/lists.asmx HTTP/1.1 Hoshowy
charset=utf-5 Content-Length: length SOAPA®
www.wssdemo.com/_wti_bin/lists.asmx?op=G2

‘wssdemo.com Content-Type: text/xml;
Q: ..

Lists Web Senvice

POST /_wti_bin/lists.asmx HTTP/1.1 Host: jubil
charset=utf-8 Content-Length: length SOAPActir
https:/jubileeminneapolis.org/_vti_binflists.as

98,000 exposed
SharePoint "Lists
Web Service"

Lists Web Service Q

POST /_wti_bin/lists.asmx HTTP/1.1 Host: www votorantim.com Content-Type: text/xml;
charset=utf-8 Content-Length: length SOAPAction: ...
www votorantim.com/_vti_bin/lists.asmx?op=GetlListitems - Cached
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NEW FEATURES – auto-updates of dictionary files.  

Always have the latest and greatest  Google/Bing hacking dictionaries.  We will be continually updating them.

SharePoint Google Dictionary
http://www.stachliu.com/resources/tools/sharepoint-hacking-diggity-project/#SharePoint%20-%20GoogleDiggity%20Dictionary%20File


Dictionary Updates

R PARTY INTEGRATION

New maintainers of the GHDBR — 02 Nov 2010

* http://www.exploitdb.com/google-hacking-database-reborn/

Google Hacklng Database Reborn

Th

A(‘I(l NG- A"’A ASE'
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Integration of 3rd party Google Dork Dictionary Efforts
http://www.exploit-db.com/google-hacking-database-reborn/



Google Diggity

D Search Diggity Srer=]

File Options Help

GoogleDiggity CodeSearchDiggity BingDiggity LinkFremDomainDiggity DLPDiggity FlashDiggity MalwareDiggity

Query Appender -
|‘| APIKey: Create | stachliu.com [Remove] |
| | ¥ Hide
(=] Google Custom Search ID:  Create
ueries .
Q — | | E Hlde Clear
[ rspe =
+ [[] GHDB |Categ|:|ryr | Subcategory | Search String | Page Title | URL | -
o [ Advisories and Vi Custom  Custom site:stachliv.com  Stach & Liu http://wwnw.stachliu.com/ http:/fw
+ [C] Error Messages Custom  Custom site:stachliv.com  Services « Stac  http:/fwww.stachliu.com/services/ http:/fw
» [[] Files containing ji Custom  Custom site:stachliv.com  Resources « St http://www.stachliu.com/resources/ http://w
[ Files containing Custom  Custom site:stachliv.com  Company « Sta  http://www.stachliu.com/company/ hittp://w—
* [C] Files containing u . -

[ Footholds

] Misc m Selected Result

» [[] Pages containing
Uiy ArL Ry, ALLdIY LA NTUAINOL dW_THEN DU IDULTS R LURLAYL

v [[] Pages containing Simple Scan started. [8/3/2011 3:39:44 AM] -
[ "] Sensitive Director Found 45 result{s). iy * *
+ [ sensitive Online ¢/ _ Total Results: 45. O O ¢ () l lt
Scan Complete. [8/3/2011 3:39:54 AM] .
1 » -
Google Status: Ready Download Progress: Idle Open Folder
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Google Custom Search Engines: 
http://www.google.com/cse/
Google JSON/ATOM Custom Search API:
http://code.google.com/apis/customsearch/v1/overview.html



Bing Diggity

DIGGITY CORE TOOLS

" B
™ Search Diggity [ )
File Options Help
GoogleDiggity CodeSearchDiggity | | LlnkFromemale.gthy DLPDiggity FlashDiggity MalwareDiggity
Query Appender
| | 08.129.200.37 [Remove]
-
Bing 2.0 APL Key: Create -
I~ 1F9367FBF [ Hid
: L ide Clear
Queries —1 Demonstrating Bing's IP
. O snoe ~||| || category | subcategery | Searchsting | PageTite | kaddress reverse lookup feature -
> [ Advisories and Vu Custom Custom ip:98.129.200.37 Stach & Liu http://www.stachliu.com/
O Backup Files Custom Custom Lord of the Bint http://www.stachliu.com/slides/lordofthebing.pdf
» [ Configuration Mar Custom Custom ip:98.129.200.37 Lord of the Bint  http://www.stachliu.com/slides/bh2010-lordofthebing. pdf
> [ Error Messages Custom Custom ip:98.129.200.37 Secure Webh A | http://www.stachliu.com/brochures/securewebappdevjava.pdf
_> o F!Ies conta!n?ng i Custom Custom ip:98.129.200.37 Google Hacking  http://www.stachliu.com/resources,/tools/google-hacking-diggity-project/
. D Files containing p. Custnm ustnm in*Q/ 120 200 17 Tanls « Stacrh 8 httn-/wwana stachlin com/iresnnrcas ftanls/ b
> [ Files containing u: ] »
b [ Footholds
> [ Misc m Selected Result
b -
[ Pages contafm_ng Adult Option: Moderate -
» [ Pages containing Maximum 200 results per guery.
v [0 Privacy Related Using Custom Search 1D: bﬁlF%ﬁ?FBFDBZ.
> [7] Remote Administr Simple Scan started. [8/29/2011 2:54:40 AM] - ® o
» [ Reported Vulneral Found 7 result(s). bln dl I'l-
i '_‘Hepo © “_“ nera - Total Results: 7.
T T T 3 Scan Complete. [8/20/2011 2:54:45 AM]

Bing Status: Ready

&P STACH&LIU

Download Progress:

Idle Open Folder
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New Stach & Liu Google/Bing hacking tools available at:
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/



Bing Hacking Database

STACH & LIU TOOLS

RHDR — Bmg chkmg Data Base Example - Bing vulnerability search:
« First ever Bing hacking database + GriDE query

* Mallintitle:Netscape FastTrack Server Home Page"

e BHDB version

* intitle:”Netscape FastTrack Server Home Page"

* Bing hacking limitations
« Disabled inurl:, link: and linkdomain:

H H H Web Images Videos Shopping MNews Maps More | MSN Hotmail
directives in March 2007
blng | intitle:"Snap Server” intitle:"Home" "Active Users” | E
* No support for ext:, allintitle:, allinurl: Web Web Nore
RELATED SEARCHES ALL RESULTS 1-10 of 23 results
. imi d Fl 'f i r VMware Server U -
|-| mite | eWpe - ncfionali Gui‘::'e ervertiser Related Searches for intitle:"Snap Se rs"”
« Only 12 extensions supported Terminal Sorvor User  Viware Server User Guide Temi O orace dnitoe
Mode Windows Home Server User Guide Denvel oe
Windows Home Server
User Guide Snap Server CORESERVER [Home]
Denver SQL Server CORESERVER - Home ... Active Users - Change Passwaord » Administration
User Group coreserver.biochem.okstate edu
Terminal Server User
Profiles Snap Server SPAMSNAPS0 [Home]
Users Server 2003 SPAMSNAPS0 - Home ... Active Users » Change Password » Administration
Terminal Server Users 128.137.005.250
ﬁ“’a“’ SQL Server Snap Server GSTI [Home
ser GSTI - Home ... Active Users + Change Password + Administration
gsti.miis.edu s
SEARCH HISTORY m
intitle-"Netscape Snap Server SNAP205861 [Home] I 9.
FastTrack Server... SNAP205861 - Home SHARE1- Active Users » Change Password - Admin|
|_tinkfromdamain server! music olemiss. edu
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Past Bing/MSN hacking tools were limited to only basic footprinting techniques, with no actual vulnerability identification

Bing has disabled inurl to prevent Bing Hacking, see:
http://www.bing.com/community/blogs/search/archive/2007/03/28/we-are-flattered-but.aspx 
“For those of you who use some of the advanced query syntax in our search engine such as link:, linkdomain: and inurl:, you may have noticed that this functionality has been recently turned off.”

Previous Bing/MSN search engine tools – limited to footprinting:
MSNPawn
http://net-square.com/msnpawn/index.shtml
Binging
http://www.blueinfy.com/Binging.zip
http://www.blueinfy.com/tools.html

Steps for conversion of GHDB/FSDB to Bing compatible:
Remove all with "link:"
One instance: 
GHDB;;Vulnerable Files;;link:http://www.toastforums.com/
Find/Replace ext: with filetype:
" ext:"
";;ext:"
"-ext:"
"(ext:"
Deal with bad filetype:
Bing accepted extensions for filetype: operator:
http://msdn.microsoft.com/en-us/library/dd250876.aspx 
Either remove regex OR
remove "filetype:" from regex, or 
change "filetype:" to "inurl:"
Change all the allinurl: to inurl:
Change "allintitle:" to "intitle:"
Have to add "intitle:" before each word that was after original "allintitle:"
Altered a few a bit to make work better
Deal with inurl: issue:
Create version that just cuts out "inurl:"
Create version where inurl: is replaced with inanchor:
Create version where "inurl:" is removed from the regex
Example: "inurl:oraweb -site:oraweb.org" becomes:
"oraweb -site:oraweb.org"



Hacking CSE's 5

ALLTOPILEVEL DOMAINS

€ ( (»I )
Google custom search Oocﬁ[" 1831ty
All Top Level Domains

| Custom Search | [ Search ]

Search engine details

All top level domains:
http:/fdata.iana.org/TLDtIds-alpha-by-domain.txt

searches sites including: * VW™, *ZM/*, = ZASF * YT/ *YE/~

Last updated: July 21, 2011

Add this search engine to your Google homepage:

Add this search engine to yvour blog or webpage »

Create vour own Custom Search Engine »

&P STACH&LIU
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Creating Google custom search engines (CSEs) to return results of all web.  

All top level domains:
http://data.iana.org/TLD/tlds-alpha-by-domain.txt
.com becomes filter *.com/*

Google Custom Search Engines: 
http://www.google.com/cse/
Google JSON/ATOM API:
http://code.google.com/apis/customsearch/v1/overview.html
Top Level Domain List
http://data.iana.org/TLD/tlds-alpha-by-domain.txt 


Previously, the Google Diggity hacking tools provided an extra bonus feature of allowing you to specify a Google Custom Search Engine (CSE)  id to have search queries performed against a custom Google engine of your creation.
With the retirement of the Google AJAX API announced on November 1, 2010, we’ve since migrated our Google Diggity tools to the new Google JSON/ATOM Custom Search API.  With this new API, utilizing Google Custom Search Engines is now a requirement, and not just a bonus add-on feature.


000 o
Googae
code search labs

NEW GOOGLE HACKING TOOLS

Code Search Diggity
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GoogleCodeSearchDiggity
Identifying vulnerabilities in open source code projects hosted by Google Code, MS CodePlex, SourceForge, Github, and more. The tool comes with over 130 default searches that identify SQL injection, cross-site scripting (XSS), insecure remote and local file includes, hard-coded passwords, and much more.

Essentially, Google CodeSearchDiggity provides a source code security analysis of nearly every single open source code project in existence – simultaneously. 


Y o

|

—

L)

labs

Goo:
Google Code Search ==

VUILNS IN OPEN SOURCE CODE

* Regex search for vulnerabilities in indexed P
public code, including popular open source re'.o ®
code repositories:

Google code

pen Source Project Community

source I github

SOCIAL CODING

« Example: SQL Injection in ASP querystring
* select. *from. *request\.QUERYSTRING

GDL)8£ COde SearCh elect *from *requesti QUERYSTF w

labs
[

reply idis SQL injectable
querystring parameter

post.asp
45: =tr8ql ="SELECT * from reply where reply id = {' & Request.QueryString ("reply id") }

46: meg = "<br><br>x<¢04£°0»0D ATAOAx-OL° T *11AL L 2 AAT r-u e e

Code Results 1 - 10 of about 2,000

57: stri8gl ="SELECT T Message from Topics where Topic id = "™ & Request.QueryString ("reply_id")
58: mesg = "<brr<br>x¢04:°0s0p ATAGAx-On°T 1AL G4 2 AATEA%04  sT 0. "

wianey.cnarts .net/ewesbl/download/software/bbsiradeforum zip - Unknown - ASP - Wore from fradeforum zip »
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Google Code Search
http://www.google.com/codesearch

Google Code Search – Hacking Database –
S&L will be releasing Google Code Search regexs from the following categories (below are a few samples, all will be released soon):
SQL Injection 
PHP Parameters
ASP Querystring 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=select.*from.*request%5C.QUERYSTRING&btnG=Search 
.Net 
ASP Form Parameters
JSP/Java Parameters
 
Cross-site Scripting (XSS) 
PHP XSS 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=input.*type%3Dhidden.*%3D.*%5C%24_%28GET%7CPOST%7CCOOKIE%29&btnG=Search 
JSP XSS 
ASP XSS 
 
Handling Sensitive Data 
Passwords 
SSNs 
Credit Cards 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=4%5B0-9%5D%7B3%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D+lang%3Asql&btnG=Search 
 
Hard-coded Passwords 
MS SQL 
Oracle 
DB UserIds 
MySQL 
 
Filesystem Interaction 
ASP OpenTextFile 
Sample: http://www.google.com/codesearch?q=+FileSystemObject+OpenTextFile%5C(.*request%5C.&sa=N 
PHP fopen Get 
PHP fopen Post 
PHP file_get_cont GET 
PHP file_get_cont POST 
PHP file GET 
PHP file POST 
 
Other
Remote File Include
Sample: http://www.google.com/codesearch?hl=en&lr=&q=%28fopen|include|require%29%28_once%29%3F\s*\%28\s*\%24_%28%28GET%29|%28POST%29|%28REQUEST%29%29[^%2C.%22%29]*%3F\.%22.*%3F\%29+lang%3Aphp&sbtn=Search 
 



e

T
amazon
web services™

™ Search Diggity R

File Options Help

GoogleDiggity " CodeSearchDiggity BingDiggity LinkFromDomainDiggity DLPDiggity FlashDiggity MalwareDigagity
Advanced Simple ﬁ

Query Appender

Category Subcatego Search String Page Title
Amazon Keys  EC2 ec2[~\dI["1[A-Z0-9{203™] trunk/simond/js
Amazon Keys  EC2 ec2[~\dI[™][A-Z0-9{203[™] trunk/simand/js
Amazon Keys EC2 ec2[\d]["I[A-Z0-914203[""] trunk/src/chron Amazon AWS Cloud
Amazon Keys  EC2 ec2[~\d][™I[A-Z0-91{203[™] trunk/src/chron keys stored in plaintext
SQL Injection Amazon Keys  EC2 ec2[~\d]["
C.ross-site Scriptingl (X3 Amazon Keys  EC2 ec2[~\dI[™][A-Z0-9{203™] chrome/content
Filesystem Interaction —
Handling Sensitive Datz Amazon Keys  EC2 ec2[~\dI[™I[A-Z0-9{203™] trunk/src/eifaw
Hard-coded Passwords Amazon Keys  EC2 ec2[~\dI["][A-Z0-9{203™] trunk/EC2Samp

Queries

"A-Z0-910203[™] chrome/content

Data Mining Amazon Keys Amazon amazon. *["][A-Z0-9]4203"] lookups.py
Other E— *

Remaote File Include Output ' Selected Result .

Remote Code/Cmd Exe 7

Amazon Keys <pre>  Jecz e = new J<b>ec2("AK N ZEHQ' </b>, N R Clku0E€AD6");
< fpra=

vl EC2 'Pre

¥| Amazon
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Amazon Keys stored in code:
http://en.wikipedia.org/wiki/Amazon_AWS
http://en.wikipedia.org/wiki/Amazon_ec2
http://en.wikipedia.org/wiki/Amazon_S3

Amazon – Secret Access Keys
http://www.bucketexplorer.com/documentation/amazon-s3--what-is-my-aws-access-and-secret-key.html
https://aws-portal.amazon.com/gp/aws/developer/account/index.html?action=access-key#access_credentials 
http://docs.amazonwebservices.com/AWSSecurityCredentials/1.0/AboutAWSCredentials.html#AccessKeys 

Amazon AWS – Secret Key Finding Regular Expression Examples:
ec2[^\d]["'][A-Z0-9]{20}["']
amazon.*["'][A-Z0-9]{20}["']

Amazon AWS Tools for Hacking
Firefox – Amazon S3 Organizer Plug-in
https://addons.mozilla.org/en-US/firefox/addon/amazon-s3-organizers3fox/
Elasticfox – Amazon EC2 Administration Tool
http://aws.amazon.com/developertools/9302537431253167
https://bitbucket.org/winebarrel/elasticfox-ec2tag/downloads  


amazon

C |O U d SeC U r.”.y webservices™

NO PROMISES.. NONE

Amazon AWS Customer Agreement
 hitp://aws.amazon.com/agreement/# 10

10. Disclaimers.

Mo guarantee of

confidentiality, THE SERVICE OFFERINGS ARE PROVIDED “AS IS.” WE AND OUR AFFILIATES AND LICENSORS MAKE NO

nteary. of REPRESENTATIONS OR WARRANTIES OF ANY KIND, WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE
g iriaem DING THE SERVICE OFFERINGS OR THE THIRD PARTY CONTENT, INCLUDING ANY WARRANTY THAT THE
of your data in SERVICE OFFERINGS OR THIRD PARTY CONTENT WILL BE UNINTERRUPTED, ERROR FREE OR FREE OF HARMFUL
any way

COMPONENTS, OR THAT ANY CONTENT, INCLUDING YOUR CONTENT OR THE THIRD PARTY CONTENT, WILL BE
SECURE OR NOT OTHERWISE LOST OR DAMAGED. EXCEPT TO THE EXTENT PROHIBITED BY LAW, WE AND OUR

AFFILIATES AND LICENSORS DISCLAIM ALL WARRANTIES, INCLUDING ANY IMPLIED WARRANTIES OF
MERCHANTABILITY, SATISFACTORY QUALITY, FITNESS FOR A PARTICULAR PURPOSE, NON-INFRINGEMENT, OR QUIET
ENJOYMENT, AND ANY WARRANTIES ARISING OUT OF ANY COURSE OF DEALING OR USAGE OF TRADE.
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Amazon AWS Customer Agreement - #10 Disclaimers
http://aws.amazon.com/agreement/#10

CIA Security Triad – Confidentiality, Integrity, Availability
http://en.wikipedia.org/wiki/CIA_triad#Key_concepts


NEW GOOGLE HACKING TOOLS

Bing LinkFromDomainDiggity
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Bing LinkFromDomain
Attack footprinting tool.  Enumerating applications, hosts, and domains belonging to target organization.

http://www.bing.com/community/site_blogs/b/search/archive/2006/10/16/search-macros-linkfromdomain.aspx
http://www.dailyblogtips.com/using-the-linkfromdomain-operator-on-bing-to-find-spammy-links-on-your-site/
http://www.seomoz.org/blog/linkfromdomain-a-linkbuilding-tip-for-use-at-bingcom



Bing LinkFromDomain

DIGGITY TOOLKIT

-
I8 Search Diggity

File Options Help

GoogleDiggity LﬁngDiggit\« [SoogleCodeSearch

II ﬁaﬁl | Bing 2.0 API Key: Create Domain:
FO367FBF stachliu.com
m Applications Hosts Domains

External links then sorted and
extracted into: applications,
host names, and domains

Bing's linkfromdomain:

m directive used to find

external links on your sites

Maximum 20, : -
Using Custom Searc 0367FEFD32.

Found 25 result(s) for query: "linkfromdomain:stachliu.com™.
Total Results: 25.
Scan Complete. [4/21/2011 1:01:30 AM]

Google Status: Ready Bing Status: Ready
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Bing LinkFromDomain
Attack footprinting tool.  Enumerating applications, hosts, and domains belonging to target organization.



Bing LinkFromDomain Q

FOOTPRINTING LARGE ORGANIZATIONS

L
GoogleDiggity CodeSearchDiggity BingDigaity LinkFromDomainDiggity DLPDiggity FlashDiggity MalwareDiggity

Query Appender
site:gov.cn [«

Sites/Domains m

URLs

[ www.gov.cn [IReiroves] |

2. Also filtering results to just those
also part of the gov. cn domain W

Applications Domains

3B99461F0367FBF [ F Clear

1. Running Bing's N
linkfromdomain: www.gov.cn
to get list of off-site links from

ce.fikl

2010.visithainan.gov.cn
app.mps.gov.cn
bg.mofcom.gov.cn

bisat.gov.cn

catf.agri.gov.cn

3. Results in large list of other valid
Chinese government hostnames on

bjyouth.gov.cn the gowv.cn domain.

.gov.cn

China's government main website I
Py d A

Advan

‘Using |, - 65 75032

cad Scan started [9/10/2011 2-16-54 Ph]

Foun

445 result{s) for query: "linkfromdomain:www.gov.cn site:gov.cn™.

Total

esults: 443,

Scan Complete. [9/10/2011 2:17:26 PM]
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Bing LinkFromDomain
Attack footprinting tool.  Enumerating applications, hosts, and domains belonging to target organization by looking at off-site links of known applications belonging to the target.

Example:  Essentially performs and parses results for Bing search:
linkfromdomain:www.gov.cn site:gov.cn


NEW GOOGLE HACKING TOOLS

Malware Diggity
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MalwareDiggity 
Leverages the Bing 2.0 API and the Google SafeBrowsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?” MalwareDiggity first identifies off-site links of your web sites using Bing’s linkfromdomain: search directive, and then tests to see if those off-site links are to known malware distribution sites by running them against Google’s Safe Browsing API.

Google Safe Browsing API
http://code.google.com/apis/safebrowsing/

Example Google Safe Browsing Diagnostic Page:
http://www.google.com/safebrowsing/diagnostic?site=ww.robint.us


l

N\olwareDlgglty e 2

DIGGITY TOOLKIT

1. leverages Bing's 1inkfromdomain: search directive oINg
to find off-site links of target applications,/domains

2. Runs offsite links against Google's Safe Browsing AP
to determine if any are malware distribution sites

Google code L‘_l

Google Safe Browsing API (Labs)

3. Return results that identity malware sites that your web
applications are directly linking to
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MalwareDiggity 
Leverages the Bing 2.0 API and the Google SafeBrowsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?” MalwareDiggity first identifies off-site links of your web sites using Bing’s linkfromdomain: search directive, and then tests to see if those off-site links are to known malware distribution sites by running them against Google’s Safe Browsing API.

Google Safe Browsing API
http://code.google.com/apis/safebrowsing/

Example Google Safe Browsing Diagnostic Page:
http://www.google.com/safebrowsing/diagnostic?site=ww.robint.us




Mass Injection Attacks

MALWARE GONE WILD

Malware Distribution Woes — WSJ.com — June2010

* Popular websites victimized, become malware distribution sites to their own customers

Massive Malware Hits Media Web Sites
Security researchers estimate that roughly 7,000 Web pages were compromised in a SQL injection attack
this week, including The Wall Street Journal and Jerusalem Post.

By Mathew J. Schwartz, Informationyveek
June 10, 2010
URL: http v informationweek, comy/stoniebeueitinla ibbealfadiola =208 80N04 7

From: v itweorld.com

"Every timeTload Jpostsite, Teetna) - Mass Web attack hits Wall Street Journal, Jerusalem Post

on Tuesday, referring to the Jerusaler

e ' \ A

by Robert Mehillan

Sure enough, the Web sites of the Jes ) ) )
S e June 9, 2010 —Internet users have been hit by a widespread Web attack that has compromised thousands of
and the Association of Christian Sch

e = - - - VWeb sites, including YWeb pages belonging to the YWall Street Journal and the Jerusalem Post.
gites serving malware to viewers.

o ' N a— B Estimates ofthe total numberﬂfcnmprnmised VWeb sites vary hetween 7,000 and 114,000, accnrding to
security experts. Other compromi 0Ty,

B S W SV N 4% P T LI e W N T

\ s
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Malware New Distribution Woes
Popular websites targeted malware distribution to the masses
Compromised websites are embedded with links to malware sites – the website’s user base being the ultimate target

News Articles about the Massive SQLi/Malware Attack this past June (Wall Street Journal, Jerusalem Post):
http://www.informationweek.com/news/infrastructure/management/showArticle.jhtml?articleID=225600247
http://www.itworld.com/internet/110593/mass-web-attack-hits-wall-street-journal-jerusalem-post
http://blog.sucuri.net/2010/06/mass-infection-of-iisasp-sites-robint-us.html
http://threatpost.com/en_us/blogs/mass-sql-injection-attack-hits-sites-running-iis-061010
http://www.computerworld.com/s/article/9177904/Mass_Web_attack_hits_Wall_Street_Journal_Jerusalem_Post
http://blog.armorize.com/2010/06/recent-evolution-of-mass-sql-injection.html
http://isc.sans.edu/diary.html?storyid=8935
http://www.sophos.com/blogs/sophoslabs/?p=9941
http://www.zionsecurity.com/blog/2010/3/8/sql-injection-worm-with-new-injection-domain-dnf666net.aspx
http://news.slashdot.org/story/10/06/11/175259/Mass-SQL-Injection-Attack-Hits-Sites-Running-IIS
http://nsmjunkie.blogspot.com/2010/06/anatomy-of-latest-mass-iisasp-infection.html






Mass Injection Attacks

MALWARE GONE WILD

Malware Distribution VWoes — LizaMoon — April201 1

* Popular websites victimized, become malware distribution sites to their own customers

Slashdot EUENEN

stories
Viral Scareware Infects Four Million Websites
recent
Posted by timothy on Saturday April 02, @04:55PM
popular from the warning-your-computer-may-be-at-risk dept.
ask slashdot oxide7 writes
book reviews "A fast-spreading SQL injection attack that illegally peddles a bogus scareware has been breaking anti-virus barriers and
compromising millions of websites, besides defrauding unsuspecting victims. The news of this attack was brought out by Websense
games

Security Labs inits blog last week. Websense said its Threatseeker Network identified a|new malicious mass-injection campaign
idle which it named LizaMoon."
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Malware New Distribution Woes
Popular websites targeted malware distribution to the masses
Compromised websites are embedded with links to malware sites – the website’s user base being the ultimate target

LizaMoon – Mass SQLi – April 2011
http://community.websense.com/blogs/securitylabs/archive/2011/03/29/lizamoon-mass-injection-28000-urls-including-itunes.aspx
http://www.ibtimes.com/articles/129843/20110402/lizamoon-websense-apple-itunes-security-trojan-malware-scareware-script-sql-injection-four-million-w.htm
http://blog.spiderlabs.com/2011/04/analysis-of-lizamoon-stored-xss-via-sql-injection.html
http://threatpost.com/en_us/blogs/lessons-learned-lizamoon-sql-injection-attack-040511
http://threatpost.com/en_us/blogs/counterspin-lizamoon-web-attacks-no-big-deal-040511
http://www.eweek.com/c/a/Security/Data-Breaches-LizaMoon-Topped-Last-Weeks-Security-News-534130/?kc=rss&utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+RSS%2Feweeksecurity+%28eWEEK+Security%29&utm_content=Google+Reader
http://isc.sans.edu/diary.html?storyid=10642
http://digg.com/news/technology/how_to_defeat_lizamoon_sql_injection_attack_in_one_easy_step?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+digg%2Ftopic%2Fsecurity%2Fpopular+%28Popular+in+Security%29&utm_content=Google+Reader
http://www.pcmag.com/article2/0,2817,2382979,00.asp
http://isc.sans.edu/diary.html?storyid=10642&rss
http://it.slashdot.org/story/11/04/02/2040253/Viral-Scareware-Infects-Four-Million-Websites
http://www.informationweek.com/news/security/attacks/229400764?cid=RSSfeed_IWK_ALL
http://www.sans.org/newsletters/newsbites/newsbites.php?vol=13&issue=26&rss=Y#sID304
http://www.ibtimes.com/articles/129843/20110402/lizamoon-websense-apple-itunes-security-trojan-malware-scareware-script-sql-injection-four-million-w.htm


Mass Injection Attacks

MALWARE GONE WILD

Malware Distribution Woes — willysy.com - August201 1

* Popular websites victimized, become malware distribution sites to their own customers

T

Malware attack spreads to 5 million pages (and counting)
Unpatched sites turn on visitors

By Dan Goodin in San Francisco - Get more from this author
Posted in Malware, 2nd August 2011 18:07 GMT 2 94

An attack that targets a popular online commerce application has infected almost 5 million
webpages with scripts that attempt to install malware on their visitors' computers.

lggnmmarizracga;;r:hr:ah Armorize Malware Blog g armorlze

Secure Your Web Applications
When researchers fro

search results suggeste  willysy.com Mass Injection ongoing, over 8 million infected pages,
search results snowed | targets osCommerce sites
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Presentation Notes
Malware New Distribution Woes
Popular websites targeted malware distribution to the masses
Compromised websites are embedded with links to malware sites – the website’s user base being the ultimate target

Willysy.com Mass Injection –July/Aug 2011
http://www.theregister.co.uk/2011/08/02/mass_injection_attack_goes_viral/
http://blog.armorize.com/2011/07/willysycom-mass-injection-ongoing.html
http://threatpost.com/en_us/blogs/massive-iframe-attack-hits-more-90000-pages-072611


Mass Injection Attacks

MALWARE GONE WILD

Malware Distribution Woes — mysgl.com - Sept201 1

* Popular websites victimized, become malware distribution sites to their own customers

stories
Mysql.com Hacked, Made To Serve Malware
recent
Posted by SoulsKill on Monday September 26, @06:52PM
prmar from the high-profile-problems dept.
ask slashdot Orome? writes
book reviews "Mysgl.com was compromised today, redirecting visitors to a page serving malware. Security firm Armorize
detected the compromise throuah its wehsite malware monitoring platform Hack&lernt and has analvzed how
games tf FILED UNDER: INSECURITY COMPLEX | SECURITY

il Hacked MySQL.com used to serve Windows malware

By: Elinor Mills
‘ SEPTEMBER 26, 2011 €:10 PM PDT
v = Print [ E-maili
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Malware New Distribution Woes
Popular websites targeted malware distribution to the masses
Compromised websites are embedded with links to malware sites – the website’s user base being the ultimate target

MySQL.com –Sept 2011
http://news.cnet.com/8301-27080_3-20111943-245/hacked-mysql.com-used-to-serve-windows-malware/
http://it.slashdot.org/story/11/09/26/2218238/mysqlcom-hacked-made-to-serve-malware


Malware Diggity

DIGGITY TOOLKIT

GoogleDiggity CodeSearchDiggity BingDiggity LinkFromDomainDiggity DLPDiggity FlashDiggity MalwareDiggity

ncel Sites/Domains
m M Searching Top 1000 most -

Bing 2.0 APL Key: Create visited web sites on the Internet FceBsok o e
for 3rd party malware links

_6 1463C6A. youtube.com [Remove]

Google Safe Browsing APL Key: Create po yahoo.com [Remove]

I : ./ Goar ]| Me.com Remove]

|  Target Domain | Offsite URL | Offsite App | Diagnostic URL Type
yoo7.com http://www.resalh.com http://www.resalh.com http://www.google.com/safebrowsing/diagnostic?site=http%e3a%2f%2fwww.resalh.com%2f Malware
jxedt.com http://www.cqgj.net http://www.cqqgj.net — ' egfebrowsing/diagnostic?site=http%3a%2f%2fwww.cqgj.net%2f Malware
jxedt.com http://www.fit.sh.cn http://www.fit.sh.cn Example result: interpark.com rowsing,/diagnostic?site=http%3a%2f%2fwww fit.sh.cn%2f Malware
groupon.ru http://www.vipspanadom.kiev.ua http://www.vipspanadom. {QOZth_mqst ViSited site on web) rowsing/diagnostic?site=http%e3a%2f%2fwww.vipspanadom.kiev.ua® Malware
uuu9.com http://www.mymym.com http://www.mymym.com l{z SQFI)(:Q%EZ Eégéorglﬁgg rowsing/diagnostic?site=http%3a%2f%2fwww.mymym.com%2f Malware
pole-emploi.fr http://ecommerceparis.com http://ecommerceparis.col Google Safe Browsing API) rowsing,/diagnostic?site=http%3a%2f%2fecommerceparis.com%2f20 Malware
pole-emploi.fr http://ecommerceparis.com/2011/index.p http:/fecommerceparis.com, — S — meatebrowsing,/diagnostic?site=http93a%2f%2fecommerceparis.com%:2f20  Malware
newgrounds.com http://www.pornno.com http://www.poermno.com http://www.google.com/safebrowsing/diagnostic?site=http%3a%2f%2fwww.pormno.com%2f Malware
battle.net http://www.mymym.com http://www.mymym.com http://www.google.com/safebrowsing/diagnostic?site=http%3a%2f%2fwww.mymym.com%2f Malware
hankooki.com http://nbinside.com http://nbinside.com http://www.google.com/safebrowsing/diagnostic?site=http%3a%2f%2fnbinside.com%2f Malware
interpark.com http://www.michoo.co.kr http://www.michoo.co.kr | | hitp://www.google.com/safebrowsing/diagnostic?site=http%3a%2f%2fwww.michoo.co.krde2f2010 |Malware

52pk.com http://www.apforums.net http://www.apforums.net http://www.google.com/safebrowsigg/diagnostic?site=http%e3a%2f%2fwww.apforums.net%2f Malware

sonyericsson.com http://www.rock-your-mobile.com http://www.rock-your-mobile.com http://www.qoogle.com/safebrowsin \/diagnostic?site=http%.3a%2f%2fwww.rock-your-mobile.com Malware

nokerstrateav.cam hitp:/ /www. canadaimmiorationvisa.com hitp://www canadaimminrationvisa.com hitn:/fwww. aooale.com/safehrowsin iannnstic?site=httn%h3a%%2fea2fwww. canadaimmiorationvis._ Malware
4

Google Safe Browsing
diagnostic page for
suspicious michoo.co.kr

Found 1 result(s) for query: “malware:npr.org” [npr.org).

Found 0 result(s) for query: "malware:gamestop.com” [gamestop.com].

Found 0 result(s) for query: "malware:theweathernetwork.com” [theweathernetwork.com].
Total Results: 59.
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MalwareDiggity 
Leverages the Bing 2.0 API and the Google SafeBrowsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?” MalwareDiggity first identifies off-site links of your web sites using Bing’s linkfromdomain: search directive, and then tests to see if those off-site links are to known malware distribution sites by running them against Google’s Safe Browsing API.

Google Safe Browsing API
http://code.google.com/apis/safebrowsing/

Example Google Safe Browsing Diagnostic Page:
http://www.google.com/safebrowsing/diagnostic?site=ww.robint.us

Google – Top 1000 Most Visited Web Site List and Other Similar Lists:
http://www.google.com/adplanner/static/top1000/
https://www.google.com/adplanner/?pli=1#lists
http://toolbar.netcraft.com/stats/topsites



Malware Diggity

DIGGITY TOOLKIT

¥ INTERPARK

7

! | T BN
GO\ ;gle "www.michoo.co.kr" site:interpark.com

T

Fd | 2ME &5 | Bi4/R8 | ARS

interpark.com does
appear to have links
to www.michoo.co kr

z= as4 mmoloh s2esoop| || S€arch
I~ A1 | M4 HA YRS =Y Foiy | |

E[ 3! - [ Trans|

23 [] == =] | everytning > EREEEATIR) - Gl0H= SIS TD - OIET

ticke} interpark.com/Jigket/Goods/GoodsInfo. asp?Goog£Code. ..
Images L H3ETE(Z) - 32 262 2 19:30 : 30/ 2! 15:00 3
S B2 ERIEE - 2Ll 02-747- www.michoo.co.kr ...
[ 1dans —
DZESZ O TH0I )| Worldwide
BHEIAITH -

I} The 1000 most-visited sites on the web

Learn more about this list

Unique Visitors

Rank Site Category e
901 (@ shentime.com Movies 6,100,000
Linksto =
HHEY 15y michoo.co.kr 902 [F ovi.com Mobile Apps &

S0, the 907th most popular site
on the web has URL links to
suspected malware sites

903 (7 zumi.pl Business

LIt

904 (@ patwest.com

LA 2006 93 F2YY ~ 142(F) (B2 19:530/ E 150019030/ g -
ZF: SH0IF 905 [ peixeurbano.com.br
=TI A5G

Coupons & Discount Offers 6,100,000

Music Equipment &

ZEH IR wowew, richoo, co,kr/zhaog &

L o = d 4 15 1003 95| Technology 6,100,000
W EDHOHED: ®a 2F 10,0008 23 -

S = ez - SNE 907 [ interpark com Shopping 6,100,000

@ hotpepper.jp Dining Guides 6,100,000
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MalwareDiggity 
Leverages the Bing 2.0 API and the Google SafeBrowsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?” MalwareDiggity first identifies off-site links of your web sites using Bing’s linkfromdomain: search directive, and then tests to see if those off-site links are to known malware distribution sites by running them against Google’s Safe Browsing API.

Google Safe Browsing API
http://code.google.com/apis/safebrowsing/

Example Google Safe Browsing Diagnostic Page:
http://www.google.com/safebrowsing/diagnostic?site=ww.robint.us

Google – Top 1000 Most Visited Web Site List and Other Similar Lists:
http://www.google.com/adplanner/static/top1000/
https://www.google.com/adplanner/?pli=1#lists
http://toolbar.netcraft.com/stats/topsites



Malware Diggity

DIAGNOSTICS INRESULTS

@ www.google.com/safebrowsing/diagnosti¢?site=http://www.michoo.co.kr/2010madang/

Safe Browsing
Diagnostic page for michoo.co kr

What is the current listing status for michoo.co.kr?
I Site is listed as suspicious|evisiting this web site may harm your computer.

Advisory provided by GUUSIE

Part of this site was listed for suspic
days.

Google Safe Browsing
diagnostics page listing
michoo.cokr as "suspicious”

What happened when Google visited this site?
Of the 22 pages we tested on the site over the past 90 days. 16 page(s)
resulted in malicious software being downloaded and installed without user
consent. The last time Google visited this site was on 2011-09-06, and the last
time suspicious content was found on this site was on 2011-09-06.

Malicious software includes 13 exploit(s), 9 scripting exploit(s).

Malicious software is hosted on 1 domain(s). including anitransport. com/.

This site was hosted on 1 network(s) including AS3786 (ERX).

&P STACH&LIU
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MalwareDiggity 
Leverages the Bing 2.0 API and the Google SafeBrowsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?” MalwareDiggity first identifies off-site links of your web sites using Bing’s linkfromdomain: search directive, and then tests to see if those off-site links are to known malware distribution sites by running them against Google’s Safe Browsing API.

Google Safe Browsing API
http://code.google.com/apis/safebrowsing/

Example Google Safe Browsing Diagnostic Page:
http://www.google.com/safebrowsing/diagnostic?site=ww.robint.us



NEW GOOGLE HACKING TOOLS

DLP Diggity

&P STACH&LIU
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DLPDiggity
Data loss prevention tool that leverages Google/Bing to identify exposures of sensitive information (e.g. SSNs, credit card numbers, etc.) via common document formats such as .doc, .xls, and .pdf. 

DLPDiggity utilizes IFilters to search through the actual contents of files, as opposed to just the meta-data. Using .NET regular expressions, DLPDiggity can find almost any type of sensitive data within common document file formats. 

Files downloaded via GoogleDiggity and BingDiggity can be searched for SSN, credit cards, etc.

Data Loss Prevention
http://en.wikipedia.org/wiki/Data_loss_prevention_software

.NET Framework Regular Expressions
http://msdn.microsoft.com/en-us/library/hs600312.aspx

IFilters
Used iFilters to turn documents into searchable text:
http://www.powergrep.com/ifilter.html
http://en.wikipedia.org/wiki/Ifilter
http://www.ifilter.org/
Ifilter utils:
http://www.nirsoft.net/utils/search_filter_view.html
http://www.codeproject.com/KB/cs/IFilter.aspx
PDF Ifilter – Better than Adobe’s default:
http://www.foxitsoftware.com/downloads/otherpdf/ifilter2_1.html


DLP Diggity

LOTS OF FILES TO DATA MINE

| GOUS](‘: filetype pdf

About 513,000,000 results {0.25 seconds)

GOUS]@ filetype:doc GOUS]E filetype:xls

About Mlsuu‘uuu rezults {I]1El SBCDndS} About 1?,300,[]1]1] results {D13 SBEDndS}

biﬂg filetype:doc E

Web Web  Morevw
SEARCH HISTORY ALL RESULTS 1-10 of 26,900,000 results - Advanced
Skt

filetype:pdf

Web  Morew

SEARCH HISTORY ALLRESULTS 1-10 of 146,000,000 results - Advanced
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DLPDiggity
Data loss prevention tool that leverages Google/Bing to identify exposures of sensitive information (e.g. SSNs, credit card numbers, etc.) via common document formats such as .doc, .xls, and .pdf. 

https://www.google.com/#q=ext:pdf
https://www.google.com/#q=ext:doc
https://www.google.com/#q=ext:xls
https://www.google.com/#q=ext:txt

Bing – Filetype Searching
http://msdn.microsoft.com/en-us/library/dd250876.aspx 
 
Google – Filetype Searching
http://www.google.com/help/faq_filetypes.html
http://www.google.com/support/webmasters/bin/answer.py?hl=en&answer=35287
http://www.googleguide.com/file_type.html
http://www.googleguide.com/advanced_operators.html#filetype


DLP Diggity
MORE DATA SEARCHABLE EVERY YEAR

Google Results for Common Docs

513,000,000
600,000,000 /\
500,000,000 -
400,000,000 -

260,000,600

300,000,000 - W 2004
84,500,000 = 2007

200,000,000 - ® 2011

100,000,000 -

O -
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DLPDiggity
Data loss prevention tool that leverages Google/Bing to identify exposures of sensitive information (e.g. SSNs, credit card numbers, etc.) via common document formats such as .doc, .xls, and .pdf. 

https://www.google.com/#q=ext:pdf
https://www.google.com/#q=ext:doc
https://www.google.com/#q=ext:xls
https://www.google.com/#q=ext:txt


DLP Diggity

DIGGITY TOOLKIT

GoogleDiggity CodeSearchDigaity

BingDigaity LinkFromDomainDiggity DLPDigg FlashDiggity

> [] patient Records

» [] National ID Numbers

> [ Tech Data Mining
[ Encryption Related
[C] Passwds

> [ passwds Various Langu
[ Keywaords

&P STACH&LIU

B s —
Queries —
Scan Directory:  C:\DiggityDownloads), Browse...
> [ CreditCards
b 55N | Category | Subcategory | Search String | !‘
» Clem = Social Security  [~A-Za-20-9_]([0-6]\d{. / [-\DiggityDownloads\PITTutorial.doc
b
: g '?’anxlkDAcmu"t Numbers SSN 55N LANL (ss{n)?|sodal{\s*securf [C:\DiggityDownloads\PIITutorial.doc
a

Search through downloaded files from
oogleDigaity and BingDigqity for data
leaks such as S5Ns, credit cards, etc.

1

Output Selected Result

21 Jerry,

22 This is Mary. I forgot to include my social security number in those clearance documents I s
Would you mind adding it in for me? My SSM is 123-45-6789. Thanks a lot!

23 - Mary

24
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DLPDiggity
Data loss prevention tool that leverages Google/Bing to identify exposures of sensitive information (e.g. SSNs, credit card numbers, etc.) via common document formats such as .doc, .xls, and .pdf. 

DLPDiggity utilizes IFilters to search through the actual contents of files, as opposed to just the meta-data. Using .NET regular expressions, DLPDiggity can find almost any type of sensitive data within common document file formats. 

Files downloaded via GoogleDiggity and BingDiggity can be searched for SSN, credit cards, etc.

Data Loss Prevention
http://en.wikipedia.org/wiki/Data_loss_prevention_software

.NET Framework Regular Expressions
http://msdn.microsoft.com/en-us/library/hs600312.aspx

IFilters
Used iFilters to turn documents into searchable text:
http://www.powergrep.com/ifilter.html
http://en.wikipedia.org/wiki/Ifilter
http://www.ifilter.org/
Ifilter utils:
http://www.nirsoft.net/utils/search_filter_view.html
http://www.codeproject.com/KB/cs/IFilter.aspx
PDF Ifilter – Better than Adobe’s default:
http://www.foxitsoftware.com/downloads/otherpdf/ifilter2_1.html


GO;_ ;81@ filetype:swf

About 123,000,000 results (0.09 seconds)

NEW GOOGLE HACKING TOOLS

FlashDiggity
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FlashDiggity
Automated Google searching/downloading/decompiling/analysis of SWF files to identify Flash vulnerabilities and info disclosures.

http://en.wikipedia.org/wiki/SWF



Flash Diggity

DIGGITY TOOLKIT

 Google for SWEF files on target domains

. EXOmp|e search: filetype:swf site:example.com

« Download SWF files to C:\DiggityDownloads\
» Disassemble SWF files and analyze for Flash vulnerabilities

Insecure Application D¢

GoogleDiggity CodeSearchDiggity BingDiggity LinkFromDomainDiggity DLPDiggity
[FRdvanesa)  simple BN o
Queries

Scan Directory:  C:\DiggityDownloads Browse...

3 A 7-5‘.:
LW

FlashDiggity MalwareDiggity

Search String

log(ilo}1}n(s)?
log(ilo}1}n(s)?
log(ilo}1}n(s)?
log(ilo}1}n(s)?
loglilo}1inley?

| C:\DiggityDownloads\Flash[9_10_2011 2_42_13 PM]"
C:\DiggityDownloads\Flash[9_10_2011 2_42_12 PM]"
C:\DiggityDownloads\Flash[9_10_2011 2_42_12 PM]
C:\DiggityDownloads\Flash[9_10_2011 2_42_12 PM]"

CADigaiyDmaninade\Flachlo 30 20112 42 12 PMT

log(ilo}1}n(s)?

C:\DiggityDownloads\Flash[9_10_2011 2_42 12 PM]

> [¥] ActionScript Source | Category | Subcategory |
[ Application Source £ Keywords User Account Info
h__d Sensitive [?ata Keywords User Account Info

b PGP Private Key Blo

] PGP Public Key Bloc Keywords User Account Info
> [¥] RSA Private Key Blo Keywords User Account Info
b Internal IP Disclosui Kevinards llgar Acconunt Infn
> MDS5 Hash Detected | Keywords User Account Info
[v] Passible Credit Card User Account Info

Keywords
Possible Server Path o .
> Possible Server Patt

4

log(ilo}1in(s)?

C:\DiggityDownloads\Hash[9_10_2011 2_42_12 PM])

[ Possible Social Secu

Output Selected Result

> [V SHA-0/SHA-1 Hash

Hardcoded usernames
and passwords in
cleartext in SWF file

if (UserName.text == 'mizzico' && PassWord.text == "furniture”) { . —

Keywords 20
> [ User Account Info i;

b Potentially Interestit 23

L L 5 24

4 4 25

&P STACH&LIU
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FlashDiggity
Automated Google searching/downloading/decompiling/analysis of SWF files to identify Flash vulnerabilities and info disclosures.

http://en.wikipedia.org/wiki/SWF



NEW GOOGLE HACKING TOOLS

DEMO

&P STACH&LIU
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GoogleScrape Diggity .

DIGGITY TOOLKIT

GoogleScrape Diggity
« Uses Google mobile interface
« lightweight, no advertisements

«  Violates Terms of Service

* Bot detection avoidance
« Distributed via proxies

«  Spoofs Useragent and Referer
headers

* Random &userip= value

* Across Google servers

&P STACH&LIU

« > http://www.google.com/m /achivcomabs=weo » O- F-
» | site:stachliu.com Q q
Stach & Liu

Francis Brown and Rob Ragan will be presenting Lord of the Bing: Taking back search engine hacking from Google and Bing™ at Black ..
www.stachliu.com/ - Options v

#or1 Lord of the Bing!
Lord of the Bing! Taking back search engine hacking from Google and Microsoft. 03 MAY 2010. Presented by: ...
www._stachliu.com/slides/lordoft. .. - Options v

Company « Stach & Liu
Stach & Liu was founded in 2005 by industry leading experts to help companies secure their networks and applications. ..
www.stachliu.com/../fcompany/ - Options v

=or; Defeating Forensic Analysis - Slide 1
Defeating Forensic. Analysis. CEIC 2006 — Technical Lecture 1. Thursday, May 4 — 10:30 am to 11:30 am. Presented by Vincent Liu and ..
www.stachliu.com/files/CEIC2006... - Options v

News « Stach & Liu
JUN 25, 2009 | Vincent Liu will be participating in Jump Start Application Security Initiatives with SaaS, a CSO online webinar ..
www_stachliu.com/./news/ - Options v

Clients & Partners « Stach & Liu
Stach & Liu serves a broad array of organizations all over the world including the Fortune 1000, mid-market enterprises, ...
www.stachliu.com/index.php/comp... - Options v

Regulatory Compliance « Stach & Liu

HIPAA Health Check & Readiness Review. Stach & Liu's HIPAA Health Check & Readiness Review service will help you gain a complete ..

www.stachliu.com/index.phpfserv... - Options v

mn
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GoogleScrapeDiggity
Makes fingerprinting possible via Google, getting 1000 results per query instead of 70.


NEW GOOGLE HACKING TOOLS

Baidu Diggity

&P STACH&LIU
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BaiduDiggity
First ever Baidu hacking tool, which targets vulnerabilities disclosed by China's dominant search engine.


BaiduDiggity

CHINA SEARCH ENGINE

» Fighting back

BEEE "supplied argu... =

€« C M | © www.baidu.com/s?bs=intitle%3A"Snap+Server +intitle%3A Home"+" Active + Use

(L)
K )
BaiWEE xa mom we i we: EE @8 hE S5

‘ "supplied argument is not a valid MySQL result resource'| site:gov.cn BE—T

Fiaik{§ 9% supplied argument is not a valid MySQL r/ﬁ‘pult resource site:gov.cn FIHEEEE B
FR5lS)

1= BETED

- mysqgl_fetch_array(): supplied argument is not a valid MySQL It resource in D:\apache

phpmysglihtdocs\news\adminewglinewst).php on |i o . .
www.xjpi.gov.cn/news/adm/newglinewstj.php 2011]  Finding vulns in Chinese

government sites
RN EhEEaR
Waming: mysgl_free_result(): supplied argument is not a valid MySQL result resource in EX\
site‘phpsite\wgs\public\navigation.php on line 18...

www.wuguishan.gov.cn/zhzx/zhzx_content.ph ... 2011-2-17 - EE A2

- mysgl_num_rows(): supplied argument is not a valid MySQL result resource in B wwwroot
\quefw-shiyan-goviweb\duheline_online_php....
qxfw_shiyan gov.cn/duhe/sdgk_dianzhan xin __ 2011-4-14 - 5EHEE

t ol AFENE A R

Warning: mysql_free_result(): supplied argument is not a valid MySQL result resource in BN\
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Baidu
http://www.baidu.com/

Founded in 2000, Baidu, a Chinese language search platform, leveraging the booming Chinese Internet and search engine market , has dominated Chinese online ad market in 2007, generating RMB1.74 billion revenue with at 108% growing rate year on year. Respond to hundreds of millions of queries daily, Baidu represent approximately 70% of total online search queries in China. Over 150,000 small and mid-sized Chinese enterprises, large domestic corporations and Chinese divisions or subsidiaries of large multinational corporations have benefited from Baidu's online search marketing services. Beyond online search, Baidu continues its success in query-based searchable communities with Baidu's Post Bar (BBS) and Baidu Knows (Answers) representing two of the biggest communities in the world.

Example: http://www.baidu.com/s?wd=intitle%3A%22Snap+Server%22+intitle%3A%22Home%22+%22Active+Users%22&n=2


Advanced Defenses ﬁ

PROTECT YO NECK
)
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Traditional Defenses

GOOGLE HACKING DEFENSES

"Google Hack yourselt” organizati
* Employ tools and techni

fe
f TN f

ol8" OpenDLP, Senf

[
-
O_

strictions
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Remove Info from Google’s Cache:
http://www.google.com/support/webmasters/bin/answer.py?hl=en&answer=164734
http://www.google.com/support/webmasters/bin/answer.py?answer=61817
https://www.google.com/webmasters/tools/home?hl=en
http://onecoolsitebloggingtips.com/2008/03/21/how-to-remove-data-from-googles-cache/

Blocking indexing on a page basis by:
<meta name="robots" content="noindex">
<meta name="googlebot" content="nodindex">
http://googlewebmastercentral.blogspot.com/2007/03/using-robots-meta-tag.html
http://searchengineland.com/yahoo-provides-noydir-opt-out-of-yahoo-directory-titles-descriptions-10631
http://www.robotstxt.org/meta.html


DLP Info:
http://en.wikipedia.org/wiki/Data_Loss_Prevention
 Data Loss Prevention (DLP) is a computer security term referring to systems that identify, monitor, and protect data in use (e.g., endpoint actions), data in motion (e.g., network actions), and data at rest (e.g., data storage) through deep content inspection, contextual security analysis of transaction (attributes of originator, data object, medium, timing, recipient/destination, etc.), and with a centralized management framework. The systems are designed to detect and prevent the unauthorized use and transmission of confidential information.
http://www.csoonline.com/documents/whitepapers/UnderstandingDataLocation.pdf
http://www.csoonline.com/article/221272/Data_Loss_Prevention_Dos_and_Don_ts
http://www.gtbtechnologies.com/Downloads/5_essential_ingredients_gtb.pdf
http://www.codegreennetworks.com/blog/?p=33
http://www.sans.org/reading_room/whitepapers/dlp/

DLP Free Tools:
OpenDLP – Free Open-Source Data Loss Prevention (DLP) Tool – (Released 4/28/2010) 
http://code.google.com/p/opendlp/
http://www.darknet.org.uk/2010/05/opendlp-free-open-source-data-loss-prevention-dlp-tool/
Senf - The Sensitive Number Finder (Last updated 5/22/2009)
https://senf.security.utexas.edu/wiki/

Other DLP Commercial Products:
Code Green Networks -- Content Inspection Appliance, CI-1500; CI-750; CI-Agent, v. 5.0
InfoWatch -- InfoWatch Traffic Monitor, v. 3.0
McAfee -- McAfee Data Loss Prevention (DLP): Host 2.0, Gateway 3300, 3400
Orchestria -- Orchestria v. 5.0
Reconnex -- Reconnex 7
RSA Security -- RSA Data Loss Prevention (DLP) Suite: Datacenter 3.1.1; Network 5.1.1; and Endpoint 3.0
Trend Micro -- Trend Micro LeakProof, v. 3.0
Verdasys -- Digital Guardian, v. 5.1
Vericept -- Vericept Monitor, Protect, Discover, v. 8.2; Vericept Edge, v. 1.3
Websense -- Websense Content Protection Suite, v. 6.5
Workshare -- Workshare Protect, v. 6



Existing Defenses

"HACK YOURSELF

v’ Tools exist

X Convenient

X Realime updates

X Multi-engine results

X Historical archived data

X Mult-domain searching

&P STACH&LIU
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Defense Recommendations of Old: "Google Hack Yourself”

 Not efficient with existing tools, have to run many times across all domains and correlate results (e.g. stachliu.com, sl.com, stachliu.org…).  Also have to use different tools to look for vulns in different search engines (Google/Bing/Yahoo/…)

 If done say quarterly, you go by 3 months with a vuln exposed via Google to the public without being able to respond.  Or if the index has been retired by the time you re-Google Hack yourself, but the vuln still exists - you missed the opportunity of identifying it.

 Need for real time updates and detection, as well as historical data (i.e. not just vulns in your company systems that are in Google's index now, but vulns in your company systems that have ever been in Google's index.



Advanced Defenses

NEW HOT SIZZLE

Stach & Liu now proudly presents:

» Google and Bing Hacking Alerts

« SharePoint Hacking Alerts — 118 dorks

« SHODAN Hacking Alerts — 26 dorks %
» Diggity Alerts FUNdle Bundles %

« Consolidated alerts into 1 RSS feed

« Alert Client Tools “%

« Alert Diggity — Windows systray notifications
« iDiggity Alerts — iPhone notification app

&P STACH&LIU
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StachLiu Defense Tools 
Our “Google Alerts” and “Bing Alerts”. 
RSS feed to be alerted of new issues – a GoogleHacking Detection System (GHDS).Real time updates on Google Hack hits across both Google and Bing, that are organized and sent to you conveniently via RSS feeds. 
Future tool that allows you to set alerts based on these feeds, but filtered specifically for your company.


New Stach & Liu Google/Bing hacking tools available at:
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/



Google Hacking Alerts

ADVANCED DEFENSES

Google Hacking Alerts

» Al hacking database queries using Google alerts
* Realtime vuln updates to >2400 hack queries via RSS
» Organized and available via Google reader importable file

dd

GO(.)S[Q alerts Manage your Alerts

Your Google Alerts

|
GHDB regexs made into J

gmail.com | Settings | FAQ

Google Alerts

Search terms Type How often Email length
[0 Host="" intext.enc_UserPassword=" ext:pcf Web ag-it-happens up to 50 results
D i mpin for | FRarm f| I word)” Weh e g g g Pt 50 res
Yiew in Google Reader
) - ) RSS Feeds generated that
[ "# Dumping data for table Web track new GHDE vulnerable Feed En
pages in real-time “iew in Google Reader
E "# phphdyAdmin MySC0L-Durmp” "INSERT INTO" -"the" J Web Feed £

“iew in Google Reader

&P STACH&LIU
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Google Hacking Alerts
http://www.google.com/alerts
http://www.google.com/reader



Google Hacking Alerts

ADVANCED DEFENSES

dd

GOugle reader

Add a subscription

All items (1000+)
People you follow

+*

Explore +
ubscriptions =N
# [ FSDB-Backup Files (195)

# [ FSDB-Configuration Ma... (371)

® [ FSDB-Error Messages (654)

m FSDB-Privacy Related (501)

® [ FSDB-Remote Administr... (102)

(¥ FSDB-Reported Vulnera... (90)

@ FSDB-Technology Profile (652)

# [ GHDB-Advisories and V... (1000+

= [ GHDB-Error Messages (1000+)
2 Google Alefts - "mySAQ... (11 ~

2 Google Alerts -

4

o

2 Google Alerts -"Ani... (1)

| "

&P STACH&LIU

1

All itemns Search

James Bond needs help!
mySQL error page snippet conveniently
provided in RSS summary

Google Alerts - "mySQL error with query”

-

Show: 11 new iterns - all items | Mark all as read Refresh | Feed settings... |

REHNAEEOFDEMN - ERLH TT, XFEEX- BBXERLC, K. mySOL erorwith ¢
HEERE-LAOFBEAE - mySOL errorwith query SELECT COUNT™) AS result FROM nucleus

CREATE TEMPORARY

ctionlog: Can't open file: 'nucld

{"  James Bond 007 :: MI6 - The Home Of James Bond - mySQL error with query SELECT ¢ citem as itemid, ¢ cnumby
James Bond 007 :: MI6 - The Home Of James Bond

" as commentid, ¢.g

Add star Like Share ~Add tags

via Google Alerts - "mySQL error with query”

mySQL error with query SELECT c.citem as itemid, c.cnumber as commentid, ¢ .cbody as body, c.cuser as
user, c.cmail as userid, c.cemail as email, ...
\ wav MIG .co ukimib php23inewsfindex php?itermid,t

J

» Share with note Email

SR » ¥ T sRY — A - mySQAL error with query INSERT INTO nucleus_plug_captcha {ckey, time, solution, active) VALUES ('890
WIR EHbESR | 55 ... - mySQL error with query INSERT INTO nucleus_plugin_op)
1 FRtEdh : BER - mySQL error with query INSERT INTO nucleus_plugin_o

gs Jewelry ... - mysql error with query. creating standalone applications with mysg

Several thousand GHDB/FSDB

BERE vuln alerts generated each day

mysql macosx

T
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Google Hacking Alerts
http://www.google.com/alerts
http://www.google.com/reader




Bing Hacking Alerts

ADVANCED DEFENSES

Bing Hacking Alerts

* Bing searches with regexs from BHDB
* leverages hitp://api.bing.com/rss.aspx
¢ Realime vuln updates to =900 Bing hack gueries via RSS

GOUSIC reader

All items - Search

E3 Add a subscription

Bing: intitle:"Snap Server" intitle:"Home" "Active Users" »

All items (1000+)
People you follow +l~
Explore +
Subscriptions ==
® [ BHDB-Advisories and V... (910) &
@ [ BHDB-Backup Files {50}

@ [ BHDB-Configuration Ma... (207)
@ [ BHDB -Error Messages {507)

@ [J BHDB Files containing... {607)
# [ BHDB Files containing... (343)
@ [ BHDB-Files containing... (50)

@ [ BHDB-Footholds (45)

® [ BHDB-Misc (116)

@ [ BHDB-Pages containing... (765)
# [J BHDB-Pages containing... {159)
@ [ BHDB-Privacy Related (196)

@ [ BHDB-Remote Administr... (36)

Show: 0 new items - all items | Mark all as read | ~ | | Refresh || Feed settings... ~

Snap Server WELW-SNAP [Home] - WELW-SNAP » Homne
Snap Server CORESERVER [Home] - CORESERVER « Home
Snap Server GSTI [Home] - GSTI = Home

SNAP network attached
storage servers exposed

adsphotographer.com - SNAPS5373 » Home
Snap Server SNAPB24929 [Home] - SNAPS24929 « Home
Snap Server SAINTSNAP [Home] - SAINTSNAFP = Home

Snap Server DIGITALDATA1 [Home] - BOT - Unavailable: folder does not exist. SHARE1: acesag - For ACEQ

Snap Server FTP-SERVER [Home] - Flinn - Flinn OFF-Site Backup: Home - Folder for network shares/drive 1

Snap Server FTP-SERVER [Home]

Flinn - Flinn OFF-Site Backup: Home - Folder for network shares/drive mapping: MyHost - Folder for my persg
Web Hosting: msmcs net - www msmecs. net PUB FTP

Add star Like Share "%|Share with note ) Email Keep unread <~ Edittags: BHDB-Various Online D

Snap Server XRAY7 [Home] - XRAY7? « Home

&P STACH&LIU
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Bing Hacking Alerts

Show creation of Bing Hacking alerts via Bing ‘&format=rss’ and Google Reader
 Good example bing query:  "mySQL error with query“
 http://www.bing.com/search?q="mySQL error with query“&format=rss

NOTE: ‘&format=rss’ no lnger works as of July 2011.  
Bing search result RSS feeds now generated using http://api.bing.com/rss.aspx
Example:
http://api.bing.com/rss.aspx?source=web&query=%22mySQL%20error%20with%20query%E2%80%9C



Bing/Google Alerts

LIVE VULNERABILITY FEEDS

World's Largest Live Vulnerability Repository
* Daily updates of ~3000 new hits per day

Last 30 days Time ofday Day of the week
W00 -----"- -y gy g - -Mho----------------
~3,000 new vuln
N USSR REEEEN hits per day
o e e L S S s PP
(TRE: T T-3 1/24 127 130 2/2 215 2/8 211 2114
ltems posted B8 ltems read

&P STACH&LIU
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Largest live vulnerability feed.  


#7 Diggity Alerts™
One Feed to Rule Them All

ADVANCED DEFENSE TOOLS

Diggity Alert Fundle Bundle

&P STACH&LIU
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Diggity Hacking Alerts – Fundle Bundle
http://www.google.com/reader/bundle/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/public/atom/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts?r=n&n=1000

Mobile and iPhone Friendly Interfaces
http://www.google.com/reader/i/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/m/view/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts


Google Reader – Creating “Bundles”:
http://www.google.com/reader/view/#bundle-creator-page


v

FUNdle Bundle R

ADVANCED DEFENSES DIGGITY ALERTS

| ) Googlereader DIGGITY HACKING ALERTS

"Diggity Hacking Alerts" bundle created by Stach
Description: All of the GHDB, FSDB, BHDB, and SLDB alert feeds.

A bundle is a collection of blogs and websites hand-selected by your friend on a
particular topic or interest. You can keep up to date with them all in one place by
subscribing in Google Reader.

| There are ® 3762 feeds included in this bundle |

&

Sign in to subscribe Get started with Gooql

B Atom feed

- QOPML fil
formation S

n 9111

Debris Removal - News

via Google Alerts - inurl:"/_layouts/" filetype:asp?

(New Hanover County)-—- New Hanover County and
with representatives of the Federal Emergency Manage
www.nhcgov. com/News/_layoutsilistiorm.aspx?...

3762 R5S feeds from
GHDB, FSDB, SLDB
all consolidated into 1
R55 feed using Google
Reader bundles

*Curriculum Vitae*
via Google Alerts - "phone * * *" "address ' "e-mail" intitle:"curriculum vitae" by on
9/11/11

Work Phone Number: 972-860-4130 for emergency only. E-mail address:
shavanal@dcccd.edu. Education. | received my Associates in Aris and Sciences
from ...

hb2504 dcced eduivita/0017421 pdf

&P STACH&LIU
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Diggity Hacking Alerts – Fundle Bundle
http://www.google.com/reader/bundle/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/public/atom/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts?r=n&n=1000

Mobile and iPhone Friendly Interfaces
http://www.google.com/reader/i/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/m/view/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts


Google Reader – Creating “Bundles”:
http://www.google.com/reader/view/#bundle-creator-page



FUNdle Bundle

ADVANCED DEFENSES <

GOUSle reader | l'AII items '.| Search |
Navigation - | Diggity Hacking Alerts Show: Expanded - List

Show: 0 new items - all items | Mark all as read -| Refresh !

;& Diggity Hacking Alerts
Bundle created by you
3762 feeds

Bing NEW: intitle:"BadBlut  Free best intitle badblue the file sharing web server anyone can ... - Free best intitle badblue the file sharing web server anyone can use Download at 6:32 AM
Bing NEW: intitle:"BadBlur  BadBlue: the file-sharing web server anyone can use - ganadores horario payroll ccr AVISOS uploads JESUS AREVALO 4seasons MULTIVA MERCHANTS 6:32 AM
Bing NEW: intitle:"BadBlut  intitle:"BadBlue: the file-sharing web server anyone can use” - intitle:"BadBlue: the file-sharing web server anyone can use” Google search: intitle:"BadBlue: the file- 6:32 AM
Bing NEW: intitle:"AppSer  AppServ Open Project 2.5.9 - phpMyAdmin Database Manager Version 2.10.2 PHP Information Version 5.2.3. About AppServ Version 2.5.9 for Windows AppServis a 6:31 AM
Bing NEW: intitle:"AppSer  AppServ Open Project 2.5.10 - phpMyAdmin Database Manager Version 2.10.3 PHP Information Version 5.2 6. About AppServ Version 2.5.10 for Windows AppServis a 6:31 AM
Bing NEW: intitle:"AppSer  AppServ Open Project 2.6.0 - phpMyAdmin Database Manager Version 2.10.3 PHP Information Version 6.0.0-dev. About AppServ Version 2.6.0 for Windows AppServ is a 6:31 AM
Bing NEW: intitle:"AppSer  www.pgnshop.com - phpMyAdmin Database Manager Version 2.10.3 PHP Information Version 5.2.6. About AppServ Version 2.5.10 for Windows AppServ is a merging 6:31 AM
Bing NEW: intitle:"AppSer  scorpionco2010.tk - phpMyAdmin Database Manager Version 2.10.3 PHP Information Version 6.0.0-dev. About AppServ Version 2.6.0 for Windows AppServ is a merging 6:31 AM
Bing NEW: intitle:"AppSer  SkypeHotel v64 - Entre no SkypeHotel v64, Jogue SkypeHotel Gratis! - SkypeHotel v64 - Jogue agora mesmo SkypeHotel vB4, aqui as moedas sdo totalmente gratis 6:31 AM
Bing NEW: "Powered by n Search - © 2011 ILO Portal - ILO Decent Work Team and Office for the ... Powered by mnoGoSearch - free web search engine software 6:26 AM
Bing NEW: "Powered by r  Google Hacks - PawnGame.com - Multiplayer Flash Gaming - "Powered by mnoGoSearch - free web search engine software” "powered by openbsd” +"powered by 6:26 AM
Bing NEW: "Powered by n  Circuit Breaker Reset Philosophies for aircraft - CEB reset philosophy ... Powered by mnoGoSearch - free web search engine software 6:26 AM
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Diggity Hacking Alerts – Fundle Bundle
http://www.google.com/reader/bundle/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/public/atom/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts?r=n&n=1000

Mobile and iPhone Friendly Interfaces
http://www.google.com/reader/i/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/m/view/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts




FUNdle Bundle

MOBILE FRIENDLY

Google Reader

Diggity Hacking Alerts
1 Newsletter 21 27th July 2011 - School Website Portal - Gooqgle Alerts - inufl:"Forms” inurl:"dispform.aspx” filetype:aspx

sarrafyurdaer.com - Google Aler
more...

j Usage Statistics for guiakolor.net - Summary by Month - Google Alerts - infitle:"Usage
;  Statistics for" "Generated by Webalizer"
mark these items as read Jul 2011, 70, 59, 62, 46 132, 3975, 1073, 1827, 1367, 1632. Totals, 3975, 1073, 1...

2  WebPartPagesWebService Web Service - Gooale Alerts - inurl/ vti bin/webpartpages.asmx” filetype:asmx

3 Intitle: *index of passwd pass GOL rSllE reader

4 *Usage Statistics for™ guiakol{ . = .

5  *Usage Statistics for* totallyb{ « Feeds Diggity Hacking Alerts C| #|

& Phoca Forum * View topic - M— —§ source”
7 pongamos que hablo de mad ": * Intitle: index of passwd passwd.bak - Google Aleris - infitle index of passwd passwd bak | ce”

8  bomb wiz - MP3moo.com | Fi Intitle: index of passwd passwd bak One will come but more strenuously than ever ..

9

0

#

Tags | Subscriptions A

.+ Usage Statistics for totallybali.com - Summary by Month - Google Aleris - —
intitle:"Usage Statistics for" "Generated by Webalizer"
Jul 2011, 1910, 827, 523, 319, 1013, 72638, 959, 1570, 2482, 5731. Totals, 72638 ,...

<+ Operate on comma separated data - Google Alerts - data filetype:mdb -site:gov -site: mil
| need to work with a matrix of data that looks something like the matrix below. |...

- Recover My Files Data Recovery Standard Download | Data Recovery - Google
Alerts - data filetype:mdb -site:gov -site:mil
Recover My Files Data Recovery Software is a powerful utility which will recover d. .
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Diggity Hacking Alerts – Fundle Bundle
http://www.google.com/reader/bundle/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/public/atom/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts?r=n&n=1000

Mobile and iPhone Friendly Interfaces
http://www.google.com/reader/i/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/m/view/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts




Cp, SHODAN )

Computer Search Engine

ADVANCED DEFENSE TOOLS

SHODAN Alerts
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SHODAN Hacking Alerts
New live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.
http://www.shodanhq.com/
Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000




SHODAN Alerts SHODAN

FINDING SCADA SYSTEMS

* SHODAN

» TOp countries matc ) your search Canada 13
Finland 12

. United Stat 8
Using SHODAN to Spalen 6
find SCADA web Denmark 6

admin interfaces

218.111.65.68 HTTP/1.0 401 Authorization Required
Date: Sat, 11 Jon 2011 04:38:51 GMT

B vaia il .
o Kusls Lumpue Server: Apache’1.3.31 (Unix)

WA Authenticate: Basie re].lm=':SC.JLD.{ Gateway User Logim”
Transfer-Encodimg: chunked
Content-Type: text himl; charset=t30-8839-1

66.18.233.232 HTTP/1.0 401 Authorization Required
Diate: Wed, 20 Apr 2011 20:05:46 GMT
i Calgary Server: Apache2 063 (FreeBSD) mod_python'3 3.1 Python2 5.2
. WA - Authenticate: Digest realm="FET3 SCADA Server”, nonce="Z9FPTNF+hE
delmain £6.13.233.232.
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SHODAN Hacking Alerts
New live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.
http://www.shodanhq.com/
Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=Server:%20SQ-WEBCAM
Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000



SHODAN Alerts SHODAN

SHODAN RSS FEEDS

- (3 Google resder SHODAN ALERTS

"SHODAN Alerts” bundle created by stach

Description: SHODAN RSS Alerts GOL JS].@ reader

Abundle is a collection of blogs and websites hand-select{ — .
a particular topic or interest. You can keep up to date with | u Feeds | SHODAN Alerts | G2 | | ¥ |
place by subscribing in Google Reader. : i R —
There are @ 26 feeds included in this bundle ﬂ:ﬁ 67.228.99.229:80 - SHODAN - Search: Server: LiteSpeed country:CN

HTTR/.0 200 OK Date: Tue, 02 Aug 2011 13:30:41 GMT Server: LiteSpeed Connection: ...
B3 Subscribe
7> 184.172.42.27:80 - SHODAN - Search: Server: LiteSpeed country:CN

HTTPR/.0 302 Found Date: Tue, 02 Aug 2011 13:13:37 GMT Server: LiteSpeed Connectio...
67.228.99.229:80

via SHODAN - Search: Server: LiteSpeed country:CN on 8/2/| 57 188.212.156.174:80 - SHODAN - Search: Server: LiteSpeed country:CN
HTTPR/1.0 200 OK Date: Tue, 02 Aug 2011 13:12:25 GMT Server: LiteSpeed Accept-Range..

HTTP/1.0 200 OK

Date: Tue, 02 Aug 2011 13:30:41 GMT % 173.243.113.188:80 - SHODAN - Search: Server: LiteSpeed country:CN

S le " HTTPA.0 200 OK Date: Tue, 02 Aug 2011 12:44:38 GMT Server- LiteSpeed Accept-Range..
Connection: close

X-Powered-By: PHP/5.2.14
Content-Type: texthtml <> 50.23.136.8:80 - SHODAN - Search: Server: LiteSpeed country:CN

Content-Length: 1110 HTTP/1.0 200 OK Transfer-Encoding: chunked Date: Tue, 02 Aug 2011 12:42:48 GMT Ser...

<> 69.162.175.133:80 - SHODAN - Search: Server: LiteSpeed couniry:CN
HTTP/M.0 200 OK Date: Tue, 02 Aug 2011 12:19:36 GMT Server: LiteSpeed Accept-Range..

184.172.42.27:80

via SHODAN - Search: Server: LiteSpeed country:CN on 8/2/] 5> 95.168.161.220:80 - SHODAN - Search: Server: LiteSpeed couniry:CN
HTTP/1.0 200 OK Date: Tue, 02 Aug 2011 12:10:13 GMT Server: LiteSpeed Accept-Range..

HTTPF/1.0 302 Found

Dioto Tuo 00 Ao D044 424297 SbAT A

77 67.220.86.40:80 - SHODAN - Search: Server: LiteSpeed country:CN
HTTP/M.0 200 OK Date: Tue, 02 Aug 2011 11:57:18 GMT Server: LiteSpeed Accept-Range..
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SHODAN Hacking Alerts
New live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.
http://www.shodanhq.com/
Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=Server:%20SQ-WEBCAM
Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000



Bing/Google Alerts

THICK CLIENTS TOOLS

Google/Bing Hacking Alert Thick Clients
« Google/Bing Alerts £55 feeds as input

o Allow user to saf one or more lilfers

* e.g. yourcompany.com”in the URL

* Several #hick clients being released:
« Windows Systray App
* Droid app (coming soon)

* iPhone app

&P STACH&LIU
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Google/Bing Hacking Alerts – Thick Client Apps
Stach & Liu will be releasing 3 free thick client interfaces to filter the Google/Bing Hacking Alerts RSS feeds at Black Hat USA 2010.



ADVANCED DEFENSE TOOLS

Alert Diggity

&P STACH&LIU
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AlertDiggity
Windows systray application that filters the results of the various Google/Bing/Shodan Hacking Alerts RSS feeds and notifies the user if any new alerts match a domain belong to them.


Alerts Diggity

ADVANCED DEFENSES

=

23 Alerts Diggity = e~
File Help

| All Alerts | Subscribed Feeds | Subscribed Domains | Schedule

[F

milblogging.com ) Alerts Diggity =n|ECH ==
File Help
All Alerts | Subscribed Feeds | Subscribed Dormains | Schedule
[ Update H Cance H Clear ]

URL Fublish Date -
http:/milblogging com/findex.php®3Fentry?:3 Dentry1 10802-153334 8/2/2011 7.38:18 PM
hitp://milblogging.comfindex.phpfentry=entry1 10727-211303 8/1/2011 5:31:00 PM
http:/milblogging com/findex.php3Fentry?:3 Dentryl 10802-043535 8/2/2011 3:05:01 AM
http:/milblogging com/index.php®3Fentry?:3 Dentryl 10801-171305 8/1/2011 11:59:26 PM
hitp://milblogging.comfindex.phpfentry=entry1 10731 -123020 8/1/2011 &01:00 AM

—_ http/milblogging.comfindexphpfentry=entry 1107 27-21 1303 —_— =

Hack Alerts is up to date, 2 vulnerabilitias
were found,
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AlertDiggity
Windows systray application that filters the results of the various Google/Bing/Shodan Hacking Alerts RSS feeds and notifies the user if any new alerts match a domain belong to them.



ADVANCED DEFENSETOOLS

iDiggity Alerts

& STACH&LIU
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IDIGGITY ALERTS
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iDiggity Alerts for iPhone, iPod touch, and iPad on the iTunes App Store
http://itunes.apple.com/us/app/idiggity-alerts/id452442740?mt=8


iDiggity Alerts

ADVANCED DEFENGSES

w... AT&T 3G 4:43 AM 3

iDiggity Alert URL

http://www.stachliu.com/tools
/iDiggityAlerts.xml

Search Domains

Tap To Add a Domain
hp.com
milblogging.com
Startup Behavior

Search feeds

Settings

& STACH&LIU

il ATET 3G 52 4:52 AM 3 il AT&T 3G 4:57 AM 3
_‘ = l_ O - _' C 0_ A O
Collapse A Collapse A

GHDB-Advisories and Vulnerabilities

Collapse 214 searches

Google A

Google A

AULBIEE  Searching...
bl 931 of 1496

Google Al est

book "advancxyestbook
Google Alerts pe:asp

inurl:"shopdisplayproducts.a

Google Alerts - "Powered b
y: vBulletin * 3.0.1" inurl:new

GHDB-Files containing passwords
Collapse 2 searches

Google Alerts - intitle:Index.

of etc shadow 1

Google Alerts - "login: *" "p

assword= *" filetype:xls 1

GHDB-Pages containing login
portals

Collapse 2 searches

Google Alerts - ASP.login_a
spx "ASP.NET_Sessionld"

Google Alerts - "Establishin

1
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iDiggity Alerts for iPhone, iPod touch, and iPad on the iTunes App Store
http://itunes.apple.com/us/app/idiggity-alerts/id452442740?mt=8



iDiggity Alerts

ADVANCED DEFENGSES

wi_ AT&T 3G 4:57 AM b 3

hp.com
Google Alerts - "login: *"
"password= *" filetype:xls

http://www.google.com/url?
sa=X&qg=http://h30499.www3.
hp.com/hpeb/attachments/hpe
b/sws-
20/1044/1/Attack%2520Status
s.XLS&ct=ga&cad=CAcQARgB
IAEoATAAOABAXxvOQ8QRIAIg
AYgVibi1VUw&cd=YIV5QJjTxm
g&usg=AFQjCNEzfNr95HhqCh

mtMJRucbi1ZmKU-g
2011-07-18 13:48:58

& STACH&LIU

wi_ AT&T 3G 4:44 AM b 3

Repeat Weekly m\

Reminder Details

Thursday (08-04) at 04:30 AM

Cancel

Tue Aug 2

Today

Thu Aug 4

Settings

Choose Action

Search Again

Email Results

Cancel
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iDiggity Alerts for iPhone, iPod touch, and iPad on the iTunes App Store
http://itunes.apple.com/us/app/idiggity-alerts/id452442740?mt=8



New Defenses

'‘GOOGLE/BING HACK ALERTYS”

v’ Tools exist

v’ Convenient

v’ Reakime updates

v Multi-engine results

v’ Historical archived data

v Multi-domain searching

&P STACH&LIU
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Future Direction

'S NOW
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Diggity Alert DB

F&mmmr&

m ORISal&OD 0 nldha M,

DATA MINING VULNS

AT )

i AlertDE

w 0001 select AlertTable.* from AlertTable

Tables:

Bledy x| BRlEGl kR PEIE

@AJE[[T able

Drag a column header here to group by that column

v |PubDate |DaleGRShared? [ Title: |URLCIean

P PUBEE SRy e e Sat Jul 30 17:23:07 2011 |PHP Tutorials: Form <b>Data</b> Display and Sec http://blog. phpmez.org/php-tuter

0 |20110?*30T23:41:342 Sat Jul 30 16:41:34 2011 |error_log

http: /fcelestedesignsusa.com/ferrc

2011-07-30T23:41:34Z Sat Jul 30 16:41:34 2011 RC Plane » Nine eagles Kategori: Nine eagles View: http: //depok-aeromodelling. com/c

0002

000N sclect AlertTable.® from AlertTable

DIGGITY ALERTS
DATABASE

C—

Drag a column header here to group by that column

| PubD ate DateGRShared2 Title URLClean DigaityFeedS ource
1 [l 00 W Sat Jul 30 17:23:07 2011 PHP Tutorials: Form <b>Data < /b= Display and Sec http://blog. phpmoz. org/php-tutorials-form-data-display-and-security Google Alerts - data file
2 [ |2011-07-307T23:41:34Z Sat Jul 30 15:41:34 2011 |error_log htip: f/celestedesignsusa. com/error_log Google Alerts - "Warning:
3 [ [2011-07-30T23:41:34Z Sat Jul 30 15:41:34 2011 RC Plane = Nine eagles Kategori: Nine eagles View: htip://depok-aeromodelling. com/category /295 /nine-eagles Google Alerts - "Warning:
4 [[] |2011-07-31T00:01:587 Sat Jul 30 17:01:55 2011 Fliza Dushku Central / Photo Gallery http: ffeliza-dushku. orgfgallery /displayimage . php?album = 1020&pid =¢ Google Alerts - "Powered
——

&P STACH&LIU
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Future Directions – Data Explosion

~1 million vulnerability feed entries from Diggity Alert feeds in 1 database.


Special Thanks

Oscar “The Bull” Salazar

Rrad “BeSickWittlt" Sickles

Nick “King Luscious” Harbin
Prajakia “The Flasher” Jagdale
Ruihai “Ninja” Fang

Jason “Blk-maijik” Lash
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Presentation Notes
Also, Stach & Liu Google Hacking Diggity Project Contact Info:
Email: diggity@stachliu.com
Website: http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/



Questionse
Ask us something
We'll try to answer it.

For more info:

Email: contact@stachliv.com
Project: diggity@stachliu.com
Stach & Liv, LLC

www. stachliu.com


Presenter
Presentation Notes
Also, Stach & Liu Google Hacking Diggity Project Contact Info:
Email: diggity@stachliu.com
Website: http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/



Thank You

Stach & Liu Google Hacking Diggity Project info:
htto:/ /www.stachliu.com/index.php/resources/tools / google-hacking-diggity-project/
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For copies of the presentation and tools, please go to:

http://www.stachliu.com
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/



	�Pulp Google Hacking
	Agenda
	Introduction/�Background
	Open Source Intelligence
	Google/Bing Hacking
	Google/Bing Hacking
	Attack Targets
	Google Hacking = Lulz
	Google Hacking = Lulz
	Quick History
	Quick History…cont.
	Advanced Attacks
	Diggity Core Tools
	New Features
	New Features
	New Features
	Dictionary Updates
	Google Diggity
	Bing Diggity
	Bing Hacking Database
	Hacking CSE’s
	Slide Number 22
	Google Code Search
	Slide Number 24
	Cloud Security
	Slide Number 26
	Bing LinkFromDomain
	Bing LinkFromDomain
	Slide Number 29
	MalwareDiggity
	Mass Injection Attacks
	Mass Injection Attacks
	Mass Injection Attacks
	Mass Injection Attacks
	Malware Diggity
	Malware Diggity
	Malware Diggity
	Slide Number 38
	DLP Diggity
	DLP Diggity
	DLP Diggity
	Slide Number 42
	Flash Diggity
	DEMO
	GoogleScrape Diggity
	Slide Number 46
	BaiduDiggity
	Advanced Defenses
	Traditional Defenses
	Existing Defenses
	Advanced Defenses
	Google Hacking Alerts
	Google Hacking Alerts
	Bing Hacking Alerts
	Bing/Google Alerts
	Slide Number 56
	FUNdle Bundle
	FUNdle Bundle
	FUNdle Bundle
	Slide Number 60
	SHODAN Alerts
	SHODAN Alerts
	Bing/Google Alerts
	Slide Number 64
	Alerts Diggity
	Slide Number 66
	iDiggity Alerts
	iDiggity Alerts
	New Defenses
	Future Direction
	Diggity Alert DB
	��Special Thanks��Oscar “The Bull” Salazar�Brad “BeSickWittIt” Sickles�Nick “King Luscious” Harbin�Prajakta “The Flasher” Jagdale�Ruihai “Ninja” Fang�Jason “Blk-majik” Lash�
	Questions?�Ask us something�We’ll try to answer it.
	Thank You

