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Hello!

Vinnie

• Sleeps during the day.

• Comes out at night to review code.

Perspective

• Big companies in the Fortune 200.

• From code review experience.
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Our Topic Today

We will see…

• How to use tools effectively and practically.

• Why examining code can fry your brain.

• Retiring of common misconceptions.

We will not…

• Make up big numbers to scare you.  Sell you 

a tool.  Tell you how to live your life.
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Microsoft’s Fairytale…

7

Time

Money

Resources
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Real World…

We Have…

1. Security focal

2. A couple bucks

3. (maybe a tool, maybe)

We (usually) Don’t Have…

• Willing participants

• Policies, standards, guidelines, training
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What is Code Review Like?

1



Case Study: ACME Air
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ACME Air Corporation

Background

• Portal with real-time 

communication

In-Flight Manager Application

• Directory Indexing

• SQL Injection

• Security Questions
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Directory Indexing
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Security Questions
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SQL Injection in Workflow
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All Together
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Black Box Scanning
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Black Box Scanning

1

Crawl

Permute

TestAnalyze

Learn
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Black Box Scanning

GOOD BAD FAILWHALE

Crawling Quickly

Basic Intelligent Fuzzing

Predictable Resource 

Locations

Brute-forcing Things

Finding Known 

Vulnerabilities

Directory Indexing

Identifying Entry Points in Apps

Middleware 

Misconfigurations

Advanced Injection Attacks

Workflow Related Issues

Login Boxes

Single Sign-on Systems

Very Large Sites

Portals, SAP, WebSphere

AJAX Anything

JavaScript

Design Issues

Contextually Sensitive

Attack Chaining

Anything with abnormal or 

delicate session management

3



Stach & Liu Proprietary & Confidential

Black Box Scanning Results
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Reality Bites

“I find like 4x more bugs than 

scanners.  Buy me not the tool.  I am 

the Michael Jordan of code review.”
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Human Productivity
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Scanner Productivity
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Static Code Analysis



Stach & Liu Proprietary & Confidential

Static Analysis Tools
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Static Analysis Flaws

1

A B C D

XML Config

Framework Failure
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Static Analysis Flaws

Data Flow Failure

1 String sTreat = request.getParameter(“TREAT”);

2

3 if (!sTreat.equals(“snickerDoodle”)) {

4 return;

5 }

6

7 String sQuery = “SELECT * FROM tastySnacks

WHERE treat = ‘” + \ sTreat + “’”;

8  executeQuery(sQuery);

1

12

3

4
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Static Analysis Tools

Basic Data Flow Analysis, 

e.g. SQLi, XSS, Log Forging

Workflow Related Issues, 

e.g.  finding all data paths

Login Boxes

Improper API Usage

Identifying Entry Points in 

Code

Very Large Code Bases

Programming Bugs

Very Large Code Bases

Single Sign-on Systems

Finding Known Vulnerabilities

Middleware Misconfiguration

Identifying Proper Filtering

Reporting

Design Issues

Frameworks, e.g. Spring

Contextually Sensitive

Control Flow

Predictable Resource 

Locations

Brute-forcing Things

Attack Chaining

3rd Party Libraries

Wrapped Functions
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Static Analysis Results
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Another One Bites the Dust!
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Expert Analysis
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Expert Analysis

How does one review?

• Have brain, will work for food.

• Synthesis + Context

What’s the process?

• File by File

• Data Flow

• Control Flow
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File by File Review

File by File Technique
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Data Flow Review

1

A

B
C

D

File 1 File 2 File 3 File 4
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Control Flow Review

1

A

C

B

D

File 1 File 2 File 3
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Hybrid Technik

Hybrid Approach

1. Track with the File by File

2. File by File for Non-compiled Files

3. Scan with Black Box

4. Use Static Analysis Tools

5. Validate the Static Analysis Tools

6. Perform a Manual Review of Data Flow + 

Control Flow + App Design
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Expert Analysis

Design Issues

Frameworks, e.g. Spring

Contextually Sensitive

Control Flow 

Advanced Injection Attacks

Identifying Entry Points, Weak 

Spots

Third-Party Libraries

Identifying Proper Filtering

Reporting

Basic Data Flow Analysis, e.g. 

SQLi, XSS, Log Forging

Workflow Related Issues, e.g.  

finding all data paths

Login Boxes

Portals, SAP, URL obfuscation

Workflow Related Issues

Single Sign-on Systems

Directory Indexing

Cost Cost Cost

Time & Speed

Predictable Resource 

Locations

Very Large Code Bases

Finding Known Vulnerabilities

Middleware Misconfiguration

Improper API Usage

Brute-forcing Things
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Expert Analysis Results

1
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Expert Analysis

Hacking Prepared SQL Statements

SELECT * FROM tblUsers

WHERE uName = ‘USERNAME’

AND ssn LIKE ‘%LAHLAHLAH’
1



Stealing Airplanes
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Stealing an Airplane

1

Check A

Check B
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Stealing an Airplane

Check A

String airplaneID = request.getParameter(“airplaneID”);

request.getSession().setAttribute(“AID”, airplaneID);

if (haveAccessToPlane() != true) { 

return;

}

request.getSession().removeAttribute(“AID”);
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Stealing an Airplane

Check B

if (hasRight2Update() && 

getAirplaneID.equals(

request.getSession().getAttribute(“AID”)) {

// allow submission and overwrite of data

}
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Stealing an Airplane

1

 AirplaneID = 100

OwnerID = DarthVinnie

AirplaneID = 200 

Browser Tab One Browser Tab Two

AID
100200

OwnerID = HanSolo
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Stealing an Airplane

1

0WN3D!
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What Have We Learned?

1
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What Have We Learned?

1

Thanks!
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Image Citations
• Hammer image courtesy of Keattikorn from FreeDigitalPhotos.net

• Airplane image courtesy of vectorolie from FreeDigitalPhotos.net

• Millennium Falcon image courtesy of from Wikimedia Commons

http://www.freedigitalphotos.net/images/Workshop_and_DIY_g191-Hand_Hold_Hammer_p29029.html
http://www.freedigitalphotos.net/images/commercial-jet-plane-airliner-photo-p217658
https://upload.wikimedia.org/wikipedia/en/2/27/Millennium_Falcon.jpg

