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security questions

Answer all 3 guestions and click Next to continue.

The questions highlighted in red were answered incorrectly. Please enter
answers to the questions marked in red.

You have 1 attempt left to correctly answer all 3 questions.

Question 1: What is the make of your first car?

Question 2: Name of Harry Potter's owl.

Question 3: Stealer of Baggins' Silver Spoons.

Next>
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directory indexing
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1 String sYum =
request.getParameter(“Treat”);

2 1T (IsYum.equals(““ricekrispy™))
return;

3 String sQuery = “

SELECT *
FROM TastySnacks
WHERE Treat = “~ T

4, executeQuery(sQuery);



Security Directory
Question Indexing

SQLI
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“consider using
persistence layers
such as Hibernate or
Enterprise Java
Beans, which can
provide significant
protection against
SQL injection if used
properly”?

W
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HQL injection

CE

Home = CWE List = CWE- Individual Dictionary Definition (1.4)

Common Weakness Enumeration

A Community-Developed Dictionary of Software Weakness Types

CWE List

Full Dictionary View
Development View
Research View
Reports

Sources
Process
Cxcuments

Related Activities
Discussion List
Research
CWE/SANS Top 25
CWS55

Calendar

Free Newsletter
Program
Requirements
Ceclarations

Make a Declaration

Search the Site

CWE-564: SQL Injection: Hibernate

SQL Injection: Hibernate

Weakness ID: 564 (Weskness Variant) *
¥ Description 3
Summary

Using Hibernate to execute a dynamic SQL statement built with user-controlled input can allow an attacker to modi

¥ Time of Introduction

= Architecture and Design
= Implementation

¥ Demonstrative Examples .
The following code excerpt uses Hibernate's HQL syntax to build a dynamic query that's vulnerable to SQL injectiof

Java Example:
String street = getStreetFromUser();

Query query = session.createQuery("from Address s where a.street="" + strest + """):

¥ Potential Mitigations
Requirements specification: A non-5QL style database which is not subject to this flaw may be chosen.
Architecture and Design
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String query = “from Users u where
u-ID — & 77 + + £L DI .

session.find(query);

«/ String query = “from Users u where
u.ID = ?277;

session.find(query, uid,
StringType);
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unpublished vector

List users =

sess.createCriteria(User.class)
-add(

¢

“Users.ID = “” + uid + “77)

list();

€ sTACHLIU
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HQL manipulation

Sign in to Flight Manager X:

User |D:

Last 4
SSN:

1 Remember me on this
computer.

Sign in

| cannot access my account
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1, String uid
String ssn

2. String query
from

r.getParameter(“uid™);
r.getParameter(‘‘ssn”);

Users u

where u.ID = :-1d
and u.SSN -last4”’;

3 String[] p =
String[] v =

{“1d”, “last4’’};
{uid, “%” + ssn};

session.find(query, p, V),
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simple bypass

% 01234567829

from Users u
where u.ID = :1d
and u.SSN like %5
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SSN enumeration

% 01234567829

25

625

0625
10625
810625
5810625
45810625
245810625

01234567829

01234567829

0123456789

0123456789

0123456789

0123456789

0123456789

01234567829
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List users =
sess.createCriteria(Users.class)

-add(
(
“Users.SSN = 2"
“” + ssn,
Hibernate.STRING)
),
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List users =

sess.createCriteria(Users.class)
-add(
Restrictions.and(
Restrictions.eq(“ID", uid),
(““SSN", “%”+ssn)
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Example ex = Example.create(user)
. 1IgnoreCase()

List results =
session.createCriteria(User.class)
-add(ex)
list();
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SQLi =

“SELECT *

FROM Users
WHERE SSN

LIKE "% + ssn"

“SELECT *

FROM Users
WHERE SSN

LIKE
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2. cmd.Parameters.Add(
New SQLParameter(''@ssn'',

)),

3 sqgl = “SELECT * FROM Users
WHERE SSN LIKE @ssn*

cmd.Parameters.Add(
New SQLParameter(

)),
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or real

. 5 A H Contact U
@ American Funds® SR

Fund
Information

Your
Accounts

Retirement | College

Flanning Flanning Resources

Investor ‘ About Us

Account Login for New Users

Please enter your account number and the last four digits of your Social Security number (SSN) below.

Enter your login information:

Account number: | | Where to find vour account number

SSN: | |
(last four digits)
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slow state manipulation

( - 11 of 484,534 dogs in random order
Mia i

[resume this stroll 1ater]

Chihuahua << pravious dog | next dog >>
Dopster stats for Mia
Comalled:] time Pals:4 Views: 227
Paws: @ @ @ by 2 voters
Stars:

=3 Leave & bone for Mia

Micknames:
booboosh

Doggie Dynamics:

Energy S ‘
Intelligence = ] = —
Friendliness E ( 38 of 484,525 dogs in randem u-h
Plavfulness "ot eEyfu | Kasl\'ﬁ(" [resume this strall 1ster]
Disposition 210945 ‘l American Eskimo Dog ek petsioul dag, |k Be
|  Dogater sists for Kasiae
Home:CA Quick Bio: |Conalied:2 times Pali1l Views: 234
Age: 2 Years Sex Female Weight 1-10 Ibs -purebred lm*'ﬁ'
< Likes: =3 Lasve » bone for Kpsipe
- II Hugs & kisses, pawdicures an Nicknames
: with my mom. Puppa, Sasuke, Moskaske

STER FLAY TOYS -“p' Doggie Dynamics

PatDocync

Energy -
Intelligence * s ae
Friendliness .
Playfulness ™' il
\___ |  Disposition

Sun Sign

@ SAGITTARIUS

Quick Bio

-purebred

Likes

Rubber Bones, Tennis Balls, His Baby Blanket,

and Shigure [his stuffed dog), Getting rubbed

on his tummy, Attention, Eating food off the

ground...

http://dog.com/edit. jJsp?dogliD=101
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1 String doglD =
request.getParameter(““doglD™);

2 request.getSession()
.setAttribute(““editbogiD”, doglD);

3 1T (ownsDog() !'= true) return;

1---1

4 request.getSession()
& sracHzpemoveAttribute(“editDoglD™) ; 7



access denied

There's supposed to be a dog here, but it's no where to be found. This occurs when you don't
have permission to see a dog or someone removes a dog after you started your dog stroll.

Though on very rare occasions extremely shy dogs have been known to crawl right under the
server and refuse to come out. If only we had a treat! Here doggie doggie doggie! Who wants a

freat?

http://dog.com/edit. jJsp?dogliD=201
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1 1T (getDoglD.equals(
2 request.getSession()
.getAttribute(““editDogiD’))
{
3 // submission allowed
}
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dog thett
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doglD=101

doglD=201

editDoglD=201
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String doglD =
request.getParameter(““doglD™);

request.getSession()
.setAttribute(““editDoglID”, doglD);

iIT (ownsDog() != true) return;

1---1

request.getSession()
¢ sracgpemoveAttribute(““editDoglD™); i



dog thett

submit changes

w/doglD=201

editDoglD=201
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1T (getDoglD.equals(

request.getSession()
.getAttribute(“editDoglD™))

// submission allowed

33



dog theft*

e £ 2UE[E] submit changes
w/doglD=201
doglD=201

& sTACIRPRgS VVere Physically Stolen For This Presentation
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thanks!
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