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String sYum =  
request.getParameter(“Treat”);

if (!sYum.equals(“ricekrispy”))
return;

String sQuery = “
SELECT * 
FROM TastySnacks
WHERE Treat = ‘”+sYum+“’”;

executeQuery(sQuery);
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“consider using 
persistence layers 
such as Hibernate or 
Enterprise Java 
Beans, which can 
provide significant 
protection against 
SQL injection if used 
properly”1
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HQL injection
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String query = “from Users u where 
u.ID = ‘” + uid + “’”;

session.find(query);

String query = “from Users u where 
u.ID = ?”;

session.find(query, uid, 
StringType);
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List users =

sess.createCriteria(User.class)
.add(

Restrictions.sqlRestriction(
“Users.ID = ‘” + uid + “’”)

.list();

unpublished vector
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HQL manipulation
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String uid = r.getParameter(“uid”);
String ssn = r.getParameter(“ssn”);

String query = “
from Users u 
where u.ID = :id 
and u.SSN like :last4”;

String[] p = {“id”, “last4”};
String[] v = {uid, ‘%’ + ssn};

session.find(query, p, v);
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0 1 2 3 4 5 6 7 8 9 5

simple bypass
%

from Users u
where u.ID = :id 
and u.SSN like %5
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0 1 2 3 4 5 6 7 8 9            5
0 1 2 3 4 5 6 7 8 9           25
0 1 2 3 4 5 6 7 8 9          625
0 1 2 3 4 5 6 7 8 9         0625
0 1 2 3 4 5 6 7 8 9        10625
0 1 2 3 4 5 6 7 8 9 810625
0 1 2 3 4 5 6 7 8 9      5810625
0 1 2 3 4 5 6 7 8 9 45810625
0 1 2 3 4 5 6 7 8 9    245810625

SSN enumeration
%
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List users = 
sess.createCriteria(Users.class)
.add(

Restrictions.sqlRestriction(
“Users.SSN = ?",
‘%’ + ssn,
Hibernate.STRING)

)
.list();

direct Criteria
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List users = 
sess.createCriteria(Users.class)
.add(
Restrictions.and(
Restrictions.eq(“ID", uid),
Restrictions.like(“SSN", ‘%’+ssn) 
)

)
.list();

logical Criteria
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Example ex = Example.create(user)
.ignoreCase()
.enableLike();

List results = 
session.createCriteria(User.class)
.add(ex)
.list();

Example criteria
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SQLi = “SELECT *
FROM Users
WHERE SSN
LIKE '%‘ + ssn"

sql = “SELECT * 
FROM Users
WHERE SSN
LIKE '%' + @ssn“

affects ASP.NET too

1
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cmd.Parameters.Add(
New SQLParameter("@ssn", 
"%“ & ssn & "%"))

sql = “SELECT * FROM Users 
WHERE SSN LIKE @ssn“

cmd.Parameters.Add(
New SQLParameter("@ssn", ssn))
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for real
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slow state manipulation

http://dog.com/edit.jsp?dogID=101

101

201
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String dogID = 
request.getParameter(“dogID”);

request.getSession()
.setAttribute(“editDogID”, dogID);

if (ownsDog() != true) return;

{...}

request.getSession()
.removeAttribute(“editDogID”);
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access denied

http://dog.com/edit.jsp?dogID=201
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if (getDogID.equals(

request.getSession()
.getAttribute(“editDogID”)) 

{

// submission allowed

}
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dog theft

dogID=101

dogID=201

1

2

editDogID=101editDogID=201



String dogID = 
request.getParameter(“dogID”);

request.getSession()
.setAttribute(“editDogID”, dogID);

if (ownsDog() != true) return;

{...}

request.getSession()
.removeAttribute(“editDogID”); 31

edit check



editDogID=201
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dog theft
submit  changes
w/dogID=2013
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if (getDogID.equals(

request.getSession()
.getAttribute(“editDogID”)) 

{

// submission allowed

}

submit check
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dog theft*
submit  changes
w/dogID=201

dogID=201
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*No Dogs Were Physically Stolen For This Presentation
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thanks!
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