o STACH«LIU | Defeating Forensic
Analysis

‘ CEIC 2006 — Technical Lecture 1
Thursday, May 4 — 10:30 am to 11:30 am

Presented by Vincent Liu and Patrick Stach



& STACH&LIU Wel come

= Vincent Liu
= Managing Director, Stach & Liu
» Researcher, Metasploit Project
= Former Fortune 100, Big 4 consulting, and government intel
= viiu@stachliu.com

= Patrick Stach
= Director of Research and Development, Stach & Liu
» Researcher & Developer, Metasploit Project
= Former security industry developer and freelance consultant
= pstach@stachliu.com



3 STACH&LIU A g en d a

= \Weaknesses In current forensic
analysis tools and techniques

= Metasploit Anti-Forensics Tools

= Specific recommendations on how to
Improve



ysmenuu | Rapid History

= Basic Utilities
= touch
= mv and rename
= rm and del

= Repurpose Existing Technologies
= ADS, encryption, Gutmann secure deletion (Eraser)

= Targeted Research into Anti-Forensics
= Metasploit Anti-Forensics Project

= Deflier's Toolkit

= Conferences: BlackHat, BlueHat, ToorCon, and now
CEIC



ysuenuu | Defeating Timestamps

= Technique
= Examine timestamps for temporal locality

= Anti-technique
= touch for UNIX & MAC Iin FAT

= MACE In NTFS

= timestomp.exe from the Metasploit Anti-Forensics Project
* NtQuerylnformationFile() and NtSetinformationFile()
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ysmenww | Defeating EnCase

e normal
A TORYEC BAT 6/30J05 11570300 12{02/04 09432980 120204 D9:43:208M0  12/02/04 09:43:296M ‘

e after setting values (-z*Monday 05/05/2005 05:05:05 AM”)
ALTOEXEC.BAT (50505 05:05:054M  05/05/05 05050560 05/05/05 05:05:05AM 050505 05:05:05H4M ‘

« example EnCase weakness (-b)
ALTOEREC BAT ‘
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e Last File: Lgst EnFr}f
hecessed Created Written Modified

[] 14 m$LI|:|Case 12/02/04 02:16:528M  12/02/04 02:16:5208M  12J02/04 02:16:528M  12/02/04 02:16:524M
[]15 m$'lil:||uma 1202104 02:16:528M  12/02/04 02:16:528M  12/02/04 02:16:528M  12/02/04 02:16:524M
[]16| 3554 byte bob,bxt 07/09/05 04:0%:20PM  07/09/05 04:09:20PM  DB/18/05 09:11:39PM  07/09/05 04:03:09PM
(117 AUTOEREC.BAT

[]18 bioatini 07/22/05 0%:00:01AM  12/02(04 02:20:31AM 12002004 11:25:058M  12/02/04 11:25:054M
[]19 CONFIG.5YS 01/17/05 11:48:45PM 1200204 09:43:296M  12/02/04 09:43:298M  12/02/04 09:43:294M
[]20(|2) oELL 07/20005 02:37:530M  12/02(04 0947 174M 12002104 10:07: 1880 12/02(04 10:07: 15A4M
[]21 devicetable.log 07/08/05 0%:54:12PM  O1/11/05 09455540  07/08(05 03:54:12PM 07 /05/05 03:54: 12PM
[]22 ||2) Dacuments and Settings 07/22/05 12:00:030M  12/02(04 02:21:188M 12002104 09:55:274M  12/02[04 0955, 274M
[123|  hpfrass,sm 02/12)05 12:23:594M 020605 01:56: 240 02/12/05 12:23:594M  02/12/05 12:23:504M
[]24 Install log 06/06/05 02:11:044M  04/18/05 09:02:354M  04/18/05 09:02:364M  04/18/05 09:02:354M
[125| 10,599 12/02/04 09:43: 2080 12(02/04 09:43:290M  12/02/04 0%:43:2094M  12/02/04 09:43:294M
(126 | legalese I 000 bxt 071905 01:3043PM 032905 04019 12PM (0329005 04:19:12PM  (03/29)05 (04:19: 12PM
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Coffee Bean.brmp
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Prairie Wind. brap
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O STACHSLIU ‘Defeating MS Antispyware

File Optiohe  Toolz  Help ° W @

wAntiSpywarE Beta1 Spyware Realtime = Advanced

Scan Pratection ~ Tools

.ﬁ.ﬁ Advanced Tools e Analyzer | €= | Backto Advanced Taols

o

Advanced File Analyzer Quick File Profile
Ilse the Advanced File dnalyzer to learn more about the installation and technical details of
any bvpe of File, The File Analvzer can help vou better determine what potential threats a s e tESt_ﬁIE-t“t
rnight present ko your computer, = l keskfile bxk
- . Path: C:iHackkithbeskFile. bxk
! Browse, . I IC:'I,Ha-:k}qt'l,testﬁIe.txt Size: 7 bytes

(Click 'Browse, .." to find a file or drag-and-drop a file in the Field abowve. )

Detailed File Analysis

Display name; testfile. txk

Marmne: kestfile, bxk

Publisher: Unspecified

Path; Z:\HackkithtestFile, bxt

Size: 7 bvtes

Create date: Wednesday June 29, 2005
Access dake: Tuesday Julv 19, 2005
Modified date: Wednesday June 29, 2005

MDS: ae2blfra515949e5d54FbZ2 2b3ad 95575
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Detailed File Analysis
Display name: testfile, bxk
Marne; testfile, bxk
F'uI:ullsher Llnspeclfled

mee: 7 bytes
Create date: Wednesday June 29, 2005
Access dake: Tuesday July 19, 2005

Modified date: Wednesday June 29, 2005

oed95575

Detailed File Analysis
Display name: teskfile, bxk
Marme: beskfile, bk
F'I_I|:I|I5|'|EF Llnspeclfled

Acess dake: Tuesday July 19, 2005

MODS: ae2blfcaS515949e5d54Fb22b82d95575
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Live Windows
Explorer Demo



O STACH:LIU ‘ Improving Timestamps

= Every file stores MACE values in more than one attribute!

= Standard Information (SI)
= Currently used by EnCase and other tools.

* Filename (FN)
= Not used by EnCase or other tools.



& STACH&LIU | |mprOV|ng TImEStampS

1 S| MACE

earlier time later time
t FN MACE

1. MACE values always updated in Sl.

2. MACE values only updated in FN when a file is
created and/or moved.

3. Therefore, MACE values from FN should always
be older when compared to the Sl values.




O STACH:LIU ‘Anti-counter Anti-technique

* Modify the Filename (FN) attribute

= Calculate the offsets
= Modify via raw disk 1/O.

= Modify the Data attribute
= Swap out the data.
» Timestomp it back.



ysmenuu | Defeating Signature Analysis

= Two Detection Techniques
* File extensions
* File signatures

= Anti-detection Technique
= Change the file extension
» Change the file signature
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, Hash File File
Signature ‘ Value ‘ Mame A| Exct Tome

Match 4eR5745d42c70ac0asFa97ez2bsbb033 sdelete. exe eem Windows Executable
Match 42657450427 0ac0asfa97e22babb033 sdelete-modified, exe in-:lu::ws Executable
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€ ultraEdit-32 - [C:\Documents and Settings' Administrator',Desktopisdelete-modified.exe]

@l File Edit Search Project Wiew Formab Column Macro Advanced Window Help == x|
¢riaddleRa|winl=]%066m = = = |l Sl M B BB & 7N

“ sdelete-modfied exe | l
00000000h: D 5A 90 00 03 00 00 00 04 OO0 00 00 FF FF 00 00N WZLO Q... .... A g
00000010h: B8 00 00 00 OO OO 0O OO0 40 00 00 00 00 00 00 00 ; . ...... @.......
000000Z0h: 00 00O QO QO QO QO OO0 00 00 QO QOO0 00 00 00 00 00 ;7 woeweeeneenennnn
00000030h: 00 OO0 00 00 QO 00 00 00 00 00 00 00 EO QO 00 00 ; ... .oeoea... ...
00000040h: OE 1F BA OE 00 B4 0% CD 21 B8 01 4C CD 21 54 68 ; ..°.. .I! .LI!Th

00000050h: 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F ; is program canno
00000060h: 74 20 62 65 20 72 75 6E 20 69 6E 20 44 AF 53 20 ; t be run in DOS

00000070h: 6D 6F 64 65 2E 0D OD OA 24 00 00 00 00 00 00 00 ; mode....%.......
00000080h: E1 69 CD AE A5 08 A3 FD A5 08 A3 FD A5 08 A3 FD ; Ail@¥.£y¥.£y¥.£v
00000090h: CA 17 A8 FD A4 08 A3 FD 26 14 AD FD B7 08 A3 FD ; E. yn.£v&.-v+.£¥
000000a0h: CA 17 A9 FD E7 08 A3 FD 26 00 FE FD A6 08 A3 FD ; E.@yc.£ve.by!.£v
000000b0Oh: A5 08 A2 FD OA 08 A3 FD A3 2B A9 FD Al 08 A3 FD ; ¥.¢v5.£vE+@yn.L£7
000000cOh: 62 OE A5 FD A4 08 A3 FD 52 69 63 68 A5 08 A3 FD ; b.¥yn.LVRich¥.£y
000000d0h: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ; wvuveeeenenenn-.
000000e0h: 50 45 00 00 4C 01 04 00 71 AD 8E 3F 00 00 00 00 ; PE..L...q-%%....
000000f0h: 00 00 00 00 EO 00 OF 01 OB 01 06 00 00 80 00 00 ; .ou.B.eueunn.. €. .
00000100h: 00 70 00 00 00 00 00 0C 7E 2D 00 00 00 10 00 00 ; .pa.-.-.. N
00000110h: 00 90 00 00 00 00 40 00 00 10 00 00 00 10 00 00 ; Ouve.@ucunnn...

-
4| | »

|Pas: oH, 0, ca pos | [Mad: 2f28/2005 10:51:41FM  [File Size: 61440 NS v




3 STACH:LIU ‘Defeating Signature Analysis

@ UltraEdit-32 - [C:\Documents and Settings', Administrator',Desktop’ sdelete-modified]

@ Fle Edt Search Project View Format Colimn Macro Advanced Window  Help =151 ]
¢ dE@RA|w D=l =B|= = = = [ S NP e ([ EEB &2 N

H sdelete-modiied | l
00000000h: El 54 90 00 02 00 00 0O 04 00O OO OO FF FF 0O OO A AR V- . 3
00000010h: B8 00 00O OO0 OO0 OO OO OO 40 OO0 OO OO0 OO0 OO OO OO === . . ..W@.......
00000020h: 00O 0O 00 QO OO QO QO 00 QOO0 00 QO 00 00 0O 00 00 7 &.oiere e eeenanan
00000030h: OO0 OO0 0O OO0 OO0 OO OO OO OO0 OO0 OO0 OO0 EO OO OO0 OO0 ;7 ... .e..... Ao
00000040h: OE 1F BA OE 00 B4 09 CD 21 BS 01 4C CD 21 54 &8 ; ..°..’.fl$.LilTh

00000050h: 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F ; 1S program canno
00000060h: 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 ; t be run in DOS

00000070h: 6D 6F 64 65 2E 0D 0D 0A 24 00 00 00 00 00 00 00 ; mode....&.......
00000080h: E1 69 CD AE A5 08 A3 FD A5 08 A3 FD A5 08 A3 FD ; ALI®¥.Ly¥.Ly¥.£y
00000090h: CA 17 AS FD A4 08 A3 FD 26 14 AD FD B7 08 A3 FD ; B. ym.£y&.-v+.£7
000000a0h: CA 17 A9 FD E7 08 A3 FD 26 00 FE FD A6 08 A3 FD ; E.@yc.£y&.by!.£¥
000000b0h: A5 08 A2 FD OA 08 A3 FD A3 2B A9 FD AL 08 A3 FD ; ¥.¢y3.£yE+4@yn.L£y
000000cOh: 62 OE A5 FD A4 08 A3 FD 52 69 63 68 A5 08 A3 FD ; b.¥yw.f£yRich¥.£y
000000d0h: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 } weueuenenenennn.
000000e0h: 50 45 00 00 4C 01 04 00 71 AD 8E 3F 00 00 00 00 ; PE..L...q-%%7....
000000£0h: 00 00 00 00 EO 00 OF 01 OB 01 06 00 00 80 00 00 ; wuueBlenenwnns. ..
00000100h: 00 70 00 00 00 00 00 00 7E 2D 00 00 00 10 00 00 ; .p...... .

00000110k: 0O 20 00 OO QO OO 40 00 00 10 00 QO 00 10 00 00 ; O....@.........

-
1| | »

For Help, press F1 [Pos: oH, 0, Ca pos | [Mod: 71232005 S:16:52PM  [File Size: 61440 NS v
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e one byte modified

: Hash File File
Signature ‘ Value ‘ Mame A| Exct Tome
Match 4eR5745d42c70ac0asFa97ez2bsbb033 sdelete. exe eve Windows Executable
Match 42657450427 0ac0asfa97e22babb033 sdelete-modified, exe in-:lu::ws Executable

1@ a9rb4405297bb43ebc0a219d0d5a94F5

_ Hash 1 File File
Signature Value Marme Exck Twpe
Match 4eA5745d42c70ac0a5re97e22b3bb033 sdelete,.exe

sdelete-modified

i Windows Executable
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. textfile.txt - Notepad

.

File Edit Format WYiew Help

I am Clearly a text Tile. I am
not an executable. Mo contusing
me with an executahle.|

=10 x|

[

=T = .
Mame EI:!;IE: File Signature
] 20 bexxctfile Ext bt O atch
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. textfile.exe - Notepad

.

File Edit Format WYiew Help

I am clearly a text file.
w7 not an executable. MNO
contusing me with an
exectable.

=10 x|

4 File File :
Marne Exct - Signature
] 21 textfile, exe exe  (Windows Executable  PFatch




asnanuu | lMpProving Signature Analysis

» Perform statistical analysis against headers &
footers.

» PE/ELF binary headers have a fixed format/structure.

» Data for JPEG, GIF, and other have repeatable
patterns.

= Perform file content analysis
= Text files usually ASCII text.

= Open the file ©



" STACH&LIU ‘Defeatlng HaSh|ng

ood Files File System Bad File)

= Technique

= |dentify known good files with hashing white lists and
known bad files with black lists

= |dentify known bad files with hashing black lists
= Examine the remaining files

= Anti-technique
= Get off of the black list
= Get on the white list
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4eb65745d42c70ac0abt697e22b8bb033
eafcc942c79601f921c64cl1682792923cC

=10 x| =101 x|
ETEY =151 x|
B & 7 e 2| 7 w2
;o MzZU. ..o o s ¥y 3 ;o MzU. ..o Yy 3
F | = = = = = = = @ ------- F | " m m = = = = @ -------

p Mg g | "my

o ' o

od: 7fZ6(2005 10:15:544M  [File Size: 61440 [rus | v od: 7/27(2005 6:358:23PM  |File Size: 61440 [rus | -
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EXE header EXE header
if (collision == 0) { if (collision == 0) {
goto good goto good
} else { }else {
goto bad goto bad
by by
collision = 0 collision = 1
good

bad ~ bad

« We can generate hash collisions in MD4, MD5 (public)
« We can generate hash collisions in SHA1 (not public)
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LIve Executable
Collision Demo
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= Use only trusted hash white lists
= Don’t rely on black lists to find bad files
= Perform bit-by-bit file comparisons

= Stack multiple hashing algorithms

http://www.stachliu.com/collision.html
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= Technique
= Capture everything on disk and analyze

= Capture list of active processes, open files, open ports,
etc...

= Anti-technique
= Never touch the disk,
= Never open a new port
= Never open a file
= Never create a new process
= And so on...



asnenu | Defeating Disk Analysis

o 01 5 (OS] =

old techniques (pwdump)

open a remote share
touches disk

starts a service to do dll injection
open the registry

creates remote registry conn
failure leaves evidence
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Meterpreter
+ sam juicer

memory/lsass

]
Services 1. slides over Meterpreter channel
2. direct memory injection
disk 3. never hits disk & never hits the registry
4. never starts a service
5. data flows back over existing

registry connection
failure doesn’t leave evidence

e




asmen | [mproving Disk Analysis

= Capture live system information
» |sof, netstat, dd, ifconfig

= Capture live memory information
* memparser, kntlist, Windows Memory Forensic Toolkit
= |[mmature technologies that can be subverted

= Use trusted external hardware to verify
= CoPilot — expensive, use on mission critical systems
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= Technigue
= Analyze the existing file system for information
» Look for file fragments in slack space

= Anti-technique
= Leverage an NTFS implementation oddity
= Avoid NTFS zeroing your data
= Store a larger file in smaller slack space areas



asnenv | HidIng In Slack Space

standard file setup

_ end of file
valid data slack space

b

sector sector sector sector sector sector sector sector

t‘ile pointer 'end of valid date

1 cluster = 8 sectors
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writing to slack _
end of valid data
1end of file

sector sector sector sector sector sector secti se

tile pointer

safe data!

1 cluster = 8 sectors
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reading from d of valid dat
SIaCk endad orT vall alta
1end of file

sector sector sector sector sector sector secti se

ReadF i I e () tile pointer

1 cluster = 8 sectors
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closing out _
end of valid

o
:

end of file

sector sector sector sector sector sector secto

tile pointer

1 cluster = 8 sectors
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= Proper selection of slack space
* Dumb —first N files
» Random — random selection of files
» Safe — selects oldest (last modified) files

= QObfuscation
" none - no obfuscation
» XOR key — random 8 bit key
* one-time pad — use a known fixed file
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» Perform statistical analysis against slack
space information to locate anomalous
patterns.

» Routinely clear slack space

= Eraser
= PGP Disk Wipe



ysmnceau | Fyture Directions

* Technigues
= Cross-disciplinary tools
= |.e. slacker, Meterpreter
= Avallability

= Actively researched, discussed, and distribution
of tools

= Sophistication
» Targeted research into anti-forensics
= More brainpower Is being directed this way
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Thank you for your time.

Questions?

Slides avallable @

http://www.metasploit.com/projects/antiforensics/




