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Background

MS SharePoint Products & Technologies
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Background

MS SharePoint Products & Technologies

(SharePoint Server 2007 Enterprise Edition h
Develop Business Insight
i Excel Services
Collect Information ) ) Data Connection Library
E,;:’““F’ Bmsd Forms Business Business Business Data Catalog
Ce Forms Services . Report Center
Centralized Forms Management Forms Intelligence Business Intelligence Dashboards
and Control Key Performance Indicators
SQL Reporting Services/Analysis
Services Integration
(SharePoint Server 2007 Standard Edition h
Manage the Content Lifecycle _ Manage Access
Web Content Authoring Site Design, Site Directory
Web Publishing and Staging Content My Sites
Business Document Workflow Support onten Targeung fﬁudl_ences
Records Repository Management : ersonalization
Policy, Auditing and Compliance Wi ndowls Social Networking
Information Rights Management Integration SharePoint Privacy
Site Language Variations Services 3.0 User Profiles
Slide Libraries
. Alerts and Alert Customization
Find Peopl.‘ Rights Trimmed User Interface
and Information Recycle Bin Wock Easily with
Indexing 3-State Workflow Collaboration | e bey !
F;:;:’:;f: Real-Time Presence
Alert Document Collaboration
a Mobile Device Support
Search Results at a per Site basis
\S /)
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Background

MS SharePoint Products & Technologies

Applications & SEVIices

Collaboration Portal

[Fit

Shidned ServicesiSiteModelFlnd exigr/searchirs EusinessihataiCatalo ghAl et USeRProfiles)
Audiences, Usage Reporting, SS0)

Platform Services

Operating System Services

ASP NET: Web Parts, Personalization, Master Pages, Provider Framework (, Security, etc.}

Database Services Search Services Workflow Services

Figure 16 — Office SharePoint Server 2007 logical architecture
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Background

MS SharePoint Products & Technologies

PARTNERS .~ EMPLOYEES
Calendars

l:?' Documents Surveys & Voting \
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\ Collaboration Committee
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Site Hierarchy

Intro to SharePoint

Site Collection

Top Lewvel Site (TLS)

Site Site Site

Site Site Site

Site Site Site Site

Figure 1-6 Site collections are a structured collection of sites.
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SharePoint Site Hierarchy

Intro to SharePoint

Base Site URLs:
* http://learnsouth/
* http://leamnsouth/Media/
* http://learnsouth/Revisions/
* http://learnsouth/Schools/
* http://learnsouth/Schools/School A/
* http://learnsouth,/Schools/SchoolB/
* http://learnsouth/Schools/SchoolC/
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5

School E
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Site Structure

Intro to SharePoint
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Site Navigation

Intro to SharePoint

N/

f'— Management -
R—

iew Al Site Content  J—

Management
= Accounting

= Client Relationship Mgmt
(CRM)

= Exec Dash

Clients
Resources
Site Directory
ll:e Hierarchy
g4 clients
g4 Management
m‘] Resources
g4 site Directory
g4 site Index
G Test
|Ea] Documents
3] Form Templates
3] Images
3] Site Collection Docur|
3] Site Collection Image|
3] Style Library
&5 contacts
[ content and Structu

,j Events

[ ) L1 ol
Clients

Home

Resources | Site Index

Home = All Site Content

ite Content

Gﬂelcome CHEESEMAdministrator = | My Site | My Links ~ |_§

Global Navigational
Breadcrumb

[T]| Create

ANN

I—

Personalization -

Top Link Bar

My Site

=] Links

aent Libraries

@] Docum

Mame A Description

Content Navigational
Breadcrumb

Im library was created by the Publishing store

= that are used on pages in this site

(3] Form Templates

3] Images
All Site Content

Pages

(3] Site Comsian Documents
(3] Site Collection Image:

(3| Style Library Quick Launch Bar

Picture Libraries

This library contains admini es that were
activated to this site collect Site Adtions

This system library was cre to

images that are used on pages in this site.,

This system library was crea I e to store
pages that are created in . X

This system library was cre Site Sefti ngas rces to
store documents that are ut i

This system library was created by the Publishing R feature to
store images that are used throughout the site

This system list was crea feature to

store custom X5L styles a Manage Content

and Structure

ere are no picture libraries. To create one, dick Create above.

Lists
85 Contacts
Tree View

[l Contentand Structure Reparts

[# Events
=] Links

Create a contacts list when you want to manage information about
people that your team works with such as customers or partners. You
can share information between your contacts list and Windows
SharePoint Services-compatible contacts programs.

Use the reports list to customize the queries that appear in the
Content and Structure Tool views

Use the Events list to post information about meetings, deadlines, and
other events related to this area.

Create a links list when you have links to Web pages or other

resources that you want to share.
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Create Pa
Create e in this site.
te Site
dd a new site under this site.
View All Site Content
View all libraries and lists in this site.

View Reports
View reports on documents, pages

Site Settings
Manage site settings on this site.

Manage Content and Structure
Reorganize content and structure in
this site collection.

4 months ago
4 months ago

4 months ago

4 months ago

4 months ago

4 months ago

4 months ago
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Security Tips

WHAT YOU SHOULD KNOW
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Security Tips

SHAREPOINTSECURITY

#|SecuriyTp
1

2

3

4

5

Know your external exposure...

Beware of normal users with excessive access...

Spot check user permissions and inheritance...
Beware third-party plugins/code...BUT not too much...

Backup every which way from Sunday...

o STACH&LIU
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Security Tip #1

KNOW YOUR EXTERNAL EXPOSURE
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External Exposure

FINDING HOLES

1. "Google Hack yourselt”
1. Search Google for exposed SharePoint admin pages

2. Eg inurl:"/ catalogs/wt/™
3. . SharePoint Google Regexs for S&L SearchDiggity — 109 queries

2. SharePoint URL Brute-forcing
1. Forceful browse to common SharePoint extensions to fest access
2. - Tool to bruteforce SharePoint URLs — 89 known extensions

3. Nmap for other SharePoint administrative apps
1. E.g. Central Administration, Shared Service Providers (SSP)

'8 STACH&LIU
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External Exposure

GOOGLE HACKING SHAREPOINT

€« C M | © www.google.com/msearch?g=inurl;"/_catalogs/wt"

» | inurl:"/_catalogsfwt/

wivi onwelltourstravel com -/ catalogsiwtEonms!

wainwy orwelltourstravel. com - /_catalogsft/Forms/. [To Parent Directory] /307 2007 1:17 PM B934 Allltems.asps ...
weaewy orwelltourstravel comd_cata... - Options v

Index of /_catalogsist/Forms

Index of /_catalogsfwt/Forms. Parent Directory - Allltems.aspx - Common.aspx - DispForm.aspx - EditForm.aspx - Upload.aspx ..
fptest. manzanaresfamily.net/_ca... - Options v

Upload.aspx - Hostmonster.com | Welcome |SACA-°HFQ_9KP°595
lcid="1033" _version="11.05610" _dal="1" —» < _LacalBinding—= <%@ F SharePoint "Site Template |.pgint. .
fotest. manzanaresfamily.net/_ca... - Options v Gallery" via Google.

tare frarm manzanaresfamily. net »

SPChart configurator

usmc-sharepoint. securespsites. c... - Options v

Site Template Gallery

Edit in Browser, /_layoutsfiimages/ickddoc.gif, /_layoutsformserer.aspx? XsnLocation={
waewy afel orgl. /Common.aspy - Options v
Gite Template Gallery

HelpSite, M2M Help Site, 10/19/2009 11:31 AM, English. ISACA_Chapter, ISACA Chapter Site, 371972010 3:50 P, English ...
W.isaca.orgf..ICUmmnn.aspx - Options v

Itef Ar}8.0penin=Browser, Ox0, Ox1, FileType ...

Site Template Gallery

Make a template available for use in Web site creation by adding it to this gallery. The templates in this gallery are available to ..
wwy. brickschools. arg/stafffnobr.. - Options
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SHAREPOINT HACKING TOOLS

DEMO
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Security Tip #2

BEWARE USERS WITH EXCESSIVE ACCESS

o® STACH&LIU

19



CONTINUED SHAREPOINT HACKING

DEMO
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Excessive User Access

MORE THAN YOU BARGAINED FOR. ..

» Web Services examples
« Admin.asmx

e Permissions.asmx

* User Administration examples
* "People and Groups”

e "Add Users”

* "PeoplePicker”

'8 STACH&LIU
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Security Tip #3

CHECKPERMISSIONS AND INHERITANCE
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User Permissions

SECURITY TIPS
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User Permissions

SECURITY TIPS

T Y b

Permissions

=)

Users or Groups

|
|
|
|
I a
| @ e @
| I 1.2
Permission Levels I J SharePoint
I user I .
: [ i I Group @
-‘L%‘ b W, Permission I {individual) Il
: |
| ~ User [|]
e Permission
J‘%% : ll User
. S ! T
Vs B, Pormission Site Security o user [l
Elements ]
. Permission L7 S | User
e .
- S
-~ ~
- T
- ~
I"/ ‘\'\
- da= ~
/l"r Jh‘ sna \'\\
-~ — .
- ~
e b
. Q List or Library S
- M
- Y
. Folder, [ w N
e B \:': ~
Pt ), temor | |

5 r!!l Document ™ q

Securable Objects
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User Permissions

SECURITY TIPS

Site List

Permissions |

Site group

|

Cross-site group

Windows security
group

I

User

o STACH&LIU



Security Tools

USER PERMISSTONS

Site Security Management

o Manage Site Security
o Set Site Security

Team Site > Site Settings > Set Site Security

Set Site Security

I () g

Use this page to give new permissions.

o Restore Default Security

NOTE: This will clear all selected items of their inherited AND custom security and replace it with the security specified on this page.

= gHiream site
e ¥ Test
G Test 2
[T Announcements
[T calendar
IOT Links

Add Users

You can enter user names, group names, or e-mail addresses. Separate them with semicolons.

Users/Groups:

User, Test

(83T pictures
01T Shared Documents
= W Tasks
tf’ IV asdft
u'l IV zsdf2
f IV asdfs
[0 ™" Team Discussion

Give Permission

Users/Groups Type
Remove WSSDEVELOPMENT \administrator ~ User
Remove WSSDEVELOPMENT \domain Domain
admins Group
Remove Test Members SharePoint
Group
Remove User, Test User

o® STACH&LIU

Choose the permissions you want these users or groups to have.

User Name
WSSDEVELOPMENT \administrator

WSSDEVELOPMENT \domain
admins

Test Members

WSSDEVELOPMENT \testuser

Give Permission
I~ Full Control - Has full control.
[~ Design - Can view, add, update, delete, approve, and customize.
I~ Contribute - Can view, add, update, and delete.
I~ Read - Can view only.
[V Restricted Read -

Add to List I
Permissions
Full Control

Full Control
Contribute

Restricted Read

Set Security

26



Security Tools

USER PERMISSTONS

Users and Permissions

People and groups
Site collection administrators

Advanced permissions

Check User Access

View Permission Inheritance

o® STACH&LIU

Check User Access

IT > Site Settings > Check User Access

This page allows you to check a users access to sites and lists.

|Duwn|oad Report Check Access |

Tom Shirley

Login Name

Access Contribute hd

@ show All

Filter Options () only show items where the user does not have access

(@] Only show items where the user has access

Green - Tom Shirley has Contribute or greater access.
Red - Tom Shirley does not have Contribute or greater access.

=@ /T
[ After Hours Contacts (2)
& Announcements (1)
A calendar (0)
[=] Links (0)
3] Policies and Procedures (4)
|3 Shared Documents (0)
[ site Contacts (1)
& Tasks (0)
@5 Team Discussion (D)
[=] Useful References (3)
=] & /IT/Management
&3 Announcements (1)
A calendar (0)
=] Links (0)
|EH Shared Documents (2)
[l site Contacts (1)
[E] Tasks (0)
@ Team Discussion (0)

8 o
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Security Tools

USER PERMISSTONS

|} Security Reports

__f Administration site found: http://test-adgSouifzg ¥

4 o
1 Securty Reports S " S .
2] Profle Images Impor SharePoint Site: |http.//test adqSouiSzq

B Backup "Choose A Security Report

&) Restore " Show Permissions Inheritance For Site Collection & List Group Membership for User ¢ Find All P
P4 Email Test

B Lists Get Users |Usel: |TEST-A4Q50U18Z0%ad ¥] ¢
i

7‘5‘ Copy & View

Meta Data
Bulk List Creation Group Membership for User TEST-A4Q50UI82ZQ\admijy
& Bulk Site Columns For the site collection http://test-adqSouiszqg

@ Import Documents
Delete Old Documents Site Collection RAdministrators:

& Sites user TEST-A4Q50UISZQ%\administrator is a site collection admin
: ] SharePoint Groups:
% Bulk Site Creation Aesicasucs
’ ® Themes Designers
@ Help & Settings Hierarchy Managers

Home Owmers

Quick Deploy Users
Restricted Readers
Style Resource Readers
Viewers

llctin Directory Groups:
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Security Tip #4

BEWARE THIRD-PARTY CODE.NOT TOO MUCH

o® STACH&LIU
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Third-Party Plugins

NECESSARY EVIL

« SharePoint without third-party plugins is like

an iPhone with no apps
* Solutions, Features
« Web Parts, Templates

* It too strict, people will circumvent you

'8 STACH&LIU
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Third-Party Plugins

SOLUTIONS

Central Administration

)%b Central Administration

W Application Management

Welcome TEST-A4Q50UIBZQ\administrator = | My Site | My Links = |

WView Al Site Content

Central

Administration

s Operations

= Application
Management

Shared Services
Administration

= SharedServicesl

2 Recycle Bin

o® STACH&LIU

Central Administration > Operations > Solution Management

Solution Management

This page has a list of the Solutions in the farm.

MName Status Deployed To
accesscheckerwebpart.wsp Deployed http://test-a4g50uiBzg:34765/,...
smarttools.enhancedsiteactions_v1_1.wsp Deployed http://test-a4g50uiBzg:34765/,...

31



Third-Party Plugins

SOLUTIONS

& TheExpertCalendar.wsp

*.W3p
SharePoint
solution file

o® STACH&LIU

Mame ~ l Sizel Type l Date Modified l nttributesl
EULA.rtf 1 KB Rich Text Document 71712009 10:12 AM a

& |readme.htmi The Expert Calendar

.Setup.exe

‘System Check

Checking if The Expert Calendar can be installed from this machine

Solution file found.

Q00000

All checks succeeded. Ple

Windows SharePoint Service 3.0 is installed.

‘You have permission to install and deploy SharePoint solutions.
The Windows SharePoint Services Administration service is started.
The Windows SharePaint Services Timer service is started.

The Exzpert Calendar is not installed.

The Expert Calendar

Installation Successfully Completed

Details:

% SOLUTION DEPLOYMENT =
TEST-44050U1820 : http: //test-adqBouizq: 34765/ : The solution was successfully deployed.

www. codeplex. com/sharepointing

TEST-44050U1820 : http: //test-adq5oui8zq: 25321/ : The solution was successfully deployed.
TEST-A4050U18Z0 : http: //test-adq5oui8zq/ : The solution was successfully deployed.

=

Previous l Hegt |

Close |

wiww. codeplex, com/sharepointinstaller
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Third-Party Plugins

FEATURES

Management +  Clients

STACH&LIU Home

Resources  Site Index  ProjectTest  test

Home = Site Settings > Site Features

Site Collection Features

o® STACH&LIU

MName

Access Checker Web Part

Quickly check what objects within a Sharepeint site hierarchy a user has
access to.

Bamboe Calendar Plus Web Part

Add advanced calendaring display capabilities to a site with the Bamboo
Calendar Plus Web Part.

Bamboo ListRollup WebPart

Bamboo ListRollup WebPart

Bamboo World Clock And Weather Web Part
Bamboo World Clock And Weather Web Part

Collect Signatures Workflow
Gathers signatures needed to complete a Microsoft Office document.

Content By Type and Filter Web Parts

Enable the Community Web Parts by Ton Stegeman for this site collection.
This feature activates the 'Content By Type' and the filter web parts 'List
Item Filter', "Web Context Filter' and 'Page Column Filter'.

Disposition Approval Workflow

Manages document expiration and retention by allowing participants to
decide whether to retain or delete expired documents.

Enhanced Content Query Web Part

Provides the same functionality that the regular content query web part
ives, with some added bonuses such as context menus per item suppart.

Deactivate

Deactivate

Deactivate

Status

Active

Active

Active

Active

Active

Active

Active

(ncve
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Third-Party Plugins

FEATURES

Haome

o® STACH&LIU

&8 STACH&LIU clients
Resources  Site Index

Home = Clients = Site Settings > Site Features

Site Features

H

i

Mame Status

Office SharePoint Server Enterprise Site features

Features such as the business data catalog, forms services, and

Excel Services, induded in the Office SharePoint Server Enterprise

License

Office SharePoint Server Publishing

Create a Web page library as well as supparting libraries to create
and publish pages based on page layouts.

Office SharePoint Server Standard Site features

Features such as user profiles and search, induded in the Office

SharePoint Server Standard License

Team Collaboration Lists

Provides team collaboration capabilities for a site by making

standard lists, such as document libraries and issues, available.

Translation Management Library

Create a translation management library when you want to create

documents in multiple languages and manage translation tasks.
Translation management libraries incude a warkflow to manage

the translation process and provide sub-folders, file versioning,

and check-in/check-out.
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Third-Party Plugins

FUTURE SECURITY

« SharePoint 2010 has sandboxed solutions

* Minimize risk of running untrusted third-party
olugins

&8 =]

g;! Specify the site and security level for debugging

What local site do you want to use for debugging?
hittpe//Intranet. Contosa.cor| - E
What i the trust level for this SharePoint solution?

@ Deploy as a sandboxed solution

Clicking this option causes the solution to be deployed a5 a Sandboxed solution. Sandboxed solutions can be
deployed by the site collection cwner snd are run in a secure, monitored process that has limited

_ Deploy as a farm solution
Clicking this eption means that users must have SharePoint administrator privileges to run or deploy the solution.

resource access.

Learn mece about sandbered solutions

N

o® STACH&LIU
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Third-Party Plugins

SANDBOXED SOLUTIONS

Sandbox Architecture

FRONITEND BACK END

EXECUUONIVVIEPPET: HOSTSENVICE
s Atplicat - {SPUCHostService.exe)

{SPUCHo

sl aoulludonios)

Fl7ar B
) B Sy

Full Object Model

o® STACH&LIU

Untrusted Code

Y Subset Object Model |
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Security Tip #35

BACKUP EVERY WHICH
WAY FROMSUNDAY

o® STACH&LIU
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Backups

MANY METHODS...ALL TERRIBLE

Windows 2003,/2008 Server backups
Stsadm.exe cmdline tool backups
Central Administration v3 backups
SharePoint Designer backups

Site and List template backups
Raw MS SQIL database backups

o AN =
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Backups

SHAREPOINT DESIGNER

i Microsoft Office SharePoint Designer
D Fle Edt Wew Insert Format Tooks Table | Ste | DataView TaskPanes Window Help
HRRA=AN" 1% |l | Folders [ 9. 0B 7 U ===
#3 Remote Web Sit =
Folder List _JJDiJ[ﬁWebSibe -“ R
= ] L]
‘-j_.. o 211 contents of 't "ﬂ S nanagement’
; rin Name dh Nevigation See | Type Modified D.
@ pora O |8 tporis
porl
315MOn Sit .
® 0 catalogs QJTSCT:'M el
B0 s 3_private Administration » Administration Home. ..
® 0 private (5|shared D[ 3] Contributor Settings... 88 permissions..
® D) _themes () _themes o e =
# [-3] Aerospacedpplication Assess, 3IRA Repo Recalculate Hyperlinks. .. Change Password...
@ 3] AerospaceCTPAT Assessmen Cimages St Settings... C Backup Web Ste...-_j
& [L3] Aerospaceon Ske memej D_utahgs L Restore Web Site
@ (3] Foundstone Scan Service Rey 3l AerospaceApplication A ks -

o® STACH&LIU

Advanced...

@ |2 images _3lFoundstone Scan Service Request Form

# | Lists m

@Em _a|Reporting Templates

@ (13 RA Reports 3l AerospaceCTPAT Assessments

# (53] Reporting Templates 2l TSApplication Assessments

# |3 Shared Documents 3 AerospaceOn Site Assessments

# 3] SMapplication Assessments { .Tals_rl'lﬁ.pplicatim Assessments

@ (3] SMCTPAT Assessments (SM- Otists

@ (3] 5MOn Site Assessments (SM- —ISMCTPAT Assessments

@ 3] TsApplication Assessments (7 ﬁmr Ske Assessmeg ) —
@ (3] TSCTPAT Assessments (T5-C fﬁport; Backup Web Site X
[# 3] TSOn Site Assessments (TS« [l Dev . . . .

PR [ 08 defack.aspx Pr K k be current \Web site. This operation may kake a while,

e > I [ mchuce subsites in archive 3

04

] [ Cancel

)
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Backups

STSADM /JCENTRALADMINISTRATION

stsadm.exe -o backup -url LI > =filename <\\s r r oI \file > [-overwrite]

Central Administration ‘Welcome CHEESE administrator = | I

\}%b Central Administration

Horne Application Management:

Central Administrakion = Operations

Operations

Wigw &ll Sike Content This page conkains links ko pages that help you manage your server or server Farm, such as changing the server Farm topology, speci
Central are running on each server, and changing settings that affect multiple servers or applications.
Administration

= Operations Topology and Services Global Configuration
= Application 8 Servers in Farm o Timet job status
Management
B Seryices on server a Timer job definitions
igz:;?sif;:i:ss = Oukgaing e-mail settings o Master site directary settings
: o Incoming e-mail settings o Sike directory links scan
= Shared3ervicesl
o Approvefreject distribution groups o Alternate access mappings

@] Recycle Bin a Manage farm features

Security Configuration 8 Quiesce Farm

B Service accounts o Solution managenent

o Information Rights Management
Backup and Restore

B Ankiviras

8 Elocked file types a Perform a backup

8 Update Farm administrator's group 8 Backup and restare hiskory

o Infarmation management policy configuration o Restore from backup

8 Manage settings for single sign-on o Backup and restore job status

'8 STACH&LIU 40



Backups

SITE AND LIST TEMPLATES

o® STACH&LIU

Home Welco
ﬁ Home
Home > Site Settings
Site Settings
s Manage site and
Site URL: ||st temp'ates : /[test-a4q5ouiBzq/
- Mobile Site URL: g . ttp: //test-a4qSoui8zg/m/
Backup current P %! 12.0.0.6535
site as a "site \

template” : A A
— ) o Title, description, andicorN\ @ Master pages

@ Tree view \ @ Site content types

o Site theme o o

o i a Top link bar @ Site templates
@ Check User Access @ Quid @ List templates
8 View Permission Inheritance § Save site as template

o Reset to site definition o Workflows
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Backups

SITE AND LIST TEMPLATES

Home > Site Settings > Save as Template

Save Site as Template ~Savesas
single *.stp file

Use this page to save your Web site as 3 site template, Users can create new Web sites from this template.
File Name

File name:
Enter the name for this template file. Imysite
Name and Description Template name:
The name and description of this template will be displayed on the Web site template lSite Backup
picker page when users create new Web sites.

Template description:

=
H

Include Content

Include content in your template if you want new Web sites created from this template
to indude the contents of all lists and document libraries in this Web site. Some

customizations, such as custom workflows, are present in the template only if you \ Can Opt to mCIUde
choose to include content. Induding content can increase the size of your template.

content (e.g. files,
Caution: Item security is not maintained in a template. If you have private contentin |lSt items, etc.)
this Web site, enabling this option is not recommended.

o® STACH&LIU



Backups

RAW SQLDATABASES

Central Administration Console/
Custom Backup Application

o8 STACH&«LIU e



Questions?

Ask
V\Ve'

o
v
%

SNENIO

my

mething

fO answer 1.

For more info:

Email: contact@stachliu.com
Project: diggity@stachliu.com
Stach & Liu, LLC

www.stachliu.com



Thank You

Stach & Liv SharePoint Hacking Diggity Project info:
htto: / /www.stachliu.com/index.php/resources /tools / sharepointhackingdiggity-project/

'8 STACH&LIU
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