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MS SharePoint Products & Technologies  

• Windows SharePoint 
Services (WSS)  
 

• Office SharePoint Server 
2007/2010 (MOSS) 
 

• SharePoint Designer 
2007/2010 (SPD) 

 
 

Presenter
Presentation Notes
Microsoft SharePoint Products and Technologies - include browser-based collaboration and a document-management platform. These can be used to host web sites that access shared workspaces and documents, as well as specialized applications like wikis and blogs from a browser. The term "SharePoint" collectively refers to two products, the platform and the services. WSS 3.0 is the platform while MOSS 2007 provides additional services.  Windows SharePoint Services, Offi ce SharePoint Server 2007, and Offi ce SharePoint Designer 2007 are known collectively as Microsoft SharePoint Products and Technologies.Windows SharePoint Services (WSS) - currently in version 3 provides all the objects underpinning all Microsoft SharePoint technology. WSS is provided as a free download from Microsoft to Windows Server 2003.http://en.wikipedia.org/wiki/Windows_SharePoint_Services Windows SharePoint Services, formerly named SharePoint Team Services, a versatile technology in Windows Server 2003. In addition to its collaborative features, Windows SharePoint Services also exposes platform services and a common framework for document storage and management, as well as search, workflow, rights management, administration, and deployment features. These services provide the foundation for building scalable business applications.Office SharePoint Server 2007 -  an integrated suite of easy-to-use server applications that help people and teams improve their efficiency and effectiveness. Office SharePoint Server 2007 connects sites, people, and business processes—facilitating knowledge sharing by offering ready-to-go, enterprise-wide functionality for records management, search, workflows, portals, personalized sites, and more. Office SharePoint Server 2007 extends the capabilities of Windows SharePoint Services by providing highly flexible organization and management tools for SharePoint sites, and by making it possible for teams to publish information to the entire organization.
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MS SharePoint Products & Technologies  
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Presentation Notes
Microsoft SharePoint Products and Technologies - include browser-based collaboration and a document-management platform. These can be used to host web sites that access shared workspaces and documents, as well as specialized applications like wikis and blogs from a browser. The term "SharePoint" collectively refers to two products, the platform and the services. WSS 3.0 is the platform while MOSS 2007 provides additional services.  Windows SharePoint Services, Offi ce SharePoint Server 2007, and Offi ce SharePoint Designer 2007 are known collectively as Microsoft SharePoint Products and Technologies.Windows SharePoint Services (WSS) - currently in version 3 provides all the objects underpinning all Microsoft SharePoint technology. WSS is provided as a free download from Microsoft to Windows Server 2003.http://en.wikipedia.org/wiki/Windows_SharePoint_Services Windows SharePoint Services, formerly named SharePoint Team Services, a versatile technology in Windows Server 2003. In addition to its collaborative features, Windows SharePoint Services also exposes platform services and a common framework for document storage and management, as well as search, workflow, rights management, administration, and deployment features. These services provide the foundation for building scalable business applications.Office SharePoint Server 2007 -  an integrated suite of easy-to-use server applications that help people and teams improve their efficiency and effectiveness. Office SharePoint Server 2007 connects sites, people, and business processes—facilitating knowledge sharing by offering ready-to-go, enterprise-wide functionality for records management, search, workflows, portals, personalized sites, and more. Office SharePoint Server 2007 extends the capabilities of Windows SharePoint Services by providing highly flexible organization and management tools for SharePoint sites, and by making it possible for teams to publish information to the entire organization.
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Site Hierarchy 
Intro to SharePoint 
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SharePoint Site Hierarchy 
Intro to SharePoint 

Base Site URLs: 
• http://learnsouth/ 
• http://learnsouth/Media/ 
• http://learnsouth/Revisions/ 
• http://learnsouth/Schools/ 
• http://learnsouth/Schools/SchoolA/ 
• http://learnsouth/Schools/SchoolB/ 
• http://learnsouth/Schools/SchoolC/ 
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Site Structure 
Intro to SharePoint 
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Site Navigation 
Intro to SharePoint 
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W H A T   Y O U   S H O U L D   K N O W 
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S H A R E P O I N T S E C U R I T Y 

# Security Tip 

1 Know your external exposure… 
2 Beware of normal users with excessive access… 
3 Spot check user permissions and inheritance… 
4 Beware third-party plugins/code…BUT not too much… 
5 Backup every which way from Sunday… 

… 



Security Tip #1 
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K N O W  Y O U R  E X T E R N A L  E X P O S U R E 



External Exposure 
F I N D I N G  H O L E S 
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1. “Google Hack yourself” 
1. Search Google for exposed SharePoint admin pages 
2. E.g. inurl:"/_catalogs/wt/“ 
3. NEW: SharePoint Google Regexs for S&L SearchDiggity – 118 queries 

 
2. SharePoint URL Brute-forcing 

1. Forceful browse to common SharePoint extensions to test access 
2. NEW: Tool to bruteforce SharePoint URLs – 99 known extensions 

 
3. Nmap for other SharePoint administrative apps 

1. E.g. Central Administration, Shared Service Providers (SSP) 
 

 

Presenter
Presentation Notes
See for tools:Stach & Liu’s “SharePoint Hacking Diggity Project” pagehttp://www.stachliu.com/index.php/resources/tools/sharepoint-hacking-diggity-project/



External Exposure 
S H A R E P O I N T  A D M I N  W E B  A P P S 
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Google Hacking – SharePointExample search:http://www.google.com/m/search?q=inurl:"/_catalogs/wt/"
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S H A R E P O I N T  H A C K I N G  T O O L S 
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External Exposure 
S H A R E P O I N T  U R L  B R U T E F O R C I N G 
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Security Tip #2 
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B E W A R E  U S E R S  W I T H  E X C E S S I V E  A C C E S S 



Excessive User Access 
M O R E  T H A N  Y O U  B A R G A I N E D  F O R . . . 
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 • Web Services examples 

• Admin.asmx 
• Permissions.asmx 

 
• User Administration examples 

• “People and Groups” 
• ”Add Users” 
• “PeoplePicker” 

Presenter
Presentation Notes
SharePoint – Web Serviceshttp://msdn.microsoft.com/en-us/library/dd878586%28v=office.12%29.aspx
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Excessive User Access 
S H A R E P O I N T  W E B  S E R V I C E S 
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SharePoint – Web Serviceshttp://msdn.microsoft.com/en-us/library/dd878586%28v=office.12%29.aspx
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C H E C K  P E R M I S S I O N S  A N D  I N H E R I T A N C E 



User Permissions 
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S E C U R I T Y  T I P S 

Presenter
Presentation Notes
SharePoint – User Permissionshttp://technet.microsoft.com/en-us/library/cc263199%28office.12%29.aspx#ctl00_MTCS_main_ctl85http://blogs.msdn.com/b/uksharepoint/archive/2010/10/20/updated-permissions-permissions-spreadsheet-for-sharepoint-2010.aspxhttp://technet.microsoft.com/en-us/library/cc721661%28office.12%29.aspxhttp://technet.microsoft.com/en-us/library/cc750090.aspxhttp://technet.microsoft.com/en-us/library/cc261869.aspxhttp://office.microsoft.com/en-us/sharepoint-server-help/CH010124858.aspxhttp://office.microsoft.com/en-us/sharepoint-server-help/roadmap-for-giving-users-access-to-sharepoint-server-2007-sites-and-site-content-HA010248689.aspx?mode=printhttp://office.microsoft.com/en-us/sharepoint-server-help/customizing-user-access-to-folders-list-items-and-library-files-on-a-sharepoint-site-HA010254789.aspxhttp://office.microsoft.com/en-us/windows-sharepoint-services-help/manage-permissions-for-a-list-library-folder-document-or-list-item-HA010021564.aspxhttp://office.microsoft.com/en-us/windows-sharepoint-services-help/permission-levels-and-permissions-HA010100149.aspx?pid=CH100649861033&CTT=3&origin=HA010100144http://office.microsoft.com/en-us/windows-sharepoint-services-help/CH010064986.aspxhttp://blogs.msdn.com/b/joelo/archive/2007/06/29/sharepoint-groups-permissions-site-security-and-depreciated-site-groups.aspxhttp://technet.microsoft.com/en-us/library/cc721640.aspx
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S E C U R I T Y  T I P S 
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SharePoint – User Permissionshttp://technet.microsoft.com/en-us/library/cc721661%28office.12%29.aspxhttp://technet.microsoft.com/en-us/library/cc750090.aspxhttp://technet.microsoft.com/en-us/library/cc261869.aspxhttp://office.microsoft.com/en-us/sharepoint-server-help/CH010124858.aspxhttp://office.microsoft.com/en-us/sharepoint-server-help/roadmap-for-giving-users-access-to-sharepoint-server-2007-sites-and-site-content-HA010248689.aspx?mode=printhttp://office.microsoft.com/en-us/sharepoint-server-help/customizing-user-access-to-folders-list-items-and-library-files-on-a-sharepoint-site-HA010254789.aspxhttp://office.microsoft.com/en-us/windows-sharepoint-services-help/manage-permissions-for-a-list-library-folder-document-or-list-item-HA010021564.aspxhttp://office.microsoft.com/en-us/windows-sharepoint-services-help/permission-levels-and-permissions-HA010100149.aspx?pid=CH100649861033&CTT=3&origin=HA010100144http://office.microsoft.com/en-us/windows-sharepoint-services-help/CH010064986.aspxhttp://blogs.msdn.com/b/joelo/archive/2007/06/29/sharepoint-groups-permissions-site-security-and-depreciated-site-groups.aspxhttp://technet.microsoft.com/en-us/library/cc721640.aspx
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S E C U R I T Y  T I P S 

Presenter
Presentation Notes
Security Architecture for SharePoint Products and Technologies Figure 6-2 Granting user permissions to a site or list in Windows SharePoint Services http://technet.microsoft.com/en-us/library/cc750090.aspx
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U S E R  P E R M I S S I O N S 

Presenter
Presentation Notes
Site Security Management Utilityhttp://sitesecuritymgmt.codeplex.com/
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Security Tools 
U S E R  P E R M I S S I O N S 

Presenter
Presentation Notes
SharePoint Access Checker Web Parthttp://accesschecker.codeplex.com/
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Security Tools 
U S E R  P E R M I S S I O N S 

Presenter
Presentation Notes
SUSHIhttp://sushi.codeplex.com/
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B E W A R E  T H I R D - P A R T Y  C O D E… N O T  T O O  M U C H 



Third-Party Plugins 
N E C E S S A R Y  E V I L 
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• SharePoint without third-party plugins is like 
an iPhone with no apps 

• Solutions, Features 
• Web Parts, Templates 

 
• If too strict, people will circumvent you 

 
 



Third-Party Plugins 
S O L U T I O N S 
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SharePoint Solutionshttp://msdn.microsoft.com/en-us/library/aa543214.aspxhttp://technet.microsoft.com/en-us/library/cc263289%28office.12%29.aspxhttp://msdn.microsoft.com/en-us/library/ms413687.aspxhttp://msdn.microsoft.com/en-us/library/bb862721.aspxhttp://msdn.microsoft.com/en-us/library/dd348394.aspxhttp://msdn.microsoft.com/en-us/magazine/cc163379.aspx
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Example: Deploying “The Expert Calendar” solution.Example download: http://theexpertcalendar.codeplex.com/ More info:http://technet.microsoft.com/en-us/library/cc262459%28office.12%29.aspxhttp://msdn.microsoft.com/en-us/library/dd348394.aspx
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F E A T U R E S 
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Presentation Notes
SharePoint FeaturesFeature Framework – Windows SharePoint Services contains a new structure called a “feature.” A feature packages SharePoint elements that help a user accomplish a particular goal or task. A feature contains one or more elements. An element is an atomic Windows SharePoint Services concept. Windows SharePoint Services features provide an entire framework that you can leverage as a developer to provide custom functionality for Windows SharePoint Services solutions. Features also provide administrators with an easy way to add or remove packaged pieces of functionality.Features -  are a new concept in this version of Windows SharePoint Services. They provide activatable chunks of functionality that developers and administrators can make available at one of four scopes. Farm level These Features are activated for all sites in the entire Windows SharePoint Services farm and are managed by central administrators. Web Application level These Features are activated for all sites where the Web address is the same. For instance, all sites that start with http://wideworldimporters would be managed under the same Web Application. These Features are also managed by central administrators. Site Collection level These Features are activated only for sites within a given site collection. Management of these Features is accomplished from the top-level site of the site collection and is typically distributed to department-level administrators. Site level These Features are activated only for the site in which the activation is performed. Management of these Features may be done by anyone with Administrator privileges on the site.Features:http://msdn.microsoft.com/en-us/library/bb861828.aspxhttp://msdn.microsoft.com/en-us/library/ms460318.aspx
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SharePoint FeaturesFeature Framework – Windows SharePoint Services contains a new structure called a “feature.” A feature packages SharePoint elements that help a user accomplish a particular goal or task. A feature contains one or more elements. An element is an atomic Windows SharePoint Services concept. Windows SharePoint Services features provide an entire framework that you can leverage as a developer to provide custom functionality for Windows SharePoint Services solutions. Features also provide administrators with an easy way to add or remove packaged pieces of functionality.Features -  are a new concept in this version of Windows SharePoint Services. They provide activatable chunks of functionality that developers and administrators can make available at one of four scopes. Farm level These Features are activated for all sites in the entire Windows SharePoint Services farm and are managed by central administrators. Web Application level These Features are activated for all sites where the Web address is the same. For instance, all sites that start with http://wideworldimporters would be managed under the same Web Application. These Features are also managed by central administrators. Site Collection level These Features are activated only for sites within a given site collection. Management of these Features is accomplished from the top-level site of the site collection and is typically distributed to department-level administrators. Site level These Features are activated only for the site in which the activation is performed. Management of these Features may be done by anyone with Administrator privileges on the site.Features:http://msdn.microsoft.com/en-us/library/bb861828.aspxhttp://msdn.microsoft.com/en-us/library/ms460318.aspx
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• SharePoint 2010 has sandboxed solutions 
 

• Minimize risk of running untrusted third-party plugins 
 

 
 

Presenter
Presentation Notes
SharePoint 2010 – Sandboxed Solutionshttp://siggaard.wordpress.com/2010/06/30/sharepoint-2010-sandbox-solutions/http://blogs.msdn.com/b/pstubbs/archive/2009/11/02/sharepoint-2010-sandboxed-solutions.aspxhttp://msdn.microsoft.com/en-us/library/ee535715.aspx
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SharePoint 2010 – Sandboxed Solutionshttp://siggaard.wordpress.com/2010/06/30/sharepoint-2010-sandbox-solutions/http://blogs.msdn.com/b/pstubbs/archive/2009/11/02/sharepoint-2010-sandboxed-solutions.aspxhttp://msdn.microsoft.com/en-us/library/ee535715.aspx
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B A C K U P  E V E R Y  W H I C H  
W A Y  F R O M S U N D A Y 

Presenter
Presentation Notes
SharePoint Backup Resourceshttp://technet.microsoft.com/en-us/office/sharepointserver/bb736212.aspxhttp://office.microsoft.com/en-us/sharepointserver/HA102515411033.aspxhttp://office.microsoft.com/en-us/sharepointserver/HA102689741033.aspx  



Backups 
M A N Y  M E T H O D S … M O S T  T E R R I B L E 
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1. Microsoft System Center: Data Protection Manager 
2. Windows 2003/2008 Server backups 
3. Stsadm.exe cmdline tool backups 
4. Central Administration v3 backups 
5. SharePoint Designer backups 
6. Site and List template backups 
7. Raw MS SQL database backups 

Presenter
Presentation Notes
Backups – General Overviewhttp://technet.microsoft.com/en-us/library/cc263427%28office.12%29.aspxhttp://technet.microsoft.com/en-us/office/sharepointserver/bb736212.aspxhttp://msdn.microsoft.com/en-us/library/bb447543%28v=office.12%29.aspxMicrosoft System Center: Data Protection Managerhttp://www.microsoft.com/systemcenter/en/us/data-protection-manager.aspxBackups: Windows Server 2008You must configure specific registry keys for Windows Server Backup to work. For more information, see Windows SharePoint Services 3.0 does not appear in the list of the components that can be backed up when you use Windows Server Backup in Windows Server 2008 (http://go.microsoft.com/fwlink/?LinkId=108244&clcid=0x409) in the Microsoft Knowledge Base.http://support.microsoft.com/kb/946306



Backups 
S H A R E P O I N T  D E S I G N E R 
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Backups: SharePoint Designer http://technet.microsoft.com/en-us/library/cc706861%28office.12%29.aspxhttp://www.fpweb.net/sharepoint-tutorials/wss-v3/sites/backup-using-sharepoint-designer/http://www.sharepointhosting.com/tutorials/sharepoint-designer-backup/sharepoint-designer-backup.htmlSharePoint Designer – Free Downloads (2007 and 2010):http://www.microsoft.com/downloads/en/details.aspx?displaylang=en&FamilyID=baa3ad86-bfc1-4bd4-9812-d9e710d44f42http://www.microsoft.com/downloads/en/details.aspx?FamilyID=d88a1505-849b-4587-b854-a7054ee28d66



Backups 
S T S A D M  / C E N T R A L  A D M I N I S T R A T I O N 
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Backups: Central Administrationhttp://technet.microsoft.com/en-us/library/cc262946%28office.12%29.aspxhttp://office.microsoft.com/en-us/sharepoint-server-help/demo-back-up-office-sharepoint-2007-HA010268974.aspxBackups: stsadm cmdline toolhttp://technet.microsoft.com/en-us/library/cc263441%28office.12%29.aspxhttp://technet.microsoft.com/en-us/library/cc262087%28office.12%29.aspx
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Backups: site and list templateshttp://office.microsoft.com/en-us/sharepoint-server-help/manage-the-site-templates-HA010094749.aspx?pid=CH100963401033
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Backups: site and list templates



Backups 
R A W  S Q L  D A T A B A S E S 
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Backups: Raw MS SQL Databaseshttp://technet.microsoft.com/en-us/library/cc263427%28office.12%29.aspx#recoveryhttp://technet.microsoft.com/en-us/library/ee721075%28office.12%29.aspxhttp://support.microsoft.com/?id=948725http://technet.microsoft.com/en-us/library/cc262129%28office.12%29.aspxhttp://technet.microsoft.com/en-us/library/cc512725%28office.12%29.aspxDatabase Backup/Restore Issues in SharePoint:Restoring backups of the configuration database and Central Administration database is not supported. For more information, see the Microsoft Knowledge Base article 948725: Restoration of the configuration database is not supported in SharePoint Server 2007 and in Windows SharePoint Services 3.0 (http://go.microsoft.com/fwlink/?LinkId=117755&clcid=0x409) for the latest information. For this reason, we recommend that you document all configuration settings that have been done in Central Administration.



Questions? 
Ask us something 
We’ll try to answer it. 

For more info:  
Email: contact@stachliu.com 
Project: diggity@stachliu.com 
Stach & Liu, LLC 
www.stachliu.com 

Presenter
Presentation Notes
Also, Stach & Liu SharePoint Hacking Project Contact Info:Email: diggity@stachliu.comWebsite: http://www.stachliu.com/index.php/resources/tools/sharepoint-hacking-project/
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Stach & Liu SharePoint Hacking Diggity Project info:  
http://www.stachliu.com/index.php/resources/tools/sharepoint-hacking-diggity-project/ 

Presenter
Presentation Notes
For copies of the presentation and tools, please go to:http://www.stachliu.comhttp://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/http://www.stachliu.com/index.php/resources/tools/sharepoint-hacking-diggity-project/
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