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Presenter
Presentation Notes
Microsoft SharePoint Products and Technologies - include browser-based collaboration and a document-management platform. These can be used to host web sites that access shared workspaces and documents, as well as specialized applications like wikis and blogs from a browser. The term "SharePoint" collectively refers to two products, the platform and the services. WSS 3.0 is the platform while MOSS 2007 provides additional services.  Windows SharePoint Services, Offi ce SharePoint Server 2007, and Offi ce SharePoint Designer 2007 are known collectively as Microsoft SharePoint Products and Technologies.

Windows SharePoint Services (WSS) - currently in version 3 provides all the objects underpinning all Microsoft SharePoint technology. WSS is provided as a free download from Microsoft to Windows Server 2003.
http://en.wikipedia.org/wiki/Windows_SharePoint_Services 
Windows SharePoint Services, formerly named SharePoint Team Services, a versatile technology in Windows Server 2003. In addition to its collaborative features, Windows SharePoint Services also exposes platform services and a common framework for document storage and management, as well as search, workflow, rights management, administration, and deployment features. These services provide the foundation for building scalable business applications.

Office SharePoint Server 2007 -  an integrated suite of easy-to-use server applications that help people and teams improve their efficiency and effectiveness. Office SharePoint Server 2007 connects sites, people, and business processes—facilitating knowledge sharing by offering ready-to-go, enterprise-wide functionality for records management, search, workflows, portals, personalized sites, and more. Office SharePoint Server 2007 extends the capabilities of Windows SharePoint Services by providing highly flexible organization and management tools for SharePoint sites, and by making it possible for teams to publish information to the entire organization.
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SharePoint Site Hierarchy

Intro to SharePoint

Base Site URLs:

htto: //learnsouth/

htto: / /learnsouth/Media/

htto: / /learnsouth/Revisions/

htto: / /learnsouth/Schools/

htto: / /learnsouth/Schools/School A/
htto: / /learnsouth/Schools /SchoolB /
htto: / /learnsouth/Schools,/School C/

o STACH&LIU
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\:@ \c@ 4 Schools
Media Revisions
| | | | |
School A School B School C School D School E
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Site Structure

Intro to SharePoint
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Site Navigation

Intro to SharePoint

Welcome CHEESE\Administrator = | My Site | My Links ~ |

—

k' . -
AL T8 Home Global Navigational
r'— Management - Clients  Resources  Site Index Breadcrumb
R—
[—— Home = All Site Content greabiée Pagg~ .
.\‘ ‘ rea e in this site.
ite Content ; —
— > Top Link Bar Personalization - - te Site -
—' | i create \\ My Site dd a new site under this site.

Management View All Site Content

1S view all libraries and lists in this site.

Description
= Accounting

aent Libraries View Reports

= Client Relationship Mgmt Content Navigational View reports on documents, pages »

&) (5] Docume Breadcrumb
= Exec Dash

library was created by the Publishing
that are used on pages in this site

store

i i - . Site Settings
(53] Form Templates This library contains admini es that were - . . 3
Clients activated to this site collect Site Adions Manage site settings on this site.
Resources 3] Images This system library was cre to Manage Content and Structure
Site Directory All Site Content images that are used on pages I SEE L] Reorganize content and structre
is site collection.
; _ Pages This system library was cres ishi & to store
’- . pages that are created in
ite Hi i i
= EEIED (53] Site Comeaag Documents This system library was cre Site SEﬂIngS rces to 0 4months age
g4 clients store documents that are ut i
aﬁ Management (53] Site Collection Image: This system library was created by the Publishing R feature to 0 4months ago
m\] Resources store images that are used throughout the site .
- (53] Style Library Quick Launch Bar This system list was crea feature to 63 4 months ago
34 site Directory store custom XSL styles af  Manage Content
§ site Index and Structure
aﬁ Test Picture Libraries
[C3] Documents -] here are no picture libraries. To create one, dick Create abaove.
3] Form Templates Lists
Lol Images 85 Contacts Create a contacts list when you want to manage information about 0 4 months ago
[E3] Site Collection Docur Tree View people that your team works with such as customers or partners. You
. X can share information between your contacts list and Windows
3] Site Collection Image SharePoint Services-compatible contacts programs.
3] Style Library [ Contentand Structure Reparts Use the reports list to customize the queries that appear in the 7  4months ago
583 cContacts Content and Structure Tool views
[ Content and Structyl [d Events Use the Events list to post information about meetings, deadlines, and 1 4 months ago
H Events other events related to this area.
7d] Even
=1 Links =] Links Create a links list when you have links to Web pages or other 0 4 months ago
=] Lin

resources that you want to share,
S = LS

\ /
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Security Tips

WHAT YOU SHOULD KNOW }}}
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Wikileaks and SharePoint

RISK OF EXPOSURE

« Wget scripts targeting SharePoint downloads
« 250,000 government cables sent to Wikileaks

InformationWeek

THE BUSINESS WALUE OF TECHNOLOGY

10 SharePoint Security Mistakes You Probably Make

Bradley Manning allegedly stole sensitive government cables destined for WikilLeaks from a SharePoint server. Are
your information security controls tighter than the Army's were?

By Mathew J. Schwartz, InformationVWWeek

January 31, 2012
URL: http://'www.informationweek.com/news/security/app-security/232500768
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http://www.wired.com/threatlevel/2011/12/cables-scripts-manning/
http://www.informationweek.com/news/security/app-security/232500768

Consider the case of Bradley Manning, the Army intelligence analyst who's accused of leaking 250,000 government cables to
WikiLeaks. According to an Army investigator who testified at a hearing to determine if Manning should face a court martial, one of
Manning's laptops contained an Excel spreadsheet, containing a tab with multiple Wget scripts--designed to download large numbers
of files--that "pointed to a Microsoft SharePoint server" that stored documents for the Guantanamo Bay Naval Base detention facility,
reported Wired. The investigator further testified that "he ran the scripts to download the documents, then downloaded the ones that
WikiLeaks had published and found they were the same."


Security Tips

SHAREPOINTSECURITY

H Security Tip
1 Know your external exposure...
2 Beware of normal users with excessive access...
3 Spot check user permissions and inheritance...
4 Beware 3 party plugins/code...BUT not too much...
5

Backup every which way from Sunday...

o STACH&LIU
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Security Tip #1

KNOW YOUR EXTERNAL EXPOSURE
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External Exposure

FINDING HOLES

1. "Google Hack yourself”
Search Google for exposed SharePoint admin pages
E.g. inurl:"/_catalogs/wt/*
. SharePoint Google Regexs for S&L SearchDiggity — 121 queries
Coming Soon: SharePoint Bing Dictionary
SHODAN searching for SharePoint servers
SharePoint Hacking Alerts

OSCLhwn —

2. SharePoint URL Bruteforcing

1. Forceful browse to common SharePoint extensions to test access
2. - Tool to bruteforce SharePoint URLs — 101 known extensions

3. Nmap for other SharePoint administrative apps
1. E.g. Central Administration, Shared Service Providers (SSP)

8 STACH&LIU 17
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See for tools:

Stach & Liu’s “SharePoint Hacking Diggity Project” page
http://www.stachliu.com/index.php/resources/tools/sharepoint-hacking-diggity-project/



External Exposure

SHAREPOINT ADMIN WEB APPS

/- application Management - Windows Internet Explorer

GZ% - |g, htkp: ) fbrett-pgo: 239000 adming applications, aspx

T:i’ 'ﬂ:‘i’ @ #pplication Management

Central Administration
% Central Administration

Home = Operations

Central Administ

Applicatio

n = Application Management

anagement

View All Site Content Thispag|  Central Administration on settin

Central farm. random high port number
Administration

= Operations SharePoint Web Application Management
= Application 8 Create or extend Web application
Management
8 Remove SharePoint from IIS Web site
2] Recycle Bin 8 Delete Web application
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Google Hacking – SharePoint

Example search:
http://www.google.com/m/search?q=inurl:"/_catalogs/wt/"


External Exposure ;

GOOGLE HACKING SHAREPOINT

GO Ugle "all site content" site:_com filetype:aspx Search ‘ nstantis on v
| About 215,000 resutts (0,18 secunds]ll Advanced search

*8 Everything » All Site Content

- Home = All Site Content. All Site Contents, ™<=l L aunch. View All Site Content ... View:

images All Site Content Use SHIFT+ENTER

B Videos www.ppg.com > Home - Cached - Simf 215,000 "All Site Content”

= SharePoint pages

=l News All Site Content

Shopping All Site Content. Quick Launch. View Al ite Content Use

SHIFT+ENTER to open the menu (new window). ...

¥ More research.datcommunity. com/exchange_login/ .. ~viewlsts_ aspx - Cached

Tempe, AZ All Site Content

Change location State of Vermont Judiciary = All Site Content ... View: All Site Content Use SHIFT+ENTER
to open the menu (new window). ...
: iy
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Google Hacking – SharePoint

Example search:
http://www.google.com/m/search?q=inurl:"/_catalogs/wt/"


External Exposure ;

GOOGLE HACKING SHAREPOINT

Ingtant iz on »

"/ wti_bin/lists asmx" filetype asmx Search ‘

Google

*8 Everything » Lists Web Semice

About 98 300 results (0.21 secondsz) Advanced search

Imaaes POST /_wti_bin/lists.asmx HTTP/1.1 Hos wssdemo.com Content-Type: text/xml;
N d charset=utf-§ Content-Length: length SOAPR -
B Videos www.wssdemo.com/_vti_bin/lists.asmx?op=0G tems - Cached - Similar
= News Lists Web Service
Shopping POST /_vti_bin/lists.asmx HTTP/1.1 Host: jubill 98,000 exposed pe: text/xml
charset=utf-§ Content-Length: length SOAPACt SharePoaoint "Lists
¥ More https://jubileeminneapolis.org’_vti_bin/lists.as Web Service"
Tempe, AZ Lists Web Service Q
Change location POST / wti_binflists.asmx HTTF/1.1 Host: www. votorantim.com Content-Type: text/xml;

charset=utf-8 Content-Length: length SOAPAction: ...
www votorantim.com/ wti bin/lists.asmx?op=GetListltems - Cached
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Google Hacking – SharePoint

Example search:
http://www.google.com/m/search?q=inurl:"/_catalogs/wt/"


External Exposure

\/
)\ 4

GOOGLE HACKING SHAREPOINT

« C A | O www.google.com/m search?q=inurl:"/_catalogsfwt"

» | inurl:"/_catalogsiwt/"

vy onwellitourstravel com - £ catalogsiwtiFormss

weanwe orwelltourstravel. com - /_catalogsit/Forms/. [To Parent Directory] 4/307 2007 1:17 PM 6994 Alllterns.aspx ...
wewnee, orwelltourstravel com/_cata,.. - Options v

Index of {_catalogsfwt/Forms

Index of /_catalogsiwt/Forms. Parent Directory - Alllterns.aspx - Common.aspx - DispForm.aspx - EditForm.aspx - Upload.aspx ..
fotest. manzanaresfamily. net/_ca... - Options v

Upload.aspx - Hostmonster.com | Welcome ISACA.qrg_exposes
lcid="1033" _version="11.0.5510" _dal="1" > <l-_LocalBinding = <%@ A SharePoint "Site Template |pgint. .
fotest. manzanaresfamily.net!_ca.. - Options v Gallery" via Google_

Mare from manzanaresfamily.net »

SPChart configurator
usmec-sharepoint. securespsites.c... - Options v

Site Temnplate Gallery

Edit in Browser, /_layoutsfimagesficxddoc. gif, /_layoutsformserer aspx? XsnLocation={ltgf
wewnie. afel.orgld, /Common.aspx - Options v
w

HelpSite, M2M Help Site, 10/19/2009 11:31 AM, English. ISACA_Chapter, ISACA Chapter Site, 3/19/2010 3:50 PM, English ...
wa.isaca.orgf..ICommun.apr - Options v

Site Template Gallery

Make a template available for use in Web site creation by adding it to this gallery. The templates in this gallery are available to ..

wennwe. brickschools. orgdstafifnobr... - Options v

H}&.Openin=Browser, 0x0, Ox1, FileType ...

STACH&LIU
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Google Hacking – SharePoint

Example search:
http://www.google.com/m/search?q=inurl:"/_catalogs/wt/"


External Exposure

BING HACKING SHAREPOINT

X7}
%ﬁw\}
s& %

oiNg
Web

RELATED SEARCHES

SharePoint Quick
Launch Bar

Full Speed Ahead Fly
aspx Layout
Downloads

Facehook Layouts
New Facebook Layout
Profile Layouts
MySpace Layouts

Hot Layouts

Girly MySpace Layouts

SEARCH HISTORY

Turn on search history to
start remembering your
searches.

Turn history on

instreamset:url:"layouts/viewlsts.aspx”" E
Web  Morevy

ALL RESULTS

All Site Content - FH Paschen: Construction Company: General ...
This page shows all the libraries, lists, discussion boards, and surveys in this Web site.
Click the name of a library or list to view its contents.

https:/fextranet. fhpaschen.com/_layouts/viewlsts. aspx

All Site Content
McAdory ES = All Site Content All Site Content .. View All Site Content
mcadoryel jefcoed.com/_layouts/viewlsts.aspx?BaseType=18&List... - Cached page

Related Searches for instreamset:url:"layouts/viewlsts.aspx"
SharePoint Quick Launch Bar Full Speed Ahead Fly aspx Lay...
Facebook Layouts MNew Facebook Layout

Profile Layouts MySpace Layouts

All Site Content - Home - Deerlake Middle School

This page shows all the libraries, lists, discussion boards, and surveys in this Web site.
Click the name of a library or list to view its contents.

www.deerlake leon k12 flus/_layouts/viewlsts.aspx

All Site Content - Home - CCM Ministry Home

Name Description Iltems Last Modified; Sites and Workspaces There are no subsites or
workspaces.

ministries_calvarymelbourne.org/_layouts/viewlsts aspx?ShowSites=1

All Site Content - Home - Williamson County Schools
Name Description ltems Last Modified; Sites and Workspaces Angie Prosise Email:

1-50 of 709 results - Advanced

\ /
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Bing Hacking – SharePoint

Example search:
http://www.bing.com/search?q=instreamset:url:"layouts/viewlsts.aspx"


External Exposure

SHODAN FOR SHAREPOINT

W S | '\::) www.shodanhg.com/search?q=WWW-authenticate+MicrosoftSharePointTeamServices
D
DDA WWW-authenticate MicrosoftSharePointTeamServices

» Top countries matching your search  United States 19,490
United Kingdom 2,620
Germany 1,994
Canada 1,800
Australia 1,435

Using SHODAN to
find SharePoint
deployments

88.39.32.133 HTTP/1.0 401 Unauthorized
Content-Length: 1656

R Arezzo Content-Type: text'html
host133.32static.39-86- Server. Microsoft-IIS/6.0
b.business.telecomitalia.it WWW-Authenticate: Negotiate

ST Authenticate: NTLM
MicrosoftSharePointTeamServices: 12.0.0.6219
X-Powered-By: ASENET
Date: Wed. 08 Feb 2012 11:09:58 GMT

8 STACH&LIU
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SHODAN– SharePoint

Example search:
http://www.shodanhq.com/search?q=WWW-authenticate+MicrosoftSharePointTeamServices

SHODAN 
http://www.shodanhq.com/
http://www.shodanhq.com/help/filters
SHODAN is a search engine that lets you find specific computers (routers, servers, etc.) using a variety of filters. Some have also described it as a public port scan directory or a search engine of banners.
Web search engines, such as Google and Bing, are great for finding websites. But what if you're interested in finding computers running a certain piece of software (such as Apache)? Or if you want to know which version of Microsoft IIS is the most popular? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don't let you answer those questions.
So what does SHODAN index then? Good question. The bulk of the data is taken from 'banners', which are meta-data the server sends back to the client. This can be information about the server software, what options the service supports, a welcome message or anything else that the client would like to know before interacting with the server.
Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (23), SSH (22) and Telnet (21) services. There are plans underway to expand the index for other services. Let me know if there are specific ports you would like to see included. 



External Exposure

SHAREPOINT HACKING ALERTS

\ SharePoint Hacking
% Alerts
Bundle created by you \
18 subscribers i

All of the combined Google Alert r

RSS feeds for the SharePoint

Hacking Diggity Project by Stach

& Liu

® 118 feeds

SHODAN - Search: WWW  88.39.32.133:80 - HTTP/1.0 401 Unauthorized Con
SHODAN - Search: WWW  84.16.145.214:80 - HTTP/1.0 401 Unauthorized Se
SHODAN - Search: WWW  200.27.149.93:80 - HTTF/1.0 401 Unauthorized Se
SHODAN - Search: WWW  173.200.212.136:80 - HTTP/1.0 401 Unauthorized

SHODAN - Search: WWW  208.123.132.30:80 - HTTP/1.0 401 Unauthorized S
SHODAN - Search: WWW  76.79.209.150:80 - HTTF/1.0 401 Unauthorized Se
SHODAN - Search: WWW  213.63.26.140:80 - HTTP/1.0 401 Unauthorized Se
SHODAN - Search: WWW  189.38.250.42:80 - HTTP/1.0 401 Unauthorized Se
SHODAN - Search: WWW  194.250.166.194:80 - HTTF/1.0 401 Unauthorized

SHODAN - Search: WWW  207.189.100.58:80 - HTTP/1.0 401 Unauthorized S
Google Alerts - "all site cor All Site Content - DNV Business Assurance - DNV

All Site Content - DNV Business Assurance E
from Google Alerts - "all site content” site: com filetype-aspx
via Google Alerts - "all site content” site:.com filetype:aspx

DNV Business Assurance is a leading supplier of senices towards the Food and B

knowledge on food safety, supply chain ...
/| i _angd.| /i

DIGGITY ALERTS

Y Google reader SHAREPOINT HACKING ALERTS

"SharePoint Hacking Alerts” bundle created by Stach

Description: All of the combined Google Alert RSS feeds for the SharePoint Hacking Diggity Project by Stach &
Liu.

A bundle is a collection of blogs and websites hand-selected by your friend on a particular topic or interest. You
«can keep up to date with them all in one place by subscribing in Google Reader.

There are ® 118 feeds included in this bundle

B3 Subscribe

88.39.32.133:80

via SHODAN - Search: WWW-authenticate MicrosoftSh QtTeamSewl:es on 2/8/12

HTTP/1.0 401 Unauthorized
Content-Length” 1656

Content-Type: text/ntm

Server Microsoft-lS/6 0

WWW-Authenticate: Negotiate
WWW-Authenticate: NTLM
MicrosoftSharePointTeamServices: 12 0.0 6219
X-Powered-By: ASP NET

Date Wed, 08 Feb 2012 11:09:58 GMT

SharePoint Hacking Alert
RSS feeds consolidted into
1 Google Reader bundle

84.16.145.214:80
via SHODAN - Search: WW\W-authenticate MicrosoftSharePointTeamSenices on 2/8/12

HTTP/1.0 401 Unauthorized

Server: Microsofi-IlS/7.0

WwWW-Authenticate: Negotiate
WWW-Authenticate: NTLM

X-Powered-By: ASP.NET
MicrosoftSharePointTeamServices: 12.0.0.6421
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SharePoint Hacking Alerts
http://www.google.com/reader/bundle/user%2F05636138098450672261%2Fbundle%2FSharePoint%20Hacking%20Alerts
http://www.google.com/reader/public/atom/user%2F05636138098450672261%2Fbundle%2FSharePoint%20Hacking%20Alerts?r=n&n=1000
http://www.google.com/reader/view/user%2F05636138098450672261%2Fbundle%2FSharePoint%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FSharePoint%20Hacking%20Alerts


SHAREPOINT HACKING TOOLS

DEMO
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External Exposure

SHAREPOINT URLBRUTEFORCING

picker.aspx is the

Active Directory
lookup tool

St

FOU
FOU
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FOU
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Security Tip #2

BEWARE USERS WITH EXCESSIVE ACCESS

o STACH&LIU
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Excessive User Access

MORE THAN YOU BARGAINED FOR. ..

» Web Services examples
 Admin.asmx

e Permissions.asmx

* User Administration examples
e "People and Groups”

o "Add Users”

* "PeoplePicker”

o STACH&LIU
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SharePoint – Web Services

http://msdn.microsoft.com/en-us/library/dd878586%28v=office.12%29.aspx


CONTINUED SHAREPOINT HACKING

DEMO

8 STACH&LIU
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Excessive User Access

SHAREPOINT WEB SERVICES

@ STACH&LIU

Permissions

The following operations are supported. For a formal de

® AddPermission

® AddPermissionCollection

® GetPermissionCollection

® RemovePermission

® RemovePermissionCollection

UpdatePermission

30
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SharePoint – Web Services

http://msdn.microsoft.com/en-us/library/dd878586%28v=office.12%29.aspx


Security Tip #3

CHECKPERMISSIONS AND INHERITANCE

o STACH&LIU
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User Permissions

SECURITY TIPS

o STACH&LIU
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SharePoint – User Permissions

http://technet.microsoft.com/en-us/library/cc263199%28office.12%29.aspx#ctl00_MTCS_main_ctl85
http://blogs.msdn.com/b/uksharepoint/archive/2010/10/20/updated-permissions-permissions-spreadsheet-for-sharepoint-2010.aspx
http://technet.microsoft.com/en-us/library/cc721661%28office.12%29.aspx
http://technet.microsoft.com/en-us/library/cc750090.aspx
http://technet.microsoft.com/en-us/library/cc261869.aspx
http://office.microsoft.com/en-us/sharepoint-server-help/CH010124858.aspx
http://office.microsoft.com/en-us/sharepoint-server-help/roadmap-for-giving-users-access-to-sharepoint-server-2007-sites-and-site-content-HA010248689.aspx?mode=print
http://office.microsoft.com/en-us/sharepoint-server-help/customizing-user-access-to-folders-list-items-and-library-files-on-a-sharepoint-site-HA010254789.aspx
http://office.microsoft.com/en-us/windows-sharepoint-services-help/manage-permissions-for-a-list-library-folder-document-or-list-item-HA010021564.aspx
http://office.microsoft.com/en-us/windows-sharepoint-services-help/permission-levels-and-permissions-HA010100149.aspx?pid=CH100649861033&CTT=3&origin=HA010100144
http://office.microsoft.com/en-us/windows-sharepoint-services-help/CH010064986.aspx
http://blogs.msdn.com/b/joelo/archive/2007/06/29/sharepoint-groups-permissions-site-security-and-depreciated-site-groups.aspx
http://technet.microsoft.com/en-us/library/cc721640.aspx


User Permissions

SECURITY TIPS

Permissions

Permission Levels

B T B Permission
T B, B Permission
B T Permission
% Parmission

- ),
5 ||

Securable Objects

o STACH&LIU

U

Users or Groups

(individual)

|
Site Security
Elements

l a=
="
Site
Qe
Q List or Library

Pl
Folder, [ ﬂ
Item or =R

Docurnent ™ iy

B

l SharePoint

Group o

User

'l
| User

@
Hl
user Ifj

2
I
| user
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SharePoint – User Permissions

http://technet.microsoft.com/en-us/library/cc721661%28office.12%29.aspx
http://technet.microsoft.com/en-us/library/cc750090.aspx
http://technet.microsoft.com/en-us/library/cc261869.aspx
http://office.microsoft.com/en-us/sharepoint-server-help/CH010124858.aspx
http://office.microsoft.com/en-us/sharepoint-server-help/roadmap-for-giving-users-access-to-sharepoint-server-2007-sites-and-site-content-HA010248689.aspx?mode=print
http://office.microsoft.com/en-us/sharepoint-server-help/customizing-user-access-to-folders-list-items-and-library-files-on-a-sharepoint-site-HA010254789.aspx
http://office.microsoft.com/en-us/windows-sharepoint-services-help/manage-permissions-for-a-list-library-folder-document-or-list-item-HA010021564.aspx
http://office.microsoft.com/en-us/windows-sharepoint-services-help/permission-levels-and-permissions-HA010100149.aspx?pid=CH100649861033&CTT=3&origin=HA010100144
http://office.microsoft.com/en-us/windows-sharepoint-services-help/CH010064986.aspx
http://blogs.msdn.com/b/joelo/archive/2007/06/29/sharepoint-groups-permissions-site-security-and-depreciated-site-groups.aspx
http://technet.microsoft.com/en-us/library/cc721640.aspx



User Permissions

SECURITY TIPS

Site List

Permissions |

Site group

T

Cross-site group

Windows security
group

I

User

@ STACH&LIU
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Security Architecture for SharePoint Products and Technologies 
Figure 6-2 Granting user permissions to a site or list in Windows SharePoint Services 
http://technet.microsoft.com/en-us/library/cc750090.aspx


Security Tools

USER PERMISSTONS

| (e s

= ﬂ"ﬂTeam Site
f ¥ Test
B Test2
[T announcements
[T calendar
IO Links
[0 T pictures
0T Shared Documents
2 [ Tasks
IE IV asdf1
| W zsdf2
IE IV asdfz

[ ™ Team Discussion

o STACH&LIU

Team Site = Site Settings > Set Site Security

Set Site Security

Use this page to give new permissions.

NOTE: Thiz will clear all ==l items of their inherited AND custom security and replace it with the =

Sike Securitv Management

8 Manage Site Security
@ Set Site Security
o Restore Default Security

rity =pecified on this page.

Add Users Users/Groups:
‘fou can enter user names, group names, or e-mail addresses, Separate them with semicolons, User, Test

Give Permission Give Permission

Choose the permissions you want these users or groups to have,

I~ Full Control - Has full control.

[~ Design - Can view, add, update, delete, approve, and customize.

[T Contribute - Can view, add, update, and delete.

I~ Read - Can view only.

¥ Restricted Read -

User Name Permissions

WSSDEVELOPMENT \administrator  Full Control

Users (Groups Type
Remove WSSDEVELOPMENT \administrator  User

Remove WSSOEVELOPMENT \domain Domain WSSDEVELOPMENT \domain Full Control
admins Group admins
Remove Test Members SharePoint  Test Members Contribute
Group
Remove User, Test User WSSDEVELOPMENT \testuser Restricted Read

Add to List |

Set Security |
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http://sitesecuritymgmt.codeplex.com/


Security Tools

USER PERMISSTONS

Check User Access

IT > Site Settings > Check User Access

This page allows you to check a users access to sites and lists.

|Duwn|uad Report Check Access |

Tom Shirley |
8 @

Login Name

Access Contribute v

Users and Permissions @ show All

Filter Options () only show items where the user does not have access

a
PEDFIIE Ell'llj groups O Only show items where the user has access
@ Site collection administrators
. Green - Tom Shirley has Contribute or greater access.
o Advanced pErmISSIonSs Red - Tom Shirley does not have Contribute or greater access.
8 Check User Access =&/

[ After Hours Contacts (2)
&3 Announcements (1)
[ calendar (0)
=] Links (0)
43| Policies and Procedures (4)
|E3] Shared Documents (0)
[ site Contacts (1)
& Tasks (0)
@5 Team Discussion (0)
[=] Useful References (3)
= & /1T/Management
[ Announcements (1)
8 calendar (0)
=] Links (0)
3 Shared Documents (2)
[ site Contacts (1)
& Tasks (0)
' @ Team Discussion (0)

% STACH&LIU
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SharePoint Access Checker Web Part

http://accesschecker.codeplex.com/

Upgrading to Access Checker 2010:
http://accesschecker.codeplex.com/discussions/225338
http://sdssharepointlibrary.codeplex.com/releases/view/81485



Security Tools

USER PERMISSTIONS

Permissions Manager

This page provides: groups permissions management on lists ibrariesjpages. ¥ 1 unolsied on 01 feb. 2000
Il 1rhesitance preserved
[ inheritance broken

Copy list permissions

Source list Tarpet list

| Contacts =l Copy-> I|cnma= = e

Permissions on Lists/Libraries
= L e c] B

P IR T Contacts  Content Documents Cvents Form

Dwner [permission and Templates
- Structure

Reports

Groups

Home | Home
Members | Owners
Home Home
Dwners | Owners
Home Home
Visitors | Cwners
Style
Resource|
Readers

Contribute u = ‘ Contribute

Full Cantral

Raad

Home
CFAMETS

Copy page permissions
Source page Target page

ID:fauIl.usux —I Copy -> I ID:faulL!sDx -I |

Permissions on Pages

i 2] A A
SIS Fages |Default.aspx Demo.aspx France.aspx
Home Members Ce te | Contribute
Home Owners ! ol Contribute

Home Visitors

3|
FRANCE

Contribute

Full
Contral

Ly

Images

o STACH&LIU

tructure

Documents

|4

Events

Set permissions %

Full Control
Dresign

Manage
Hierarchy

O
=

-
Approve r
Contribute mj
Read w
P

-

M

Restricted

Fead

Limited

Accass

Wiew Only

Edit Personal
User )
Infarmation

Claar Cancal OK

i

List Test MesDacy
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http://permissionsmanager.codeplex.com/


Security Tools

USER PERMISSTONS

w SUSHI
B |} Security Reports
£ Administration (W el site found: http://test-adgSeuifzg ¥
1, 5
'!_ Smu‘ Reports SharePoint Site: |hitp://test-adqSouifzg
[25] Profile Images Impart .
i Backup — Choose A Security Report
&) Restore " Show Pemissions Inheritance For Site Collection (¢ List Group Membership for User ¢ Find All P
B Email Test
= Lists Get Users ! User: [TEST-A4Q50U1820%d »] [: .
P Copy A View [ = LU Seel e

Meta Data
Buk List Creation Group Membership for User TEST-A4Q50UI8ZQ\admii
&% Bulk Site Columns |[Foxr the site collection http://test-adqSowiszq
@ Import Documents
Delete Old Documents Site Collection Administrators:
& Sies user ?‘EST-A‘!I:ISOI-JIBZQ‘o.ndninistrmor is a site collection admin
% Bulk Site Creation s s

Approvers
0 Themes Designers
@ Help & Settings Hierarchy Managers
Home Owmers

Quick Deploy Users
Pestricted Readers
Style Resource Readers
Viewers

Ilcti“ Directory Groups:

o STACH&LIU
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SUSHI - SharePoint Utility with a Smart, Helpful Interface

http://sushi.codeplex.com/

SharePoint SUSHI - Download: SUSHI Version 4.0 for SharePoint 2010
http://sushi.codeplex.com/releases/view/23275


ecurity Tools

USER PERMISSIONS e
Site Administrator

H Grant SharePaint Permissions | fo." Sharepofnt

I Set Resst | Iﬂ Shared Documents vl

E--E SharePoint Security

Q My Computer [WEBSERY Ligt Marnes From: ICunent ohject permissions j Show Users | Riefresh |
L omairis —
: . Tupe | MName | Permizzion |
F-g M
43 Main t?. Al 8 Main Owners t?. Full Cantral
% Al 4 Main Visitors % Read
% Allow 4 Main Members % Cantribute
% Allow € Doug % Full Cantral
Group/Llser I GUESTLOCAL \alex | Advanced User Selection
Permission: IDesign j IAIIUW j Advanced Permission Selection
Applies To: I j

Mote: Pleaze select only a single account in the GroupdUzer field above before clicking 'Add' below.

List of users
and groups to
grant:

Permizzion

Add >

<-- Remove

< | ®

<] | »
2 Reload || Statuz: Ready
Help | Ok | LCancel

@ STACH&LIU
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SharePoint Permissions Mgmt - Commercial Software

Quest Software - Site Administrator for SharePoint
http://www.quest.com/site-administrator-for-sharepoint/



Security Tip #4

BEWARE 3% PARTY CODE.NOT TOO MUCH

o STACH&LIU
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3RD Party Plugins

NECESSARY EVIL

e SharePoint without 3 party plugins is

like an iPhone with no apps
 Solutions, Features

« Web Parts, Templates

e If too strict, people will circumvent you
e leads to rogue SharePoint deployments

8 STACH&LIU
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a
&

Detect Rogue SharePoint

ROGUE DEPLOYMENTS

Quest Software - Server Administrator for SharePoint

EdDiscuvering SharePoint Servers ll
\ Quest”
Select Search Scope .t
Select where to search For SharePoint servers, @ Server Adm l n I st rator

for SharePoint

| want to zcan;

Active Directon j
Select Container 2=l

Digcovery 'Wwizard will zcan your Sotive

servers. |t will search your entire farest  Select the container to be searched for SharePoint servers.
specific Active Directary domaing ands

Lluest

[+ Builtin

-3 Childt

F-_ Computers

Select ports bo scan on computers that ¢ #-{Z3] Domain Controllers
[:l ForeignS ecurityPrincipals
M- Users

Limit zearch scope to:

" ITI Cancel
ng STACH&«LIu 42
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Detect Rogue SharePoint Deployments

Quest Software - Server Administrator for SharePoint
http://www.quest.com/server-administrator-for-sharepoint/
http://www.quest.com/site-administrator-for-sharepoint/

McAfee - Network Discovery for Microsoft SharePoint
http://www.mcafee.com/us/downloads/free-tools/sharepoint-discovery.aspx

* Both are free tools


@

Detect Rogue SharePoint

ROGUE DEPLOYMENTS

McAtee - Network Discovery for Microsott SharePoint

'\'\'-"‘ McAfee® Disco m = |i| £8
File Hel
— Find SharePaint installations or:
" Standalone Server
@ N k.
i Workgroup
A
" Specify Dlomain
cccccccccccc
An Irted Company
Find SharePaint |
tttttttttt

o STACH&LIU 23
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Detect Rogue SharePoint Deployments

Quest Software - Server Administrator for SharePoint
http://www.quest.com/server-administrator-for-sharepoint/
http://www.quest.com/site-administrator-for-sharepoint/

McAfee - Network Discovery for Microsoft SharePoint
http://www.mcafee.com/us/downloads/free-tools/sharepoint-discovery.aspx

* Both are free tools



3R Party Plugins

SOLUTIONS

Central Administration

)%b Central Administration

W Application Management

Welcome TEST-A4Q50UI8ZQ\administrator = | My Site | My Links = |

WView All Site Content

Central

Administration

s Qperations

= Application
Management

Shared Services
Administration

= SharedServicesl

2 Recycle Bin

o STACH&LIU

Central Administration = Operations > Solution Management

Solution Management

This page has a list of the Solutions in the farm.

Mame Status Deployed To
accesscheckerwebpart.wsp Deployed http://test-ad4q50uiBzg:34765/,...
smarttools.enhancedsiteactions_v1_1.wsp Deployed http://test-ad4q50uiBzg:34765/,...

44
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SharePoint Solutions

http://msdn.microsoft.com/en-us/library/aa543214.aspx
http://technet.microsoft.com/en-us/library/cc263289%28office.12%29.aspx
http://msdn.microsoft.com/en-us/library/ms413687.aspx
http://msdn.microsoft.com/en-us/library/bb862721.aspx
http://msdn.microsoft.com/en-us/library/dd348394.aspx
http://msdn.microsoft.com/en-us/magazine/cc163379.aspx



3RD Party Plugins

SOLUTIONS

.

| Size | Tvpe | Dake Maodified | Attributes |

£ | readme.html
.Setup.exe
Soan

1[5] TheExpertCalendar.wsp

* . W3p
SharePoint
solution file

1KE Rich Text Document FITIZ009 10012 AM A

The Expert Calendar

Systermn Check

Checking if The Expert Calendar can be installed from this machine

STACH&LIU

Windows SharePaint Service 3.0 iz installad.

You have permission to install and deploy SharePoint zolutions.
The Windows SharePoint Services Administration service is started.
The Windows ShareFaint Services Timer service is started.

Salution file found.

Q00000

The Expert Calendar iz not inztalled.

Installation Successfully Completed

All checks succeeded. Pled  patsils:

st SOLUTION DEPLOYMENT =

TEST-A4050U1E20 : kitp: /ftest-adqBouiBzgd : The salution was successfully deplayed.

A codeples. comdsharepointin

TEST-44080UIEED : hitp:/ /test-adqBouiBzg 34765/ : The solution was successfully deployed,
TEST-A4050UIE20 : hitp:/ /test-adq5ouiBzq 25321/ : The solution was successfully deployed,

L

Brevious Tdewt |

LCloze |

vy codeples, comydsharepointinstaller
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Example: Deploying “The Expert Calendar” solution.

Example download: http://theexpertcalendar.codeplex.com/ 

More info:
http://technet.microsoft.com/en-us/library/cc262459%28office.12%29.aspx
http://msdn.microsoft.com/en-us/library/dd348394.aspx


3R Party Plugins

FEATURES

Management ~  Clients

STACH&LIU Home

Resources  Site Index  ProjectTest  test

Home > Site Settings > Site Features

Site Collection Features

o STACH&LIU

Name

Access Checker Web Part

Quickly check what objects within a Sharepoint site hierarchy a user has
access to,

Bamboo Calendar Plus Web Part

Add advanced calendaring display capabilities to a site with the Bamboo
Calendar Plus Web Part.

Bamboo ListRollup WebPart

Bamboo ListRollup WebPart

Bamboo World Clock And Weather Web Part
Bamboo World Clock And Weather Web Part

Collect Signatures Workflow
Gathers signatures needed to complete a Microsoft Office document.

Content By Type and Filter Web Parts

Enable the Community Web Parts by Ton Stegeman for this site collection.
Thiz feature activates the 'Content By Type' and the filter web parts ‘List
Item Filter', "Web Context Filter' and 'Page Column Filter',

Disposition Approval Workflow

Manages document expiration and retention by allowing participants to
decide whether to retain or delete expired documents.

Enhanced Content Query Web Part

Provides the same functionality that the regular content query web part
ives, with some added bonuses such as context menus per item suy 12

Deactivate

i
H

vate

b
4
2

&
4
2

Deactivate

Deactivate

Deactivate

Deactivate

Status

Active

Active

Active

Active
Active

Actve
Actve
=3
Actve
=3

Active

(nce
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Feature Framework – Windows SharePoint Services contains a new structure called a “feature.” A feature packages SharePoint elements that help a user accomplish a particular goal or task. A feature contains one or more elements. An element is an atomic Windows SharePoint Services concept. Windows SharePoint Services features provide an entire framework that you can leverage as a developer to provide custom functionality for Windows SharePoint Services solutions. Features also provide administrators with an easy way to add or remove packaged pieces of functionality.
Features -  are a new concept in this version of Windows SharePoint Services. They provide activatable chunks of functionality that developers and administrators can make available at one of four scopes. 
Farm level These Features are activated for all sites in the entire Windows SharePoint Services farm and are managed by central administrators. 
Web Application level These Features are activated for all sites where the Web address is the same. For instance, all sites that start with http://wideworldimporters would be managed under the same Web Application. These Features are also managed by central administrators. 
Site Collection level These Features are activated only for sites within a given site collection. Management of these Features is accomplished from the top-level site of the site collection and is typically distributed to department-level administrators. 
Site level These Features are activated only for the site in which the activation is performed. Management of these Features may be done by anyone with Administrator privileges on the site.

Features:
http://msdn.microsoft.com/en-us/library/bb861828.aspx
http://msdn.microsoft.com/en-us/library/ms460318.aspx



3R Party Plugins

FEATURES

Home

o STACH&LIU

&8 STACH&LIU ciients
Resources | Site Index

Home = Clients > Site Settings > Site Features

Site Features

H

ﬁ

:

:

Name Status

Office SharePoint Server Enterprise Site features

Features such as the business data catalog, forms services, and

Excel Services, induded in the Office SharePoint Server Enterprise
License
Office SharePoint Server Publishing

Create a Web page library as well as supporting libraries to create
and publish pages based on page layouts.

Activate

Office SharePoint Server Standard Site features

Features such as user profiles and search, induded in the Office

SharePoint Server Standard License

Team Collaboration Lists

Provides team collaboration capabilities for a site by making

standard lists, such as document libraries and issues, available.

Translation Management Library

Create a translation management library when you want to create

documents in multiple languages and manage translation tasks.
Translation management libraries include a workflow to manage

the translation process and provide sub-folders, file versioning,

and check-infcheck-out,
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SharePoint Features

Feature Framework – Windows SharePoint Services contains a new structure called a “feature.” A feature packages SharePoint elements that help a user accomplish a particular goal or task. A feature contains one or more elements. An element is an atomic Windows SharePoint Services concept. Windows SharePoint Services features provide an entire framework that you can leverage as a developer to provide custom functionality for Windows SharePoint Services solutions. Features also provide administrators with an easy way to add or remove packaged pieces of functionality.
Features -  are a new concept in this version of Windows SharePoint Services. They provide activatable chunks of functionality that developers and administrators can make available at one of four scopes. 
Farm level These Features are activated for all sites in the entire Windows SharePoint Services farm and are managed by central administrators. 
Web Application level These Features are activated for all sites where the Web address is the same. For instance, all sites that start with http://wideworldimporters would be managed under the same Web Application. These Features are also managed by central administrators. 
Site Collection level These Features are activated only for sites within a given site collection. Management of these Features is accomplished from the top-level site of the site collection and is typically distributed to department-level administrators. 
Site level These Features are activated only for the site in which the activation is performed. Management of these Features may be done by anyone with Administrator privileges on the site.

Features:
http://msdn.microsoft.com/en-us/library/bb861828.aspx
http://msdn.microsoft.com/en-us/library/ms460318.aspx



3R Party Plugins

FUTURE SECURITY

o SharePoint 2010 has sandboxed solutions

 Minimize risk of running untrusted 3 party plugins

M

g’ Specify the site and security level for debugging

What bocal gite do you want to uwse for debugging?
hittpe//Intranet. Contoso.com|

" [ e |
What it the trust level for this ShareFoint solution?
@ Deploy as a sandboxed solution

Clickang thas option causes the solution to be deployed a5 2 Sandboxed solution. 5 solutions can be
deployed by the site collection owner and are run in & secure, monitored process that has Emited resource access.
_ Deploy a5 a farm solution

Clicking this option means that users must have SharePoint administrator privileges to run or deploy the solution.

kearn mere about sandboxed solufions

o STACH&LIU
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SharePoint 2010 – Sandboxed Solutions

http://siggaard.wordpress.com/2010/06/30/sharepoint-2010-sandbox-solutions/
http://blogs.msdn.com/b/pstubbs/archive/2009/11/02/sharepoint-2010-sandboxed-solutions.aspx
http://msdn.microsoft.com/en-us/library/ee535715.aspx



3R Party Plugins

SANDBOXED SOLUTIONS

Sandbox Architecture

BACK END
HOSESEVICE™
; :ér'L' ostSe :'-
h 4
Wieipi<slr Preiesss

Untrusted Code

¥ Subset Object Model

I Full Object Model I

o STACH&LIU
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SharePoint 2010 – Sandboxed Solutions

http://siggaard.wordpress.com/2010/06/30/sharepoint-2010-sandbox-solutions/
http://blogs.msdn.com/b/pstubbs/archive/2009/11/02/sharepoint-2010-sandboxed-solutions.aspx
http://msdn.microsoft.com/en-us/library/ee535715.aspx



Security Tip #5

BACKUP EVERY WHICH
WAY FROMSUNDAY

o STACH&LIU
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SharePoint Backup Resources

http://technet.microsoft.com/en-us/office/sharepointserver/bb736212.aspx
http://office.microsoft.com/en-us/sharepointserver/HA102515411033.aspx
http://office.microsoft.com/en-us/sharepointserver/HA102689741033.aspx  



Backups

MANY METHODS.. MOST TERRIBLE

Microsoft System Center: Data Protection Manager
Windows 2003 /2008 Server backups
Stsadm.exe cmdline tool backups

Central Administration v3 backups

SharePoint Designer backups

Site and List template backups
Raw MS SQIL database backups

N O Ok —

o STACH&LIU
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Backups – General Overview
http://technet.microsoft.com/en-us/library/cc263427%28office.12%29.aspx
http://technet.microsoft.com/en-us/office/sharepointserver/bb736212.aspx
http://msdn.microsoft.com/en-us/library/bb447543%28v=office.12%29.aspx

Microsoft System Center: Data Protection Manager
http://www.microsoft.com/systemcenter/en/us/data-protection-manager.aspx

Backups: Windows Server 2008
You must configure specific registry keys for Windows Server Backup to work. For more information, see Windows SharePoint Services 3.0 does not appear in the list of the components that can be backed up when you use Windows Server Backup in Windows Server 2008 (http://go.microsoft.com/fwlink/?LinkId=108244&clcid=0x409) in the Microsoft Knowledge Base.
http://support.microsoft.com/kb/946306



Backups

g

SHAREPOINT DESIGNER

Microsoft Office SharePoint Designer

@ ) images

® ) Lists

®2m

# 3] RA Reports

# 3] Reporting Templates

# 23] Shared Documents

# 3] SMapplication Assessments
# ] SMCTPAT Assessments {SM-
# || SMOn Site Assessments (SM-
# -3l TsApplication Assessments (|
@ 3] TSCTPAT Assessments (TS-CL |

# 3] TSOn Site Assessments (TS«
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Backups: SharePoint Designer 
http://technet.microsoft.com/en-us/library/cc706861%28office.12%29.aspx
http://www.fpweb.net/sharepoint-tutorials/wss-v3/sites/backup-using-sharepoint-designer/
http://www.sharepointhosting.com/tutorials/sharepoint-designer-backup/sharepoint-designer-backup.html

SharePoint Designer – Free Downloads (2007 and 2010):
http://www.microsoft.com/downloads/en/details.aspx?displaylang=en&FamilyID=baa3ad86-bfc1-4bd4-9812-d9e710d44f42
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=d88a1505-849b-4587-b854-a7054ee28d66


Backups

STSADM /JCENTRALADMINISTRATION

stsadm.exe -o backup -url - L T > =filename <\\s T r r I \file > [-overwrite]

Central Administration ‘Welcome CHEESE)administrator = | |

\}Q%b Central Administration

Horne: Application Management:

Central Administrakion = Operations

Operations

Wiews &ll Sike Content This page conkains links ko pages that help you manage wour server or server farm, such as changing the server Farm topology, speci
Central are running on each server, and changing settings that affect multiple servers or applications.
Administration

= Operations Topology and Services Global Configuration
= Application 8 Servers in farm 8 Timer job status
Management
B Services on server & Timer job definitions
Shared Services - PR : - A :
Administration Cutbgoing e-mail settings Master site directary settings
: o Incoming e-mail settings o Site directory links scan
= Sharedaervicesl
o Approvefreject distribution groups o plternate access mappings
2] Recycle Bin & Manage Farm feakures
Security Configuration 8 Quigsce Farm
8 Service accounts @ Solution management

Information Rights Management
Backup and Restore

B Antiviris

8 Blocked file types & Perform a backup

8 Update Farm administrator's group 8 Backup and restare history

o Infarration management policy configuration o Restare from backup

8 Manage settings for single sign-on 8 Backup and restore job skatus
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Backups: Central Administration
http://technet.microsoft.com/en-us/library/cc262946%28office.12%29.aspx
http://office.microsoft.com/en-us/sharepoint-server-help/demo-back-up-office-sharepoint-2007-HA010268974.aspx

Backups: stsadm cmdline tool
http://technet.microsoft.com/en-us/library/cc263441%28office.12%29.aspx
http://technet.microsoft.com/en-us/library/cc262087%28office.12%29.aspx


Backups

SITE AND

LIST TEMPLATES

o STACH&LIU

template” '

Home Welcom
ﬂ Home
Home = Site Settings
Site Settings
Site Information Manage site and
Site URL: Ilst templates : [ ftest-a4qSouidzgf
Mabile Site URL: . _ttp: /ftest-a4g 5ouidzg/m/
Backup current = . fAb e
site as a "site

o Title, description, and icor\}  ©@ Master pages
B Tree view W\ © Site content types
o Site theme o o

& Top link bar o Site templates
8 Qyick La 8 List templates
& Yiew Permission Inheritance S e e T

o Reset to site definition o \Workflows
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Backups: site and list templates

http://office.microsoft.com/en-us/sharepoint-server-help/manage-the-site-templates-HA010094749.aspx?pid=CH100963401033



Backups

SITE AND LISTTEMPLATES

Home = Site Settings > Save as Template

Save Site as Template

|Jse this page to save your Web site as 3 site template, Users can create new Web sites from this template.

File Name File name:

Saves as

single *.stp file

Enter the name for this template file, Imvsite

Hame and Description Template name:

The name and description of this template will be displayed on the Web site template

Site Backu
picker page when users create new Web sites, I E

Template description:

Include Content (—F o
Indude content in your template if you want new Web sites created from this template

to include the contents of all lists and document libraries in this Web site. Some
customizations, such as custom workflows, are present in the template only if you
choose to indude content. Incuding content can increase the size of your template.

Caution: Item security is not maintained in a template. If you have private content in
this Web site, enabling this option is not recommended.

L X

Can opt to include
content (e.g. files,

list items, etc.)

o STACH&LIU
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Backups

RAW SQLDATABASES

Central Administration Console/

Custom Backup Application File Server
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Backups: Raw MS SQL Databases
http://technet.microsoft.com/en-us/library/cc263427%28office.12%29.aspx#recovery
http://technet.microsoft.com/en-us/library/ee721075%28office.12%29.aspx
http://support.microsoft.com/?id=948725
http://technet.microsoft.com/en-us/library/cc262129%28office.12%29.aspx
http://technet.microsoft.com/en-us/library/cc512725%28office.12%29.aspx

Database Backup/Restore Issues in SharePoint:
Restoring backups of the configuration database and Central Administration database is not supported. For more information, see the Microsoft Knowledge Base article 948725: Restoration of the configuration database is not supported in SharePoint Server 2007 and in Windows SharePoint Services 3.0 (http://go.microsoft.com/fwlink/?LinkId=117755&clcid=0x409) for the latest information. For this reason, we recommend that you document all configuration settings that have been done in Central Administration.



Questionse

Ask
V\Ve'

JS SO

my

mething

fO answer If.

For more info:

Email: contact@stachliv.com
Project: diggity@stachliu.com
Stach & Liv, LLC

www. stachliu.com
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Also, Stach & Liu SharePoint Hacking Project Contact Info:
Email: diggity@stachliu.com
Website: http://www.stachliu.com/index.php/resources/tools/sharepoint-hacking-project/



Thank You

Stach & Liu SharePoint Hacking Diggity Project info:
htto:/ /www.stachliu.com/index.php/resources/tools /sharepointhacking-diggity-project/

@ STACH&LIU
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For copies of the presentation and tools, please go to:

http://www.stachliu.com
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/
http://www.stachliu.com/index.php/resources/tools/sharepoint-hacking-diggity-project/
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