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Goals

DROP KNOWILEDGE ON YOU

* Jo improve Google Hacking
* Attacks and defenses
* Advanced tools and techniques

» Jo think diifferently about exposures in
oublicly available sources

* To blow your mind!
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Google/Bing Hacking

SEARCH ENGINE ATTACKS

€« C i ¥ http//www.bing.com/

C M % hitp//www.google.com/ » O~ F~-
iGoogle | Search settings | Sign in

Web |mages Videos Maps Mews Shopping Gmail more v

Google

Advanced Search

Language Tools
Images

Google Search | I'm Feeling Lucky Videos

Shopping
News
Maps
Advertising Programs ~ Business Solutions  About Google
Travel

& 2010 - Privacy
Entertainment

Search History = *

Change background image
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Attack Targets

GOOGLE HACKING DATABASE

* Advisories and Vulnerabilities (215) * Pages containing network or

vulnerability data (59)

 Sensitive Directories (61)

« Error Messages (58)

» Files containing juicy info (230)
+ Files containing passwords (135] « Sensitive Online Shopping Info (9)
* Files containing usernames (15) » Various Online Devices (201}

e Footholds (21) * Vulnerable Files (57)
» Vulnerable Servers (48]
« Web Server Detection (/2]

* Pages confaining login porfals (232)
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Attack Targets

GOOGLE HACKING DATABASE

Old School Examples

* Error Messages
e filetype:asp + "[ODBC SQL™

* "Warning: mysqgl query ()" "invalild query™

* Files containing passwords

* inurl:passlist.txt
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New Toolkit

STACH & LIU TOOLS

Google Diggity
« Uses Google AJAX API
* Not blocked by Google bot detection

« Does not violate Terms of Service
@ » Can leverage Google custom search

Bing Diggity
 Uses Bing 2.0 SOAP API
« Company/Webapp Profiling
« Enumerate: URLs, IPto-virtual hosts, efc.

Wb« Bing Hacking Database (BHDB

* Vulnerability search queries in Bing format
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New Toolkit

STACH & LIU TOOLS

GoogleScrape Diggity

« Uses Google mobile interface

Light-weight, no advertisements

Violates Terms of Service

« Bot detection avoidance

Distributed via proxies

Spoofs Useragent and Referer
headers

Random value

Across Google servers

o8 STACH&LIU

« > ‘http://www.google.com/m /fachivcomébs=weo1 » O- &~
» | site:stachliu.com Q, -
Stach & Liu

Francis Brown and Rob Ragan will be presenting Lord of the Bing: Taking back search engine hacking fram Google and Bing” at Black .
www.stachliu.com/ - Options v

#or Lord of the Bing!
Lord of the Bing! Taking back search engine hacking fram Google and Microsoft. 03 MAY 2010. Presented by: ...
www_stachliu_com/slides/lordoft. - Options v

Company « Stach & Liu
Stach & Liu was founded in 2005 by industry leading experts to help companies secure their networks and applications. ...
www.stachliu.com/../company/ - Options

=or) Defeating Forensic Analysis - Slide 1
Defeating Forensic. Analysis. CEIC 2006 — Technical Lecture 1. Thursday, May 4 — 10:30 am to 11:30 am. Presented by Vincent Liu and
www_stachliu.com/files/CEIC2006... - Options v

News « Stach & Liu
JUN 25, 2009 | Vincent Liu will be participating in Jump Start Application Security Initiatives with SaaS, a CS0 online webinar ...
www_stachliu_com/./news/ - Options v

Clients & Partners « Stach & Liu
Stach & Liu serves a broad array of organizations all over the world including the Fortune 1000, mid-market enterprises, ..
www.stachliu.com/index_phpfcomp... - Options »

Regulatory Compliance « Stach & Liu
HIPAA Health Check & Readiness Review. Stach & Liu's HIPAA Health Check & Readiness Review service will help you gain a complete ...
www.stachliu.com/index_phpfserv... - Options v
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New Hack Databases

ATTACK QUERIES

RHDR — Bmg chkmg Data Base Example - Bing vulnerability search:
« GHDB query

¢ FII’ST ever Blng hOCkIﬂg CIOTObOSG * M"allintitle:Netscape FastTrack Server Home Page"
« BHDB version

¢ Blng hOCkmg |ImITOTIOﬂS e intitle:”Netscape FastTrack Server Home Page"

« Disabled inurl:, link: and linkdomain: o
direcﬂves in /\/\CI rCh 2007 biﬂg inanchor:pl inanchor:cgi intitle:"FormMail ** [[£]

Web

 No support for ext:, allintitle:, allinurl: o st - oanee

Free-form Mail
Form Processor

FormMail.com - HTML Form Processor

Web Senice to process and email the results of web forms. Mo programming or installation is needed *
. . . . . PHP FormMail
. www_formmail.com - Cached page
« Limited filetype: functionality 5P ot o
. Cgi FormMail Matt's Script Archive: FormMail
. On |y .| 2 eXTeﬂs 10ONS SU pported NMS FormMail Ovenview: FormMail is a generic HTML form to e-mail gateway that parses the results of any form and
Matt's FormMail sends them to the specified users. This script has many formatting and ...

www_scriptarchive com/farmmail html - Cached page
FormMail Not Working o o P

Matt's Script Archive: FormMail: Download

SEARCH HISTORY Optional Information: Supplying your e-mail address is completely optional. You can also request to
Search more to see your be subscribed to the new-scripts mailing list, which receives occaisional messages ...

history www_scriptarchive_com/download_cgi?s=formmail - Cached page

See all Bin Cgi Formmail.pl

Bin Cgi Formmail pl FOUND IT HERE! calor de de formas transmission care child form home
mathematical transformation enter key submit form 1 crash formula
grou.ps/bincgiformmail_pl - Cached page

FormMail v1.92

Copyright 1995 - 2002 Matt Wright Version 1.92 - Released April 21, 2002 A Free Product of Matt's
Script Archive, Inc.

formmail. monstercommerce.com/cgi-bin/ntformmail/ntformmail.pl - Cached page

Clear all - Tumn off

FormMail v1
FormMail
home xtra_co.nz/cgi-bin/FormMail_pl - Cached page
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New Hack Databases

ATTACK QUERIES

SIDB - Stach & Liu Data Base

« New Google/Bing hacking searches in active development by the
S&L team

SIDB Examples

ext: (doc | pdf | xls | txt | ps | rtf | odt | sxw | psw |
ppt | pps | xml) (intext:confidential salary |
intext:"budget approved") inurl:confidential

e filetype:sgl "insert into" (pass|passwd|password)

* !Host=*.* intext:enc UserPassword=* ext:pcf

* "your password is" filetype:log

o8 STACH&LIU
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NEW GOOGLE HACKING TOOLS

DEMO
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Traditional Defenses

GOOGLE HACKING DEFENSES

"Google Hack yourselt” organization
* Employ tools and techniques used by hackers
* Remove info leaks from Google cache
* Using Google Webmaster Tools

Regularly update your robots. txt.

» Or robots meta tags for individual page exclusion

Data Loss Prevention/Extrusion Prevention Systems
* Free Tools: OpenDIP, Senf

Policy and Legal Restrictions

'8 STACH&LIU
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Traditional Defenses

GOOGLE HACKING DEFENSES

"Google Hack yourselt” organizati
* Employ tools and techni

strictions

'8 STACH&LIU
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Advanced Defenses

PROTECT YO NECK
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Existing Defenses

"HACK YOURSELF

v’ Tools exist

X Convenient

X RealHime updates

X Multi-engine results

X Historical archived data

X Multi-domain searching

o® STACH&LIU
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Advanced Defenses

NEW HOT SIZZLE

Stach & Liu now proudly presents:
» Google Hacking Alerts
» Bing Hacking Alerts

o STACH&LIU
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Google Hacking Alerts

ADVANCED DEFENGSES

Google Hacking Alerts

» Al hacking database queries using Google alerts

* Realtime vuln updates to >2400 hack queries via RSS

» Organized and available via Google reader importable file

GODS[@ alerts Manage your Alerts

Your Google Alerts

Search terms

[ Host="* intext enc_UserPassword=* ext:pef

GHDB regexs made into

stachliud@gmail.com | Settings | FAQ | Sign out

[ "# Durnping data for table (usemarmeloserosers|passward]”

[T "# Dumping data for table"

E "# phptyAdmin MySGQLDump" "INSERT INTO" -"the"

Google Alerts
Switch to text emails | Export alers
N\ Type How often Email length
Wieh as-it-happens up to 50 results Feed £ edit
“iew in Google Reader
Yiah it b amnan Feed Eﬂ edit
“iew in Google Reader
RSS Feeds generated that :
WWeb track new GHOB vulnerable Feed Eﬁ! edit
pages in real-time “iew in Google Reader
Yeb Feed £ edit

J

Yiew in Google Reader

o® STACH&LIU
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Google Hacking Alerts

ADVANCED DEFENGSES

Google reader Al items -1 [ Search

All items (1000+)

James Bond needs help!

B3 Add a subscription Google Alerts - "mySQL error with query™ mySQL error page snippet conveniently
provided in RSS summary

Show: 11 new itemns - all items | Mark all as read | - | Refresh | Feed settings... -
Feople you follow +||>
Explore : HESLAXOFDEMN - SRR T, XLHK- BEXERDC, ... mySOL erorwith CREATE TEMPORARY TABLE p
/Subscriptions - HEEE-bAOFBEAE - mySOL error with query SELECT COUNT(™) AS result FROM nucleus jAttionlog: Can't open file: 'nucleus_acticl
@ (7 FSDB-Backup Files (195) 4 ¥ James Bond 007 - MG - The Home Of James Bond - mySQL error with query SELECT c.citern as itemid, ¢ cnumb¥ as commentid, ¢ chodly as

@ FSDB-Configuration Ma... (371)
® [ FSDB-Error Messages {(654)

\ FSDB-Privacy Related (501) via Google Alerts - "mySQL error with query”
# [ FSDB-Remote Administr... (102)

James Bond 007 :: MI6 - The Home Of James Bond

® [ FSDB-Reported Vulnera... (90) mySQL error with query SELECT c.citemn as itemid, c.cnumber as commentid, c.chody as body, c.cuser as

user, c.cmail as userid, c.cemail as email, ...

@ [ i
# =/ FSDB-Technology Profile (652) \_ wiy MIG . co ukdmi 6 php3inewsindex php Piternid. .

J/

® {7 GHDB-Advisories and V... (1000+
= = GHDB-Error Messages (1000+) Add star Like Share Share with note Email < - Add tags

2! Google Alerts - "mySAQ... (11 -
W Google Ale .
with guery
2 Google Alerts - acCe.. BT Several thousand GHDB/FSDB

mMysdl Macosx

¥

2 Google Alerts - "Ani... (1) q

1 "

EMAFH » DT RN — A - mySAL error with query INSERT INTO nucleus_plug_captcha (ckey, time, solution, active) VALUES ('890c8be48 1
WLER EHESR | 5T - mySAL error with query INSERT INTO nucleus_plugin_option (oval
vuln alerts generated each day 1 FRfEdt . BER - mySAL error with query INSERT INTO nucleus_plugin_option (ovg

fgs Jewelry . - mysal errorwith query. creating standalone applications with mysgl. mysgl

o STACH&LIU
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Bing Hacking Alerts

ADVANCED DEFENGSES

Bing Hacking Alerts
* Bing searches with regexs from BHDB
* leverage &format=rss directive to furn into update feeds
* Reakime vuln updates to >900 Bing hack queries via RSS

GO;)S[C reader Al iterns = Search
B3 Add a subscription Bing: intitle:"Snap Server” intitle:"Home" "Active Users" »
All items (1000+) Show: O new items - all items | Mark all as read | = || Refresh | Feed settings... =

People you follow
Snap Server WELW-SNAP [Home] - WELW-SMAF = Home

Subscriptions Snap Server CORESERVER [Home] - CORESERYER = Home
{7 BHDB-Advisories and V... (910} |#| Snap Server GSTI [Home] - GETI « Home
3 BHDB-Backup Files (50) adsphotographer.com - SHAPSS373 = Home

{7 BHDB-Configuration Ma... {207) = = SRR T RS -
{9 BHDB-Error Messages (507) nap Sener [Home] - T rHome

Explore

[ BHDB-Files containing... {607} Snap Server SAINTSNAP [Home] - SAITEMNAF = Home

{7 BHDBFiles containing... (343} Snap Server DIGITALDATAT [Home] - BOT - Unavailable: folder does not exist. SHARET: acesag - For ACES publicat]
T? BHDB-Files containing... {50) Snap Server FTP-SERVER [Home] - Flinn - Flinn OFF-Site Backup: Home - Folder for network shares/drive mapping:
{J) BHDB-Footholds {45)

£ BHDB Misc (116) Snap Server FTP-SERVER [Home]

{7 BHDB-Pages containing... (765) Flinn - Flinn OFF-Site Backup: Home - Folder for network shares/drive mapping: MyHost - Folder for my personal

{7 BHDB-Pages containing... {159} YWeb Hosting: msmecs.net - www.msmes.net PUB FTP

(] BHDB-Privacy Related (196) Add star Like Share Share with note Email Keep unread Edittags: BHDB-Various Online Devices

{7 BHDB-Remote Administr... {36) 3 Shap Server XRAYZ [Home] - ¥RAY7 « Home

¥ BHDB-Reported Vulnera... (20} Shap Server SNAP2056G1 [Home] - SNAPZOSEET - Home

L#. 1 BHDR. Sensitive Direct 200} J
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Bing/Google Alerts

THICK CLIENTS TOOLS

Google/Bing Hacking Alert Thick Clients
« Google/Bing Alerts

o Allow user to

* e.g. "yourcompany.com”in the URL

) |

* Several being released:
« Google Desktop Gadget

2
o \/_ 2\
9 3
| J
8 4
\7\6%
o) 1

« OS independent client

b DI’OICI Opp (COmIﬂg SOOD) &g.stachLinJ-GoogEandBingHackjn..

'8 STACH&LIU
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ADVANCED DEFENSETOOLS

DEMO

o STACH&LIU
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New Defenses

'‘GOOGLE/BING HACK ALERTYS”

v’ Tools exist

v’ Convenient

v’ Realime updates

v Multiengine results

v’ Historical archived data

v’ Multi-domain searching

o® STACH&LIU
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Google Apps Explosion

SO MANY APPLICATIONS TO ABUSE

GOC’g[e alerts Gongle reader %umqﬁggle
Google custom search G 00 l e
oo, Googlebuzz & trendsg
GOO N
= Seamhgzg GOOglE code Google health
Google calendar Google news Googse public data explorer

GOUSIE’ docs Google Insich
ghts for Search
Google blogs e GOOglE wave ‘W

preview
Hgle m
Google maps Google groups
@ STACH&LIU s



Google PhoneBook

SPEAR PHISHING

Google

PhoneBook

gle ‘phonebook: schmidt, eric
PhoneBonk

[ Search PhoneBook H Search the Veh | Preferences

Residential Phonebook

Results 121 - 150 of about 209 for phonebook: schmidt, e|

Google CEO - Eric Schmidt

Eric Schmidt B (952)403-9689 3 1761 Countryside Dr Shakopee, MM 55379-4451 Map
Eric Schmidt B - (815)522-6299 8 413 Prairie St Kirkland, IL 60146-0000 Map
Eric Schmidt B2 (636) 942-39494 9 6404 Lipizzaner Drmperial, MO 63052-4142 Map
Eric Schmidt B (618)644-9277 @ 2260 Steinkoenig School R, Highland, IL 62248-4006 Map
Eric Schmidt B (715) 32452320 N17082 Roth Ln,Pembine, ¥l 54156-0000 Idap
Eric Schmidt W5 (360)854-0973 @ Sgggﬂ_?&ﬁ”dme LnSedro Woalley, Wi Map
FErit: Schmidt B5 .. (650)964-4017 & Mountain View, CA 94043-0000 hdap

ric schmi = = 41 hardwood Ur,Aermon, Me U4al1-UZoa Map

Gocgle

o® STACH&LIU
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”t'_‘ C.

L)

Goo
Google Code Search ==

VUILNS IN OPEN SOURCE CODE

» Regex search for vulnerabilities in public code
« Example: SQL Injection in ASP querystring
e select. *from. *request\.QUERYSTRING

GOL)S.Q code search kelect rom*request. QUERYSTF Advanced Cade Search

labs I
ly idis SQL injectable
Code reply idis SQLin) Results 1 - 10 of about 2,000
querystring parameter
post.asp
45: =trggl ="SELECT * from reply where reply id = (' & Request.QueryString ("reply_id") }
46: msg = "<brr<brrx<¢04£°0»0D ATAGAx-O0° T tTALST 2 AATT Rt T TIIRT,

57: strigl ="SELECT T Message from Topics where Topic id = " & Request.QueryString ("reply_id")
58: meg = "<br><br>x¢04£°0»00 ATASAx:OR°T *TALGL 2 AAI+A%AS sT0xO. "

vy .cnarts.netfeweb/download/software/bbsiradeforum zip - Unknown - ASP - More from tradeforum zip »
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GOOGLE CODE SEARCH HACKING

DEMO

'8 STACH&LIU
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code search %

Google Code Search

VULNS IN OPEN SOURCE CODE

Develop Regex Fingd Popul
ar :
Web Oss °ublish

Update SLDR

o8 STACH&«LIU 27

€s



Googs
Goog‘e COde Search codesearchgzg

VULNS IN OPEN SOURCE CODE

Develg
P Re :
€ OSS erify
Vulnerabilities

Search Web
Mass Injection
Attacks
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Black Hat SEO

SEARCH ENGINE OPTIMIZATION

* Use popular search
topics du jour

o Pollute results with links
to badware

e Increase chances of @
successful atftack

'8 STACH&LIU
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Google Trends Google

BLACK HAT SEO RECON

Help | Sign in ||:| Download as C5Y | English (US] »

Google Insights for Search

beta

Top Google searchs

Compare hy Search terms Filter over past 6 years
® =aarch terms Tip: Use a comma asshorthand to add comparisen items. (tennis, squash) |WEb Search M ‘/?/

. ™ - -
O Locations |Allasearch [ | United States || All subregions|w*Srmetros [+

+

O Time Ranges

Fake lyrics web sites setup to appear in 2004 - present [

Google search resuks, infect you with |A|| Categories ” - ]

malware upon clicking

Web Search Interest
United States, 2004 - present

Lada Gaga, Rihanna lyrics sites used to foist Java exploit}_"

Dan Kaplan April 14, 2010 b @
L PRINT 7] EMAIL [JREPRINT [YPERMISSIONS FONT SIZE A|A|A Deﬁr

As expected, virus writers now are actively exploiting a zero-day Sun RELATED ARTICLES

2. you
“’\Mwahﬁ**fw@" ﬁm’iﬂﬂ.ﬂ;@m,tﬂmuah‘_qpxr g s

Search terms

Top searches

o® STACH&LIU 30




Defenses

BLACKHAT SEO DEFENSES

* Malware Warning Filters

» Google Safe Browsing
« Microsoft SmartScreen Filter
» Yaohoo Search Scan

 Sandbox Software
« Sandboxie (sandboxie.com|
 Dell KACE - Secure Browser
e Office 2010 (Protected Mode)
« Adobe Reader Sandbox (Protected Mode)

* Noscript and Ad-block browser plugins

'8 STACH&LIU
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Mass Injection Attacks

MALWARE GONE WILD

Malware Distribution VWoes

* Popular websites victimized, become malware distribution sites fo their own
cusfomers

Massive Malware Hits Media Web Sites

Security researchers estimate that roughly 7,000 Web pages were compromised in a SQL injection attack
this week, including The Wall Street Journal and Jerusalem Post.

By Mathew J. Schwartz, Informationyveek

June 10, 2010
URL: hitp:fAwnvne informationweelk, com/ston== Holaibbealtadialal =R REEONT AT

ooty \ PR T

From:

"Every timeIload Jpost site, I get nay - Mass Web attack hits Wall Street Journal. Jerusalem Post

on Tuesday, referring to the Jerusaler
by Rabert Mehillan

Sure enough, the Web sites of the Jej] ) ] )
A o June 9, 2010 —Internet users have been hit by a widespread Web attack that has compromised thousands of
and the Association of Christian Sch

p—— = - - - VWeb sites, including YWeb pages belonging to the YWall Street Journal and the Jerusalem Post.
gites serving malware to viewers.

o ' B N N ————— e Estimates ofthe total numberﬂfcnmprnmised VWeb sites vary hetween 7,000 and 114,000, accnrding to
security experts. Other compromi

B N D P N R e Ny

'8 STACH&LIU
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Malware Browser Filters

URL BLACK LIST

Profecting users from known threats
» Joint effort to protect customers from known malware and phishing links

Reported Attack Site!

This web site at 91.205.233.31 has been reported as an attack site and has been
blocked based on your security preferences.

hat steal private informaton, use your computer to

Wale, bt Mary are Cormpro rmised

'8 STACH&LIU
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Inconvenient Truth

DICKHEAD ALERTS

Malware Black List VWoes

* Average web administrator has no idea when their site gets black listed

- Hahal
Cal L]
&.eddl MNETSEC |cnmment5 related

reddit is a source for what's new and popular online. vote on links that you like or dislike and
help decide what's popular, or submit your own!

Chrome has labelled one of my websites as "dangerous” and hosting

malware. How did this happen and how can I get this undone? (=zif.net==c)
J

submitted 2 days ago by neoform3

Some dickhead emailed me | weeks ago claiming my site has malware on it, it's a
I've noticed that chrome is flagging my site as hosting

;| How did he do that?

Site is nakidness.com (NSFW obviously). I don't even have any 3rd party ads on the site. I
just have the reddit badge, disqus commenting and stumble badge...

malware.,

26 comments share

T | LR T S “-’“—-’A"‘J‘"*”‘Tfh”"'r

'8 STACH&LIU
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Advanced Defenses

PROTECT YO NECK

o® STACH&LIU



Malware Diggity

ADVANCED DEFENGSES

Malware Diggity

« Uses Bing's linkfromdomain: directive to jaentify offsite links of the domain(s)
you wish to monitor

« Compares to known malware sites,/domains
« Alerts if site is compromised and now distributing malware

Malware Diggity Alerts

* leverages the Bing ‘&ormat=rss’ directive, to actively monitor new offsite
/inks of your site as they appear

* Immediately lets you know if you have been compromised by one of these
mass injection attacks or if your site has been black listed

o® STACH&LIU 36



Malware Diggity

ADVANCED DEFENSES

<« C N % http//www.bing.com/search?q=linkfromdomain:twitter.com&go=&form=0QBLH&qgs=n&sk=

WWeb Images Videos Shopping Mews Maps More | MSN Hotmail

biﬁg linkfromdomain:twitter.com E

Web
SEARCH HISTORY ALL RESULTS 1-10 of 32,700 results - Advanced
Search more to see your . . .
histary / Vodafone - Mobile Phones, Mobile Internet, Broadband & Email
Visit Vodafone for the |atest mobile phones and discover more on mobile internet, mobile broadband, 5
Ses all mabile email, music and much more. Vodafone, make the most of now._,

Clear all - Turn off online.vodafone.co.uk - Cached page

Google

The local version of this pre-eminent search engine, offering UK-specific pages as well as world
results.

www_google.co.uk - Cached page

Colloguy: IRC_SILC & ICB Client
An IRC client for Macintosh OS X. Contains screenshots, documentation, support and download area.
colloguy.info - Cached page

trimR.LP.

tr. im is no longer accepting URL shortening requests wia its website. May we respectfully suggest
that you choose one of the many other wonderful alternatives available, listed ...

tr.im - Cached page

Security Developer Center

Find guidance, essential information, and tools for developing secure applications and writing secure
code on the Security Developer Center.

msdn.microsoft.com/en-us/security - Cached page

o® STACH&LIU



Malware Diggity

ADVANCED DEFENSES

YAHOO!, | http:/iwww.stachliu.com Explore URL

SITE EXPLORER

Site Explorer Results
@ Addto WySites ‘ Pages (70} H Inlinks (4,130) | Show Inlinks: | Except from this demain [+ to: | Entire Site [+]
@ My Sites Result details: | = || = | Submit webpage or Site Feed | Export first 1000 results to TSV
@ submit Your Site 1. Unofficial MDS Explore
text/ntml hitp:luserpages.umbc.edu/~mabzug1/csimdS/mda.html - 12K - cache
= Preferences
2. Offensive Computing | Community Malicious code research and ...
! Blog text/hntml hitplwww.offensivecomputing.net/ - 35k - cache =0
Badge

3. Approved Scanning Vendors

Expl
text/html https:/iwww. pcisecuritystandards.org/pdfsiasv_report.html - 34k - cache e

ik Web Senvice API
[ZF Feedback
4. Peter Selinger. MDS Collision Demao Explore
text/html hitpiwww.mscs.dal.ca/~selinger/md5collision/ - 13k - cache
5. Microsoft BlueHat Blog - Site Home - TechMet Blogs Explore
text/html http:'blogs.technet.com/bibluehat! - 140k - cache
a. Checkmarx Source Code Analysis Technologies Explore
text/html hitp2iwww.checkmarx.com/ - 48k - cache
7. Black Hat USA Spotlight: ATL Killbit Bypass - Microsoft ..
text/html http:/'blogs.technet.com/b/bluehat/archive/2009/07/27/black-hat-usa-atl- Explore
killbit-bypass.aspx - 151k - cache

o® STACH&LIU



oarmorize HackAlert™

Secure Your Web Applications

' SCAN DETAILS

)| Selected Monitor:
@ Status:

J Duration:

() Total URLs Crawled:

zcrack

Analyzing

41 Seconds

3

[=] Clean URLs: 0
‘? | URLs with suspicious links: u]
r,\ URLs with malware: 2

B Crawler Output | [ 4l URLs  [2] Clean URLs

You can

er output

'8 STACH&LIU

Selected Monitor:

REPORT DETAILS

zcrack

\:\ Clean URLs: i}
@ status: Finished =
{_ | URLs with suspicious links: u}
J Crawl Time: May 12th, 2010 - 10:43 = i
|=| URLs with malware: 3
4 Duration: 46 Seconds = _
2 |=] URLs blacklisted: 0
[} Total URLs Crawled: 3
[ AnurRLs | [3) cleanURLs | [ ous URLs [ [=) Malware | [=) Blackisted URLs
Status  URL
M hittp: iy zorack orgl
| Trigger the ing ici iours:
DRIVE_BY_DOWNLOA
Contains hidden iframes, frames or scripts which links to the following URLs:
hitp: fimalwareguru.cc lwvareMS06-014MS06-014 htm
hitp: fimalwareguru.co lwareMS06-014MS06-014 js
hitp: fimalwareguru . comimalwareMS06-042MS06-042 himl
Trigger DRIVE_BY_DOWHNLOADs that originate here:
http: iimalvwareguru.comicommon_exetest avi
R diation Infor i the f ing lines from your code or database.
Line: 211 - <iframe src="http: I eguru.co l eMS06-042MS06-042 html" wicth="0" height="0"=</frame=
Line: 215 - =script s ity 1 BYUILLCC | eMS06-014MS06-014 js"=<iscript=
line: 217 - iframe arn="httn" | RO comimal RMSNR-N14MSNR-M 4 hitm" wirdth="N" heinht="N"=</iframes=

39



Malware Monitoring

INFECTION DETECTION

Identify
External Links
/"

Identify
Incoming Links

Detect Compare to
Infections Black List
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Search Engine deOptimization
BLACK LIST YOUR FOES

|dentify
Malware Links

Mass Inject
Competition

Competition Competition

PageRank is O Black Listed
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Future Direction

PREDICTIONS

o® STACH&LIU
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Predictions

FUTURE DIRECTIONS

Data Explosion Renewed Tool Dev
* More data indexed, « Google Ajox APl based
searchable

* Bing/Yahoo/other engines

* ReaHime, streaming updates - Search engine aggregators

« Faster, more robust search « Google Code and Other Open
inferfoces Source Repositories
« MS CodePlex, Sourceforge, ...
GOOg|e Involvement « More automation in tools
» Filtering of search results « Realime detection and
« Better GH detection and exploitation
tool blocking «  Google worms

o8 STACH&LIU 43



Realtime Updates

FUTURE DIRECTIONS

G0ugle obama

Search | Advanced Search

Images

« Tam

New results will appear below as they become
available. Pause

Helen Thomas on her one question for Obama
YouTube - Helen Thomas on her one question
for Obama - youtube.com

Idanah - Twitter - 1 minute ago

Obama falters on immigration reform promises

i m #usnews #news
Real-time updates! § reform, Obama’s priorities shift -
—com - latimes.com

filterednews - Twitter - 1 minute ago

» Latest

Reset options

Web » Updates [=]Hide options Results 1 - 10 of about 4 for obama. (0.58 seconds)
All results 2010 > April» 20 - 21

Tam

prm

Tpm

Top links

Obama to discuss Supreme Court pick with party
leaders - CNN.com

President Obama is expected to meet with key
Republican and Democratic leaders Wednesday to
discuss a replacement for retiring Supreme ...
http:/Avww.cnn.com/2010/.../obama.../index.html
All mentions »

Obama Supreme Court Pick: President Talking
With Possible High ...

WASHINGTON — Pushing forward with one of his
most consequential decisions, President Barack
Obama has begun informal talks with ...
http:/Avww.huffingtonpost.com/.../obama-supreme-

o STACH&LIU
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Questions?

Ask Us so
We'll fry

o
v
%

mething

fO answer 1.

For more info:

Email: contact@stachliu.com
Project: diggity@stachliu.com
Stach & Liv, LLC

www. stachliu.com



Thank You

Stach & Liv Google Hacking Diggity Project info:
htto: / /www.stachliv.com/index.php/resources /tools / google-hacking-diggity-project/

'8 STACH&LIU
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