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* Introduction/Background

« Advanced Attacks
« Google/Bing Hacking

 Advanced Defenses
« Google/Bing Hacking Alerts

* Demos (time permitting)
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Introduction/
Background

GETTING UP TO SPEED
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Google/Bing Hacking

SEARCH ENGINE ATTACKS

2§ Google
C M % hitp//www.google.com/ » O~ F~-
iGoogle | Search settings | Sign in

€« C i ¥ http//www.bing.com/

Web |mages Videos Maps Mews Shopping Gmail more v

Google

Advanced Search

Language Tools
Images

Google Search | I'm Feeling Lucky Videos

Shopping
News
Maps

Advertising Programs ~ Business Solutions  About Google
Travel 3

) | 3
@ 2010 - Privacy E 14
Entertainment ’g,

Search History = * - ™~ W7 o)

Change background image
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Attack Targets

GOOGLE HACKING DATABASE

* Advisories and Vulnerabilities (215) * Pages containing network or

vulnerability data (59)

 Sensitive Directories (61)

« Error Messages (58)

» Files containing juicy info (230)
+ Files containing passwords (135] « Sensitive Online Shopping Info (9)
* Files containing usernames (15) » Various Online Devices (201}

e Footholds (21) * Vulnerable Files (57)
» Vulnerable Servers (48]
« Web Server Detection (/2]

* Pages confaining login porfals (232)
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Attack Targets

GOOGLE HACKING DATABASE

Old School Examples

* Error Messages
e filetype:asp + "[ODBC SQL™

* "Warning: mysqgl query ()" "invalild query™

* Files containing passwords

* inurl:passlist.txt
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Quick History

GOOGLE HACKING RECAP

2004

May 2004
2005

Jan. 2005
Feb. 13, 2005
Jan. 10, 2005
Dec. 5, 2006
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Google Hacking Database (GHDB) begins
Foundstone SiteDigger v1 released

Google Hacking v1 released by Johnny Long
Foundstone SiteDigger v2 released

Google Hack Honeypot first release
MSNPawn v1.0 released

Google stops issuing Google SOAP API keys



Quick History

GOOGLE HACKING RECAP

Mar. 2007
Nov. 2, 2007
Mar. 2008
June 3, 2009
Sept. 7, 2009
Nov. 2009
Dec. 1, 2009
2010
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Bing disables inurl: link: and linkdomain:
Google Hacking v2 released

cDc Goolag - gui tool released

Bing goes online

Google shuts down SOAP Search API
Binging tool released

FoundStone SiteDigger v 3.0 released
Googlag.org disappears



Google Apps Explosion

SO MANY APPLICATIONS TO ABUSE

Google alerts Coogle reacer gqqgle
Google custom search G 00 l e
O Google buzz & trendsg
GOO N
= Searchg; GOOglE code Google health
Google calendar Google news Googse public data explorer

GOUSIE docs Google Insich
ghts for Search
Google blogs e Google wave ‘W

preview
Google maps Google groups
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Advanced Attacks

WHAT YOU SHOULD KNOW
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New Toolkit

STACH & LIU TOOLS

Google Diggity
« Uses Google AJAX API
* Not blocked by Google bot detection

« Does not violate Terms of Service
@ » Can leverage Google custom search

Bing Diggity
 Uses Bing 2.0 SOAP API
« Company/Webapp Profiling
« Enumerate: URLs, IPto-virtual hosts, efc.

Wb« Bing Hacking Database (BHDB

* Vulnerability search queries in Bing format

'8 STACH&LIU
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GOOG

New Toolkit

LEDIGGITY

5 Search Diggity

File Options

Help

GoogleDiggity BingDiggity

Sites/Domains |

Query Appender
stachliu.com [Remove]
Google Customn Search ID:  Create
. [ tmport
- | Clear
Queries

> [ FsDB - Category Subcategory ~ Search String Page Title URL Cache URL

4+ [ GHDB Custom Custom site:stachliv.ce  Stach &amp; Ui http://www.stachliu.com/ http://www.google.com/search?c
> [0 advisories and Vi Custom Custom site:stachliu.c  Lord of the Bing  hitp://www.stachliu.com/slides/l http://www.google.com/search?
> [ Error Messages Custom Custom site:stachliv.c APPLicATion So  hitp://www.stachliu.com/brochun  hitp://www.google.com/search?
_> o F?Ies conta?n?ng I Custom Custom sitesstachliu.c  Lord of the Bing - http://www.stachliu.com/slides/t http://www.google.com/search?(
; g E:ES contt:!n!ng F Custom Custom site:stachliv.ce News « Stach 8 htitp://www.stachliu.com/index.p http://www.google.com/search?

iles containing v
g Custom Custom site:stachliu.c  Secure Web AP http://www.stachliu.com/brochu  http://www.google.com/search?c «
> [ Foothalds
> [ Misc 2 2
> [0 Pages containing PN Sclected Result
> [C] Pages containing
» [ Sensitive Directo Advanced Scan started. [9/13/2010 10:47:40 PM] -
> [0 sensitive Online ¢ Search Safety: Moderate.
) ) Unlimited results per query.
» [ various Online Dx Mot using Custom Search ID.
> [ Vulnerable Files Found 41 result(s) for query: " " [stachliu.com].
> [O] vulnerable Serve Total Results: 41.
e - - . |7 Scan Complete. [9/13/2010 10:47:41 PM]
] » -

Google Status: Ready

Bing Status: Ready
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New Toolkit

BINGDIGGITY

5 Search Diggity uw
File Options Help
GoogleDiggity BingDiggityr
|
Query Appender
098.129.200.37 [Remove]
Bing 2.0 API Key: Create
. [ tmport |
- Clear
Queries
. [ BHDB - Category  Subcategon Search String Page Title URL -
v [ Advisories and Vi Custom Custom ip:08.129.200.37 Stach & Liu http:/fwww.stachliu.com/
> [ Backup Files Custom Custom ip:08.120.200.37 Google Hacking Diggity Project  hitp://www.stachliu.com/index. php/resourcestools/goor
> [ configuration Ma Custom Custom ip:98.129.200.37  Tools « Stach & Liu hitp://weww.stachliu.com/index. php/resources,tools/
» [ Error Messages Custom Custom ip:98.129.200.37  Training « Stach & Liu http://www.stachliu.com/index. php/training/
> Files containing ji
. g i taini g1 Custom Custom ip:98.129.200.37 Webinars « Stach & Liu hittp://wwnw.stachliu.comfindex. php/resources/webinars/
iles containing F _ i i )
> [ Files containing v Custom Custom ip:98.129.200.37 Management & Advisory Board  http://www.stachliu.com/index.php/company/managen
[ Foothalds Custom Custom ip:98.129.200.37 Clients & Partners « Stach & Liv  hitp://www.stachliu.com/index. php/company/clients-par
-
> [ Misc o - . ———————— SR i s =
» [ Pages containing
> [] Pages containing Output Selected Result
b P Related
O Privacy Rela ! Advanced Scan started. [9/13/2010 10:37:10 PM] -
v [l Remote Administ Adult Option: Moderate
> [ Reported Vulners Maximum 200 results per guery.
> [ Sensitive Director Using Custom Search 1D: 2136A2334B9A25C0CBA7C73B93461F9367FBFD32.
- " Found 32 result(s) for query: " " [98.129.200.37].
b ¢
O sensitive Online ¢ Total Results: 32.
v [0 Technology Profil Scan Complete. [9/13/2010 10:37:12 PM]
» [ various Online D+
5 [T vndnarshls Cilee ¥
4 3 -
Google Status: Ready Bing Status: Ready

o® STACH&LIU

13



New Toolkit

STACH & LIU TOOLS

GOOQ |escr0 pe D | gg |Ty € > -hﬁ3:I‘.-"‘I‘-"www_goog|e_c0ml‘.""’mll.'ttach iu.com&tbs=web:1 > O- K-
* Uses Google mobile inferface » | stesstachiu.com a
« lightweight, no advertisements Stach & iy

Francis Brown and Rob Ragan will be presenting Lord of the Bing: Taking back search engine hacking fram Google and Bing” at Black .
www.stachliu.com/ - Options v

*  Violates Terms of Service Lo ofthe B

Lord of the Bing! Taking back search engine hacking fram Google and Microsoft. 03 MAY 2010. Presented by: ...
www_stachliu_com/slides/lordoft. - Options v

* Bot detection avoidance Company « Siach & Li
Stach & Liu was founded in 2005 by industry leading experts to help companies secure their networks and applications. ...
° DIST“ bUTed V|O prox'es www.stachliu.com/../company/ - Options

=or Defeating Forensic Analysis - Slide 1

Defeating Forensic. Analysis. CEIC 2006 — Technical Lecture 1. Thursday, May 4 — 10:30 am to 11:30 am. Presented by Vincent Liu and
° SpOO](S User'OgenT a nd Re](e rer www._stachliu com/files/CEIC2006... - Options v
News « Stach & Liu
heoders mErs Lo ALl S LU

JUN 25, 2009 | Vincent Liu will be participating in Jump Start Application Security Initiatives with SaaS, a CS0 online webinar ...
www_stachliu_com/./news/ - Options v

® RCI ndom VCI|U€ Clients & Partners « Stach & Liu

Stach & Liu serves a broad array of organizations all over the world including the Fortune 1000, mid-market enterprises, ..
www.stachliu.com/index_phpfcomp... - Options »

m

. |

AC ross Goog € Servers Requlatory Compliance « Stach & Liu
HIPAA Health Check & Readiness Review. Stach & Liu's HIPAA Health Check & Readiness Review service will help you gain a complete ...
www.stachliu.com/index_phpfserv... - Options v
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New Hack Databases

ATTACK QUERIES

RHDR — Bmg chkmg Data Base Example - Bing vulnerability search:
« GHDB query

¢ FII’ST ever Blng hOCkIﬂg CIOTObOSG * M"allintitle:Netscape FastTrack Server Home Page"
« BHDB version

¢ Blng hOCkmg |ImITOTIOﬂS e intitle:”Netscape FastTrack Server Home Page"

« Disabled inurl:, link: and linkdomain: o
direcﬂves in /\/\CI rCh 2007 biﬂg inanchor:pl inanchor:cgi intitle:"FormMail ** [[£]

Web

 No support for ext:, allintitle:, allinurl: o st - oanee

Free-form Mail
Form Processor

FormMail.com - HTML Form Processor

Web Senice to process and email the results of web forms. Mo programming or installation is needed *
. . . . . PHP FormMail
. www_formmail.com - Cached page
« Limited filetype: functionality 5P ot o
. Cgi FormMail Matt's Script Archive: FormMail
. On |y .| 2 eXTeﬂs 10ONS SU pported NMS FormMail Ovenview: FormMail is a generic HTML form to e-mail gateway that parses the results of any form and
Matt's FormMail sends them to the specified users. This script has many formatting and ...

www_scriptarchive com/farmmail html - Cached page
FormMail Not Working o o P

Matt's Script Archive: FormMail: Download

SEARCH HISTORY Optional Information: Supplying your e-mail address is completely optional. You can also request to
Search more to see your be subscribed to the new-scripts mailing list, which receives occaisional messages ...

history www_scriptarchive_com/download_cgi?s=formmail - Cached page

See all Bin Cgi Formmail.pl

Bin Cgi Formmail pl FOUND IT HERE! calor de de formas transmission care child form home
mathematical transformation enter key submit form 1 crash formula
grou.ps/bincgiformmail_pl - Cached page

FormMail v1.92

Copyright 1995 - 2002 Matt Wright Version 1.92 - Released April 21, 2002 A Free Product of Matt's
Script Archive, Inc.

formmail. monstercommerce.com/cgi-bin/ntformmail/ntformmail.pl - Cached page

Clear all - Tumn off

FormMail v1
FormMail
home xtra_co.nz/cgi-bin/FormMail_pl - Cached page
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NEW GOOGLE HACKING TOOLS

DEMO

'8 STACH&LIU
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Traditional Defenses

GOOGLE HACKING DEFENSES

"Google Hack yourselt” organization
* Employ tools and techniques used by hackers
* Remove info leaks from Google cache
* Using Google Webmaster Tools

Regularly update your robots. txt.

» Or robots meta tags for individual page exclusion

Data Loss Prevention/Extrusion Prevention Systems
* Free Tools: OpenDIP, Senf

Policy and Legal Restrictions

'8 STACH&LIU
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Traditional Defenses

GOOGLE HACKING DEFENSES

"Google Hack yourselt” organizati
* Employ tools and techni

strictions

'8 STACH&LIU
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Advanced Defenses

PROTECT YO NECK
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Existing Defenses

"HACK YOURSELF

v’ Tools exist

X Convenient

X RealHime updates

X Multi-engine results

X Historical archived data

X Multi-domain searching

o® STACH&LIU
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Advanced Defenses

NEW HOT SIZZLE

Stach & Liu now proudly presents:
» Google Hacking Alerts

» Bing Hacking Alerts Q"

'AV
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Google Hacking Alerts

ADVANCED DEFENGSES

Google Hacking Alerts

» Al hacking database queries using Google alerts

* Realtime vuln updates to >2400 hack queries via RSS

» Organized and available via Google reader importable file

GODS[@ alerts Manage your Alerts

Your Google Alerts

Search terms

[ Host="* intext enc_UserPassword=* ext:pef

GHDB regexs made into

stachliud@gmail.com | Settings | FAQ | Sign out

[ "# Durnping data for table (usemarmeloserosers|passward]”

[T "# Dumping data for table"

E "# phptyAdmin MySGQLDump" "INSERT INTO" -"the"

Google Alerts
Switch to text emails | Export alers
N\ Type How often Email length
Wieh as-it-happens up to 50 results Feed £ edit
“iew in Google Reader
Yiah it b amnan Feed Eﬂ edit
“iew in Google Reader
RSS Feeds generated that :
WWeb track new GHOB vulnerable Feed Eﬁ! edit
pages in real-time “iew in Google Reader
Yeb Feed £ edit

J

Yiew in Google Reader

o® STACH&LIU
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Google Hacking Alerts

ADVANCED DEFENGSES

Google reader Al items -1 [ Search

All items (1000+)

James Bond needs help!

B3 Add a subscription Google Alerts - "mySQL error with query™ mySQL error page snippet conveniently
provided in RSS summary

Show: 11 new itemns - all items | Mark all as read | - | Refresh | Feed settings... -
Feople you follow +||>
Explore : HESLAXOFDEMN - SRR T, XLHK- BEXERDC, ... mySOL erorwith CREATE TEMPORARY TABLE p
/Subscriptions - HEEE-bAOFBEAE - mySOL error with query SELECT COUNT(™) AS result FROM nucleus jAttionlog: Can't open file: 'nucleus_acticl
@ (7 FSDB-Backup Files (195) 4 ¥ James Bond 007 - MG - The Home Of James Bond - mySQL error with query SELECT c.citern as itemid, ¢ cnumb¥ as commentid, ¢ chodly as

@ FSDB-Configuration Ma... (371)
® [ FSDB-Error Messages {(654)

\ FSDB-Privacy Related (501) via Google Alerts - "mySQL error with query”
# [ FSDB-Remote Administr... (102)

James Bond 007 :: MI6 - The Home Of James Bond

® [ FSDB-Reported Vulnera... (90) mySQL error with query SELECT c.citemn as itemid, c.cnumber as commentid, c.chody as body, c.cuser as

user, c.cmail as userid, c.cemail as email, ...

@ [ i
# =/ FSDB-Technology Profile (652) \_ wiy MIG . co ukdmi 6 php3inewsindex php Piternid. .

J/

® {7 GHDB-Advisories and V... (1000+
= = GHDB-Error Messages (1000+) Add star Like Share Share with note Email < - Add tags

2! Google Alerts - "mySAQ... (11 -
W Google Ale .
with guery
2 Google Alerts - acCe.. BT Several thousand GHDB/FSDB

mMysdl Macosx

¥

2 Google Alerts - "Ani... (1) q

1 "

EMAFH » DT RN — A - mySAL error with query INSERT INTO nucleus_plug_captcha (ckey, time, solution, active) VALUES ('890c8be48 1
WLER EHESR | 5T - mySAL error with query INSERT INTO nucleus_plugin_option (oval
vuln alerts generated each day 1 FRfEdt . BER - mySAL error with query INSERT INTO nucleus_plugin_option (ovg

fgs Jewelry . - mysal errorwith query. creating standalone applications with mysgl. mysgl

o STACH&LIU
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Bing Hacking Alerts

ADVANCED DEFENGSES

Bing Hacking Alerts
* Bing searches with regexs from BHDB
* leverage &format=rss directive fo turn into update feeds
* Realtime vuln updates to =900 Bing hack queries via RSS

Google reader

B3 2dd a subscription

All items {1000+)

People you follow +
Explore

Subscriptions

{7 BHDB-Advisories and V... {910)
{7 BHDB-Backup Files (50}

{7 BHDB-Configuration Ma... {207)
{7 BHDB-Error Messages (507)

{7 BHDBFiles containing... (607}
{7 BHDBFiles containing... (343}
{7 BHDBFiles containing... {50)
{2 BHDB-Footholds (45)

{7 BHDB-Misc {116}

{7 BHDB-Pages containing... 765}
{7 BHDB-Pages containing... {159}
{7 BHDB-Privacy Related {196}

{7 BHDB-Remote Administr... {36)
{7 BHDB-Reported Vulnera... (20}

5

All iterns = | | Search

Bing: intitle:"Snap Server” intitle:"Home" "Active Users" »
Show: O new items - all items | Mark all as read | = || Refresh | Feed settings... =

Snap Server WELW-SNAP [Home] - WELW-SMAF = Home
Snap Server CORESERVER [Home] - CORESERYER = Home
Snap Server GSTI [Home] - GSTI = Horme
adsphotographer.com - SHAPSS373 = Home

Snap Server SNAPE24929 [Home] - SMAPE24529 - Horme
Snap Server SAINTSNAP [Home] - SAITEMNAF = Home

Snap Server DIGITALDATAT [Home] - BOT - Unavailable: folder does not exist. SHARET: acesag - For ACES publicat

Snap Server FTP-SERVER [Home] - Flinn - Flinn OFF-Site Backup: Home - Folder for network shares/drive mapping:

Snap Server FTP-SERVER [Home]

Flinn - Flinn OFF-Site Backup: Home - Folder for network shares/drive mapping: MyHost - Folder for my personal
YWeb Hosting: msmecs.net - www.msmes.net PUB FTP

Add star Like Share Share with note Email Keep unread Edittags: BHDB-Various Online Devices

7 RHNR.Sensitive Diract 200

Snap Server XRAYY [Home] - XRAYT « Home
Snap Server SNAP205861 [Home] - SMAP205861 = Horme

o STACH&LIU
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Bing/Google Alerts

LIVE VULNERABILITY FEEDS

World's Largest Live Vulnerability Repository
* Daily updates of ~5000 new hits per day

Last 30 days Time of day  Day of the week

10/14: 3427 items posted |

~3000 new vuln -
hits per day

1 g — . e T ——— - —r— ' R e
R e . 1 P vy e o | —

lterms posted M items read

o® STACH&LIU
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Bing/Google Alerts

THICK CLIENTS TOOLS

Google/Bing Hacking Alert Thick Clients
« Google/Bing Alerts

o Allow user to

* e.g. "yourcompany.com”in the URL

) |

* Several being released:
« Google Desktop Gadget

2
o \/_ 2\
9 3
| J
8 4
\7\6%
o) 1

« OS independent client

b DI’OICI Opp (COmIﬂg SOOD) &g.stachLinJ-GoogEandBingHackjn..
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ADVANCED DEFENSETOOLS

DEMO
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New Defenses

'‘GOOGLE/BING HACK ALERTYS”

v’ Tools exist

v’ Convenient

v’ Realime updates

v Multiengine results

v’ Historical archived data

v’ Multi-domain searching

o® STACH&LIU
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Questions?

Ask Us so
We'll fry

o
v
%

mething

fO answer 1.

For more info:

Email: contact@stachliu.com
Project: diggity@stachliu.com
Stach & Liv, LLC

www. stachliu.com



Thank You

Stach & Liv Google Hacking Diggity Project info:
htto: / /www.stachliv.com/index.php/resources /tools / google-hacking-diggity-project/
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