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• Introduction/Background 
 

• Advanced Attacks 
• Google/Bing Hacking 

 
• Advanced Defenses 

• Google/Bing Hacking Alerts 
 

• Other OSINT Attack Techniques 
 

• Future Directions 

O V E R V I E W 



Goals 
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• To improve  Google Hacking 
• Attacks and defenses 
• Advanced tools and techniques 

 
• To think differently  about exposures in 

publicly available sources  
 

• To blow your mind! 
 

D R O P  K N O W L E D G E  O N  Y O U  



Introduction/ 
Background 
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G E T T I N G  U P  T O  S P E E D 



Open Source Intelligence 

6 

S E A R C H I N G  P U B L I C  S O U R C E S 

OSINT – is a form of intelligence 
collection management that involves 
finding, selecting, and acquiring 
information from publicly available 
sources and analyzing it to produce 
actionable intelligence.  

Presenter
Presentation Notes
Google Hacking is one form of OSINThttp://en.wikipedia.org/wiki/OSINT 



Google/Bing Hacking 
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S E A R C H  E N G I N E  A T T A C K S 



Google/Bing Hacking 
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S E A R C H  E N G I N E  A T T A C K S 

Bing's source leaked!  
 
class Bing {  

public static string Search(string 
query)  
{  

return Google.Search(query);  
}  

} 



Attack Targets 
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• Advisories and Vulnerabilities (215) 
• Error Messages (58) 
• Files containing juicy info (230) 
• Files containing passwords (135) 
• Files containing usernames (15) 
• Footholds (21) 
• Pages containing login portals (232) 

G O O G L E  H A C K I N G  D A T A B A S E 

• Pages containing network or 
vulnerability data (59) 

• Sensitive Directories (61) 
• Sensitive Online Shopping Info (9) 
• Various Online Devices (201) 
• Vulnerable Files (57) 
• Vulnerable Servers (48) 
• Web Server Detection (72) 

Presenter
Presentation Notes
Google Hacking Database (GHDB) – as of April 8, 2010http://www.hackersforcharity.org/ghdb/ Advisories and Vulnerabilities (215 entries)These searches locate vulnerable servers. These searches are often generated from various security advisory posts, and in many cases are product or version-specific. Error Messages (68 entries)Really retarded error messages that say WAY too much! Files containing juicy info (230 entries)No usernames or passwords, but interesting stuff none the less. Files containing passwords (135 entries)PASSWORDS, for the LOVE OF GOD!!! Google found PASSWORDS! Files containing usernames (15 entries)These files contain usernames, but no passwords… Still, google finding usernames on a web site.. Footholds (21 entries)Examples of queries that can help a hacker gain a foothold into a web server Pages containing login portals (232 entries)These are login pages for various services. Consider them the front door of a website’s more sensitive functions. Pages containing network or vulnerability data (59 entries)These pages contain such things as firewall logs, honeypot logs, network information, IDS logs… all sorts of fun stuff! sensitive Directories (61 entries)Google’s collection of web sites sharing sensitive directories. The files contained in here will vary from sesitive to uber-secret! sensitive Online Shopping Info (9 entries)Examples of queries that can reveal online shopping info like customer data, suppliers, orders, creditcard numbers, credit card info, etc Various Online Devices (201 entries)This category contains things like printers, video cameras, and all sorts of cool things found on the web with Google. Vulnerable Files (57 entries)HUNDREDS of vulnerable files that Google can find on websites… Vulnerable Servers (48 entries)These searches reveal servers with specific vulnerabilities. These are found in a different way than the searches found in the “Vulnerable Files” section. Web Server Detection (72 entries)These links demonstrate Google’s awesome ability to profile web servers.. 



Attack Targets 
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Old School Examples 
• Error Messages 

• filetype:asp  + "[ODBC SQL“ 

• "Warning: mysql_query()" "invalid query“ 
 

• Files containing passwords 
• inurl:passlist.txt 

G O O G L E  H A C K I N G  D A T A B A S E 

Presenter
Presentation Notes
Google Hacking Database (GHDB) – as of April 8, 2010http://www.hackersforcharity.org/ghdb/ Advisories and Vulnerabilities (215 entries)These searches locate vulnerable servers. These searches are often generated from various security advisory posts, and in many cases are product or version-specific. Error Messages (68 entries)Really retarded error messages that say WAY too much! Files containing juicy info (230 entries)No usernames or passwords, but interesting stuff none the less. Files containing passwords (135 entries)PASSWORDS, for the LOVE OF GOD!!! Google found PASSWORDS! Files containing usernames (15 entries)These files contain usernames, but no passwords… Still, google finding usernames on a web site.. Footholds (21 entries)Examples of queries that can help a hacker gain a foothold into a web server Pages containing login portals (232 entries)These are login pages for various services. Consider them the front door of a website’s more sensitive functions. Pages containing network or vulnerability data (59 entries)These pages contain such things as firewall logs, honeypot logs, network information, IDS logs… all sorts of fun stuff! sensitive Directories (61 entries)Google’s collection of web sites sharing sensitive directories. The files contained in here will vary from sesitive to uber-secret! sensitive Online Shopping Info (9 entries)Examples of queries that can reveal online shopping info like customer data, suppliers, orders, creditcard numbers, credit card info, etc Various Online Devices (201 entries)This category contains things like printers, video cameras, and all sorts of cool things found on the web with Google. Vulnerable Files (57 entries)HUNDREDS of vulnerable files that Google can find on websites… Vulnerable Servers (48 entries)These searches reveal servers with specific vulnerabilities. These are found in a different way than the searches found in the “Vulnerable Files” section. Web Server Detection (72 entries)These links demonstrate Google’s awesome ability to profile web servers.. 



Quick History 
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G O O G L E  H A C K I N G  R E C A P 

Dates Event 

2004 Google Hacking Database  (GHDB) begins 

May 2004 Foundstone SiteDigger v1 released 

2005 Google Hacking v1 released by Johnny Long 

Jan. 2005 Foundstone SiteDigger v2 released 

Feb. 13, 2005 Google Hack Honeypot first release 

Jan. 10, 2005 MSNPawn v1.0 released 

Dec. 5, 2006 Google stops issuing Google SOAP API keys 

… … 

Presenter
Presentation Notes
MSNPawn v1.0 Releasedhttp://net-square.com/msnpawn/index.shtml



Quick History 
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G O O G L E  H A C K I N G  R E C A P 

Dates Event 

Mar. 2007 Bing disables inurl: link: and linkdomain: 

Nov. 2, 2007 Google Hacking v2 released 

Mar. 2008 cDc Goolag - gui tool released 

Sept. 7, 2009 Google shuts down SOAP Search API 

Nov. 2009 Binging tool released 

Dec. 1, 2009 FoundStone SiteDigger v 3.0 released 

2010 Googlag.org disappears 

Presenter
Presentation Notes
Mar 2007 – Bing disables inurl:, link:, and linkdomain:http://www.bing.com/community/blogs/search/archive/2007/03/28/we-are-flattered-but.aspxNov 2, 2007 – Google Hacking v2 releasedhttp://www.amazon.com/Google-Hacking-Penetration-Testers-ebook/dp/B001UFP658/ref=sr_1_5?ie=UTF8&qid=1288245436&sr=8-5Mar 2008 – cDc Goolag – gui tool releasedhttp://www.darknet.org.uk/2008/03/goolag-gui-tool-for-google-hacking/Sept. 7,2009 – Google shuts down SOAP Search APIhttp://googlecode.blogspot.com/2009/08/well-earned-retirement-for-soap-search.htmlNov 2009 – Binging tool releasedhttp://www.blueinfy.com/Binging.ziphttp://www.blueinfy.com/tools.htmlDec 1,2009 – Foundstone Sitedigger v3.0 releasedhttp://www.foundstone.com/us/resources/proddesc/sitedigger.htm2010 – Goolag disappearshttp://www.goolag.orghttp://toolbar.netcraft.com/site_report?url=http://www.goolag.org/IP address went from 75.126.102.193 to 10.4.223.196



Advanced Attacks 
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W H A T   Y O U   S H O U L D   K N O W 

Presenter
Presentation Notes
Major Google Hacking and other related OSINT attacks and techniques.



New Toolkit 
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Google Diggity 
• Uses Google AJAX API 

• Not blocked by Google bot detection 
• Does not violate Terms of Service 

• Can leverage  
 

Bing Diggity 
• Uses Bing 2.0 SOAP API 
• Company/Webapp Profiling 

• Enumerate: URLs, IP-to-virtual hosts, etc. 
• Bing Hacking Database (BHDB) 

• Vulnerability search queries in Bing format 
 

 

S T A C H  &  L I U  T O O L S 

Presenter
Presentation Notes
New Stach & Liu Google/Bing hacking tools available at:http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/Google Custom Search Engines: http://www.google.com/cse/Google AJAX API:http://code.google.com/apis/ajaxsearch/



New Toolkit 
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G O O G L E D I G G I T Y 

Presenter
Presentation Notes
New Stach & Liu Google/Bing hacking tools available at:http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/Google Custom Search Engines: http://www.google.com/cse/Google AJAX API:http://code.google.com/apis/ajaxsearch/



New Toolkit 
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B I N G D I G G I T Y 

Presenter
Presentation Notes
New Stach & Liu Google/Bing hacking tools available at:http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/Google Custom Search Engines: http://www.google.com/cse/Google AJAX API:http://code.google.com/apis/ajaxsearch/



New Toolkit 
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GoogleScrape Diggity 
• Uses Google mobile interface 

• Light-weight, no advertisements 
 

• Violates Terms of Service 
 

• Bot detection avoidance 
• Distributed via proxies 

 

• Spoofs User-agent and Referer 
headers 
 

• Random &userip= value 
 

• Across Google servers 

S T A C H  &  L I U  T O O L S 

Presenter
Presentation Notes
GoogleScrapeDiggityComing soon- Makes fingerprinting possible via Google



New Hack Databases 
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BHDB – Bing Hacking Data Base 
• First ever Bing hacking database 

 

• Bing hacking limitations 
• Disabled inurl:, link: and linkdomain: 

directives in March 2007 
 

• No support for ext:, allintitle:, allinurl:  
 

• Limited filetype: functionality 
• Only 12 extensions supported 

A T T A C K   Q U E R I E S 

Example - Bing vulnerability search: 
• GHDB query 

• "allintitle:Netscape FastTrack Server Home Page" 

• BHDB version 
• intitle:”Netscape FastTrack Server Home Page" 

 

Presenter
Presentation Notes
Past Bing/MSN hacking tools were limited to only basic footprinting techniques, with no actual vulnerability identificationStach & Liu Data Base (SLDB)With the GHDB and FSDB not regularly updated, we at Stach & Liu  have begun to build out and compile  new search terms to be used by these Google/Bing hacking tools, to ensure that their results stay relevant and useful.Renewed active development of Google Hacking regular expressionsBing has disabled inurl to prevent Bing Hacking, see:http://www.bing.com/community/blogs/search/archive/2007/03/28/we-are-flattered-but.aspx “For those of you who use some of the advanced query syntax in our search engine such as link:, linkdomain: and inurl:, you may have noticed that this functionality has been recently turned off.”Previous Bing/MSN search engine tools – limited to footprinting:MSNPawnhttp://net-square.com/msnpawn/index.shtmlBinginghttp://www.blueinfy.com/Binging.ziphttp://www.blueinfy.com/tools.html



BaiduDiggity 
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C H I N A  S E A R C H  E N G I N E 

• COMING SOON! 

Presenter
Presentation Notes
Baiduhttp://www.baidu.com/Founded in 2000, Baidu, a Chinese language search platform, leveraging the booming Chinese Internet and search engine market , has dominated Chinese online ad market in 2007, generating RMB1.74 billion revenue with at 108% growing rate year on year. Respond to hundreds of millions of queries daily, Baidu represent approximately 70% of total online search queries in China. Over 150,000 small and mid-sized Chinese enterprises, large domestic corporations and Chinese divisions or subsidiaries of large multinational corporations have benefited from Baidu's online search marketing services. Beyond online search, Baidu continues its success in query-based searchable communities with Baidu's Post Bar (BBS) and Baidu Knows (Answers) representing two of the biggest communities in the world.Example: http://www.baidu.com/s?wd=intitle%3A%22Snap+Server%22+intitle%3A%22Home%22+%22Active+Users%22&n=2



Google Custom Search 
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N O R W A Y  S E A R C H  E N G I N E 

Presenter
Presentation Notes
Google Custom Search Engine (CSE)Google CSE: http://www.google.com/cse Norway CSE: http://www.google.com/cse/home?cx=013931441997728635234:w6kfuwsuxj4



DEMO 
N E W  G O O G L E  H A C K I N G  T O O L S 
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Traditional Defenses 
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G O O G L E   H A C K I N G  D E F E N S E S 

• “Google Hack yourself” organization 
• Employ tools and techniques used by hackers 
• Remove info leaks from Google cache 

• Using Google Webmaster Tools 
 
• Regularly update your robots.txt. 

• Or robots meta tags for individual page exclusion 
 

• Data Loss Prevention/Extrusion Prevention Systems 
• Free Tools: OpenDLP, Senf 

 
• Policy and Legal Restrictions 

 

Presenter
Presentation Notes
Remove Info from Google’s Cache:http://www.google.com/support/webmasters/bin/answer.py?hl=en&answer=164734http://www.google.com/support/webmasters/bin/answer.py?answer=61817https://www.google.com/webmasters/tools/home?hl=enhttp://onecoolsitebloggingtips.com/2008/03/21/how-to-remove-data-from-googles-cache/Blocking indexing on a page basis by:<meta name="robots" content="noindex"><meta name="googlebot" content="nodindex">http://googlewebmastercentral.blogspot.com/2007/03/using-robots-meta-tag.htmlhttp://searchengineland.com/yahoo-provides-noydir-opt-out-of-yahoo-directory-titles-descriptions-10631http://www.robotstxt.org/meta.htmlDLP Info:http://en.wikipedia.org/wiki/Data_Loss_Prevention Data Loss Prevention (DLP) is a computer security term referring to systems that identify, monitor, and protect data in use (e.g., endpoint actions), data in motion (e.g., network actions), and data at rest (e.g., data storage) through deep content inspection, contextual security analysis of transaction (attributes of originator, data object, medium, timing, recipient/destination, etc.), and with a centralized management framework. The systems are designed to detect and prevent the unauthorized use and transmission of confidential information.http://www.csoonline.com/documents/whitepapers/UnderstandingDataLocation.pdfhttp://www.csoonline.com/article/221272/Data_Loss_Prevention_Dos_and_Don_tshttp://www.gtbtechnologies.com/Downloads/5_essential_ingredients_gtb.pdfhttp://www.codegreennetworks.com/blog/?p=33http://www.sans.org/reading_room/whitepapers/dlp/DLP Free Tools:OpenDLP – Free Open-Source Data Loss Prevention (DLP) Tool – (Released 4/28/2010) http://code.google.com/p/opendlp/http://www.darknet.org.uk/2010/05/opendlp-free-open-source-data-loss-prevention-dlp-tool/Senf - The Sensitive Number Finder (Last updated 5/22/2009)https://senf.security.utexas.edu/wiki/Other DLP Commercial Products:Code Green Networks -- Content Inspection Appliance, CI-1500; CI-750; CI-Agent, v. 5.0InfoWatch -- InfoWatch Traffic Monitor, v. 3.0McAfee -- McAfee Data Loss Prevention (DLP): Host 2.0, Gateway 3300, 3400Orchestria -- Orchestria v. 5.0Reconnex -- Reconnex 7RSA Security -- RSA Data Loss Prevention (DLP) Suite: Datacenter 3.1.1; Network 5.1.1; and Endpoint 3.0Trend Micro -- Trend Micro LeakProof, v. 3.0Verdasys -- Digital Guardian, v. 5.1Vericept -- Vericept Monitor, Protect, Discover, v. 8.2; Vericept Edge, v. 1.3Websense -- Websense Content Protection Suite, v. 6.5Workshare -- Workshare Protect, v. 6
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G O O G L E   H A C K I N G  D E F E N S E S 

• “Google Hack yourself” organization 
• Employ tools and techniques used by hackers 
• Remove info leaks from Google cache 

• Using Google Webmaster Tools 
 
• Regularly update your robots.txt. 

• Or robots meta tags for individual page exclusion 
 

• Data Loss Prevention/Extrusion Prevention Systems 
• Free Tools: OpenDLP, Senf 

 
• Policy and Legal Restrictions 

 

Presenter
Presentation Notes
Remove Info from Google’s Cache:http://www.google.com/support/webmasters/bin/answer.py?hl=en&answer=164734http://www.google.com/support/webmasters/bin/answer.py?answer=61817https://www.google.com/webmasters/tools/home?hl=enhttp://onecoolsitebloggingtips.com/2008/03/21/how-to-remove-data-from-googles-cache/Blocking indexing on a page basis by:<meta name="robots" content="noindex"><meta name="googlebot" content="nodindex">http://googlewebmastercentral.blogspot.com/2007/03/using-robots-meta-tag.htmlhttp://searchengineland.com/yahoo-provides-noydir-opt-out-of-yahoo-directory-titles-descriptions-10631http://www.robotstxt.org/meta.htmlDLP Info:http://en.wikipedia.org/wiki/Data_Loss_Prevention Data Loss Prevention (DLP) is a computer security term referring to systems that identify, monitor, and protect data in use (e.g., endpoint actions), data in motion (e.g., network actions), and data at rest (e.g., data storage) through deep content inspection, contextual security analysis of transaction (attributes of originator, data object, medium, timing, recipient/destination, etc.), and with a centralized management framework. The systems are designed to detect and prevent the unauthorized use and transmission of confidential information.http://www.csoonline.com/documents/whitepapers/UnderstandingDataLocation.pdfhttp://www.csoonline.com/article/221272/Data_Loss_Prevention_Dos_and_Don_tshttp://www.gtbtechnologies.com/Downloads/5_essential_ingredients_gtb.pdfhttp://www.codegreennetworks.com/blog/?p=33http://www.sans.org/reading_room/whitepapers/dlp/DLP Free Tools:OpenDLP – Free Open-Source Data Loss Prevention (DLP) Tool – (Released 4/28/2010) http://code.google.com/p/opendlp/http://www.darknet.org.uk/2010/05/opendlp-free-open-source-data-loss-prevention-dlp-tool/Senf - The Sensitive Number Finder (Last updated 5/22/2009)https://senf.security.utexas.edu/wiki/Other DLP Commercial Products:Code Green Networks -- Content Inspection Appliance, CI-1500; CI-750; CI-Agent, v. 5.0InfoWatch -- InfoWatch Traffic Monitor, v. 3.0McAfee -- McAfee Data Loss Prevention (DLP): Host 2.0, Gateway 3300, 3400Orchestria -- Orchestria v. 5.0Reconnex -- Reconnex 7RSA Security -- RSA Data Loss Prevention (DLP) Suite: Datacenter 3.1.1; Network 5.1.1; and Endpoint 3.0Trend Micro -- Trend Micro LeakProof, v. 3.0Verdasys -- Digital Guardian, v. 5.1Vericept -- Vericept Monitor, Protect, Discover, v. 8.2; Vericept Edge, v. 1.3Websense -- Websense Content Protection Suite, v. 6.5Workshare -- Workshare Protect, v. 6
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P R O T E C T  Y O  N E C K 



Existing Defenses 
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“H A C K  Y O U R S E L F” 

Multi-engine results  
Real-time updates  
Convenient  

Historical archived data  
 Multi-domain searching 

Tools exist  

Presenter
Presentation Notes
Defense Recommendations of Old: "Google Hack Yourself” Not efficient with existing tools, have to run many times across all domains and correlate results (e.g. stachliu.com, sl.com, stachliu.org…).  Also have to use different tools to look for vulns in different search engines (Google/Bing/Yahoo/…) If done say quarterly, you go by 3 months with a vuln exposed via Google to the public without being able to respond.  Or if the index has been retired by the time you re-Google Hack yourself, but the vuln still exists - you missed the opportunity of identifying it. Need for real time updates and detection, as well as historical data (i.e. not just vulns in your company systems that are in Google's index now, but vulns in your company systems that have ever been in Google's index.



Advanced Defenses 
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N E W  H O T  S I Z Z L E 

Stach & Liu now proudly presents: 
• Google Hacking Alerts 
• Bing Hacking Alerts 

Presenter
Presentation Notes
StachLiu Defense Tools Our “Google Alerts” and “Bing Alerts”. RSS feed to be alerted of new issues – a GoogleHacking Detection System (GHDS).Real time updates on Google Hack hits across both Google and Bing, that are organized and sent to you conveniently via RSS feeds. Future tool that allows you to set alerts based on these feeds, but filtered specifically for your company.New Stach & Liu Google/Bing hacking tools available at:http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/



Google Hacking Alerts 
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A D V A N C E D  D E F E N S E S 

Google Hacking Alerts 
• All hacking database queries using  
• Real-time vuln updates to >2400 hack queries via RSS 
• Organized and available via                     importable file 

Presenter
Presentation Notes
Google Hacking Alertshttp://www.google.com/alertshttp://www.google.com/reader



Google Hacking Alerts 
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A D V A N C E D  D E F E N S E S 

Presenter
Presentation Notes
Google Hacking Alertshttp://www.google.com/alertshttp://www.google.com/reader



Bing Hacking Alerts 
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A D V A N C E D  D E F E N S E S 

Bing Hacking Alerts 
• Bing searches with regexs from BHDB 
• Leverage &format=rss directive to turn into update feeds 
• Real-time vuln updates to >900 Bing hack queries via RSS 

Presenter
Presentation Notes
Bing Hacking AlertsShow creation of Bing Hacking alerts via Bing ‘&format=rss’ and Google Reader Good example bing query:  "mySQL error with query“ http://www.bing.com/search?q="mySQL error with query“&format=rss



Bing/Google Alerts 
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L I V E  V U L N E R A B I L I T Y  F E E D S  

World’s Largest Live Vulnerability Repository 
• Daily updates of ~3000 new hits per day 

Presenter
Presentation Notes
Largest live vulnerability feed.  



Bing/Google Alerts 
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T H I C K  C L I E N T S  T O O L S 

Google/Bing Hacking Alert Thick Clients 
• Google/Bing Alerts RSS feeds as input 

 

• Allow user to set one or more filters 
• e.g. “yourcompany.com” in the URL 

 

• Several thick clients being released: 
• Google Desktop Gadget 

• OS independent client 

• Droid app (coming soon) 

Presenter
Presentation Notes
Google/Bing Hacking Alerts – Thick Client AppsStach & Liu will be releasing 3 free thick client interfaces to filter the Google/Bing Hacking Alerts RSS feeds at Black Hat USA 2010.



DEMO 
A D V A N C E D  D E F E N S E  T O O L S 
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New Defenses 
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“G O O G L E / B I N G   H A C K  A L E R T S” 

Multi-engine results  
Real-time updates  
Convenient  

Historical archived data  
 Multi-domain searching 

Tools exist  



Other OSINT Attacks 
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W H A T   Y O U   S H O U L D   K N O W 

Presenter
Presentation Notes
Major Google Hacking and other related OSINT attacks and techniques.



Google Apps Explosion 
S O  M A N Y  A P P L I C A T I O N S  T O  A B U S E 
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Presenter
Presentation Notes
Over the last 5 years there has been an app explosion from GoogleNearly every app  has a potential dark side or evil usehttp://www.google.com/intl/en/options/http://en.wikipedia.org/wiki/List_of_Google_services_and_tools



Google Code Search 
V U L N S  I N  O P E N  S O U R C E  C O D E 
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• Regex search for vulnerabilities in public code 
• Example: SQL Injection in ASP querystring 

• select.*from.*request\.QUERYSTRING 

Presenter
Presentation Notes
Google Code Searchhttp://www.google.com/codesearchGoogle Code Search – Hacking DatabaseS&L will be releasing Google Code Search regexs from the following categories (below are a few samples, all will be released soon):SQL Injection PHP ParametersASP Querystring Sample: http://www.google.com/codesearch?hl=en&lr=&q=select.*from.*request%5C.QUERYSTRING&btnG=Search .Net ASP Form ParametersJSP/Java Parameters Cross-site Scripting (XSS) PHP XSS Sample: http://www.google.com/codesearch?hl=en&lr=&q=input.*type%3Dhidden.*%3D.*%5C%24_%28GET%7CPOST%7CCOOKIE%29&btnG=Search JSP XSS ASP XSS  Handling Sensitive Data Passwords SSNs Credit Cards Sample: http://www.google.com/codesearch?hl=en&lr=&q=4%5B0-9%5D%7B3%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D+lang%3Asql&btnG=Search  Hard-coded Passwords MS SQL Oracle DB UserIds MySQL  Filesystem Interaction ASP OpenTextFile Sample: http://www.google.com/codesearch?q=+FileSystemObject+OpenTextFile%5C(.*request%5C.&sa=N PHP fopen Get PHP fopen Post PHP file_get_cont GET PHP file_get_cont POST PHP file GET PHP file POST  OtherRemote File IncludeSample: http://www.google.com/codesearch?hl=en&lr=&q=%28fopen|include|require%29%28_once%29%3F\s*\%28\s*\%24_%28%28GET%29|%28POST%29|%28REQUEST%29%29[^%2C.%22%29]*%3F\.%22.*%3F\%29+lang%3Aphp&sbtn=Search  



DEMO 
G O O G L E  C O D E  S E A R C H  H A C K I N G 

37 

Presenter
Presentation Notes
Google Code Search – DemoSQLi - ASP Querystringhttp://www.google.com/codesearch?hl=en&lr=&q=select.*from.*request%5C.QUERYSTRING&btnG=SearchXSS – JSP XSShttp://www.google.com/codesearch?hl=en&lr=&q=input.*type%3Dhidden.*%3D.*request%5C.getParameter&btnG=SearchRemote File Includehttp://www.google.com/codesearch?hl=en&lr=&q=%28fopen|include|require%29%28_once%29%3F\s*\%28\s*\%24_%28%28GET%29|%28POST%29|%28REQUEST%29%29[^%2C.%22%29]*%3F\.%22.*%3F\%29+lang%3Aphp&sbtn=Search 



Google Code Search 
V U L N S  I N  O P E N  S O U R C E  C O D E 
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Presenter
Presentation Notes
Google Code Searchhttp://www.google.com/codesearchGoogle Code Search – Hacking DatabaseS&L will be releasing Google Code Search regexs from the following categories (below are a few samples, all will be released soon):SQL Injection PHP ParametersASP Querystring Sample: http://www.google.com/codesearch?hl=en&lr=&q=select.*from.*request%5C.QUERYSTRING&btnG=Search .Net ASP Form ParametersJSP/Java Parameters Cross-site Scripting (XSS) PHP XSS Sample: http://www.google.com/codesearch?hl=en&lr=&q=input.*type%3Dhidden.*%3D.*%5C%24_%28GET%7CPOST%7CCOOKIE%29&btnG=Search JSP XSS ASP XSS  Handling Sensitive Data Passwords SSNs Credit Cards Sample: http://www.google.com/codesearch?hl=en&lr=&q=4%5B0-9%5D%7B3%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D+lang%3Asql&btnG=Search  Hard-coded Passwords MS SQL Oracle DB UserIds MySQL  Filesystem Interaction ASP OpenTextFile Sample: http://www.google.com/codesearch?q=+FileSystemObject+OpenTextFile%5C(.*request%5C.&sa=N PHP fopen Get PHP fopen Post PHP file_get_cont GET PHP file_get_cont POST PHP file GET PHP file POST  OtherRemote File IncludeSample: http://www.google.com/codesearch?hl=en&lr=&q=%28fopen|include|require%29%28_once%29%3F\s*\%28\s*\%24_%28%28GET%29|%28POST%29|%28REQUEST%29%29[^%2C.%22%29]*%3F\.%22.*%3F\%29+lang%3Aphp&sbtn=Search  



Google Code Search 
V U L N S  I N  O P E N  S O U R C E  C O D E 
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Presenter
Presentation Notes
Google Code Searchhttp://www.google.com/codesearchGoogle Code Search – Hacking DatabaseS&L will be releasing Google Code Search regexs from the following categories (below are a few samples, all will be released soon):SQL Injection PHP ParametersASP Querystring Sample: http://www.google.com/codesearch?hl=en&lr=&q=select.*from.*request%5C.QUERYSTRING&btnG=Search .Net ASP Form ParametersJSP/Java Parameters Cross-site Scripting (XSS) PHP XSS Sample: http://www.google.com/codesearch?hl=en&lr=&q=input.*type%3Dhidden.*%3D.*%5C%24_%28GET%7CPOST%7CCOOKIE%29&btnG=Search JSP XSS ASP XSS  Handling Sensitive Data Passwords SSNs Credit Cards Sample: http://www.google.com/codesearch?hl=en&lr=&q=4%5B0-9%5D%7B3%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D+lang%3Asql&btnG=Search  Hard-coded Passwords MS SQL Oracle DB UserIds MySQL  Filesystem Interaction ASP OpenTextFile Sample: http://www.google.com/codesearch?q=+FileSystemObject+OpenTextFile%5C(.*request%5C.&sa=N PHP fopen Get PHP fopen Post PHP file_get_cont GET PHP file_get_cont POST PHP file GET PHP file POST  OtherRemote File IncludeSample: http://www.google.com/codesearch?hl=en&lr=&q=%28fopen|include|require%29%28_once%29%3F\s*\%28\s*\%24_%28%28GET%29|%28POST%29|%28REQUEST%29%29[^%2C.%22%29]*%3F\.%22.*%3F\%29+lang%3Aphp&sbtn=Search  



Black Hat SEO 
 

 
• Use popular search 

topics du jour 
• Pollute results with links 

to badware 
• Increase chances of a 

successful attack 
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S E A R C H   E N G I N E   O P T I M I Z A T I O N 

Presenter
Presentation Notes
Black Hat SEOWhy use real news events?Black hats make their own fake newsFaux celebrity sex tape anyone?Send to college studentsIt works!Other scammers imitate what workshttp://en.wikipedia.org/wiki/Search_engine_optimizationhttp://research.zscaler.com/2010/03/web-security-google-paradox.htmlhttp://research.zscaler.com/2010/04/search-engines-need-to-protect-their.htmlZscaler Research: How Google is (NOT) tackling the Blackhat SEO issuehttp://research.zscaler.com/2010/04/how-google-is-not-tackling-blackhat-seo.html



Google Trends 
B L A C K  H A T  S E O  R E C O N 
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Presenter
Presentation Notes
Google Trends -> targeted malware attackshttp://www.google.com/trendsExamples: Lada Gaga, Rihanna lyrics sites used to foist Java exploit - SC Magazine UShttp://www.scmagazineus.com/lada-gaga-rihanna-lyrics-sites-used-to-foist-java-exploit/article/167935/Google says 11,000 domains distributing rogue anti-virus - SC Magazine US http://www.scmagazineus.com/google-says-11000-domains-distributing-rogue-anti-virus/article/168035/Zscaler Research: Video: first link on Google leads to a malware site http://research.zscaler.com/2010/04/video-first-link-on-google-leads-to.html



Malware Ads 
B L A C K   H A T   A D S 
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Presenter
Presentation Notes
Malware New Distribution WoesPopular websites targeted malware distribution to the massesCompromised websites are embedded with links to malware sites – the website’s user base being the ultimate targetNews Articles about the Massive SQLi/Malware Attack this past June (Wall Street Journal, Jerusalem Post):http://www.informationweek.com/news/infrastructure/management/showArticle.jhtml?articleID=225600247http://www.itworld.com/internet/110593/mass-web-attack-hits-wall-street-journal-jerusalem-posthttp://blog.sucuri.net/2010/06/mass-infection-of-iisasp-sites-robint-us.htmlhttp://threatpost.com/en_us/blogs/mass-sql-injection-attack-hits-sites-running-iis-061010http://www.computerworld.com/s/article/9177904/Mass_Web_attack_hits_Wall_Street_Journal_Jerusalem_Posthttp://blog.armorize.com/2010/06/recent-evolution-of-mass-sql-injection.htmlhttp://isc.sans.edu/diary.html?storyid=8935http://www.sophos.com/blogs/sophoslabs/?p=9941http://www.zionsecurity.com/blog/2010/3/8/sql-injection-worm-with-new-injection-domain-dnf666net.aspxhttp://news.slashdot.org/story/10/06/11/175259/Mass-SQL-Injection-Attack-Hits-Sites-Running-IIShttp://nsmjunkie.blogspot.com/2010/06/anatomy-of-latest-mass-iisasp-infection.html



Defenses 
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• Malware Warning Filters 
• Google Safe Browsing 
• Microsoft SmartScreen Filter 
• Yahoo Search Scan 

 

• Sandbox Software 
• Sandboxie (sandboxie.com) 
• Dell KACE - Secure Browser 
• Office 2010 (Protected Mode) 
• Adobe Reader Sandbox (Protected Mode) 

 

• No-script and Ad-block browser plugins 
 

 

Presenter
Presentation Notes
Web Browser Malware FiltersPopular malware browser filters:Google SafeBrowsing Pluginhttp://www.google.com/tools/firefox/safebrowsing/Microsoft SmartScreen Filterhttp://www.microsoft.com/security/filters/smartscreen.aspxYahoo Search Scanhttp://au.docs.yahoo.com/search/search_scan/index.htmlZscaler Research: Comparison of Malware protections: Google Safe Browsing, Microsoft SmartScreen, etc.http://research.zscaler.com/2010/06/comparison-of-malware-protections.htmlSandbox Browsers and SoftwareGeneral info:http://en.wikipedia.org/wiki/Sandbox_%28computer_security%29http://www.techsupportalert.com/safe-surfing.phphttp://www.informationweek.com/blog/main/archives/2010/07/secure_browsing.htmlSandboxie http://www.sandboxie.com/http://en.wikipedia.org/wiki/SandboxieDell KACE - Secure Browserhttp://www.kace.com/products/freetools/secure-browser/http://www.itworld.com/software/114366/dell-offering-free-web-browser-security-toolAdobe Reader - Sandboxhttp://threatpost.com/en_us/blogs/adobe-releases-reader-x-sandbox-111810http://blogs.adobe.com/asset/2010/07/introducing-adobe-reader-protected-mode.htmlhttp://www.eweek.com/c/a/Security/Adobe-Reader-to-Get-Sandboxing-Security-Technology-331178/http://blogs.msdn.com/b/david_leblanc/archive/2010/07/20/acrobat-is-getting-a-sandbox.aspxZoneAlarm ForceField from CheckPointhttp://www.zonealarm.com/security/en-us/zonealarm-forcefield-browser-security.htmVMWare – Browser Appliancehttp://www.vmware.com/pdf/bavm_getting_started_100.pdfMicrosoft Office 2010 – Sandboxinghttp://www.computerworld.com/s/article/9136831/Microsoft_struts_Office_2010_sandbox_securityhttp://blogs.technet.com/b/office2010/archive/2009/08/13/protected-view-in-office-2010.aspxMicrosoft - Practical Windows Sandboxing Techniquehttp://blogs.msdn.com/b/david_leblanc/archive/2007/07/27/practical-windows-sandboxing-part-1.aspxhttp://blogs.msdn.com/b/david_leblanc/archive/2007/07/30/practical-windows-sandboxing-part-2.aspxhttp://blogs.msdn.com/b/david_leblanc/archive/2007/07/31/practical-windows-sandboxing-part-3.aspxOtherNoScripthttp://noscript.net/Ad-blockhttp://adblockplus.org/en/http://adblockplus.org/en/



Google Trends 
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Presentation Notes
Google Trends -> targeted malware attackshttp://www.google.com/trends



Google Trends 
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Presenter
Presentation Notes
Google Trends -> targeted malware attackshttp://www.google.com/trends



Google Trends 
P R E D I C T I N G  E L E C T I O N S 
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Presenter
Presentation Notes
Google Trends -> Predicting Election Outcomeshttp://www.google.com/trendshttp://googleblog.blogspot.com/2010/10/searching-your-way-to-ballot-box.htmlhttp://tech.slashdot.org/story/10/10/31/1520249/Predicting-Election-Results-With-Google?from=rss



Mass Injection Attacks 
M A L W A R E   G O N E   W I L D 
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Malware Distribution Woes 
• Popular websites victimized, become malware distribution sites to their own 

customers 
 

Presenter
Presentation Notes
Malware New Distribution WoesPopular websites targeted malware distribution to the massesCompromised websites are embedded with links to malware sites – the website’s user base being the ultimate targetNews Articles about the Massive SQLi/Malware Attack this past June (Wall Street Journal, Jerusalem Post):http://www.informationweek.com/news/infrastructure/management/showArticle.jhtml?articleID=225600247http://www.itworld.com/internet/110593/mass-web-attack-hits-wall-street-journal-jerusalem-posthttp://blog.sucuri.net/2010/06/mass-infection-of-iisasp-sites-robint-us.htmlhttp://threatpost.com/en_us/blogs/mass-sql-injection-attack-hits-sites-running-iis-061010http://www.computerworld.com/s/article/9177904/Mass_Web_attack_hits_Wall_Street_Journal_Jerusalem_Posthttp://blog.armorize.com/2010/06/recent-evolution-of-mass-sql-injection.htmlhttp://isc.sans.edu/diary.html?storyid=8935http://www.sophos.com/blogs/sophoslabs/?p=9941http://www.zionsecurity.com/blog/2010/3/8/sql-injection-worm-with-new-injection-domain-dnf666net.aspxhttp://news.slashdot.org/story/10/06/11/175259/Mass-SQL-Injection-Attack-Hits-Sites-Running-IIShttp://nsmjunkie.blogspot.com/2010/06/anatomy-of-latest-mass-iisasp-infection.html



Future Direction 
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Data Explosion 
• More data indexed, 

searchable 
• Real-time, streaming updates 
• Faster, more robust search 

interfaces 
 

Google Involvement 
• Filtering of search results 
• Better GH detection and 

tool blocking 

Renewed Tool Dev 
• Google Ajax API based 
• Bing/Yahoo/other engines  

• Search engine aggregators 

• Google Code and Other Open 
Source Repositories 

• MS CodePlex, SourceForge, … 

• More automation in tools 
• Real-time detection and 

exploitation 

• Google worms 

F U T U R E  D I R E C T I O N S 

Presenter
Presentation Notes
Future Directions – Data ExplosionMore data indexed, faster, easier to search, more vulns exposed, greater threatGoogle Real Time SearchAnnounced Dec 2009 by GoogleOfficial Google Blog: Relevance meets the real-time webhttp://googleblog.blogspot.com/2009/12/relevance-meets-real-time-web.htmlGoogle Twitter ReplayExample: http://www.google.com/search?hl=en&tbo=1&tbs=mbl:1&esrch=RTReplay&q=obama Official Google Blog: Replay it: Google search across the Twitter archivehttp://googleblog.blogspot.com/2010/04/replay-it-google-search-across-twitter.htmlGoogle Follow Finder – released April 14, 2010.  Google search engine against TwitterGoogle Follow Finder - http://www.followfinder.googlelabs.com/Future Directions – Renewed Tool DevelopmentRenewed tool development (as of Nov and Dec of 2009 - 2 big releases…and now us)Google w/ AJAX API – nonblockingTools for other engines: Bing/Yahoo/..Tools for Search Engine Aggregators (e.g.  http://en.wikipedia.org/wiki/Leapfish)Google Code Search and Other Open Code Repositories (MS CodePlex, SourceForge)More automation – real time detection and exploitation of info/vulns exposed via Google and other search engines (e.g. Google Hack Worms)Future Directions – Proactive Google/Microsoft Involvement in SecurityProactive security involvement expected of Google/Microsoft/… To proactively identify these vulns, and de-index them or notify the owners. Proactive blocking of users suspected of GoogleHackingExisting Trend Indications:Google – increased interest in security (tool release, research, and getting OWNED):Google skipfish - Web Security Scannerhttp://research.zscaler.com/2010/03/web-security-google-paradox.htmlhttp://www.informationweek.com/news/security/app-security/showArticle.jhtml?articleID=224000223&cid=RSSfeed_IWK_ALLhttp://code.google.com/p/skipfish/Google CodeLab - Web Application Exploits and Defenseshttp://googleonlinesecurity.blogspot.com/2010/05/do-know-evil-web-application.htmlhttp://jarlsberg.appspot.com/ Google Safe Browsinghttp://www.google.com/tools/firefox/safebrowsing/http://www.darknet.org.uk/2006/04/google-safe-browsing-extension-for-firefox-netcraft-toolbar-anti-phishing/Google Malware and Fake AV Research“Google says 11,000 domains distributing rogue anti-virus”http://www.scmagazineus.com/google-says-11000-domains-distributing-rogue-anti-virus/article/168035/http://googleonlinesecurity.blogspot.com/2010/04/rise-of-fake-anti-virus.htmlGoogle Gets Owned, Source Code to Google’s Single Sign-on Authentication System (GAIA) Stolenhttp://tech.slashdot.org/story/10/04/20/0131246/Source-Code-To-Google-Authentication-System-Stolenhttp://www.nytimes.com/2010/04/20/technology/20google.html?src=buslnGoogle CEO, Eric Schmidt says 'We're now paranoid' about security – April 12, 2010http://news.cnet.com/8301-30684_3-20002315-265.htmlNew York Times proposes that the government should regulate Google's search algorithm.http://www.informationweek.com/blog/main/archives/2010/07/regulating_goog.htmlhttp://www.nytimes.com/2010/07/15/opinion/15thu3.html?_r=1http://googlepublicpolicy.blogspot.com/2010/07/our-op-ed-regulating-what-is-best-in.htmlhttp://searchengineland.com/regulating-the-new-york-times-46521Microsoft Bing – security interestdisabled “inurl:” directive in Mar2007 because of googlehackingSee: http://www.bing.com/community/blogs/search/archive/2007/03/28/we-are-flattered-but.aspx



Real-time Updates 
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F U T U R E  D I R E C T I O N S 

Presenter
Presentation Notes
Future Directions – Data ExplosionMore data indexed, faster, easier to search, more vulns exposed, greater threatGoogle Real Time SearchAnnounced Dec 2009 by GoogleOfficial Google Blog: Relevance meets the real-time webhttp://googleblog.blogspot.com/2009/12/relevance-meets-real-time-web.htmlGoogle Twitter ReplayExample: http://www.google.com/search?hl=en&tbo=1&tbs=mbl:1&esrch=RTReplay&q=obama Official Google Blog: Replay it: Google search across the Twitter archivehttp://googleblog.blogspot.com/2010/04/replay-it-google-search-across-twitter.htmlGoogle Follow Finder – released April 14, 2010.  Google search engine against TwitterGoogle Follow Finder - http://www.followfinder.googlelabs.com/
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G O O G L E  R E A L T I M E / I N S T A N T 

Presenter
Presentation Notes
Google Realtimehttp://www.google.com/realtimeGoogle Instanthttp://search.slashdot.org/story/10/09/08/1759217/Google-Instant-Announcedhttp://www.google.com/instant/



Predictions Update 
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R E N E W E D  T O O L  D E V 

New maintainers of the GHDB – 09 Nov 2010 
• http://www.exploit-db.com/google-hacking-database-reborn/ 

Presenter
Presentation Notes
Google Hacking Database – Reborn – 09 NOV 2010http://www.exploit-db.com/google-dorks/http://www.exploit-db.com/google-hacking-database-reborn/Google Hacking Database Reborn9th November 2010 - by admin The incredible amount of information continuously leaked onto the Internet, and therefore accessible by Google, is of great use to penetration testers around the world.  Johnny Long of Hackers for Charity started the Google Hacking Database (GHDB) to serve as a repository for search terms, called Google-Dorks, that expose sensitive information, vulnerabilities, passwords, and much more.As Johnny is now pursing his mission in Uganda, he has graciously allowed us at The Exploit Database to pick up where the GHDB left off and resurrect it.  It is with great excitement that we announce that the GHDB is now being hosted by us and actively maintained again.  This will allow us to tie the GHDB directly into our database of exploits providing the most current information possible.We will be accepting new submissions through our new forums and email. For more information about sending in GHDB submissions by email, check here.  We will be updating the GHDB on a daily basis based on submissions by the community. We have opened forums for both EDB and GHDB conversation. Feel free to sign up and read the rules and guidelines here.It is our hope that by bringing back the GHDB, we can work together to rekindle the original spirit of exploration of the GHDB community.



Predictions Update 
S E E M S  S T R A N G E L Y  F A M I L I A R  

53 

Google Safe Browsing Alerts for Network Administrators 
• Google’s new service which greatly resembles MalwareDiggity 
• Imitation is the sincerest form of flattery… 

Presenter
Presentation Notes
Google Safe Browsing Alerts for Network Administrators – 28 SEPT 2010http://safebrowsingalerts.googlelabs.com/http://googleonlinesecurity.blogspot.com/2010/09/safe-browsing-alerts-for-network.htmlhttp://googleonlinesecurity.blogspot.com/2010/10/phishing-urls-and-xml-notifications.htmlhttp://blog.programmableweb.com/2010/10/22/google-safe-browsing-alerts-no-to-phishing-yes-to-xml/



Sensitive Info Mashup 
GOOGLE   MAPS   +   SENSITIVE   INFO   DISCLOSURE 
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Presenter
Presentation Notes
Remove Info from Google’s Cache:http://www.google.com/support/webmasters/bin/answer.py?hl=en&answer=164734http://www.google.com/support/webmasters/bin/answer.py?answer=61817https://www.google.com/webmasters/tools/home?hl=enhttp://onecoolsitebloggingtips.com/2008/03/21/how-to-remove-data-from-googles-cache/Blocking indexing on a page basis by:<meta name="robots" content="noindex"><meta name="googlebot" content="nodindex">http://googlewebmastercentral.blogspot.com/2007/03/using-robots-meta-tag.htmlhttp://searchengineland.com/yahoo-provides-noydir-opt-out-of-yahoo-directory-titles-descriptions-10631http://www.robotstxt.org/meta.htmlDLP Info:http://en.wikipedia.org/wiki/Data_Loss_Prevention Data Loss Prevention (DLP) is a computer security term referring to systems that identify, monitor, and protect data in use (e.g., endpoint actions), data in motion (e.g., network actions), and data at rest (e.g., data storage) through deep content inspection, contextual security analysis of transaction (attributes of originator, data object, medium, timing, recipient/destination, etc.), and with a centralized management framework. The systems are designed to detect and prevent the unauthorized use and transmission of confidential information.http://www.csoonline.com/documents/whitepapers/UnderstandingDataLocation.pdfhttp://www.csoonline.com/article/221272/Data_Loss_Prevention_Dos_and_Don_tshttp://www.gtbtechnologies.com/Downloads/5_essential_ingredients_gtb.pdfhttp://www.codegreennetworks.com/blog/?p=33http://www.sans.org/reading_room/whitepapers/dlp/DLP Free Tools:OpenDLP – Free Open-Source Data Loss Prevention (DLP) Tool – (Released 4/28/2010) http://code.google.com/p/opendlp/http://www.darknet.org.uk/2010/05/opendlp-free-open-source-data-loss-prevention-dlp-tool/Senf - The Sensitive Number Finder (Last updated 5/22/2009)https://senf.security.utexas.edu/wiki/Other DLP Commercial Products:Code Green Networks -- Content Inspection Appliance, CI-1500; CI-750; CI-Agent, v. 5.0InfoWatch -- InfoWatch Traffic Monitor, v. 3.0McAfee -- McAfee Data Loss Prevention (DLP): Host 2.0, Gateway 3300, 3400Orchestria -- Orchestria v. 5.0Reconnex -- Reconnex 7RSA Security -- RSA Data Loss Prevention (DLP) Suite: Datacenter 3.1.1; Network 5.1.1; and Endpoint 3.0Trend Micro -- Trend Micro LeakProof, v. 3.0Verdasys -- Digital Guardian, v. 5.1Vericept -- Vericept Monitor, Protect, Discover, v. 8.2; Vericept Edge, v. 1.3Websense -- Websense Content Protection Suite, v. 6.5Workshare -- Workshare Protect, v. 6



Youtube Info Leak 
YOUTUBE   +   SENSITIVE   INFO   DISCLOSURE 

55 

Presenter
Presentation Notes
Remove Info from Google’s Cache:http://www.google.com/support/webmasters/bin/answer.py?hl=en&answer=164734http://www.google.com/support/webmasters/bin/answer.py?answer=61817https://www.google.com/webmasters/tools/home?hl=enhttp://onecoolsitebloggingtips.com/2008/03/21/how-to-remove-data-from-googles-cache/Blocking indexing on a page basis by:<meta name="robots" content="noindex"><meta name="googlebot" content="nodindex">http://googlewebmastercentral.blogspot.com/2007/03/using-robots-meta-tag.htmlhttp://searchengineland.com/yahoo-provides-noydir-opt-out-of-yahoo-directory-titles-descriptions-10631http://www.robotstxt.org/meta.htmlDLP Info:http://en.wikipedia.org/wiki/Data_Loss_Prevention Data Loss Prevention (DLP) is a computer security term referring to systems that identify, monitor, and protect data in use (e.g., endpoint actions), data in motion (e.g., network actions), and data at rest (e.g., data storage) through deep content inspection, contextual security analysis of transaction (attributes of originator, data object, medium, timing, recipient/destination, etc.), and with a centralized management framework. The systems are designed to detect and prevent the unauthorized use and transmission of confidential information.http://www.csoonline.com/documents/whitepapers/UnderstandingDataLocation.pdfhttp://www.csoonline.com/article/221272/Data_Loss_Prevention_Dos_and_Don_tshttp://www.gtbtechnologies.com/Downloads/5_essential_ingredients_gtb.pdfhttp://www.codegreennetworks.com/blog/?p=33http://www.sans.org/reading_room/whitepapers/dlp/DLP Free Tools:OpenDLP – Free Open-Source Data Loss Prevention (DLP) Tool – (Released 4/28/2010) http://code.google.com/p/opendlp/http://www.darknet.org.uk/2010/05/opendlp-free-open-source-data-loss-prevention-dlp-tool/Senf - The Sensitive Number Finder (Last updated 5/22/2009)https://senf.security.utexas.edu/wiki/Other DLP Commercial Products:Code Green Networks -- Content Inspection Appliance, CI-1500; CI-750; CI-Agent, v. 5.0InfoWatch -- InfoWatch Traffic Monitor, v. 3.0McAfee -- McAfee Data Loss Prevention (DLP): Host 2.0, Gateway 3300, 3400Orchestria -- Orchestria v. 5.0Reconnex -- Reconnex 7RSA Security -- RSA Data Loss Prevention (DLP) Suite: Datacenter 3.1.1; Network 5.1.1; and Endpoint 3.0Trend Micro -- Trend Micro LeakProof, v. 3.0Verdasys -- Digital Guardian, v. 5.1Vericept -- Vericept Monitor, Protect, Discover, v. 8.2; Vericept Edge, v. 1.3Websense -- Websense Content Protection Suite, v. 6.5Workshare -- Workshare Protect, v. 6



WikiLeaks Auto-Generator 
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F U T U R E  D I R E C T I O N S 

Presenter
Presentation Notes
OpenDLP programmed to parse Diggity AlertsInstant sensitive information leaks released by “Anonymous” (the machine)



Questions? 
Ask us something 
We’ll try to answer it. 

For more info:  
Email: contact@stachliu.com 
Project: diggity@stachliu.com 
Stach & Liu, LLC 
www.stachliu.com 

Presenter
Presentation Notes
Also, Stach & Liu Google Hacking Diggity Project Contact Info:Email: diggity@stachliu.comWebsite: http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/



Thank You 
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Stach & Liu Google Hacking Diggity Project info:  
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/ 

Presenter
Presentation Notes
For copies of the presentation and tools, please go to:http://www.stachliu.comhttp://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/
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