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F8 Google Hacking: To Infinity and Beyond – A Tool Story DEMO
Date: Thursday, 21 April 2011
Time: 9:45am - 11:15am


New Stach & Liu Google/Bing hacking tools available at:
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/



Agenda

OVERVIEW

e Introduction,/Background

« Advanced Attacks
« Google/Bing Hacking

« Advanced Defenses
« Google/Bing Hacking Alerts

o Other OSINT Attack Techniques

e Future Directions
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Goals

DROP KNOWILEDGE ON YOU

* Jo improve Google Hacking
« Attacks and defenses
* Advanced fools and techniques

« Jo think dlifferenty about exposures in
oublicly available sources

¢ To blow your mind!
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Introduction/
Background

GETTING UP TO SPEED

o STACH&LIU



Open Source Intelligence

SEARCHING PUBLIC SOURCES

OSINT —is a form of infelligence
collection management that involves
finding, selecting, and acquiring
information from publicly available
sources and analyzing it to produce
actionable intelligence.
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Google Hacking is one form of OSINT

http://en.wikipedia.org/wiki/OSINT 


Google/Bing

SEARCH ENGINE

-" Google
C M ¥ hitp//www.google.com/ » OG- F-
Web |mages Videos Maps MNews Shopping Gmail more v iGoogle | Search settings | Sign in

Google

Advanced Search
Language Tools

Google Search | I'm Feeling Lucky

Advertising Programs ~ Business Solutions  About Google

©2010 - Privacy

Change background image
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Hacking

ATTACKS

&« C M % hitp//www.bing.com/




Google/Bing Hacking

SEARCH ENGINE ATTACKS

Bing's source leaked!

class Bing {
public static string Search(string

query)
{

return Google.Search(query);

}
}
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Attack Targets

GOOGLE HACKING DATABASE

* Advisories and Vulnerabilities (215] * Pages containing network or

vulnerability data (59)

» Sensitive Directories (0 1)

 Error Messages (58)

e Files containing juicy info (230)
« Sensitive Online Shopping Info (9)

e Files containing usernames (15) » Various Online Devices (201]
e Footholds (21)  Vulnerable Files (57)

e Vulnerable Servers (48)

« Web Server Detection (/2]

e Files containing passwords (135)

e Pages containing login portals (232)

8 STACH&LIU
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Google Hacking Database (GHDB) – as of April 8, 2010
http://www.hackersforcharity.org/ghdb/ 

Advisories and Vulnerabilities (215 entries)
These searches locate vulnerable servers. These searches are often generated from various security advisory posts, and in many cases are product or version-specific. 
Error Messages (68 entries)
Really retarded error messages that say WAY too much! 
Files containing juicy info (230 entries)
No usernames or passwords, but interesting stuff none the less. 
Files containing passwords (135 entries)
PASSWORDS, for the LOVE OF GOD!!! Google found PASSWORDS! 
Files containing usernames (15 entries)
These files contain usernames, but no passwords… Still, google finding usernames on a web site.. 
Footholds (21 entries)
Examples of queries that can help a hacker gain a foothold into a web server 
Pages containing login portals (232 entries)
These are login pages for various services. Consider them the front door of a website’s more sensitive functions. 
Pages containing network or vulnerability data (59 entries)
These pages contain such things as firewall logs, honeypot logs, network information, IDS logs… all sorts of fun stuff! 
sensitive Directories (61 entries)
Google’s collection of web sites sharing sensitive directories. The files contained in here will vary from sesitive to uber-secret! 
sensitive Online Shopping Info (9 entries)
Examples of queries that can reveal online shopping info like customer data, suppliers, orders, creditcard numbers, credit card info, etc 
Various Online Devices (201 entries)
This category contains things like printers, video cameras, and all sorts of cool things found on the web with Google. 
Vulnerable Files (57 entries)
HUNDREDS of vulnerable files that Google can find on websites… 
Vulnerable Servers (48 entries)
These searches reveal servers with specific vulnerabilities. These are found in a different way than the searches found in the “Vulnerable Files” section. 
Web Server Detection (72 entries)
These links demonstrate Google’s awesome ability to profile web servers.. 



Attack Targets

GOOGLE HACKING DATABASE

Old School Examples

o Error Messages
« filetype:asp + "[ODBC SQL*
 "Warning: mysgl _query(Q)' "invalid query*

e Files containing passwords
 1nurl:passlist.txt

8 STACH&LIU
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Passive Recon
Advantage of Google Hacking is that it is “passive recon”, as you can identify vulns without actually talking to the target’s systems.  We are only accessing google.com over the network.


Quick History

GOOGLE HACKING RECAP

2004

May 2004
2005

Jan. 2005
Feb. 13, 2005
Jan. 10, 2005
Dec. 5, 2006

@ STACH&LIU

Google Hacking Database (GHDB) begins
Foundstone SiteDigger v1 released

Google Hacking v1 released by Johnny Long
Foundstone SiteDigger v2 released

Google Hack Honeypot first release
MSNPawn v1.0 released

Google stops issuing Google SOAP API keys
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MSNPawn v1.0 Released
http://net-square.com/msnpawn/index.shtml



Quick History

GOOGLE HACKING RECAP

Mar. 2007
Nov. 2, 2007
Mar. 2008
Sept. 7, 2009
Nov. 2009
Dec. 1, 2009
2010

o STACH&LIU

Bing disables inurl: link: and linkdomain:
Google Hacking v2 released

cDc Goolag - gui tool released

Google shuts down SOAP Search API
Binging tool released

FoundStone SiteDigger v 3.0 released
Googlag.org disappears
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Mar 2007 – Bing disables inurl:, link:, and linkdomain:
http://www.bing.com/community/blogs/search/archive/2007/03/28/we-are-flattered-but.aspx

Nov 2, 2007 – Google Hacking v2 released
http://www.amazon.com/Google-Hacking-Penetration-Testers-ebook/dp/B001UFP658/ref=sr_1_5?ie=UTF8&qid=1288245436&sr=8-5

Mar 2008 – cDc Goolag – gui tool released
http://www.darknet.org.uk/2008/03/goolag-gui-tool-for-google-hacking/

Sept. 7,2009 – Google shuts down SOAP Search API
http://googlecode.blogspot.com/2009/08/well-earned-retirement-for-soap-search.html

Nov 2009 – Binging tool released
http://www.blueinfy.com/Binging.zip
http://www.blueinfy.com/tools.html

Dec 1,2009 – Foundstone Sitedigger v3.0 released
http://www.foundstone.com/us/resources/proddesc/sitedigger.htm

2010 – Goolag disappears
http://www.goolag.org
http://toolbar.netcraft.com/site_report?url=http://www.goolag.org/
IP address went from 75.126.102.193 to 10.4.223.196


Advanced Attacks

WHAT YOU SHOULD KNOW

o STACH&LIU
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Major Google Hacking and other related OSINT attacks and techniques.


Diggity Toolkit

STACH & LIU TOOLS

Google Diggity
« Uses Google AJAX API
 Not blocked by Google bot detection

e Does not violate Terms of Service
« Can leverage Google custom search

Bing Diggity
« Uses Bing 2.0 SOAP API
« Company,/Webapp Profiling

e Enumerate: URLs, IP4o-virtual hosts, etc.

e Bing Hacking Database (BHDB]

e Vulnerability search queries in Bing format

8 STACH&LIU
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New Stach & Liu Google/Bing hacking tools available at:
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/


Google Custom Search Engines: 
http://www.google.com/cse/
Google AJAX API:
http://code.google.com/apis/ajaxsearch/


DIGGITY TOOLKIT

Google Diggity

5 Search Diggity

File Options

GoogleDiggity BingDiggity

Query Appender

Queries

> [C FsDB
4 [ GHDB
> [C] Advisories and Wt
> [ Error Messages
[T Files containing ji
[T Files containing
[C] Files containing v
[ Footholds
] Misc
]| Pages containing
[C] Pages containing
[] Sensitive Director
[[] sensitive Online ¢
[C] various Online D
[7] Vulnerable Files
[ Vulnerable Servel

-

v v v

v v v

v v v v

-

4 4

m Sites/Domains | |
-
stachliu.com [Remove]
Google Custom Search ID:  Create m
| Clear
Category Subcategory  Search String Page Title URL Cache URL “

Custom Custom site:stachliv.ce Stach &amp; Ui hittp://www.stachliv.com/ hittp://www.google.com/search?c
Custom Custom site:stachliv.ce  Lord of the Bin¢  http://www.stachliu.com/slides/h http://www.google.com/search?c
Custom Custom site:stachliu.c APPLicATion So  hitp://www.stachliu.com/brochu hitp://www.google.com/search?
Custom Custom site:stachliu.c  Lord of the Bin¢  hitp://www.stachliu.com/slides/t http://www.google.com/search?(
Custom Custom site:stachliu.cc News « Stach 8 hitp://www.stachliu.comfindex.p http://www.google.com/search?c
Custom Custom site:stachliu.c  Secure Web AP  http://www.stachliu.com/brochui  http://www.google.com/search? «
] »
Output Selected Result

Search Safety: Moderate.
Unlimited results per query.
Naot using Custom Search ID.

Total Results: 41.

Advanced Scan started. [9/13/2010 10:47:40 PM]

Found 41 result(s) for query: " " [stachliu.com].

Scan Complete. [9/13/2010 10:47:41 PM]

GoogleDiggity I

Google Status: Ready

Bing Status: Ready

o STACH&LIU
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New Stach & Liu Google/Bing hacking tools available at:
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/


Google Custom Search Engines: 
http://www.google.com/cse/
Google AJAX API:
http://code.google.com/apis/ajaxsearch/


Bing Diggity

DIGGITY TOOLKIT

5 Search Diggity M

File Options Help

GoogleDiggity EingDiggjtyr

|
Query Appender
08.129.200.37 [Remove]
Bing 2.0 API Key: Create
. [ mport |
- Clear
Queries
+ [ BHDB - Category  Subcategon Search String Page Title URL i
o [ Advisories and Vi Custom Custom ip:98.129.200.37 Stach & Liu http:/ fwww.stachliu.com/
> [ Backup Files Custom Custom ip:98.120.200.37 Google Hacking Diggity Project  hittp://www.stachliu.com/index. php/resources/tools/goo
> O Configuration Ma Custom Custom ip:98.129.200.37 Tools « Stach & Liu hittp://wwnw.stachliu.com/index. php/resources/tools/
; g Error Messages Custom Custom ip:98.129.200.37  Training « Stach & Liu http://fwww.stachliu.com/index.php/training/
P Files containing ji
> Ol eaini 9] Custom Custom ip:98.129.200.37 Webinars « Stach & Liu http:ffwwnw.stachliu.comfindex.php/resources/webinars/
iles containing £
> [ Files containing v Custom Custom ip:98.129.200.37 Management & Advisory Board  http://www.stachliu.com/index.php/company/managen
[ Foothalds Custom Custom ip:98.129.200.37 Clients & Partners « Stach & LiL  http://www.stachliu.com/index. php/company,/clients-par
> [ Misc i - . R 0 S S . PN g
» [ Pages containing
» [C] Pages containing Output Selected Result
b Pri Related
O Privacy Rela ! Advanced Scan started. [9/13/2010 10:37:10 PM] -
v [l Remote Administ Adult Option: Moderate
> [ Reported Vulnerz Maximum 200 results per guery.
b [ Sensitive Director Using Custom Search 1D: 2136A2334B9A25C0CB87C73B99461F9367FBFD32.
» [ Sensitive Online ¢ Found 32 result(s) for query: " " [98.129.200.37].
) Total Results: 32. - - -
v [ Technology Profil Scan Complete. [9/13/2010 10:37:12 PM]
v [ various Online Dt
v Tl wdiarshls Cilae ¥
4 3 -
Google Status: Ready Bing Status: Ready

o STACH&LIU
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New Stach & Liu Google/Bing hacking tools available at:
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/


Google Custom Search Engines: 
http://www.google.com/cse/
Google AJAX API:
http://code.google.com/apis/ajaxsearch/


SearchDiggity Updates

STACH & LIU TOOLS

New Features
e Autoupdate for dictionaries
« Will begin updating google/bing dorks
 Output formats
« Now also XLS and HTML exports
e Help File — chm file added

New Tool Tabs
e Bing linkFromDomain Footprinting

« leverages linkfromdomain: directive to identify external links
« Identify other apps, hosts, domains potentially belonging to target

« Google Code Search Diggity

e |dentifies code vulnerabilities within open source projects

o STACH&LIU 6
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New Stach & Liu Google/Bing hacking tools available at:
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/



Auto-Update Feature

SLDB UPDATES

SIDB Updates in Progress

e Example: SharePoint Google Dictionary

* http://www.stachliu.com/resources/tools /sharepointhacking-diggity-
project/ #SharePoint — GoogleDiggity Dictionary File

About 93,300 results (0.21 seconds) Advanced search

GO Ugle | "/_vti_bin/lists.asmx" filetype:asmx Search | Instant is on v
I

*J Everything » Lists Web Service

Images POST /_vti_bin/lists.asmx HTTP/1.1 Hostowgw wssdemo.com Content-Type: text/xml;
charset=utf-8 Content-Length: length SOAPAB =g ...

B videos www.wssdemo.com/_vti_bin/lists.asmx7op=Ges

= News Lists Web Service

Shopping POST /_vti_bin/lists.asmx HTTP/1.1 Host: jubill 98,000 exposed pe: text/xml

charset=utf-8 Content-Length: length SOAPActid  SharePoint "Lists

¥ | More https://jubileeminneapolis org/_vti_bin/lists.as Web Service"

Tempe, AZ Lists Web Service Q

Change location POST /_vti_bin/lists.asmx HTTP/1.1 Host: www.votorantim.com Content-Type: text/xml;

charset=utf-8 Content-Length: length SOAPAction: ...
www votorantim.com/ vti binflists.asmx?op=GetlListltems - Cached

o STACH&LIU
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New Stach & Liu Google/Bing hacking tools available at:
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/

SharePoint Google Dictionary
http://www.stachliu.com/resources/tools/sharepoint-hacking-diggity-project/#SharePoint%20-%20GoogleDiggity%20Dictionary%20File


Auto-Update Feature

THIRD-PARTY INTEGRATION

New maintainers of the GHDBR — 02 Nov 2010

* hitp://www.exploitdb.com/google-hacking-database-reborn/

Google Hacking Database Reborn

010 - by admin

"”‘-,x'/ "*\ / ./"

.

ACKING- A"’A ASE'

® STACH&LIU
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New Stach & Liu Google/Bing hacking tools available at:
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/

SharePoint Google Dictionary
http://www.stachliu.com/resources/tools/sharepoint-hacking-diggity-project/#SharePoint%20-%20GoogleDiggity%20Dictionary%20File


i.# Search Diggity

Bing LinkFromDomain

DIGGITY TOOLKIT

File Options Help

ESREERr)

GoogleDiggity LﬁngDiggit\f [so0gleCodeSearch

Bing 2.0 API Key: Create Domain:

o

2136A2334B9A25C0CBEYCT3B99461FO367FBF stachliu.com

m Applications Hosts Domains

External links then sorted and
extracted into: applications,
host names, and domains

Bing's 1inkfromdomain:

m directive used to find

5 external links on your sites
Maximum 21

Using Custom Searc H 90461 FI367FBFD32.
Found 25 result(s) for query: "linkfromdomain:stachliu.com".

Total Results: 25.

Scan Complete. [4/21/2011 1:01:30 AM]

Google Status: Ready

Bing Status: Ready

o STACH&LIU
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New Stach & Liu Google/Bing hacking tools available at:
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/




GoogleScrape Diggity

DIGGITY TOOLKIT

GoogleScrape Diggity

 Uses Google mobile interface

* lightweight, no advertisements

Violates Terms of Service

e Bot detection avoidance

Distributed via proxies

Spoofs Userragent and Referer

headers
Random &userip= value

Across Google servers

@ STACH&LIU

€ 2| 'http :I‘."'II."'WWW'g Oog le.co m/my ttach iu.com&tbs=web:1 > | G- k-
» | site:stachliu.com Q, r
Stach & Liu

Francis Brown and Rob Ragan will be presenting Lord of the Bing: Taking back search engine hacking from Google and Bing”™ at Black ..
www.stachliu.com/ - Options v

rFor) Lord of the Bing!
Lord of the Bing! Taking back search engine hacking from Google and Microsoft. 03 MAY 2010. Presented by: ...
www _stachliucom/slides/lordoft. . - Options v

Company « Stach & Liu
Stach & Liu was founded in 2005 by industry leading experts to help companies secure their networks and applications. ...
www.stachliu.com/../company/ - Ogptions »

rror Defeating Forensic Analysis - Slide 1

Defeating Forensic. Analysis. CEIC 2006 — Technical Lecture 1. Thursday, May 4 — 10:30 am to 11:30 am. Presented by Vincent Liu and .

www.stachliu.com/files/CEIC2006... - Options v

News « Stach & Liu
JUN 25, 2009 | Vincent Liu will be participating in Jump Start Application Security Initiatives with Saa3, a CS0 online webinar ...
www_stachliu.com/./news/ - Optians =

Clients & Partners « Stach & Liu
Stach & Liu serves a broad array of organizations all over the world including the Fortune 1000, mid-market enterprises. ...
www.stachliuv.com/index phpfcomp... - Options v

Regulatory Compliance « Stach & Liu

HIPAA Health Check & Readiness Review. Stach & Liu's HIPAA Health Check & Readiness Review senice will help you gain a complete .

www.stachliv.com/index.php/serv... - Options v

m
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GoogleScrapeDiggity

Coming soon

- Makes fingerprinting possible via Google


Bing Hack Database

ATTACK QUERIES

BHDB - Bing Hacking Data Base

« First ever Bing hacking database

* Bing hacking limitations
« Disabled inurl:, link: and linkdomain:
directives in March 2007

« No support for ext:, allintitle:, allinurl:

o Limited filetype: functionality
«  Only 12 extensions supported

@ STACH&LIU

Fxample - Bing vulnerability search:

« GHDB query

« "allintitle:Netscape FastTrack Server Home Page"

BHDB version

e intitle:”Netscape FastTrack Server Home Page"

oINg
Web

RELATED SEARCHES
Free-form Mail

Form Processor

PHP FormMail

ASP FormMail

Cgi FormMail

NMS FormMail

Matt's FormMail
FormMail Not Working

SEARCH HISTORY

Search more to see your
history

See all
Clear all - Turn off

=

inanchor:pl inanchor:cgi intitle:"FormMail *" E

ALLRESULTS

FormMail.com - HTML Form Processor

Web Senice to process and email the results of web forms. No programming or installation is needed. *

www _formmail.com - Cached page

Maitf's Script Archive: FormMail

Overview: FormMail is a generic HTML form to e-mail gateway that parses the results of any form and
sends them to the specified users. This script has many formatting and ..
www.scriptarchive_com/formmail_html - Cached page

Matf's Script Archive: FormMail: Download

Optional Information: Supplying your e-mail address is completely optional. You can also request to
be subscribed to the new-scripts mailing list, which receives occaisional messages ...
www.scriptarchive.com/download.cgi?s=formmail - Cached page

Bin Cgi Formmail.pl

Bin Cgi Formmail.pl FOUND IT HERE! calor de de formas transmission care child form home
mathematical transformation enter key submit form 1 crash formula
grou.ps/bincgiformmail_pl - Cached page

FormMail v1.92

Copyright 1995 - 2002 Matt Wright Version 1.92 - Released April 21. 2002 A Free Product of Matt's
Script Archive, Inc.
formmail.monstercommerce.com/cgi-bin/ntformmail/ntformmail_pl - Cached page

FormMail v1
FormMail
home xtra.co.nz/cgi-bin/FormMail_pl - Cached page

1-10 of 13 results - Advanced
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Past Bing/MSN hacking tools were limited to only basic footprinting techniques, with no actual vulnerability identification


Stach & Liu Data Base (SLDB)
With the GHDB and FSDB not regularly updated, we at Stach & Liu  have begun to build out and compile  new search terms to be used by these Google/Bing hacking tools, to ensure that their results stay relevant and useful.
Renewed active development of Google Hacking regular expressions

Bing has disabled inurl to prevent Bing Hacking, see:
http://www.bing.com/community/blogs/search/archive/2007/03/28/we-are-flattered-but.aspx 
“For those of you who use some of the advanced query syntax in our search engine such as link:, linkdomain: and inurl:, you may have noticed that this functionality has been recently turned off.”

Previous Bing/MSN search engine tools – limited to footprinting:
MSNPawn
http://net-square.com/msnpawn/index.shtml
Binging
http://www.blueinfy.com/Binging.zip
http://www.blueinfy.com/tools.html


BaiduDiggity
CHINASEARCH ENGINE
« COMING SOON!

| @ http: i v, baidu, com)s?Pwd=intitle%: 34" Snap+Server+inkitle s 34 Home "+ " Active+Users"an=2

| B K ¥k _intitle:"Snap Server” intitl... i__T|

M R IE FE MPI BF I HE Edv
BEl@ EE intitle:"Snap Server” intitle:"Home" "Active Users" BHE—TF
IPEEEREN
ZFH"HEFH intitle: Snap Server intitle: Home Active Users FHERLE (X THIS)
Shnap Server GST] [Home]

G5TI Home Yiew contents of network share ‘Admin’ Admin View contents of | Active Users
Change Password Administration ..

gsti.miis.eduf 2010-11-6 - HERE

Snap Server QRCZ [Home]
QRC2 Home Yiew contents of network share 1CYLANDS' ICYLANDS View contents.. Active

Users Change Password Administration ...
grc2.ess washington edu/ 2010-9-16 - & E[EAE2

Home Directories On Snap Server
TechFuels Forum = Software = Windows 7/2000/NT: Setting up home directories in Windows

Server 2003 .. The server snap open "Users and computers Active. .
wwew. exactmatch. info/home_directories_on .. 2010-10-9 - & E R

(™ STACH&LIU
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Baidu
http://www.baidu.com/

Founded in 2000, Baidu, a Chinese language search platform, leveraging the booming Chinese Internet and search engine market , has dominated Chinese online ad market in 2007, generating RMB1.74 billion revenue with at 108% growing rate year on year. Respond to hundreds of millions of queries daily, Baidu represent approximately 70% of total online search queries in China. Over 150,000 small and mid-sized Chinese enterprises, large domestic corporations and Chinese divisions or subsidiaries of large multinational corporations have benefited from Baidu's online search marketing services. Beyond online search, Baidu continues its success in query-based searchable communities with Baidu's Post Bar (BBS) and Baidu Knows (Answers) representing two of the biggest communities in the world.

Example: http://www.baidu.com/s?wd=intitle%3A%22Snap+Server%22+intitle%3A%22Home%22+%22Active+Users%22&n=2


BaiduDiggity
CHINA SEARCH ENGINE
e Fighting back

<« C N  © www.baidu.com/s?bs=intitle%3A"Snap+Server ' +intitle%3A "Home" +"Active +Use

L 1)
)
Bai®BE =ma mm wr s ues EE I HE 2

‘ "supplied argument is not a valid MySQL result resource] site:gov.cn

ERREES su

Tal=)

£ 8RR

- mysql_fetch_array(): supplied argument is not a valid MySQL It resource in D-\apache

phpmysgl\htdocsinews\adminewgl\newstj.php on i o . .
www.xjpi.gov.cn/news/admmewglinewstj.php 2011]  Finding vulns in Chinese

government sites
il A E I E R AR
Warning: mysql_free_result(): supplied argument is not a valid MySQL result resource in EX\

site\phpsite'wgs\publicinavigation_php on line 18...
www.wuguishan gov.cnizhzdzhzx_content.ph .. 2011-2-17 - EEHEE

Bk S S2 BE
: mysql_num_rows(): supplied argument is not a valid MySQL result resource in E-Wwwwroot
\gefw-shiyan-goviweb\duhelinc_online.php...

qfw_shiyan gov.cn/duhe/sdgk_dianzhan_xin ... 2011-4-14 - FEHES

il EhEME AR

Warning: mysql_free_result(): supplied argument is not a valid MySQL result resource in E2\

o STACH&LIU
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Baidu
http://www.baidu.com/

Founded in 2000, Baidu, a Chinese language search platform, leveraging the booming Chinese Internet and search engine market , has dominated Chinese online ad market in 2007, generating RMB1.74 billion revenue with at 108% growing rate year on year. Respond to hundreds of millions of queries daily, Baidu represent approximately 70% of total online search queries in China. Over 150,000 small and mid-sized Chinese enterprises, large domestic corporations and Chinese divisions or subsidiaries of large multinational corporations have benefited from Baidu's online search marketing services. Beyond online search, Baidu continues its success in query-based searchable communities with Baidu's Post Bar (BBS) and Baidu Knows (Answers) representing two of the biggest communities in the world.

Example: http://www.baidu.com/s?wd=intitle%3A%22Snap+Server%22+intitle%3A%22Home%22+%22Active+Users%22&n=2


NEW GOOGLE HACKING TOOLS

DEMO

8 STACH&LIU
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Traditional Defenses

GOOGLE HACKING DEFENSES

"Google Hack yourselt” organization
 Employ tools and techniques used by hackers
 Remove info leaks from Google cache

 Using Google Webmaster Tools

Regularly update your robots. ixt.

e Or robots meta tags for individual page exclusion

Data Loss Prevention/Extrusion Prevention Systems
e Free Tools: OpenDIP, Senf

Policy and Legal Restrictions

8 STACH&LIU
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Remove Info from Google’s Cache:
http://www.google.com/support/webmasters/bin/answer.py?hl=en&answer=164734
http://www.google.com/support/webmasters/bin/answer.py?answer=61817
https://www.google.com/webmasters/tools/home?hl=en
http://onecoolsitebloggingtips.com/2008/03/21/how-to-remove-data-from-googles-cache/

Blocking indexing on a page basis by:
<meta name="robots" content="noindex">
<meta name="googlebot" content="nodindex">
http://googlewebmastercentral.blogspot.com/2007/03/using-robots-meta-tag.html
http://searchengineland.com/yahoo-provides-noydir-opt-out-of-yahoo-directory-titles-descriptions-10631
http://www.robotstxt.org/meta.html


DLP Info:
http://en.wikipedia.org/wiki/Data_Loss_Prevention
 Data Loss Prevention (DLP) is a computer security term referring to systems that identify, monitor, and protect data in use (e.g., endpoint actions), data in motion (e.g., network actions), and data at rest (e.g., data storage) through deep content inspection, contextual security analysis of transaction (attributes of originator, data object, medium, timing, recipient/destination, etc.), and with a centralized management framework. The systems are designed to detect and prevent the unauthorized use and transmission of confidential information.
http://www.csoonline.com/documents/whitepapers/UnderstandingDataLocation.pdf
http://www.csoonline.com/article/221272/Data_Loss_Prevention_Dos_and_Don_ts
http://www.gtbtechnologies.com/Downloads/5_essential_ingredients_gtb.pdf
http://www.codegreennetworks.com/blog/?p=33
http://www.sans.org/reading_room/whitepapers/dlp/

DLP Free Tools:
OpenDLP – Free Open-Source Data Loss Prevention (DLP) Tool – (Released 4/28/2010) 
http://code.google.com/p/opendlp/
http://www.darknet.org.uk/2010/05/opendlp-free-open-source-data-loss-prevention-dlp-tool/
Senf - The Sensitive Number Finder (Last updated 5/22/2009)
https://senf.security.utexas.edu/wiki/

Other DLP Commercial Products:
Code Green Networks -- Content Inspection Appliance, CI-1500; CI-750; CI-Agent, v. 5.0
InfoWatch -- InfoWatch Traffic Monitor, v. 3.0
McAfee -- McAfee Data Loss Prevention (DLP): Host 2.0, Gateway 3300, 3400
Orchestria -- Orchestria v. 5.0
Reconnex -- Reconnex 7
RSA Security -- RSA Data Loss Prevention (DLP) Suite: Datacenter 3.1.1; Network 5.1.1; and Endpoint 3.0
Trend Micro -- Trend Micro LeakProof, v. 3.0
Verdasys -- Digital Guardian, v. 5.1
Vericept -- Vericept Monitor, Protect, Discover, v. 8.2; Vericept Edge, v. 1.3
Websense -- Websense Content Protection Suite, v. 6.5
Workshare -- Workshare Protect, v. 6



Traditional Defenses

GOOGLE HACKING DEFENSES

"Google Hack yourselt” organizati
 Employ tools and fechni

. fe
t e Ivi
«RFr olf"OpenDLP, Senf

strictions

°
-
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Remove Info from Google’s Cache:
http://www.google.com/support/webmasters/bin/answer.py?hl=en&answer=164734
http://www.google.com/support/webmasters/bin/answer.py?answer=61817
https://www.google.com/webmasters/tools/home?hl=en
http://onecoolsitebloggingtips.com/2008/03/21/how-to-remove-data-from-googles-cache/

Blocking indexing on a page basis by:
<meta name="robots" content="noindex">
<meta name="googlebot" content="nodindex">
http://googlewebmastercentral.blogspot.com/2007/03/using-robots-meta-tag.html
http://searchengineland.com/yahoo-provides-noydir-opt-out-of-yahoo-directory-titles-descriptions-10631
http://www.robotstxt.org/meta.html


DLP Info:
http://en.wikipedia.org/wiki/Data_Loss_Prevention
 Data Loss Prevention (DLP) is a computer security term referring to systems that identify, monitor, and protect data in use (e.g., endpoint actions), data in motion (e.g., network actions), and data at rest (e.g., data storage) through deep content inspection, contextual security analysis of transaction (attributes of originator, data object, medium, timing, recipient/destination, etc.), and with a centralized management framework. The systems are designed to detect and prevent the unauthorized use and transmission of confidential information.
http://www.csoonline.com/documents/whitepapers/UnderstandingDataLocation.pdf
http://www.csoonline.com/article/221272/Data_Loss_Prevention_Dos_and_Don_ts
http://www.gtbtechnologies.com/Downloads/5_essential_ingredients_gtb.pdf
http://www.codegreennetworks.com/blog/?p=33
http://www.sans.org/reading_room/whitepapers/dlp/

DLP Free Tools:
OpenDLP – Free Open-Source Data Loss Prevention (DLP) Tool – (Released 4/28/2010) 
http://code.google.com/p/opendlp/
http://www.darknet.org.uk/2010/05/opendlp-free-open-source-data-loss-prevention-dlp-tool/
Senf - The Sensitive Number Finder (Last updated 5/22/2009)
https://senf.security.utexas.edu/wiki/

Other DLP Commercial Products:
Code Green Networks -- Content Inspection Appliance, CI-1500; CI-750; CI-Agent, v. 5.0
InfoWatch -- InfoWatch Traffic Monitor, v. 3.0
McAfee -- McAfee Data Loss Prevention (DLP): Host 2.0, Gateway 3300, 3400
Orchestria -- Orchestria v. 5.0
Reconnex -- Reconnex 7
RSA Security -- RSA Data Loss Prevention (DLP) Suite: Datacenter 3.1.1; Network 5.1.1; and Endpoint 3.0
Trend Micro -- Trend Micro LeakProof, v. 3.0
Verdasys -- Digital Guardian, v. 5.1
Vericept -- Vericept Monitor, Protect, Discover, v. 8.2; Vericept Edge, v. 1.3
Websense -- Websense Content Protection Suite, v. 6.5
Workshare -- Workshare Protect, v. 6



Advanced Defenses

PROTECT YO NECK

o STACH&LIU



Existing Defenses

"HACK YOURSELF

v’ Tools exist

X Convenient

X Realime updates

X Multi-engine results

X Historical archived data

X Mult-domain searching

o STACH&LIU
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Defense Recommendations of Old: "Google Hack Yourself”

 Not efficient with existing tools, have to run many times across all domains and correlate results (e.g. stachliu.com, sl.com, stachliu.org…).  Also have to use different tools to look for vulns in different search engines (Google/Bing/Yahoo/…)

 If done say quarterly, you go by 3 months with a vuln exposed via Google to the public without being able to respond.  Or if the index has been retired by the time you re-Google Hack yourself, but the vuln still exists - you missed the opportunity of identifying it.

 Need for real time updates and detection, as well as historical data (i.e. not just vulns in your company systems that are in Google's index now, but vulns in your company systems that have ever been in Google's index.



Advanced Defenses

NEW HOT SIZZLE

Stach & Liu now proudly presents:

 Google Hacking Alerts
o SharePoint Hacking Alerts — 118 dorks

» Bing Hacking Alerts

o STACH&LIU
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StachLiu Defense Tools 
Our “Google Alerts” and “Bing Alerts”. 
RSS feed to be alerted of new issues – a GoogleHacking Detection System (GHDS).Real time updates on Google Hack hits across both Google and Bing, that are organized and sent to you conveniently via RSS feeds. 
Future tool that allows you to set alerts based on these feeds, but filtered specifically for your company.


New Stach & Liu Google/Bing hacking tools available at:
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/



Google Hacking Alerts

ADVANCED DEFENSES

Google Hacking Alerts
* Al hacking database queries using Google alerts
¢ RealMime vuln updates to >2400 hack queries via RSS
» Organized and available via Google reader importable file

stachliud@gmail.com | Settings | FAQ | Sign out

{ 1
Gotjgle alerts Manage your Alerts GHDB regexs made into
Google Alerts
Your Google Alerts Switch to text emails | Export alerts
Search terms N Type How often Email length Doliseorto
[ IHost="" intext:enc_UserPassword=" ext:pcf Web as-it-happens up to 50 results Feed E:j edit
Yiew in Google Reader
O "# Durnping data for table (usemameluser|usersipassword)” Wah itbannan uato A0 res Feed Eﬂ edit
“Wiew in Google Reader
- RSS Feeds generated that :
[ "# Durnping data for table" Wah track new GHDB vulnerable Feed f:ﬂ edit
pages in real-time “iew in Google Reader
[ "t phpMyAdmin MySQL-Dump" "INSERT INTO" -"the" Web Feed E:j edit
. J “iew in Google Reader
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Google Hacking Alerts
http://www.google.com/alerts
http://www.google.com/reader



Googl

e Hacking Alerts

ADVANCED DEFENSES

Google reader

B3 4dd a subscription

All iterns - | Search
James Bond needs help!

Google Alerts - "mySQL error with query” mySQL error page snippet conveniently
provided in RSS summary

Show: 11 new items - all items | Mark all as read | - | Refresh | Feed settings... -

BFRHENEXOFDEMT- BEHEH T, XREX- BEXEQOEC, B mySOL erorwith CREATE TEMPORARY TABLE p
HEEE - O&HEFBEEE - mySOL error with query SELECT COURNT(™) AS result FROM nucleus fACtonlog: Can't open file: nucleus_actic

All items (1000+) +||=
Feople you follow +||>
Explore +
/Subscriptions -
@ (3 FSDB-Backup Files (195) s |

® (3 FSDB-Configuration Ma... (371)
® {7 FSDB-Error Messages (654)

] FSDB-Privacy Related (501)

® [ FSDB-Remote Administr... (102)
® @ FSDB-Reported Vulnera... (90)

® @ FSDB-Technology Profile (652)
# {7 GHDB-Advisories and V... {1000+

/" James Bond 007 - MI6 - The Home Of James Bond - mySAL errorwith query SELECT ¢ .citern as itemid, c.cnumb as commentid, c.chody as
James Bond 007 :: MI6 - The Home Of James Bond

via Google Alerts - "mySAL error with querny”

mySQaL error with query SELECT ¢ citem as itemid, c.cnumber as commentid, c.chody as body, c.cuser as
user, c.cmail as userid, c.cemail as email, ...
\_ v MiG.co ukimif php3inewsiindex php?itemid. £ Yy,

= 7 GHDB-Error Messages (1000+)

Add star Like Share Share with note Ernail <~ Add tags

2 Google Alegts - "mySQ... (11 ~

with query”

FEMAFM » DT AN — A - mySAL error with queny INSERT INTO nucleus_plug_captcha (ckey, time, solution, active) VALUES ('890c8bed81
LB EHIESR | 5% . - mySAL error with query INSERT INTO nucleus_plugin_option (oval
Several thousand GHDB/FSDB

1 Google Alerts-"acce... (45]
2 Google Alerts -"An ... (1) q

1 "

BERE

mysgl macosx

vuln alerts generated each day 1 sRfEd  HER - mySQL errorwith query INSERT INTO nucleus_plugin_option (ova

Ngs Jewelry .- mysgl error with query. creating standalone applications with mysagl. mysal d

¥

o STACH&LIU
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Google Hacking Alerts
http://www.google.com/alerts
http://www.google.com/reader




Bing Hacking Alerts

ADVANCED DEFENSES

\/
)\ 4

Bing Hacking Alerts

* Bing searches with regexs from BHDB
* leverage &format=rss directive to tumn info update feeds
¢ ReaMime vuln updates to =900 Bing hack queries via RSS

Google reader

B3 Add a subscription |

All items (1000+) +/IF
People you follow *

Explore

Subscriptions -

® [ BHDB-Advisories and V... (910)
[ BHDB-Backup Files (50)

{7 BHDB-Configuration Ma... {207)
() BHDB-Error Messages (507)

[ BHDB-Files containing... (607)
® [J BHDB-Files containing... (343)
{7 BHDB-Files containing... (50)
{7 BHDB-Footholds {45)

() BHDB-Misc (116)

@ [ BHDB-Pages containing... (765)
[ BHDB-Pages containing... (159)
(7 BHDB-Privacy Related (196)

{7 BHDB-Remote Administr... (36)
{7 BHDB-Reported Vulnera... (20)

STACH&LIU

All items ~| | Search |

Bing: intitle:"Snap Server" intitle:"Home" "Active Users" »

Show: 0 new items - all items Mark all as read ~ || Refresh | Feed settings... ~
Snap Server WELW-SNAP [Home] - WELW-SNAP = Home
Snap Server CORESERVER [Home] - CORESERVER = Home
Snap Server GSTI [Home] - GSTI » Home

SNAP network attached
storage servers exposed

adsphotographer.com - SNAP55373 = Home

Snap Server SNAPS24929 [Home] - SNAPS24929 « Home
Snap Server SAINTSNAP [Home] - SAINTSNAP « Home
Snap Server DIGITALDATA1 [Home] - BOT - Unavailable: folder does not exist. SHARE1: acesag - For ACES publicat]

Snap Server FTP-SERVER [Home] - Flinn - Flinn OFF-Site Backup: Home - Folder for network shares/drive mapping
Snap Server FTP-SERVER [Home]

Flinn - Flinn OFF-Site Backup: Home - Folder for network shares/drive mapping: MyHost - Folder for my personal
Web Hosting: msmcs.net - www. msmcs. net PUB FTP

Add star Like Share &/Share with note Ernail Keep unread < Edittags: BHDB-Various Online Devices

Snap Server XRAY7 [Home] - XRAYY « Home
Snap Server SNAP205861 [Home] - SNAP205861 » Home
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Bing Hacking Alerts

Show creation of Bing Hacking alerts via Bing ‘&format=rss’ and Google Reader
 Good example bing query:  "mySQL error with query“
 http://www.bing.com/search?q="mySQL error with query“&format=rss


Bing/Google Alerts

LIVE VULNERABILITY FEEDS

World's Largest Live Vulnerability Repository
e Daily updates of ~3000 new hits per day

Last 30 days Time ofday Day of the week

11 e el ittt | Yttt

T TR R R E TR R R E

~3,000 new vuln
N SN EREEENEN hits per day
e L T L LA S s et S B s S e s S

118 1/21 1/24 1/27 1/30 2/2 2/5 28 2111 14
lterms posted B ltems read

o STACH&LIU
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Largest live vulnerability feed.  


Bing/Google Alerts

THICK CLIENTS TOOLS

Google/Bing Hacking Alert Thick Clients
« Google/Bing Alerts

o Allow user to

e e.g. yourcompany.com”in the URL

* Severd being released:

« Google Desktop Gadget
e OS independent client
* Droid app (coming soon)

8 STACH&LIU
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Google/Bing Hacking Alerts – Thick Client Apps
Stach & Liu will be releasing 3 free thick client interfaces to filter the Google/Bing Hacking Alerts RSS feeds at Black Hat USA 2010.



ADVANCED DEFENSE TOOLS

DEMO

o STACH&LIU

35



New Defenses

'‘GOOGLE/BING HACK ALERTYS”

v’ Tools exist

v’ Convenient

v’ Reakime updates

v Multi-engine results

v’ Historical archived data

v Multi-domain searching

o STACH&LIU
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Other OSINT Attacks

WHAT YOU SHOULD KNOW

o STACH&LIU
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Major Google Hacking and other related OSINT attacks and techniques.


Google Apps Explosion

SO MANY APPLICATIONS TO ABUSE

Google alerts Coogle eacer QQQSIE
Google custom search G 00 l e
000 Google buzz & trendsg
A Nt 825 Google code Google health
Google calendar (3008[3 NEWS G()C)gk public data explorer
Google docs abs

oogle Insights for Search
Goog[e blogs G K 5 et Goog[e groups

Google maps
o STACH&LIU 3 P .
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Over the last 5 years there has been an app explosion from Google

Nearly every app  has a potential dark side or evil use

http://www.google.com/intl/en/options/
http://en.wikipedia.org/wiki/List_of_Google_services_and_tools


Go0ga
Google Code Search 2008

VUINS IN OPEN SOURCE CODE

* Regex search for vulnerabilities in public code

 Example: SQL Injection in ASP querystring
e select. *from. *request\.QUERYSTRING

GOquE code search [elect*from "request QUERYSTF [ Search | avences cose searn

labs I

ly idis SQL injectable
Code reply_idis SQLinj Results 1 - 10 of about 2,000.
querystring parameter
post.asp
45: str8gl ="SELECT * from reply where reply id = {' & Request.Querystring ("reply id") ’
46: msg = "<brir<brrx¢04:°0s0D ATAGAx-OL°T t0ALOT 2 AAT TR ST
57: striql ="SELECT T Message from Topics where Topic id = " & Request.Querystring ("reply id")
58: meg = "<br><bre>x¢04£°0»00 ATAOAx+OR T UAI O 2 AATLA%04 sT0x0. "

win cnarts.netfeweb/downloadisoftware/bbsiradeforum zip - Unknown - ASP - More from tradeforum zip =
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Google Code Search
http://www.google.com/codesearch

Google Code Search – Hacking Database
S&L will be releasing Google Code Search regexs from the following categories (below are a few samples, all will be released soon):
SQL Injection 
PHP Parameters
ASP Querystring 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=select.*from.*request%5C.QUERYSTRING&btnG=Search 
.Net 
ASP Form Parameters
JSP/Java Parameters
 
Cross-site Scripting (XSS) 
PHP XSS 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=input.*type%3Dhidden.*%3D.*%5C%24_%28GET%7CPOST%7CCOOKIE%29&btnG=Search 
JSP XSS 
ASP XSS 
 
Handling Sensitive Data 
Passwords 
SSNs 
Credit Cards 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=4%5B0-9%5D%7B3%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D+lang%3Asql&btnG=Search 
 
Hard-coded Passwords 
MS SQL 
Oracle 
DB UserIds 
MySQL 
 
Filesystem Interaction 
ASP OpenTextFile 
Sample: http://www.google.com/codesearch?q=+FileSystemObject+OpenTextFile%5C(.*request%5C.&sa=N 
PHP fopen Get 
PHP fopen Post 
PHP file_get_cont GET 
PHP file_get_cont POST 
PHP file GET 
PHP file POST 
 
Other
Remote File Include
Sample: http://www.google.com/codesearch?hl=en&lr=&q=%28fopen|include|require%29%28_once%29%3F\s*\%28\s*\%24_%28%28GET%29|%28POST%29|%28REQUEST%29%29[^%2C.%22%29]*%3F\.%22.*%3F\%29+lang%3Aphp&sbtn=Search 
 



GOOGLECODE SEARCH HACKING

DEMO

8 STACH&LIU
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Google Code Search – Demo

SQLi - ASP Querystring
http://www.google.com/codesearch?hl=en&lr=&q=select.*from.*request%5C.QUERYSTRING&btnG=Search

XSS – JSP XSS
http://www.google.com/codesearch?hl=en&lr=&q=input.*type%3Dhidden.*%3D.*request%5C.getParameter&btnG=Search

Remote File Include
http://www.google.com/codesearch?hl=en&lr=&q=%28fopen|include|require%29%28_once%29%3F\s*\%28\s*\%24_%28%28GET%29|%28POST%29|%28REQUEST%29%29[^%2C.%22%29]*%3F\.%22.*%3F\%29+lang%3Aphp&sbtn=Search 


Google COde Search codesearch%

VULNS IN OPEN SOURCE CODE

Develq ' p
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Google Code Search
http://www.google.com/codesearch

Google Code Search – Hacking Database
S&L will be releasing Google Code Search regexs from the following categories (below are a few samples, all will be released soon):
SQL Injection 
PHP Parameters
ASP Querystring 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=select.*from.*request%5C.QUERYSTRING&btnG=Search 
.Net 
ASP Form Parameters
JSP/Java Parameters
 
Cross-site Scripting (XSS) 
PHP XSS 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=input.*type%3Dhidden.*%3D.*%5C%24_%28GET%7CPOST%7CCOOKIE%29&btnG=Search 
JSP XSS 
ASP XSS 
 
Handling Sensitive Data 
Passwords 
SSNs 
Credit Cards 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=4%5B0-9%5D%7B3%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D+lang%3Asql&btnG=Search 
 
Hard-coded Passwords 
MS SQL 
Oracle 
DB UserIds 
MySQL 
 
Filesystem Interaction 
ASP OpenTextFile 
Sample: http://www.google.com/codesearch?q=+FileSystemObject+OpenTextFile%5C(.*request%5C.&sa=N 
PHP fopen Get 
PHP fopen Post 
PHP file_get_cont GET 
PHP file_get_cont POST 
PHP file GET 
PHP file POST 
 
Other
Remote File Include
Sample: http://www.google.com/codesearch?hl=en&lr=&q=%28fopen|include|require%29%28_once%29%3F\s*\%28\s*\%24_%28%28GET%29|%28POST%29|%28REQUEST%29%29[^%2C.%22%29]*%3F\.%22.*%3F\%29+lang%3Aphp&sbtn=Search 
 







Googs
GOOgle COde Secrch codesearchgzg

VUINS IN OPEN SOURCE CODE
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WERS Injection
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Google Code Search
http://www.google.com/codesearch

Google Code Search – Hacking Database
S&L will be releasing Google Code Search regexs from the following categories (below are a few samples, all will be released soon):
SQL Injection 
PHP Parameters
ASP Querystring 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=select.*from.*request%5C.QUERYSTRING&btnG=Search 
.Net 
ASP Form Parameters
JSP/Java Parameters
 
Cross-site Scripting (XSS) 
PHP XSS 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=input.*type%3Dhidden.*%3D.*%5C%24_%28GET%7CPOST%7CCOOKIE%29&btnG=Search 
JSP XSS 
ASP XSS 
 
Handling Sensitive Data 
Passwords 
SSNs 
Credit Cards 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=4%5B0-9%5D%7B3%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D+lang%3Asql&btnG=Search 
 
Hard-coded Passwords 
MS SQL 
Oracle 
DB UserIds 
MySQL 
 
Filesystem Interaction 
ASP OpenTextFile 
Sample: http://www.google.com/codesearch?q=+FileSystemObject+OpenTextFile%5C(.*request%5C.&sa=N 
PHP fopen Get 
PHP fopen Post 
PHP file_get_cont GET 
PHP file_get_cont POST 
PHP file GET 
PHP file POST 
 
Other
Remote File Include
Sample: http://www.google.com/codesearch?hl=en&lr=&q=%28fopen|include|require%29%28_once%29%3F\s*\%28\s*\%24_%28%28GET%29|%28POST%29|%28REQUEST%29%29[^%2C.%22%29]*%3F\.%22.*%3F\%29+lang%3Aphp&sbtn=Search 
 







Black Hat SEO

SEARCH ENGINE OPTIMIZATION

« Use popular search
topics du jour

o Pollute results with links
to badware

e Increase chances of @
successful atftack

8 STACH&LIU
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Black Hat SEO

Why use real news events?
Black hats make their own fake news
Faux celebrity sex tape anyone?
Send to college students
It works!
Other scammers imitate what works


http://en.wikipedia.org/wiki/Search_engine_optimization

http://research.zscaler.com/2010/03/web-security-google-paradox.html
http://research.zscaler.com/2010/04/search-engines-need-to-protect-their.html

Zscaler Research: How Google is (NOT) tackling the Blackhat SEO issue
http://research.zscaler.com/2010/04/how-google-is-not-tackling-blackhat-seo.html



Google Trends Google

BLACK HAT SEO RECON

Help | Zign in | B Download as CSY | English (U]

Google Insights for Search

beta

Top Google searchs
Compare hy Search terms Filter over past 6 years

@ Search terms Tip: Use 3 comma asshorthand to add eomparison items. (tennis, squash) |Web Search B‘l //

O Locations ® |+A”§5‘3ar'3h SIS | |United States || All subregions | yf5metros v
O Time Ranges | 2004 - prasent |

Fake lyrics web sites setup to appear in

Google search results, infect you with Al Categories > ]

malware upon clicking

Web Search Interest
United States, 2004 - present

L
Search terms Lada Gaga, Rihanna lyrics sites used to foist Java exploit{
Top searches Dan Kaplan April 14, 20110 B‘! ©)
LLPRINT [F7EMAIL [REPRINT [PERMISSIONS FONT SIZE: & | Al A +]
2. you As expected, virus writers now are actively exploiting a zero-day Sun RELATED ARTICLES,

\“‘wwaww-Mwmm_mm_tmmhh@rim,_ﬁa.‘wu\.ﬁﬁ.

o STACH&LIU a4
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Google Trends -> targeted malware attacks
http://www.google.com/trends

Examples: 
Lada Gaga, Rihanna lyrics sites used to foist Java exploit - SC Magazine US
http://www.scmagazineus.com/lada-gaga-rihanna-lyrics-sites-used-to-foist-java-exploit/article/167935/
Google says 11,000 domains distributing rogue anti-virus - SC Magazine US 
http://www.scmagazineus.com/google-says-11000-domains-distributing-rogue-anti-virus/article/168035/
Zscaler Research: Video: first link on Google leads to a malware site 
http://research.zscaler.com/2010/04/video-first-link-on-google-leads-to.html




Malware Ads

BLACK HAT ADS

oINg
Web

RELATED SEARCHES
Adobe Reader 0Day

Adobe Reader Free
Download

Adobe Reader 7 Free
Download

Adobe Acrobat Reader
8.1

Adobe Reader Plugin
Adobe Reader 10

Free Adobe Reader for
XP

Java

SEARCH HISTORY
adobe reader

See all
Clear all - Turn off

adobe reader m

Web  News

ALL RESULTS 1-10 of 54,900,000 results - Advanced

Sponsored sites

Reader 9.0 -Official Site
www FPOF-Format.com - Open, Create & Edit PDF Files! Official Site (Recommended Download)

Adobe Acrobat 9 Download

AdobeAcrobat PDF-S0ftware.com - Ultra Fast Acrobat Download - Latest Version 100%
Guaranteed

Adobe Reader Download

AdobeProReader1l.comiFree - New Adobe Reader Official Version. 100% Support. Free
Download!

Adobe Acrobat 9.3 Version

www POF-9-00wnload.com - Download Adobe PDF Latest Version Ultra Fast 100% Guaranteed!

Adobe - Adobe Reader

Download Adobe Reader to view, print and collaborate on PDF files.
get adobe com/reader - Cached page

Get Flash Player Adobe - Adobe Air
Adobe - Adobe Reader Accessibility

Show more results from get.adobe.com
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Malware New Distribution Woes
Popular websites targeted malware distribution to the masses
Compromised websites are embedded with links to malware sites – the website’s user base being the ultimate target

News Articles about the Massive SQLi/Malware Attack this past June (Wall Street Journal, Jerusalem Post):
http://www.informationweek.com/news/infrastructure/management/showArticle.jhtml?articleID=225600247
http://www.itworld.com/internet/110593/mass-web-attack-hits-wall-street-journal-jerusalem-post
http://blog.sucuri.net/2010/06/mass-infection-of-iisasp-sites-robint-us.html
http://threatpost.com/en_us/blogs/mass-sql-injection-attack-hits-sites-running-iis-061010
http://www.computerworld.com/s/article/9177904/Mass_Web_attack_hits_Wall_Street_Journal_Jerusalem_Post
http://blog.armorize.com/2010/06/recent-evolution-of-mass-sql-injection.html
http://isc.sans.edu/diary.html?storyid=8935
http://www.sophos.com/blogs/sophoslabs/?p=9941
http://www.zionsecurity.com/blog/2010/3/8/sql-injection-worm-with-new-injection-domain-dnf666net.aspx
http://news.slashdot.org/story/10/06/11/175259/Mass-SQL-Injection-Attack-Hits-Sites-Running-IIS
http://nsmjunkie.blogspot.com/2010/06/anatomy-of-latest-mass-iisasp-infection.html






Defenses

BLACKHAT SEO DEFENSES

» Malware Warmning Filters

« Google Safe Browsing
o Microsoft SmartScreen Filter
e Yahoo Search Scan

 Sandbox Software
« Sandboxie (sandboxie.com)
e Dell KACE - Secure Browser
o Office 2010 (Protected Mode)
» Adobe Reader Sandbox (Protected Mode)

 No-script and Ad-block browser plugins
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Web Browser Malware Filters
Popular malware browser filters:
Google SafeBrowsing Plugin
http://www.google.com/tools/firefox/safebrowsing/
Microsoft SmartScreen Filter
http://www.microsoft.com/security/filters/smartscreen.aspx
Yahoo Search Scan
http://au.docs.yahoo.com/search/search_scan/index.html
Zscaler Research: Comparison of Malware protections: Google Safe Browsing, Microsoft SmartScreen, etc.
http://research.zscaler.com/2010/06/comparison-of-malware-protections.html

Sandbox Browsers and Software
General info:
http://en.wikipedia.org/wiki/Sandbox_%28computer_security%29
http://www.techsupportalert.com/safe-surfing.php
http://www.informationweek.com/blog/main/archives/2010/07/secure_browsing.html
Sandboxie 
http://www.sandboxie.com/
http://en.wikipedia.org/wiki/Sandboxie
Dell KACE - Secure Browser
http://www.kace.com/products/freetools/secure-browser/
http://www.itworld.com/software/114366/dell-offering-free-web-browser-security-tool
Adobe Reader - Sandbox
http://threatpost.com/en_us/blogs/adobe-releases-reader-x-sandbox-111810
http://blogs.adobe.com/asset/2010/07/introducing-adobe-reader-protected-mode.html
http://www.eweek.com/c/a/Security/Adobe-Reader-to-Get-Sandboxing-Security-Technology-331178/
http://blogs.msdn.com/b/david_leblanc/archive/2010/07/20/acrobat-is-getting-a-sandbox.aspx
ZoneAlarm ForceField from CheckPoint
http://www.zonealarm.com/security/en-us/zonealarm-forcefield-browser-security.htm
VMWare – Browser Appliance
http://www.vmware.com/pdf/bavm_getting_started_100.pdf
Microsoft Office 2010 – Sandboxing
http://www.computerworld.com/s/article/9136831/Microsoft_struts_Office_2010_sandbox_security
http://blogs.technet.com/b/office2010/archive/2009/08/13/protected-view-in-office-2010.aspx
Microsoft - Practical Windows Sandboxing Technique
http://blogs.msdn.com/b/david_leblanc/archive/2007/07/27/practical-windows-sandboxing-part-1.aspx
http://blogs.msdn.com/b/david_leblanc/archive/2007/07/30/practical-windows-sandboxing-part-2.aspx
http://blogs.msdn.com/b/david_leblanc/archive/2007/07/31/practical-windows-sandboxing-part-3.aspx

Other
NoScript
http://noscript.net/
Ad-block
http://adblockplus.org/en/
http://adblockplus.org/en/



Google Trends Google

OTHER INTERESTING

Google trends  reckns e ———

Tip: Use commas to compare multiple search terms.

Searches YWebsites Allregions

Scale is based on the average worldwide trafiic of hacking in all years. Learn mare

hacking =— 00

Search Vg e index Google Trends ﬂ Search for Lari Hacking Called Of

WTEY - Aug 1 2004

EJ Bolice probe phone-hacking claims
Mirror co.uk - Jul 9 2009

|c] Hacking and identity theft ring busted after stealing 130 credit card nurnbers, US says
Telegraph.co.uk - Aug 17 2009

ﬂ Google's Gmail adds security after China hacking

L YT T S Y YT S Y T Y S T S N Y N [N Y Y Y [N SO | Econormic Times - Jan 14 2010
2o N o i | VO | P | o |E| Arrest warrant issued for Landis in hacking probe
HETRrearenG e Shnobile - Feb 15 2010
Aﬂ I r A |F] UK police may grobe alleged tabloid phone hacking
2 AA A Boston Globe - Sep 6 2010
Rank by m Mare news results »
Regions Cities Languages
1. Pakistan —— 1. Mahape, India ——— 1. Indonesian ———
2. India 2. Delhi, India 2. Tagalog
3. Indonesia — 3. Chennai, India 3. English —
4. Philippines — 4. Murmbai, India — 4. Greek —
5. Malaysia —_— f. Jakarta, Indonesia A, Arabic _—
B. Australia -_— B. Sydney, Australia —_— B. Swedish —
7. Egypt — 7. Los Angeles, Ca, USA — 7. Palish =
A Canada - A Toronto, Canada _— A Dutch -_
9. United States - 9. Chicago, IL, USA _— 9. falian -_
10. United Kingdom - 10, Atlanta, GA, USA -_ 10. French -
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Google Trends -> targeted malware attacks
http://www.google.com/trends


Google Trends Goo

OTHER INTERESTING

Google trends [saecton | e

Tip: Use commas to compare multiple search terms.

Searches Yehsites All regions

Scale is based an the average worldwide traffic of sql injection in all years. Learn more
sql injection s——— 00

Search Volume index Gopgle Trands || SQL Injsction Aftacks Increasing
Slashdot - Jul 19 2006

j] Half a illion Microsoft-Powered Sites Hit With SGL Injection
Slashdot - Apr 28 2008

i] Mass SOL injection attack targets Chinese Weh sites
Infoorld - May 19 2008

1] Microsoft offers advice on SQIL injection
L WUMet.com - Jun 26 2008

1
2004 | 2005 | 2006 | 2007 | 2008 | 2009 | 2010
T T T T T T T T T T T T T

Nu_".gm,mw. e L |E] eEye Digital Security Now Offering SO Injection Protection for Micrasoft 1S Servers

Marketiatch - Dec 16 2008
JA—W’M_N‘N\M‘A“\M |F| Getting Serious about SAL Injection and the TJX Hacker
g PC Wyarld - Aug 19 2009

Rank by Isql injection |L More news results »

Regions Cities Languages
1. Indonesia ] 1. Seoul, South Korea 1. Indonesian
2. South Korea — 2. Jakarta, Indonesia — 2. Korean —
3. India 3. Chennai, India 3 Wietnamese —
4. Taiwan 4. Mahape, India 4. Hebrew —
5. lran — 5. Mumbai, India — 5. Russian —
6. Malaysia —_— 6. Taipei, Taiwan B, English —_—
7. Wiet Mam — 7. Delhi, India — 7. Swedish —
8. Singapore — 8. Singapore, Singapore — 8. Romanian —
9. Philippines — 9. San Francisco, C4, LISA, — 9. Portuguese —
10. Czech Republic —_— 10. Sao Paulo, Brazil —_— 10 Palish -_—
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Google Trends -> targeted malware attacks
http://www.google.com/trends



Google Trends Google

PREDICTING ELECTIONS

m‘ NEWS FOR NERDS. STUFF THAT MATTERS.

| Stories Recent Popular Search

Posted by samzenpus on Sunday October 31, @11:38AM

+ = Technology: Predicting Election Results With Google

from the future-search dept.

destinyland writes

"zoogle announced they've searched
its 'Insights for Search' tool, which o
‘Looking at the most popular searche
their official blog reported, adding, *

foreclosures, as well as immigration

some candidate's predicted vote total
error for other candidates. '"Oddly en
contest [in Florida), where the breakq

L P T Heleg ¥t etanal g

o STACH&LIU

‘ yu\rml }QQJS\tOj"“ T AT ST Vo allastog gl e M@M "\n\!-mou’}_l‘ e "\—.r_‘_j L

m

The ””'L”'GO Ugle

Blog

Searching your way to the ballot box

10/27/2010 02:54:00 P
With less than a week left until the U 5. 2010 midterm elections, interest is heating up around the

country—in poling places, close races and hot political issues. YWe thought we'd peek into the
search data to see what we could find about what kinds of info people are looking for as they ge
ready to go to the ballot box nesxt Tuesday. YWe used a combination of Insights for Search and

"\

e

A s oy,
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Google Trends -> Predicting Election Outcomes
http://www.google.com/trends


http://googleblog.blogspot.com/2010/10/searching-your-way-to-ballot-box.html
http://tech.slashdot.org/story/10/10/31/1520249/Predicting-Election-Results-With-Google?from=rss


Mass In

jection Attacks

MALWARE GONE WILD

Malware Distribution VWoes

* Popular websites victimized, become malware distribution sites to their own

customers

Massive Malware Hits Media Web Sites

Security researchers estimate that roughly 7,000 Web pages were compromised in a SQL injection attack
this week, including The Wall Street Journal and Jerusalem Post.

By Mathew J. Schwartz, Informationvyeek
June 10, 2010

URL: http Awneie informationweelk, com/stoniebeuitinla ibblfadinla =208 80N04 7

ety \ P T

"Every time I load Jpost site, I get na
on Tuesday, referring to the Jerusaler

Sure enough, the Web sites of the Jes
and the Association of Christian Sch
(Sites serving malware to viewers.

8 STACH&LIU

From:

Mass Web attack hits Wall Street Journal, Jerusalem Post
by Rabert Mehdillan

June 9, 2010 —Internet users have been hit by a widespread YWeh attack that has compromised thousands of
Web gites, including YWeb pages belonging to the Wall Street Journal and the Jerusalerm Post.

Estimates ofthe total numherﬂfcnmprnmised Weh sites vary between 7,000 and 114,000, }ccnrding ta
secUrity experts. Other camprami

Y W - "“x,-*\‘_.w_./' T e A F PO \..._J.av-*\\
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Malware New Distribution Woes
Popular websites targeted malware distribution to the masses
Compromised websites are embedded with links to malware sites – the website’s user base being the ultimate target

News Articles about the Massive SQLi/Malware Attack this past June (Wall Street Journal, Jerusalem Post):
http://www.informationweek.com/news/infrastructure/management/showArticle.jhtml?articleID=225600247
http://www.itworld.com/internet/110593/mass-web-attack-hits-wall-street-journal-jerusalem-post
http://blog.sucuri.net/2010/06/mass-infection-of-iisasp-sites-robint-us.html
http://threatpost.com/en_us/blogs/mass-sql-injection-attack-hits-sites-running-iis-061010
http://www.computerworld.com/s/article/9177904/Mass_Web_attack_hits_Wall_Street_Journal_Jerusalem_Post
http://blog.armorize.com/2010/06/recent-evolution-of-mass-sql-injection.html
http://isc.sans.edu/diary.html?storyid=8935
http://www.sophos.com/blogs/sophoslabs/?p=9941
http://www.zionsecurity.com/blog/2010/3/8/sql-injection-worm-with-new-injection-domain-dnf666net.aspx
http://news.slashdot.org/story/10/06/11/175259/Mass-SQL-Injection-Attack-Hits-Sites-Running-IIS
http://nsmjunkie.blogspot.com/2010/06/anatomy-of-latest-mass-iisasp-infection.html






Mass Injection Attacks

MALWARE GONE WILD

Malware Distribution VWoes

* Popular websites victimized, become malware distribution sites to their own
customers

stories
Viral Scareware Infects Four Million Websites
recent
Posted by timothy on Saturday April 02, @04:55PM
popular from the warning-your-computer-may-be-at-risk dept.
ask slashdot oxide7 writes
book reviews "A fast-spreading SQL injection attack that illegally peddles a bogus scareware has been breaking anti-virus barriers and
compromising millions of websites, besides defrauding unsuspecting victims. The news of this attack was brought out by Websense
games Security Labs in ifs blog last week. Websense said its Threatseeker Network identified a|new malicious mass-injection campaign |
idle which it named LizaMoon."
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Malware New Distribution Woes
Popular websites targeted malware distribution to the masses
Compromised websites are embedded with links to malware sites – the website’s user base being the ultimate target

News Articles about the Massive SQLi/Malware Attack this past June (Wall Street Journal, Jerusalem Post):
http://www.informationweek.com/news/infrastructure/management/showArticle.jhtml?articleID=225600247
http://www.itworld.com/internet/110593/mass-web-attack-hits-wall-street-journal-jerusalem-post
http://blog.sucuri.net/2010/06/mass-infection-of-iisasp-sites-robint-us.html
http://threatpost.com/en_us/blogs/mass-sql-injection-attack-hits-sites-running-iis-061010
http://www.computerworld.com/s/article/9177904/Mass_Web_attack_hits_Wall_Street_Journal_Jerusalem_Post
http://blog.armorize.com/2010/06/recent-evolution-of-mass-sql-injection.html
http://isc.sans.edu/diary.html?storyid=8935
http://www.sophos.com/blogs/sophoslabs/?p=9941
http://www.zionsecurity.com/blog/2010/3/8/sql-injection-worm-with-new-injection-domain-dnf666net.aspx
http://news.slashdot.org/story/10/06/11/175259/Mass-SQL-Injection-Attack-Hits-Sites-Running-IIS
http://nsmjunkie.blogspot.com/2010/06/anatomy-of-latest-mass-iisasp-infection.html
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Predictions

FUTURE DIRECTIONS

Data Explosion Renewed Tool Dev
« More data indexed, « Google Ajox APl based
searchable

* Bing/Yahoo/other engines

* Realtime, streaming updates « Search engine aggregators

e Faster, more robust search « Google Code and Other Open
inferfoces Source Repositories
« MS CodePlex, SourceForge, ...
GOOg|e |nvo|vemenf « More automation in fools
e Filtering of search results e Reahime detection and
o Befter GH detection and exploifation
tool blocking « Google worms
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Future Directions – Data Explosion

More data indexed, faster, easier to search, more vulns exposed, greater threat
Google Real Time Search
Announced Dec 2009 by Google
Official Google Blog: Relevance meets the real-time web
http://googleblog.blogspot.com/2009/12/relevance-meets-real-time-web.html
Google Twitter Replay
Example: http://www.google.com/search?hl=en&tbo=1&tbs=mbl:1&esrch=RTReplay&q=obama 
Official Google Blog: Replay it: Google search across the Twitter archive
http://googleblog.blogspot.com/2010/04/replay-it-google-search-across-twitter.html
Google Follow Finder – released April 14, 2010.  Google search engine against Twitter
Google Follow Finder - http://www.followfinder.googlelabs.com/

Future Directions – Renewed Tool Development

Renewed tool development (as of Nov and Dec of 2009 - 2 big releases…and now us)
Google w/ AJAX API – nonblocking
Tools for other engines: Bing/Yahoo/..
Tools for Search Engine Aggregators (e.g.  http://en.wikipedia.org/wiki/Leapfish)
Google Code Search and Other Open Code Repositories (MS CodePlex, SourceForge)
More automation – real time detection and exploitation of info/vulns exposed via Google and other search engines (e.g. Google Hack Worms)

Future Directions – Proactive Google/Microsoft Involvement in Security

Proactive security involvement expected of Google/Microsoft/… 
To proactively identify these vulns, and de-index them or notify the owners. 
Proactive blocking of users suspected of GoogleHacking
Existing Trend Indications:
Google – increased interest in security (tool release, research, and getting OWNED):
Google skipfish - Web Security Scanner
http://research.zscaler.com/2010/03/web-security-google-paradox.html
http://www.informationweek.com/news/security/app-security/showArticle.jhtml?articleID=224000223&cid=RSSfeed_IWK_ALL
http://code.google.com/p/skipfish/
Google CodeLab - Web Application Exploits and Defenses
http://googleonlinesecurity.blogspot.com/2010/05/do-know-evil-web-application.html
http://jarlsberg.appspot.com/ 
Google Safe Browsing
http://www.google.com/tools/firefox/safebrowsing/
http://www.darknet.org.uk/2006/04/google-safe-browsing-extension-for-firefox-netcraft-toolbar-anti-phishing/
Google Malware and Fake AV Research
“Google says 11,000 domains distributing rogue anti-virus”
http://www.scmagazineus.com/google-says-11000-domains-distributing-rogue-anti-virus/article/168035/
http://googleonlinesecurity.blogspot.com/2010/04/rise-of-fake-anti-virus.html
Google Gets Owned, Source Code to Google’s Single Sign-on Authentication System (GAIA) Stolen
http://tech.slashdot.org/story/10/04/20/0131246/Source-Code-To-Google-Authentication-System-Stolen
http://www.nytimes.com/2010/04/20/technology/20google.html?src=busln
Google CEO, Eric Schmidt says 'We're now paranoid' about security – April 12, 2010
http://news.cnet.com/8301-30684_3-20002315-265.html
New York Times proposes that the government should regulate Google's search algorithm.
http://www.informationweek.com/blog/main/archives/2010/07/regulating_goog.html
http://www.nytimes.com/2010/07/15/opinion/15thu3.html?_r=1
http://googlepublicpolicy.blogspot.com/2010/07/our-op-ed-regulating-what-is-best-in.html
http://searchengineland.com/regulating-the-new-york-times-46521
Microsoft Bing – security interest
disabled “inurl:” directive in Mar2007 because of googlehacking
See: http://www.bing.com/community/blogs/search/archive/2007/03/28/we-are-flattered-but.aspx



Realtime Updates

FUTURE DIRECTIONS

obama

Google

Search | Advanced Search

Web » Updates [=]Hide options

New results will appear below as they become
available. Pause

Helen Thomas on her one question for Obama

Discussio

Any time YouTube - Helen Thomas on her one guestion
» Latest for Obama - youtube.com

Idanah - Twitter - 1 minute ago

Obama falters on immigration reform promises

i m #usnews #news
Real-time updates! | reform, Obama’s priorities shift -
—corn - latimes.com

filterednews - Twitter - 1 minute ago

Reset options

Results 1 - 10 of about 4 for ohama. (0.58 seconds)

All results 2010 > April > 20 — 21

Images

&S I|||||“"”m"mm"”H"mH"IHHhIHmul‘H“hH‘|||HH.|.||H|"‘H"“HM"HH"MH“MWII”H“N‘ m‘H"HH‘"h|”||||||||||||”||||||||I||||||||||||||.||.||.||,.....,.,,,,.,,,,,,.,,,,,.,,,“___,m_
« Tam Tprm Tpm

Tam

Top links

Obama to discuss Supreme Court pick with party
leaders - CNN.com

President Obama is expected to meet with key
Republican and Democratic leaders Wednesday to
discuss a replacement for retiring Supreme ...
http:/Avww.cnn.com/2010/.../obama.../index.html
All mentions »

Obama Supreme Court Pick: President Talking
With Possible High ...

WASHINGTON — Pushing forward with one of his
most consequential decisions, President Barack
Obama has begun informal talks with ...
http:/Avww.huffingtonpost.com/.../obama-supreme-
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Future Directions – Data Explosion

More data indexed, faster, easier to search, more vulns exposed, greater threat
Google Real Time Search
Announced Dec 2009 by Google
Official Google Blog: Relevance meets the real-time web
http://googleblog.blogspot.com/2009/12/relevance-meets-real-time-web.html
Google Twitter Replay
Example: http://www.google.com/search?hl=en&tbo=1&tbs=mbl:1&esrch=RTReplay&q=obama 
Official Google Blog: Replay it: Google search across the Twitter archive
http://googleblog.blogspot.com/2010/04/replay-it-google-search-across-twitter.html
Google Follow Finder – released April 14, 2010.  Google search engine against Twitter
Google Follow Finder - http://www.followfinder.googlelabs.com/
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redictions Update

GOOGLE REALTIME/INSTANT

Goo

0ogle

Learmn

STACH&LIU

GO Ugle About Google Instant

Google Instant is @ new search enhancement that shows results as yau type . e
are pushing the limits of our technology and infrastructure to help you get better Try It Now
search results, faster. Our key technical insight was that people type slowly, hut
' ¥ u people typ i or, set Google as your homepage

read guickly, typically taking 300 milliseconds between keystrokes, but only 30
milliseconds (a tenth of the time!) to glance at another part of the page. This

N Ay

means that you can scan a results page while you type. Google Instant can save 2-5 seconds per search f

&
The mast obvious change is that you get to the right content much faster than j
hefore hecause you don't have to finish typing your full search term, ar even press 3
“search." Another shift is that seeing results as you type helps you formulate a 5
hetter search term by providing instant feedback. You can now adapt your search .
.

on the fly until the results match exactly what wou want. In time, we may wonder seconds
how search ever worked in any other way. Average Time to Enter a Search
AR s i NN e, g, e, [N Qoogle Instart, B Astite Goggja Instan
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Google Realtime
http://www.google.com/realtime

Google Instant
http://search.slashdot.org/story/10/09/08/1759217/Google-Instant-Announced
http://www.google.com/instant/


Predictions Update

SEEMS STRANGELY FAMILIAR

Google Safe Browsing Alerts for Network Administrators

« Google's new service which greatly resembles MalwareDiggity
o Imitation is the sincerest form of flattery. ..

Google Safe Browsing Alerts for Network Administrators

Home Home
Messages
Messages

Metwark Administrators Blog Th 1INSIgnts irom (>00gIe
allows autonomous Oon c
system [(AS)
administrators to register
to receive Google Safe
Browsing notifications.
The goal is to provide

You have no recent notification o Google Online Se it
Safe Browsing Alerts for GOL)Sle ? }?Hl ¥ unilr} . S CU” Iy ,B-Io,g,.

Enter the A% you'd like to manage.

Safe Browsing Alerts for Network Administrators

feature that helps webmasters identify specific malicious content that has been surreptitiously
added to their sites, so that they can clean up their site and help prevent it from being
compromised in the future.

\ /

% STACH&LIU

network administrators Tuesday, Septemnber 28, 2010 1:30 PM
with information of Posted by Nav Jagpal and Ke Wang, Security Team
ralicious content that is
being hosted on their Google has been working hard to protect its users from malicious web pages, and also to help
Fetworks. webmasters keep their websites clean. When we find malicious content on wehsites, we atternpt
to notify their webmasters via email about the bad URLs. There is even a Webmaster Tools fr—
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Google Safe Browsing Alerts for Network Administrators – 28 SEPT 2010

http://safebrowsingalerts.googlelabs.com/
http://googleonlinesecurity.blogspot.com/2010/09/safe-browsing-alerts-for-network.html
http://googleonlinesecurity.blogspot.com/2010/10/phishing-urls-and-xml-notifications.html
http://blog.programmableweb.com/2010/10/22/google-safe-browsing-alerts-no-to-phishing-yes-to-xml/


Youtube Info Leak

YOUTUBE + SENSITIVEINFO DISCLOSURE

e f
You L | | seorc
Broadeast Yourself ™ Home Videos Channels Shows
Boxee Crashes During Beta Unveiling 2

P | — e ——————— 019/ 1:24 | a{] = W]
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Remove Info from Google’s Cache:
http://www.google.com/support/webmasters/bin/answer.py?hl=en&answer=164734
http://www.google.com/support/webmasters/bin/answer.py?answer=61817
https://www.google.com/webmasters/tools/home?hl=en
http://onecoolsitebloggingtips.com/2008/03/21/how-to-remove-data-from-googles-cache/

Blocking indexing on a page basis by:
<meta name="robots" content="noindex">
<meta name="googlebot" content="nodindex">
http://googlewebmastercentral.blogspot.com/2007/03/using-robots-meta-tag.html
http://searchengineland.com/yahoo-provides-noydir-opt-out-of-yahoo-directory-titles-descriptions-10631
http://www.robotstxt.org/meta.html


DLP Info:
http://en.wikipedia.org/wiki/Data_Loss_Prevention
 Data Loss Prevention (DLP) is a computer security term referring to systems that identify, monitor, and protect data in use (e.g., endpoint actions), data in motion (e.g., network actions), and data at rest (e.g., data storage) through deep content inspection, contextual security analysis of transaction (attributes of originator, data object, medium, timing, recipient/destination, etc.), and with a centralized management framework. The systems are designed to detect and prevent the unauthorized use and transmission of confidential information.
http://www.csoonline.com/documents/whitepapers/UnderstandingDataLocation.pdf
http://www.csoonline.com/article/221272/Data_Loss_Prevention_Dos_and_Don_ts
http://www.gtbtechnologies.com/Downloads/5_essential_ingredients_gtb.pdf
http://www.codegreennetworks.com/blog/?p=33
http://www.sans.org/reading_room/whitepapers/dlp/

DLP Free Tools:
OpenDLP – Free Open-Source Data Loss Prevention (DLP) Tool – (Released 4/28/2010) 
http://code.google.com/p/opendlp/
http://www.darknet.org.uk/2010/05/opendlp-free-open-source-data-loss-prevention-dlp-tool/
Senf - The Sensitive Number Finder (Last updated 5/22/2009)
https://senf.security.utexas.edu/wiki/

Other DLP Commercial Products:
Code Green Networks -- Content Inspection Appliance, CI-1500; CI-750; CI-Agent, v. 5.0
InfoWatch -- InfoWatch Traffic Monitor, v. 3.0
McAfee -- McAfee Data Loss Prevention (DLP): Host 2.0, Gateway 3300, 3400
Orchestria -- Orchestria v. 5.0
Reconnex -- Reconnex 7
RSA Security -- RSA Data Loss Prevention (DLP) Suite: Datacenter 3.1.1; Network 5.1.1; and Endpoint 3.0
Trend Micro -- Trend Micro LeakProof, v. 3.0
Verdasys -- Digital Guardian, v. 5.1
Vericept -- Vericept Monitor, Protect, Discover, v. 8.2; Vericept Edge, v. 1.3
Websense -- Websense Content Protection Suite, v. 6.5
Workshare -- Workshare Protect, v. 6



Questionse
Ask us something
We'll try to answer it.

For more info:

Email: contact@stachliv.com
Project: diggity@stachliu.com
Stach & Liv, LLC

www. stachliu.com


Presenter
Presentation Notes
Also, Stach & Liu Google Hacking Diggity Project Contact Info:
Email: diggity@stachliu.com
Website: http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/



Thank You

Stach & Liv Google Hacking Diggity Project info:
htto: / /www.stachliu.com/index.php/resources /tools / google-hacking-diggity-project,/
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Presentation Notes
For copies of the presentation and tools, please go to:

http://www.stachliu.com
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/
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