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Pulp Google Hacking
http://www.issa-la.org/


New Stach & Liu Google/Bing hacking tools available at:
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/
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Introduction/
Background

GETTING UP TO SPEED
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Open Source Intelligence

SEARCHING PUBLIC SOURCES

OSINT —is a form of infelligence
collection management that involves
finding, selecting, and acquiring
information from publicly available
sources and analyzing it to produce
actionable intelligence.
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Open Source Intelligence (OSINT)
Google Hacking is one form of OSINT
http://en.wikipedia.org/wiki/OSINT 

NATO – OSINT Resources
http://www.oss.net/dynamaster/file_archive/030201/1c0160cde7302e1c718edb08884ca7d7/Intelligence%20Exploitation%20of%20the%20Internet%20FINAL%2018NOV02.pdf
http://www.oss.net/dynamaster/file_archive/030201/ca5fb66734f540fbb4f8f6ef759b258c/NATO%20OSINT%20Handbook%20v1.2%20-%20Jan%202002.pdf
http://www.oss.net/dynamaster/file_archive/030201/254633082e785f8fe44f546bf5c9f1ed/NATO%20OSINT%20Reader%20FINAL%2011OCT02.pdf


Google/Bing

SEARCH ENGINE

-" Google
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Web |mages Videos Maps MNews Shopping Gmail more v iGoogle | Search settings | Sign in
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Advanced Search
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©2010 - Privacy

Change background image
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Hacking

ATTACKS
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Google/Bing Hacking

SEARCH ENGINE ATTACKS

Bing's source leaked!

class Bing {
public static string Search(string

query)
{

return Google.Search(query);

}
}
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Google accuses Bing of stealing results - articles:

http://online.wsj.com/article/SB10001424052748704124504576118510340787364.html
http://googleblog.blogspot.com/2011/02/microsofts-bing-uses-google-search.html
http://downloadsquad.switched.com/2011/02/01/bing-caught-copying-search-results-from-google/
http://searchengineland.com/google-bing-is-cheating-copying-our-search-results-62914
http://gizmodo.com/5749614/google-on-bing-stealing-search-results-wed-like-for-this-practice-to-stop



Attack Targets

GOOGLE HACKING DATABASE

* Advisories and Vulnerabilities (215] * Pages containing network or

vulnerability data (59)

» Sensitive Directories (0 1)

 Error Messages (58)

e Files containing juicy info (230)
« Sensitive Online Shopping Info (9)

e Files containing usernames (15) » Various Online Devices (201]
e Footholds (21)  Vulnerable Files (57)

e Vulnerable Servers (48)

« Web Server Detection (/2]

e Files containing passwords (135)

e Pages containing login portals (232)

8 STACH&LIU


Presenter
Presentation Notes
Google Hacking Database (GHDB) – as of April 8, 2010
http://www.hackersforcharity.org/ghdb/ 

Advisories and Vulnerabilities (215 entries)
These searches locate vulnerable servers. These searches are often generated from various security advisory posts, and in many cases are product or version-specific. 
Error Messages (68 entries)
Really retarded error messages that say WAY too much! 
Files containing juicy info (230 entries)
No usernames or passwords, but interesting stuff none the less. 
Files containing passwords (135 entries)
PASSWORDS, for the LOVE OF GOD!!! Google found PASSWORDS! 
Files containing usernames (15 entries)
These files contain usernames, but no passwords… Still, google finding usernames on a web site.. 
Footholds (21 entries)
Examples of queries that can help a hacker gain a foothold into a web server 
Pages containing login portals (232 entries)
These are login pages for various services. Consider them the front door of a website’s more sensitive functions. 
Pages containing network or vulnerability data (59 entries)
These pages contain such things as firewall logs, honeypot logs, network information, IDS logs… all sorts of fun stuff! 
sensitive Directories (61 entries)
Google’s collection of web sites sharing sensitive directories. The files contained in here will vary from sesitive to uber-secret! 
sensitive Online Shopping Info (9 entries)
Examples of queries that can reveal online shopping info like customer data, suppliers, orders, creditcard numbers, credit card info, etc 
Various Online Devices (201 entries)
This category contains things like printers, video cameras, and all sorts of cool things found on the web with Google. 
Vulnerable Files (57 entries)
HUNDREDS of vulnerable files that Google can find on websites… 
Vulnerable Servers (48 entries)
These searches reveal servers with specific vulnerabilities. These are found in a different way than the searches found in the “Vulnerable Files” section. 
Web Server Detection (72 entries)
These links demonstrate Google’s awesome ability to profile web servers.. 



Google Hacking = Lulz

REAL WORLD THREAT

LulzSec and Anonymous believed to use
Google Hacking as a primary means of
identitying vulnerable targets.

Their releases have nothing fo do with their goals
or their lulz. It's purely based on whatever they
find with their 'google hacking" queries and then
release it

- A-leam, 28 June 2071
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LulzSec - Outed by A-Team - 28June2011
http://pastebin.com/iVujX4TR
http://www.informationweek.com/news/security/attacks/231000584
http://news.yahoo.com/lulzsec-hacker-identities-apparently-outed-rival-group-123405640.html


LulzSec – IRC Logs Leaks – BackTrace Security
http://www.scribd.com/doc/57141513/Consequences


Google Hacking = Lulz

REAL WORLD THREAT

22: 14 <@kayla> Sooooo...using the link above and the google hack sting.
IHost="." infext-enc_UserPassword=" ext.pct lake your pick of VPNs you
want access too. Ugghh.. Aaron Barr CEO HBGary Federal Inc.

22:15 <@kayla> download the pcf file

22: 16 <@kayla> then use hitfo./ /' www.unixag.uni-

k. de/~massar/bin/ cisco-decodeéenc= to clear text it

22:16 <@kayla> = free VPN

About 877 results (0.24 zeconds) search used DY
Kayla of LulzSec

CIOLJS]@ IHost=*_* intext-enc_UserPassword=* ext:pcf \( Google He;cking

Q, Everything DentsuVPN.pcf
www_net-root.com/ffiles/Cisco/DentsuVPM_pef - United Kingdom - Cached
& Images [main] Description= Host=109.204.23 27 AuthType=1 ... UserPassword=

enc_UserPassword= NTDomain= EnableBackup=0 BackupServer= EnableMSLogon=1

= Videos MSLogonType=0 ...
B News
csd-kerb.pcf
@ Shopping www_cs.umd.edu/~ntg/csvpn/csd-kerb_pcf - Cached
[main] Description= Host=vpn.cs.umd.edu AuthType=1 GroupMame=csd-kerb GroupPwd= ...
More Username= SavelserPassword=1 UserPassword= enc_UserPassword= NTDomain= ...
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LulzSec – IRC Logs Leaks – BackTrace Security
http://www.scribd.com/doc/57141513/Consequences

Reference 1
22:14 <@kayla> From: "Aaron Barr" <aaron@hbgary.com>
22:14 <@kayla> To: "Ted Vera" <ted@hbgary.com>,"Mark Trynor" <mark@hbgary.com>
22:14 <@kayla> Original Email
22:14 <@kayla> http://www.unix-ag.uni-kl.de/~massar/bin/cisco-decode?
enc=68C5730C268E5722C1B9FA63247B01B63BBF99317CFBFEEF393299B041D165ADA
3DE3B0D7E556EE784628ED7849CA9F1C859763381AFDDF9&.submit=decode%21
Sooooo...using the link above and the google hack string. !Host=*.*
intext:enc_UserPassword=* ext:pcf Take your pick of VPNs you want access too. Ugghh..
2
Aaron Barr CEO HBGary Federal Inc.
22:15 <@kayla> 1) Google search !Host=*.* intext:enc_UserPassword=* ext:pcf
22:15 <@kayla> download the pcf file
22:16 <@kayla> then use http://www.unix-ag.uni-kl.de/~massar/bin/cisco-decode?enc= to
clear text it
22:16 <@kayla> = free VPN :D
22:19 <@entropy> thats only the group password
22:19 <@entropy> so with cisco vpn you have the tunnel group pass then th username and
user pass
22:19 <@entropy> tunnel group is like the first line in just shared secret
22:19 <@entropy> but still userfull
22:19 <@entropy> 99% of the pcf's will have usernames too
22:30 <@kayla> :D
22:41 <@kayla> ni ni guys :D <3
22:41 <@kayla> sleeps time :3
22:41 -!- kayla [mysql2@fbi.gov] has quit [Quit: leaving



Quick History

GOOGLE HACKING RECAP

2004

May 2004
Jan 2005

Feb 13, 2005
Feb 20, 2005
Jan 10, 2006
Dec 5, 2006
Mar 29, 2007
Nov 2, 2007
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Google Hacking Database (GHDB) begins
Foundstone SiteDigger v1 released
Foundstone SiteDigger v2 released

Google Hack Honeypot first release

Google Hacking v1 released by Johnny Long
MSNPawn v1.0 released by NetSquare
Google stops issuing Google SOAP API keys
Bing disables inurl: link: and linkdomain:

Google Hacking v2 released
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For more “History of Google Hacking”, see:
http://www.stachliu.com/resources/tools/google-hacking-diggity-project/history-of-google-hacking/

2004 - Google Hacking Database  (GHDB) begins
http://www.hackersforcharity.org/ghdb/

May 2004 - Foundstone SiteDigger v1 released
http://www.mcafee.com/us/downloads/free-tools/sitedigger.aspx

Jan 2005 - Foundstone SiteDigger v2 released
http://www.mcafee.com/us/downloads/free-tools/sitedigger.aspx

Feb. 13, 2005 - Google Hack Honeypot first release
http://ghh.sourceforge.net/

Feb 20, 2005 – Google Hacking v1 released by Johnny Long
http://www.amazon.com/Google-Hacking-Penetration-Testers-1/dp/1931836361

Jan. 10, 2006 - MSNPawn v1.0 Released
http://net-square.com/msnpawn/index.shtml

Dec. 5, 2006 - Google stops issuing Google SOAP API keys
Google Code Blog - Beyond the SOAP Search API – Dec 20, 2006:
http://googlecode.blogspot.com/2006/12/beyond-soap-search-api.html

Mar 29,  2007 – Bing disables inurl:, link:, and linkdomain:
Specifically disabled to prevent Google Hacking type techniques against Bing
http://www.bing.com/community/blogs/search/archive/2007/03/28/we-are-flattered-but.aspx

Nov 2, 2007 – Google Hacking v2 released
http://www.amazon.com/Google-Hacking-Penetration-Testers-ebook/dp/B001UFP658/ref=sr_1_5?ie=UTF8&qid=1288245436&sr=8-5




Quick History...cont.

GOOGLE HACKING RECAP

Mar 2008
Sept 7, 2009
Nov 2009

Dec 1, 2009
2010

April 21, 2010
Nov 1, 2010
Nov 9, 2010
Jan 15, 2012

@ STACH&LIU

cDc Goolag - gui tool released

Google shuts down SOAP Search API

Binging tool released by Blueinfy

FoundStone SiteDigger v 3.0 released
Googlag.org disappears

Google Hacking Diggity Project initial releases
Google AJAX API slated for retirement

GHDB Reborn Announced — Exploit-db.com

Google Code Search shuts down
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For more “History of Google Hacking”, see:
http://www.stachliu.com/resources/tools/google-hacking-diggity-project/history-of-google-hacking/

Mar 2008 – cDc Goolag – gui tool released
http://www.darknet.org.uk/2008/03/goolag-gui-tool-for-google-hacking/

Sept. 7,2009 – Google shuts down SOAP Search API (COMPLETELY)
http://googlecode.blogspot.com/2009/08/well-earned-retirement-for-soap-search.html

Nov 2009 – Binging tool released by Blueinfy
http://www.blueinfy.com/Binging.zip
http://www.blueinfy.com/tools.html

Dec 1,2009 – Foundstone Sitedigger v3.0 released
http://www.mcafee.com/us/downloads/free-tools/sitedigger.aspx

2010 – Goolag disappears
http://www.goolag.org
http://toolbar.netcraft.com/site_report?url=http://www.goolag.org/
IP address went from 75.126.102.193 to 10.4.223.196

April 21, 2010 – Stach & Liu - Google Hacking Diggity Project initial releases
http://www.stachliu.com/resources/tools/google-hacking-diggity-project/
April 21, 2010 - InfoSec World 2010 - Google and Beyond: Advanced Search Engine Hacking and Web-based Intelligence Gathering 
http://www.stachliu.com/slides/googleandbeyond.pdf 

Nov 1, 2010 - Google AJAX API slated for retirement
http://googlecode.blogspot.com/2010/11/introducing-google-apis-console-and-our.html
http://googleajaxsearchapi.blogspot.com/2010/11/fall-housekeeping.html 

Nov 9, 2010 - GHDB Reborn Announced – Exploit-db.com
http://www.exploit-db.com/google-hacking-database-reborn/

Jan 15, 2012 – Google Code Search Shut Down
http://googleblog.blogspot.com/2011/10/fall-sweep.html



Advanced Attacks

WHAT YOU SHOULD KNOW
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Major Google Hacking and other related OSINT attacks and techniques.


Diggity Core Tools

STACH & LIU TOOLS

Google Diggity
¢ Uses Google JSON/ATOM AP

 Not blocked by Google bot detection
e Does not violate Terms of Service

* Required to use Google custom search

Bing Diggity
« Uses Bing 2.0 SOAP API
« Company,/Webapp Profiling
o Enumerate: URLs, IPto-virtual hosts, efc.

e Bing Hacking Database (BHDB)

e Vulnerability search queries in Bing format

8 STACH&LIU
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New Stach & Liu Google/Bing hacking tools available at:
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/


SearchDiggity
Windows GUI application front end to new Google Diggity and BingDiggity versions.

GoogleDiggity
 Google Custom Search Engines: 
http://www.google.com/cse/
 Google JSON/ATOM Custom Search API:
http://code.google.com/apis/customsearch/v1/overview.html
Max Results: 100 results per query
Pricing: https://code.google.com/apis/customsearch/v1/overview.html#Pricing 

BingDiggity
 Bing 2.0 API
API Resource URLS:
http://www.bing.com/developers/s/APIBasics.html
https://ssl.bing.com/webmaster/Developers/CreateAppId
http://onlinehelp.microsoft.com/en-us/bing/ff808421.aspx
Max Results: 1000 results per query
Price: free




New Features

DIGGITY CORE TOOLS

Google Diggity - New AP
» Updated to use Google JSON/ATOM AP
* Due to deprecated Google AJAX AP

Googlecode

JSON/Atom Custom Search API (Labs)

Misc. Feature Uprades

« Auto-update for dictionaries File name:
° OUTpUT exporT ]EormOTS Save as type: | Excel Workbook (*xlsx)

« Now also XLS and HTML e 07-2003 Workbaok (ol
e Help File = chm file added I Wk A

All Files (%)
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NEW FEATURES

Nov 1, 2010 - Google AJAX API slated for retirement
http://googlecode.blogspot.com/2010/11/introducing-google-apis-console-and-our.html


Google Custom Search Engines: 
http://www.google.com/cse/
Google JSON/ATOM Custom Search API:
http://code.google.com/apis/customsearch/v1/overview.html


New Features

DOWNLOAD BUTTON

Download Buttons for Google,/Bing Diggity

 Download actudl files from Google,/Bing search results
« Downloads to default: C:\DiggityDownloads\

& Search Diggity

Download Google/Bing
Diggity Search Result Files

GoogleDiggity CodeSearchDiggity BingDiggity LinkFromDomainDigg

Query Appender

File Options Help

|_| API Key: Create

+ Used by other tools for file download/analysis:
* FlashDiggity, DLP Diggity, MalwareDiggity, . ..

Analysis of downloaded
files from Google/Bing

GoogleDiggity CodeSearchDiggf 2ingDigh

inkFromDomainDiggity DLPDl'ggity FlashDiggity
e

Queries

scan Directory:  C:\DiggityDownloads

Browse...
> [0 CreditCards

> [Ossn | Category | Subcategory ‘ Search String
> [ Personal Information

* [ Bank Account Mumbers

o STACH&LIU
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NEW FEATURES - Download button.  

Select results (highlight) and download in bulk.

Default download to C:\DiggityDownloads\

Analysis of files in FlashDiggity, DLPDiggity, …


I8 Search Diggity

ew Features =

AUTO-UPDATES

Settings

Update Query Definitions Create

SIDB Updates in Progress

e Example: SharePoint Google Dictionary

o http://www.stachliu.com/resources/tools /sharepointhacking-diggity-
project/ #SharePoint — GoogleDiggity Dictionary File

Instant is on

"/ vti_bin/lists . asmx” filetype:asmx Search |

About 58 300 results (0.21 seconds) Advanced search

GoogleI

*3 Everything » Lists Web Service

Images POST/ wti_bin/lists.asmx HTTP/1.1 Hosthsgww wssdemo.com Content-Type: text/xml;
- g charset=utf-8 Content-Length: length SOAPAR =g ...
B videos www. wssdemo.com/_vti_bin/lists.asmx7op=0G2 tems - Cached - Similar
= News Lists Web Service
Shopping POST /_vti_bin/lists.asmx HTTP/1.1 Host: jubill 98 000 exposed pe: text/xml
charset=utf-8 Content-Length: length SOAPActiy  SharePoint "Lists
¥ More https:/fjubileeminneapolis.org/_vti_bin/lists.as Web Service"
Tempe, AZ Lists Web Service Q
Change location POST /_vti_bin/lists.asmx HTTP/1.1 Host: www_ votorantim.com Content-Type: text/ml;

charset=utf-8 Content-Length: length SOAPAction: ...
www votorantim_com/ vti bin/lists.asmx?op=GetListitems - Cached
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NEW FEATURES – auto-updates of dictionary files.  

Always have the latest and greatest  Google/Bing hacking dictionaries.  We will be continually updating them.

SharePoint Google Dictionary
http://www.stachliu.com/resources/tools/sharepoint-hacking-diggity-project/#SharePoint%20-%20GoogleDiggity%20Dictionary%20File


New Features

P ADDRESS RANGES

GoogleDiggity can now search for IP Address Ranges

216.75.0.0/16 [Femove]

216.75.26.1-216.75.26.255 [Remove]

N

zoogleDiggity now can

E search IP address ranges

)

GOUS[Q site:216.75.%.*
Search Aboys \ )
GoogleDiggity automatically converts
IP address ranges of different formats
3 . * % 1

Evenything e to site:10.1.*.* notation a
Images www.google.com/webmasters/ Do you own 216.75.%.*? Get indexing and r

from Google.
Maps ) .

P sites/Domains/IP Ranges

Videos al Injury Lawyer -

216.75.26.194/
News Freese & Goss PLLC is a newly-forme

) Richard A. Freese. Tim.
Shopping
More Paginas Tops del dia e —
[ 216.75.7 67/topdia php ] Translate thi i
757, pdia.php { Translate thi

Una mujer de verdad siempre tiene su Clear
Tempe, AZ Pifiera: ™ mis mas condolencias a los|
Change location

o STACH&LIU
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NEW FEATURES – GoogleDiggity now can search IP address ranges.  


TEST:
216.75.0.0/16
216.75.26.1-216.75.26.255

Resulting Google Query:
https://www.google.com/#q=site:216.75.*.*
https://www.google.com/#q=site:216.75.26.*


More info:
http://www.elladodelmal.com/2011/05/ripe-arin-el-escaneo-http-google-shodan.html 


Dictionary Updates

THIRD-PARTY INTEGRATION

New maintainers of the GHDBR — 02 Nov 2010

* hitp://www.exploitdb.com/google-hacking-database-reborn/

Google Hacking Database Reborn

010 - by admin

"”‘-,x'/ "*\ / ./"

.

ACKING- A"’A ASE'

® STACH&LIU
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Integration of 3rd party Google Dork Dictionary Efforts
http://www.exploit-db.com/google-hacking-database-reborn/



Google Diggity

0 Search Diggity EI@

File Options Help

GoogleDiggity CodeSearchDiggity BingDiggity LinkFromDomainDiggity DLPDiggity FlashDiggity MalwareDiggity

Query Appender -
|‘| APLKey: Create | stachliu.com [Remove] |
| | ¥ Hide
(=] Google Custom Search ID:  Create
QUElES IR | | M Hide Clear
» [ FsDB -
+ [[] GHDB |C:-.|teg|3r)«r | Subcategory | Search String | Page Title | URL | -
b [ Advisories and Vi Custom  Custom sitesstachliu.com  Stach & Liu http:/fwwnw.stachliu.com/ http:/fw
> Error Messages ustom ustom site:stachliv.com  Services « Stac p:ffwwnw.stachliu.com/services pafiw
q Cust: Cust ite:stachli Servi St http:/f stachli fservices/ http://f
> [ Files containing ji Custom  Custom site:stachliuv.com Resources « Sti  http://www.stachliu.com/resources/ http://w
[ Files containing p Custom  Custom site:stachliv.com  Company « Sta  http://www.stachliu.com/company/ http:/fw_
* [ Files containing v . ,
v [ Foothalds
[7] Misc m Selected Result
+ [ Pages containing
. o Uiy AL Rey. ALLdIY LA NTUAZNOL dW_THEN DU IDULTS YR LURLAYL P
+ [[] Pages containing Simple Scan started. [8/3/2011 3:39:44 AM]
[ ] Sensitive Director Found 45 result(s). ] - *
+ [ Sensitive Online ¢ _ Total Results: 45. 0 O ¢ - l lt
Scan Complete. [8/3/2011 3:39:54 AM]
1 » -
Google Status: Ready Download Progress: Idle Open Folder

o STACH&LIU
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GoogleDiggity
 Google Custom Search Engines: 
http://www.google.com/cse/
 Google JSON/ATOM Custom Search API:
http://code.google.com/apis/customsearch/v1/overview.html
Max Results: 100 results per query
Pricing: https://code.google.com/apis/customsearch/v1/overview.html#Pricing 



Bing Diggity

DIGGITY CORE TOOLS

(= [ 6

08.129.200.37 [Remove]

http://www.stachliu.com/slides/bh2010-lordofthebing. pdf
http://www.stachliu.com/brochures/securewebappdevjava.pdf

http://www.stachliu.com/resources,/tools/google-hacking-diggity-project/

_( Demonstrating Bing's IP
kaddress reverse lookup feature =

>
i Search Diggity
File Options. Help
GoogleDiggity CodeSearchDiggity GGG | LinkFromDamainDiggity . DLPDiggity FlashDiggity MalwareDiggity
Query Appender
[]
Bing 2.0 APL Key: Create “Import |
5 ==
I (o677 (] Hide Clear
Queries
+ [ BHDB a | Category | Subcategory | Search String | Page Title |
> [ Advisories and Vu Custom Custom ip:98.129.200.37 Stach & Liu http://www.stachliu.com/
O Backup Files Custom Custom Lord of the Bint http://www.stachliu.com/slides/lordofthebing.pdf
» [ configuration Mar Custom Custom ip:98.129.200.37 Lord of the Bin
> [ Error Messages Custom Custom ip:98.129.200.37 Secure Web A f
+ LI Files containing ju Custom Custom ip:98.129.200.37 Google Hacking
> [ Files containing p. ) )
Custnm istnm in*Q/ 124 200 17 Tanls « Starh 8 httn-/wana stachlin com/resnnrcas ftonls/
> [ Files containing u:
[ Footholds
> [ Misc m Selected Result

=

o Fages containing
> [] Pages containing
[ privacy Related

[ Remote Administr
» [] Reported Vulneral

=~ . . -

Adult Option: Moderate

-

Simple Scan started. [8/29/2011 2:54:40 AM]
Found 7 result(s).

Total Results: 7.

Scan Complete. [8/25/2011 2:54:45 AM]

=

4 4

Maximum 200 results per guery.
Using Custom Search ID: bﬁlFQ%?FBFDSZ.

OINGAIggity

Bing Status: Ready

Download Progress: Idle Open Folder

o STACH&LIU
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BingDiggity
 Bing 2.0 API
API Resource URLS:
http://www.bing.com/developers/s/APIBasics.html
https://ssl.bing.com/webmaster/Developers/CreateAppId
http://onlinehelp.microsoft.com/en-us/bing/ff808421.aspx
Max Results: 1000 results per query
Price: free



Bing Hacking Database

STACH & LIUTOOLS

BHDB - Bing Hacking Data Base

« First ever Bing hacking database

* Bing hacking limitations

Disabled inurl:, link: and linkdomain:
directives in March 2007

No support for ext:, allinfitle:, allinurl:

Limited filetype: functionality
«  Only 12 extensions supported

o STACH&LIU

Fxample - Bing vulnerability search:

GHDB query

« "allintitle:Netscape FastTrack Server Home Page"

BHDB version

e intitle:”Netscape FastTrack Server Home Page"

Web Images Videos Shopping News Maps More | MSN Hotmail

Web

RELATED SEARCHES
VMware Server User
Guide

Terminal Server User
Mode

Windows Home Server
User Guide

Denver SQL Server
User Group

Terminal Server User
Profiles

Users Server 2003
Terminal Server Users

Create SQL Server
User

SEARCH HISTORY

intitle:"Netscape
FastTrack Server...

i ‘

blng | intitle:"Snap Server” intitte-"Home" "Active Users” | E

Web Marev

ALL RESULTS 1-10 of 23 results

Related Searches for intitle:"Snap Se
Bing search for Snap Server

VMware Server User Guide Termi network storage devices

Windows Home Server User Guide Denve

Snap Server CORESERVER [Home
CORESERVER + Home .. Active Users » Change Password « Administration
coreserver.biochem.okstate edu

Snap Server SPAMSNAPS0 [Home]

SPAMSNAPSD - Home .. Active Users - Change Password « Administration
129.137.005.250

Snap Server GSTI [Home]

GSTl - Home ___ Active Users + Change Password - Administration
gsti.miis.edu

Snap Server SNAP205861 [Home]

SNAP205861 - Home SHARE1: Active Users - Change Password - Admin
serveri music olemiss.edu

OINgG
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Past Bing/MSN hacking tools were limited to only basic footprinting techniques, with no actual vulnerability identification

Bing has disabled inurl to prevent Bing Hacking, see:
http://www.bing.com/community/blogs/search/archive/2007/03/28/we-are-flattered-but.aspx 
“For those of you who use some of the advanced query syntax in our search engine such as link:, linkdomain: and inurl:, you may have noticed that this functionality has been recently turned off.”

Previous Bing/MSN search engine tools – limited to footprinting:
MSNPawn
http://net-square.com/msnpawn/index.shtml
Binging
http://www.blueinfy.com/Binging.zip
http://www.blueinfy.com/tools.html

Steps for conversion of GHDB/FSDB to Bing compatible:
Remove all with "link:"
One instance: 
GHDB;;Vulnerable Files;;link:http://www.toastforums.com/
Find/Replace ext: with filetype:
" ext:"
";;ext:"
"-ext:"
"(ext:"
Deal with bad filetype:
Bing accepted extensions for filetype: operator:
http://msdn.microsoft.com/en-us/library/dd250876.aspx 
Either remove regex OR
remove "filetype:" from regex, or 
change "filetype:" to "inurl:"
Change all the allinurl: to inurl:
Change "allintitle:" to "intitle:"
Have to add "intitle:" before each word that was after original "allintitle:"
Altered a few a bit to make work better
Deal with inurl: issue:
Create version that just cuts out "inurl:"
Create version where inurl: is replaced with inanchor:
Create version where "inurl:" is removed from the regex
Example: "inurl:oraweb -site:oraweb.org" becomes:
"oraweb -site:oraweb.org"



Hacking CSE's

ALLTOPLEVEL DOMAINS

GoogleDiggity

Google custom search
All Top Level Domains

| | [ Search ]

Search engine details

All top level domains:
http-//data.iana. org/TLD/Ids-alpha-by-domain txt

searches sites including: * ZW/™, = ZN= = ZAF “YTF *YE™
Last updated: July 21, 2011

Add this search engine to your Google homepage:

Add this search engine to vour blog or webpage »

Create vour own Custom Search Engine »

@ STACH&LIU
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Creating Google custom search engines (CSEs) to return results of all web.  

All top level domains:
http://data.iana.org/TLD/tlds-alpha-by-domain.txt
.com becomes filter *.com/*

Google Custom Search Engines: 
http://www.google.com/cse/
Google JSON/ATOM API:
http://code.google.com/apis/customsearch/v1/overview.html
Top Level Domain List
http://data.iana.org/TLD/tlds-alpha-by-domain.txt 


Previously, the Google Diggity hacking tools provided an extra bonus feature of allowing you to specify a Google Custom Search Engine (CSE)  id to have search queries performed against a custom Google engine of your creation.
With the retirement of the Google AJAX API announced on November 1, 2010, we’ve since migrated our Google Diggity tools to the new Google JSON/ATOM Custom Search API.  With this new API, utilizing Google Custom Search Engines is now a requirement, and not just a bonus add-on feature.


00O
Googae
code search labs

NEW GOOGLE HACKING TOOLS

Code Search Diggity

o STACH&LIU
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GoogleCodeSearchDiggity
Identifying vulnerabilities in open source code projects hosted by Google Code, MS CodePlex, SourceForge, Github, and more. The tool comes with over 130 default searches that identify SQL injection, cross-site scripting (XSS), insecure remote and local file includes, hard-coded passwords, and much more.

Essentially, Google CodeSearchDiggity provides a source code security analysis of nearly every single open source code project in existence – simultaneously. 

NOTE – The Code Search API has been retired by Google as of January 15, 2012.  However, the risks associated with information disclosures and vulnerabilities exposed in open-source code remains.  As such, we are currently working on an alternative search API to migrate CodeSearchDiggity to in order to identify vulnerabilities in open-source code projects.
Google Code Search shuts down:  http://googleblog.blogspot.com/2011/10/fall-sweep.html


Goo
Google Code Search ==

VUINS IN OPEN SOURCE CODE

GOugle code

public code, including popular open source
code repositories:

* Regex search for vulnerabilities in indexed
re.om Sou CEPfﬁJeCtC mmunity

source T2 githu

SOCIAL CODING

 Example: SQL Injection in ASP querystring
o select. *from. *request\.QUERYSTRING

GOL)S.Q COde Seal’Ch Eelect *from *request.QUERYSTF Advanced Code Search

labs

Code Results 1 - 10 of about 2,000

querystring parameter

post.asp
45: =tr8ql ="SELECT * from reply where reply id ' & Request.QueryString ("reply_id") ’

46: meg = "<brr<br»x¢08£°0»00 ATAOAx-OReI* UAiSE2 AR =R e

|
reply_ idis SQL injectable I

57: strs8gl ="SELECT T Message from Topics where Topic id = " & Request.QueryString ("reply_id")
58: msg = "<brr<brrx¢04£°0»00 ATACAx=ORof+UAIGLzAATLARGS sT0xd. "

wisy . charts netfeweb/downloadisoftware/bbsiradeforum zip - Unknown - ASP - Wore from tradeforum zip =

‘h’vS:F}X(:Ii}YI;I[J 24
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Google Code Search
http://www.google.com/codesearch

NOTE – The Code Search API has been retired by Google as of January 15, 2012.  However, the risks associated with information disclosures and vulnerabilities exposed in open-source code remains.  As such, we are currently working on an alternative search API to migrate CodeSearchDiggity to in order to identify vulnerabilities in open-source code projects.
Google Code Search shuts down:  http://googleblog.blogspot.com/2011/10/fall-sweep.html


Google Code Search – Hacking Database –
S&L will be releasing Google Code Search regexs from the following categories (below are a few samples, all will be released soon):
SQL Injection 
PHP Parameters
ASP Querystring 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=select.*from.*request%5C.QUERYSTRING&btnG=Search 
.Net 
ASP Form Parameters
JSP/Java Parameters
 
Cross-site Scripting (XSS) 
PHP XSS 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=input.*type%3Dhidden.*%3D.*%5C%24_%28GET%7CPOST%7CCOOKIE%29&btnG=Search 
JSP XSS 
ASP XSS 
 
Handling Sensitive Data 
Passwords 
SSNs 
Credit Cards 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=4%5B0-9%5D%7B3%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D+lang%3Asql&btnG=Search 
 
Hard-coded Passwords 
MS SQL 
Oracle 
DB UserIds 
MySQL 
 
Filesystem Interaction 
ASP OpenTextFile 
Sample: http://www.google.com/codesearch?q=+FileSystemObject+OpenTextFile%5C(.*request%5C.&sa=N 
PHP fopen Get 
PHP fopen Post 
PHP file_get_cont GET 
PHP file_get_cont POST 
PHP file GET 
PHP file POST 
 
Other
Remote File Include
Sample: http://www.google.com/codesearch?hl=en&lr=&q=%28fopen|include|require%29%28_once%29%3F\s*\%28\s*\%24_%28%28GET%29|%28POST%29|%28REQUEST%29%29[^%2C.%22%29]*%3F\.%22.*%3F\%29+lang%3Aphp&sbtn=Search 
 



NINp
NgAs amazon
W¥  webservices”

AMAZON CLOUD SECRET KEYS

} Search Diggity

File Options

GoogleDiggity " CodeSearchDiggity BingDigagity LinkFromDaormainDiggity DLPDiggity FlashDiggity MalwareDiggity
Advanced Simple ﬁ

Query Appender

Category Subcatego Search String Page Title
~AdI[MA-Zo-9] 203 "] trunk/simondyjs
~d[™[A-Z0-91{200™] trunk/simondyj

Amazon Keys EC2 ec2
Amazon Keys EC2 2

Amazon Keys EC2 2

[
[
[~\diC™IA-Z0-91{203[™] trunk/src/chron Amazon AWS Cloud
Amazon Keys EC2 2
[
[
[

d
Queries {
~dI[™MI[A-20-9]{203""] trunk/src/chron keys stored in plaintext
~Adl™ILA-Z0-91L203 "] chrome/content
Amazon Keys EC2 ec2[M\dI[™ILA-Z0-91L203["] chrome/content
Amazon Keys EC2 ec2[\dI[™I[A-Z0-91{203["] trunk;/'src/eifaw

Amazon Keys EC2 ec2[~\d)[™][A-Z0-9]{20}[™] trunk/EC25amp

SQL Injection
Cross-site Scripting (XS
Filesystem Interaction
Handling Sensitive Datz
Hard-coded Passwords
Data Mining Amazon Keys  Amazon amazon.*["][A-Z0-91{20}[""] lookups.py
Other e e .

Remate File Include Output | celected Result |

Remaote Code/Cmd Exe rd

Amazon Keys <pre>  Jec2 ec2 = new J<b>ec2("Ax N EH0"</b>, " S - R C1kuoEeADS");
< fpre=

v EC2 /pre

¥ Amazon

Amazon Keys EC2 ec2
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Amazon Keys stored in code:
http://en.wikipedia.org/wiki/Amazon_AWS
http://en.wikipedia.org/wiki/Amazon_ec2
http://en.wikipedia.org/wiki/Amazon_S3

Amazon – Secret Access Keys
http://www.bucketexplorer.com/documentation/amazon-s3--what-is-my-aws-access-and-secret-key.html
https://aws-portal.amazon.com/gp/aws/developer/account/index.html?action=access-key#access_credentials 
http://docs.amazonwebservices.com/AWSSecurityCredentials/1.0/AboutAWSCredentials.html#AccessKeys 

Amazon AWS – Secret Key Finding Regular Expression Examples:
ec2[^\d]["'][A-Z0-9]{20}["']
amazon.*["'][A-Z0-9]{20}["']

Amazon AWS Tools for Hacking
Firefox – Amazon S3 Organizer Plug-in
https://addons.mozilla.org/en-US/firefox/addon/amazon-s3-organizers3fox/
Elasticfox – Amazon EC2 Administration Tool
http://aws.amazon.com/developertools/9302537431253167
https://bitbucket.org/winebarrel/elasticfox-ec2tag/downloads  


amazon

C |O U d SeC U r.”.y webservices"

NO PROMISES.. NONE

Amazon AWS Customer Agreement
e hitp://aws.amazon.com/agreement/# 10

10. Disclaimers.

Mo guarantee of

confidentiality, THE SERVICE OFFERINGS ARE PROVIDED “AS IS.” WE AND OUR AFFILIATES AND LICENSORS MAKE NO
adglt;%:m L(the REPRESENTATIONS OR WARRANTIES OF ANY KIND, WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE
CIA security triad)
of your data in SERVICE OFFERINGS OR THIRD PARTY CONTENT WILL BE UNINTERRUPTED, ERROR FREE OR FREE OF HARMFUL
any way COMPONENTS, OR THAT ANY CONTENT, INCLUDING YOUR CONTENT OR THE THIRD PARTY CONTENT, WILL BE
SECURE OR NOT OTHERWISE LOST OR DAMAGED. EXCEPT TO THE EXTENT PROHIBITED BY LAW, WE AND OUR

AFFILIATES AND LICENSORS DISCLAIM ALL WARRANTIES, INCLUDING ANY IMPLIED WARRANTIES OF
MERCHANTABILITY, SATISFACTORY QUALITY, FITNESS FOR A PARTICULAR PURPOSE, NON-INFRINGEMENT, OR QUIET
ENJOYMENT, AND ANY WARRANTIES ARISING OUT OF ANY COURSE OF DEALING OR USAGE OF TRADE.

8 STACH&LIU %
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Amazon AWS Customer Agreement - #10 Disclaimers
http://aws.amazon.com/agreement/#10

CIA Security Triad – Confidentiality, Integrity, Availability
http://en.wikipedia.org/wiki/CIA_triad#Key_concepts


linkFromdomaindiggity

NEW GOOGLE HACKING TOOLS

Bing LinkFromDomainDiggity

o STACH&LIU
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Bing LinkFromDomain
Attack footprinting tool.  Enumerating applications, hosts, and domains belonging to target organization.

http://www.bing.com/community/site_blogs/b/search/archive/2006/10/16/search-macros-linkfromdomain.aspx
http://www.dailyblogtips.com/using-the-linkfromdomain-operator-on-bing-to-find-spammy-links-on-your-site/
http://www.seomoz.org/blog/linkfromdomain-a-linkbuilding-tip-for-use-at-bingcom



Bing LinkFromDomain

DIGGITY TOOLKIT

File Options Help

o WA IEEEEmS W St

GoogleDiggity L@ngDiggit\/ GoogleCodeSearch

Applications Hosts Domains

Damain:

ml Goncel Bing 2.0 APLKey: Create
Fa367FBF stachliu.com

External links then sorted and
extracted into: applications,
host names, and domains

Bing's linkfromdomain:
directive used to find

external links on your sites

Maximum 20, :
Using Custom Searc 0367FBFD32.

Found 25 result(s) for query: "linkfromdomain:stachliu.com™.

ggaﬁl Eﬂiﬁ_f’[@zmgn 1:01:30 AM] I iN KFr Omd OoOMmMain dlgg I-I-y =

Google Status: Ready

o STACH&LIU

Bing Status: Ready
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Bing LinkFromDomain
Attack footprinting tool.  Enumerating applications, hosts, and domains belonging to target organization.

http://www.bing.com/community/site_blogs/b/search/archive/2006/10/16/search-macros-linkfromdomain.aspx
http://www.dailyblogtips.com/using-the-linkfromdomain-operator-on-bing-to-find-spammy-links-on-your-site/
http://www.seomoz.org/blog/linkfromdomain-a-linkbuilding-tip-for-use-at-bingcom



Bing LinkFromDomain

FOOTPRINTING LARGE ORGANIZATIONS
BingDigaity DLPDiggity FlashDI;Egity MalwareDigaity

\/
)\ 4

GoogleDiggity CodeSearchDigaity

Query Appender
site:gov.cn |=

Sites/Domains

| www.gov.cn [Rewmee]

also part of the gov . cn domain

2. Also filtering results to just those I W
o7C73899461F9367FBF [ F

Clear

URLs Applications

Domains

L 1. Running Bing's N

linkfromdomain: www.gov.cn
to get list of off-site links from

2010.visithainan.gowv.cn
app.mps.gov.cn
bg.mofcom.gov.cn
bjsat.gov.cn
bjyouth.gowv.cn
catf.agri.gov.cn

cc.fjkl.gov.cn

3. Results in large list of other valid
Chinese government hostnames on
the gov.cn domain.

China's government main website
N ‘9 S

Using
Advanced Scan starded [9/10/2011 2-15-54 PM]

9367FBFD32.

Found 445 result(s) for query: "linkfremdomain:www.gov.cn site:gov.cn™. |

Total Res0ns: 445,
Scan Complete, [9/10/2011 2:17:26

PM]

linkKFromdomaindiggity

STACH&LIU
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Bing LinkFromDomain
Attack footprinting tool.  Enumerating applications, hosts, and domains belonging to target organization by looking at off-site links of known applications belonging to the target.

Example:  Essentially performs and parses results for Bing search:
linkfromdomain:www.gov.cn site:gov.cn

http://www.bing.com/community/site_blogs/b/search/archive/2006/10/16/search-macros-linkfromdomain.aspx
http://www.dailyblogtips.com/using-the-linkfromdomain-operator-on-bing-to-find-spammy-links-on-your-site/
http://www.seomoz.org/blog/linkfromdomain-a-linkbuilding-tip-for-use-at-bingcom



NEW GOOGLE HACKING TOOLS

Malware Diggity

@ STACH&LIU
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MalwareDiggity 
Leverages the Bing 2.0 API and the Google SafeBrowsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?” MalwareDiggity first identifies off-site links of your web sites using Bing’s linkfromdomain: search directive, and then tests to see if those off-site links are to known malware distribution sites by running them against Google’s Safe Browsing API.

Google Safe Browsing API
http://code.google.com/apis/safebrowsing/

Example Google Safe Browsing Diagnostic Page:
http://www.google.com/safebrowsing/diagnostic?site=ww.robint.us


MalwareDiggity

DIGGITY TOOLKIT

1. leverages Bing's 1inkfromdomain: search directive
to find off-site links of target applications,/domains

2. Runs offsite links against Google's Safe Browsing AP
to determine if any are malware distribution sites

Google code (]

Google Safe Browsing API (Labs)

3. Return results that identity malware sites that your web
applications are directly linking to
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MalwareDiggity 
Leverages the Bing 2.0 API and the Google SafeBrowsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?” MalwareDiggity first identifies off-site links of your web sites using Bing’s linkfromdomain: search directive, and then tests to see if those off-site links are to known malware distribution sites by running them against Google’s Safe Browsing API.

Google Safe Browsing API
http://code.google.com/apis/safebrowsing/

Example Google Safe Browsing Diagnostic Page:
http://www.google.com/safebrowsing/diagnostic?site=ww.robint.us




Mass Injection Attacks

MALWARE GONE WILD

Malware Distribution Woes — WSJ.com — June2010

* Popular websites victimized, become malware distribution sites to their own customers

Massive Malware Hits Media Web Sites

Security researchers estimate that roughly 7,000 Web pages were compromised in a SQL injection attack
this week, including The Wall Street Journal and Jerusalem Post.

By Mathew J. Schwartz, Informationvyeek
June 10, 2010

ety \ R Y

URL: http Awneie informationweelk, com/stoniebeuitinla ibblfadinla =208 80N04 7
From:

"Every time I load Jpost site. Teetnay - \Mlass Web attack hits Wall Street Journal. Jerusalem Post

on Tuesday, referring to the Jerusaler

by Rabert Mehdillan

Sure enough, the Web sites of the Jej ) , )
U P ; June 9, 2010 —Internet users have been hit by a widespread YWeh attack that has compromised thousands of
and the Association of Christian Sch

o - : Web sites, including web pages helonging to the Wall Street Journal and the Jerusaler Post,
gites serving malware to viewers.

ﬂ? B X - e Estimates of the total numherﬂfcnmprnmised Weh sites vary between 7,000 and 114,000, }ccnrding ta
secUrity experts. Other camprami Nu) i ¥
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Malware New Distribution Woes
Popular websites targeted malware distribution to the masses
Compromised websites are embedded with links to malware sites – the website’s user base being the ultimate target

News Articles about the Massive SQLi/Malware Attack this past June (Wall Street Journal, Jerusalem Post):
http://www.informationweek.com/news/infrastructure/management/showArticle.jhtml?articleID=225600247
http://www.itworld.com/internet/110593/mass-web-attack-hits-wall-street-journal-jerusalem-post
http://blog.sucuri.net/2010/06/mass-infection-of-iisasp-sites-robint-us.html
http://threatpost.com/en_us/blogs/mass-sql-injection-attack-hits-sites-running-iis-061010
http://www.computerworld.com/s/article/9177904/Mass_Web_attack_hits_Wall_Street_Journal_Jerusalem_Post
http://blog.armorize.com/2010/06/recent-evolution-of-mass-sql-injection.html
http://isc.sans.edu/diary.html?storyid=8935
http://www.sophos.com/blogs/sophoslabs/?p=9941
http://www.zionsecurity.com/blog/2010/3/8/sql-injection-worm-with-new-injection-domain-dnf666net.aspx
http://news.slashdot.org/story/10/06/11/175259/Mass-SQL-Injection-Attack-Hits-Sites-Running-IIS
http://nsmjunkie.blogspot.com/2010/06/anatomy-of-latest-mass-iisasp-infection.html






Mass Injection Attacks

MALWARE GONE WILD

Malware Distribution VWoes — LizaMoon — April201 1

* Popular websites victimized, become malware distribution sites to their own customers

Slashdoi NI

stories
Viral Scareware Infects Four Million Websites
recent
Posted by timothy on Saturday April 02, @04:55PM
popular from the warning-your-computer-may-be-at-risk dept.
ask slashdot oxide7 writes
book reviews "A fast-spreading SQL injection attack that illegally peddles a bogus scareware has been breaking anti-virus barriers and
compromising millions of websites, besides defrauding unsuspecting victims. The news of this attack was brought out by Websense
games

Security Labs inits blog last week Websense said its Threatseeker Network identified a|new malicious mass-injection campaign |
idle which it named LizaMoon."
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Malware New Distribution Woes
Popular websites targeted malware distribution to the masses
Compromised websites are embedded with links to malware sites – the website’s user base being the ultimate target

LizaMoon – Mass SQLi – April 2011
http://community.websense.com/blogs/securitylabs/archive/2011/03/29/lizamoon-mass-injection-28000-urls-including-itunes.aspx
http://www.ibtimes.com/articles/129843/20110402/lizamoon-websense-apple-itunes-security-trojan-malware-scareware-script-sql-injection-four-million-w.htm
http://blog.spiderlabs.com/2011/04/analysis-of-lizamoon-stored-xss-via-sql-injection.html
http://threatpost.com/en_us/blogs/lessons-learned-lizamoon-sql-injection-attack-040511
http://threatpost.com/en_us/blogs/counterspin-lizamoon-web-attacks-no-big-deal-040511
http://www.eweek.com/c/a/Security/Data-Breaches-LizaMoon-Topped-Last-Weeks-Security-News-534130/?kc=rss&utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+RSS%2Feweeksecurity+%28eWEEK+Security%29&utm_content=Google+Reader
http://isc.sans.edu/diary.html?storyid=10642
http://digg.com/news/technology/how_to_defeat_lizamoon_sql_injection_attack_in_one_easy_step?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+digg%2Ftopic%2Fsecurity%2Fpopular+%28Popular+in+Security%29&utm_content=Google+Reader
http://www.pcmag.com/article2/0,2817,2382979,00.asp
http://isc.sans.edu/diary.html?storyid=10642&rss
http://it.slashdot.org/story/11/04/02/2040253/Viral-Scareware-Infects-Four-Million-Websites
http://www.informationweek.com/news/security/attacks/229400764?cid=RSSfeed_IWK_ALL
http://www.sans.org/newsletters/newsbites/newsbites.php?vol=13&issue=26&rss=Y#sID304
http://www.ibtimes.com/articles/129843/20110402/lizamoon-websense-apple-itunes-security-trojan-malware-scareware-script-sql-injection-four-million-w.htm


Mass Injection Attacks

MALWARE GONE WILD

Malware Distribution Woes — willysy.com - August201 1

* Popular websites victimized, become malware distribution sites to their own customers

Malware attack spreads to 5 million pages (and counting)
Unpatched sites turn on visitors

By Dan Goodin in San Francisco - Get more from this author
Posted in Malware, 2nd August 2011 18:07 GMT

An attack that targets a popular online commerce application has infected almost 5 million
webpages with scripts that attempt to install malware on their visitors' computers.

BRI A -morize Malware Blog drimorize

osCommerce store-ma Secure Your Web Applications
When researchers fro
search results suggests
search results showed

willysy.com Mass Injection ongoing, over 8 million infected pages,
targets osCommerce sites
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Malware New Distribution Woes
Popular websites targeted malware distribution to the masses
Compromised websites are embedded with links to malware sites – the website’s user base being the ultimate target

Willysy.com Mass Injection –July/Aug 2011
http://www.theregister.co.uk/2011/08/02/mass_injection_attack_goes_viral/
http://blog.armorize.com/2011/07/willysycom-mass-injection-ongoing.html
http://threatpost.com/en_us/blogs/massive-iframe-attack-hits-more-90000-pages-072611


Mass Injection Attacks

MALWARE GONE WILD

Malware Distribution Woes — mysgl.com - Sept201 1

* Popular websites victimized, become malware distribution sites to their own customers

Slashdot CHNEN

stories 3
Mysql.com Hacked, Made To Serve Malware

recent
Posted by Soulskill on Monday September 26, @06:52PM

pruIar from the high-profile-problems dept.

ask slashdot Orome1 writes

book reviews "Mysqgl.com was compromised today, redirecting visitors to a page serving malware. Security firm Armorize

"I = 'llll I.'l'll.-l..-'llllllli N M Aler EW [ 0 10
games tf FILED UNDER: INSECURITY COMPLEX | SECURITY

it Hacked MySQL.com used to serve Windows malware

By: Elinor Mills
‘ SEPTEMEER 26, 2011 6:10 PM PDT
g = Print [ E-maili
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Popular websites targeted malware distribution to the masses
Compromised websites are embedded with links to malware sites – the website’s user base being the ultimate target

MySQL.com –Sept 2011
http://news.cnet.com/8301-27080_3-20111943-245/hacked-mysql.com-used-to-serve-windows-malware/
http://it.slashdot.org/story/11/09/26/2218238/mysqlcom-hacked-made-to-serve-malware


Malware Diggity

DIGGITY TOOLKIT

GoogleDiggity CodeSearchDiggity BingDiggity LinkFromDomainDiggity DLPDiggity FlashDiggity MalwareDiggity

ncel Sites/Domains
mw Searching Top 1000 most -

Bing 2.0 API Key: Create visited web sites on the Internet facebook.com [Remove]
for 3rd party malware links

I 1 o2 C6 youtube.com [Remove]

Google Safe Browsing API Key: Create po yahoo.com [Remove]
_JleDmx’I Clear live.com [Remove]
|  Target Domain | Offsite URL | Offsite App | Diagnostic URL Type
yoo7.com http://www.resalh.com http://www.resalh.com http://www.google.com/safebrowsing/diagnostic?site=http%3a%2f%2fwww.resalh.com%2f Malware
jxedt.com http://www.cqgj.net http://www.cqgj.net — ' egfebrowsing/diagnostic?site=http%3a%2f%2fwww.cggj.net%2f Malware
jxedt.com http://www.fit.sh.cn http://www.fit.sh.cn Example result: interpark.com rowsing/diagnostic?site=http%3a%2f%2fwww fit.sh.cn%2f Malware
groupon.ru http://www.vipspanadom.kiev.ua http://www.vipspanadom. {QOZth_mqst \"iSitEfd site on web) rowsing/diagnostic?site=http%e3a%2f%2fwww.vipspanadom.kiev.ua® Malware
uuug.com http://www.mymym.com hitp://www.mymym.com l{ztﬂlgg ||2|%E|% ?:l:géorgnfg ,:g rowsing/diagnostic?site=http%3a%2f%2fwww.mymym.com%2f Malware
pole-emploi.fr http://ecommerceparis.com http://ecommerceparis.col Google Safe Browsing API) rowsing,/diagnostic?site=http%3a%2f%2fecommerceparis.com%2f20 Malware
pole-emploi.fr http://ecommerceparis.com/2011/index.p http:/fecommerceparis.com/ — S Afebrowsing,/diagnostic?site=http%3a%2f%2fecommerceparis.com%2f20 Malware
newgrounds.com http://www.pernno.com http://www.permno.com http://www.google.com/safebrowsing/diagnostic?site=http%3a%2f%2fwww.pormno.com%e2f Malware
battle.net http://www.mymym.com http://www.mymym.com http://www.google.com/safebrowsing/diagnostic?site=http%3a%2f%2fwww.mymym.com%2f Malware
hankooki.com http://nbinside.com http://nbinside.com Malware
interpark.com http://www.michoo.co.kr http://www.michoo.co.kr | |Malware
52pk.com http://www.apforums.net http://www.apforums.net http://www.google.com/safebrowsigyg/diagnostic?site=http%3a%2f%2fwww.apforums.net%s2f Malware
sonyericsson.com http://www.rock-your-mobile.com http://www.rock-your-mobile.com http://www.qoogle.com/safebrowsin\/diagnostic?site=http%3a%2f%2fwww.rock-your-mobile.com Malware
nokerstrateav.com hitp:/ /www. canadaimmiorationvisa. com hitp:/fwww. canadaimminrationvisa.com hitp:/fwww . aoonle.com/safebrowsin iannnstic?site=httn%h3a% 202w canadaimmiorationvis _Malware

4

Google Safe Browsing
diagnostic page for
suspicious michoo.co.kr

Found 1 result(s) for query: “malware:npr.org” [npr.org).

Found 0 result{s) for query: "malware:gamestop.com” [gamestop.com].

Found 0 result(s) for query: "malware:theweathernetwork.com” [theweathernetwork.com].
Total Results: 59.
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Presentation Notes
MalwareDiggity 
Leverages the Bing 2.0 API and the Google SafeBrowsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?” MalwareDiggity first identifies off-site links of your web sites using Bing’s linkfromdomain: search directive, and then tests to see if those off-site links are to known malware distribution sites by running them against Google’s Safe Browsing API.

Google Safe Browsing API
http://code.google.com/apis/safebrowsing/

Example Google Safe Browsing Diagnostic Page:
http://www.google.com/safebrowsing/diagnostic?site=ww.robint.us

Google – Top 1000 Most Visited Web Site List and Other Similar Lists:
http://www.google.com/adplanner/static/top1000/
https://www.google.com/adplanner/?pli=1#lists
http://toolbar.netcraft.com/stats/topsites



Malware Diggity

DIGGITY TOOLKIT

INTERPARK | EI7! | bl
) GO\ ;81@ "www.michoo.co.kr" site:interpark.com
A 2ME | g3 | gHr/fE | AmS
- Search P i interpark.com does
ZE A HOMIOL S2ES01087] | Orabout 29 resulls (B.U9SECN - aphear to have links
O] AMO| 2 | HH e | EMxo" | | to www.michoo.co kr
e [=] =2 [=] || Everything > EREAGEATR) - 0= O H M - 2T ef T A E[3 - [ Trang
tick et/Goods/GoodsInfo.asp?Goog#Code. ..
Images MEE . . 21 hE
=&
L 1dang —
ZIMES B THI0I (7)| Worldwide
RHREAIZ -
EwE The 1000 most-visited sites on the web
127
o | B3 osT | BEEN  HEFisEm
e A=t 5y CH =} ':' "{ i e
2= 102 M Rank Site Category Unique \::f::;:
_ 901 (& shentime.com Movies 6,100,000
Linksto —— )
HHEH L michoo.ca kr 902 [ ovi.com Mobile Apps &

S0, the 907th most popular site
on the web has URL links to
suspected malware sites

903 (2 zumipl Business
RLICE

J
o
me

904 [ patwest.com
DAl 2006 53 3%(%w T4 (=) [ 193530 E 1500, 19:30 / Y -
23 SH0lF 905 (& peixeurbano.com.br
=TT = A -5 TR
ZHO0IFA: wwew, michoo,coke/zhaos

Coupons & Discount Offers 6,100,000

Music Equipment &
Technology
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& 4 15,0002 . 100,
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i
=
=
=
o
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i
:

e

s S = S 907 (@ interpark.com Shopping 6,100,000
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Presenter
Presentation Notes
MalwareDiggity 
Leverages the Bing 2.0 API and the Google SafeBrowsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?” MalwareDiggity first identifies off-site links of your web sites using Bing’s linkfromdomain: search directive, and then tests to see if those off-site links are to known malware distribution sites by running them against Google’s Safe Browsing API.

Google Safe Browsing API
http://code.google.com/apis/safebrowsing/

Example Google Safe Browsing Diagnostic Page:
http://www.google.com/safebrowsing/diagnostic?site=ww.robint.us

Google – Top 1000 Most Visited Web Site List and Other Similar Lists:
http://www.google.com/adplanner/static/top1000/
https://www.google.com/adplanner/?pli=1#lists
http://toolbar.netcraft.com/stats/topsites



Malware Diggity

DIAGNOSTICS INRESULTS

@ www.google.com/safebrowsing/diagnostiq?site=http://www.michoo.co.kr/2010madang/

Safe Browsing

. . .
Diagnostic page for michoo.co.kr Sty o g GGUSIL

What is the current listing status for michoo.co.kr?
| Site is listed as suspicious|cvisiting this web site may harm your computer.

Google Safe Browsing
diagnostics page listing
michoo_co kr as "suspicious”

Part of this site was listed for suspici
days.

What happened when Google visited this site?
Of the 22 pages we tested on the site over the past 90 days, 16 page(s)
resulted in malicious software being downloaded and installed without user
consent. The last time Google visited this site was on 2011-09-06, and the last
time suspicious content was found on this site was on 2011-09-06.

Malicious software includes 13 exploit(s), 9 scripting exploit(s).
Malicious software is hosted on 1 domain(s), including anvitransport. com/.

This site was hosted on 1 network(s) including AS3786 (ERX).

(™ STACH&LIU


Presenter
Presentation Notes
MalwareDiggity 
Leverages the Bing 2.0 API and the Google SafeBrowsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?” MalwareDiggity first identifies off-site links of your web sites using Bing’s linkfromdomain: search directive, and then tests to see if those off-site links are to known malware distribution sites by running them against Google’s Safe Browsing API.

Google Safe Browsing API
http://code.google.com/apis/safebrowsing/

Example Google Safe Browsing Diagnostic Page:
http://www.google.com/safebrowsing/diagnostic?site=ww.robint.us



NEW GOOGLE HACKING TOOLS

DLP Diggity

o8 STACH&LIU
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Presenter
Presentation Notes
DLPDiggity
Data loss prevention tool that leverages Google/Bing to identify exposures of sensitive information (e.g. SSNs, credit card numbers, etc.) via common document formats such as .doc, .xls, and .pdf. 

DLPDiggity utilizes IFilters to search through the actual contents of files, as opposed to just the meta-data. Using .NET regular expressions, DLPDiggity can find almost any type of sensitive data within common document file formats. 

Files downloaded via GoogleDiggity and BingDiggity can be searched for SSN, credit cards, etc.

Data Loss Prevention
http://en.wikipedia.org/wiki/Data_loss_prevention_software

.NET Framework Regular Expressions
http://msdn.microsoft.com/en-us/library/hs600312.aspx

IFilters
Used iFilters to turn documents into searchable text:
http://www.powergrep.com/ifilter.html
http://en.wikipedia.org/wiki/Ifilter
http://www.ifilter.org/
Ifilter utils:
http://www.nirsoft.net/utils/search_filter_view.html
http://www.codeproject.com/KB/cs/IFilter.aspx
PDF Ifilter – Better than Adobe’s default:
http://www.foxitsoftware.com/downloads/otherpdf/ifilter2_1.html


DLP Diggity

LOTS OF FILES TO DATA MINE

| GOUS]@ filetype pdf

About 513,000,000 results {0.25 seconds)

GOUS]@ filstype:doc GOUS]@ filetype:xls

About 54,500,000 resulis (0.10 seconds) About 17 300,000 results (0.13 seconds)

oINg
Web

SEARCH HISTORY
L Slaiunaands

filetype:doc E

Web  Morer

ALLRESULTS 1-10 of 26,900,000 results - Advanced

o STACH&LIU

filetype:pdf

Web  Morew

SEARCH HISTORY ALL RESULTS 1-10 of 146,000,000 results - Advanced
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Presentation Notes
DLPDiggity
Data loss prevention tool that leverages Google/Bing to identify exposures of sensitive information (e.g. SSNs, credit card numbers, etc.) via common document formats such as .doc, .xls, and .pdf. 

https://www.google.com/#q=ext:pdf
https://www.google.com/#q=ext:doc
https://www.google.com/#q=ext:xls
https://www.google.com/#q=ext:txt

Bing – Filetype Searching
http://msdn.microsoft.com/en-us/library/dd250876.aspx 
 
Google – Filetype Searching
http://www.google.com/help/faq_filetypes.html
http://www.google.com/support/webmasters/bin/answer.py?hl=en&answer=35287
http://www.googleguide.com/file_type.html
http://www.googleguide.com/advanced_operators.html#filetype


DLP Diggity

MORE DATA SEARCHABLE EVERY YEAR

Google Results for Common Docs

1,030,000,000
1,200,000,000 ]

1,000,000,000 -
800,000,000 - 513,000,
600,000,000 -
260,000,0 173,000,000
400,000,000 - :
2012
200,000,000 -
0°900,000 2011
b 2,1
0 00,000 2007

PDF

XLS

TXT

o STACH&LIU

m 2004
m 2007
m2011
w2012
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Presentation Notes
DLPDiggity
Data loss prevention tool that leverages Google/Bing to identify exposures of sensitive information (e.g. SSNs, credit card numbers, etc.) via common document formats such as .doc, .xls, and .pdf. 

https://www.google.com/#q=ext:pdf
https://www.google.com/#q=ext:doc
https://www.google.com/#q=ext:xls
https://www.google.com/#q=ext:txt


DLP Diggity

DIGGITY TOOLKIT

GoogleDiggity CodeSearchDigaity BingDigaity LinkFromDiomainDiggity DLPDigg FlashDiggity MalwareDiggity

Jﬁ| Simple

Queries

> [ CreditCards
o SSN
> [ P

v [0 TaxID
> [C] Patient Records

» [ Tech Data Mining
» [C] Encryption Related
> [C Passwds

O] Keywords

.

)\ 4

STACH&LIU

> O] Bank Account Numbers

> [C] Mational ID Mumbers

> [ Passwds Various Langu

Scan Directory:  C:\DiggityDownloads), Browse...

| Category | Subcategory | Search String | !‘ File
|SSN Social Security [“A—Za—zl]—g_]{[ﬂ—ﬁ]\d{:f _:\DiggityDownloads\PII Tutorial.doc
S5N SSN LAML (ss(n)?|sodal{\s*secury [C:\DiggityDownloads\PIITutorial.doc

Search through downloaded files from
oogleDigaity and BingDiggity for data
leaks such as SSNs, credit cards, etc.

1

Output Selected Result

21 Jerry,

22 This is Mary. I forgot to include my social security number in those clearance documents I 5
Would you mind adding it in for me? My SSN is 123-45-6789. Thanks a lot!

23 - Mary

24
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Presenter
Presentation Notes
DLPDiggity
Data loss prevention tool that leverages Google/Bing to identify exposures of sensitive information (e.g. SSNs, credit card numbers, etc.) via common document formats such as .doc, .xls, and .pdf. 

DLPDiggity utilizes IFilters to search through the actual contents of files, as opposed to just the meta-data. Using .NET regular expressions, DLPDiggity can find almost any type of sensitive data within common document file formats. 

Files downloaded via GoogleDiggity and BingDiggity can be searched for SSN, credit cards, etc.

Data Loss Prevention
http://en.wikipedia.org/wiki/Data_loss_prevention_software

.NET Framework Regular Expressions
http://msdn.microsoft.com/en-us/library/hs600312.aspx

IFilters
Used iFilters to turn documents into searchable text:
http://www.powergrep.com/ifilter.html
http://en.wikipedia.org/wiki/Ifilter
http://www.ifilter.org/
Ifilter utils:
http://www.nirsoft.net/utils/search_filter_view.html
http://www.codeproject.com/KB/cs/IFilter.aspx
PDF Ifilter – Better than Adobe’s default:
http://www.foxitsoftware.com/downloads/otherpdf/ifilter2_1.html


GO;_ ;81@ filetype:swf

About 123,000,000 results (0.09 seconds)

NEW GOOGLE HACKING TOOLS

FlashDiggity

@ STACH&LIU 43
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Presentation Notes
FlashDiggity
Automated Google searching/downloading/decompiling/analysis of SWF files to identify Flash vulnerabilities and info disclosures.

http://en.wikipedia.org/wiki/SWF



Flash Diggity

DIGGITY TOOLKIT

« Google for SWEF files on target domains
o FExample search: Filetype:swf site:example.com

« Download SWVF files to C:\DiggityDownloads\
« Disassemble SWF files and analyze for Flash vulnerabilities

FlashDiggity MalwareDiggity

[w] Application Source ¢

log(ilo}1}n(s)?
log(ilo}1}n(s)?
log(ilo}1}n(s)?
log(ilo}1}n(s)?

loglilo}1inley?

C:\DiggityDownloads\Flash[9_10_2011 2_42_13 PM]"
C:\DiggityDownloads\Flash[9_10_2011 2_42_12 PM]"
C:\DiggityDownloads\Flash[9_10_2011 2_42_12 PM]
C:\DiggityDownloads\Flash[9_10_2011 2_42_12 PM]"
C:\DiggiryDownlnade\Flach[o 1020112 42 12 PM])

GoogleDiggity CodeSearchDiggity BingDiggity LinkFromDomainDiggity DLPDiggity
Jﬁ Simple SEARCH ']. Cancel |
Queries
= Scan Directory:  C:\DiggityDownloads Browse...
Insecure Application D¢
ActionScript Source | Category | Subcategory | Search String | -

log(ilo}1}n(s)?

C:\DiggityDownloads\Flash[9_10_2011 2_42 12 PM]

eywords ser Account Info

Keyword User A t Inf

eywords ser Account Info

.S.e”;g:‘;[)at: - Keyword User Account Infi
rivate Key Blo

> [ PGP Public Key Bloc Keywords User Account Info

b RSA Private Key Blo Keywords User Account Info

Internal IP Disclosui Kevinards llgar Acconunt Infn

> MDS5 Hash Detected | Keywords User Account Info

[ Possible Credit Card Keywords User Account Info

Possible Server Path = . S e
]
Paossible Server Path

Iog(llo}{l}n[s)”

C: \D|gg|tyDol.\'nI0ads\Fiash 9 10_20112_42 12 PM]

[] Possible Social Secu Output Selected Result

cleartext in SWF file

> [¥] SHA-0/SHA-1 Hash

/Hardcoded usernames
é i and passwords in

if (UserName text == "mizzico' 8&& PassWord.text == ’furnlture') {

[¥] Keywords 20
[ User Account Info i;
Potentially Interestit 23
[FF Al mtin b’ 24

4 4 25

blank);

% STACH&LIU
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Presentation Notes
FlashDiggity
Automated Google searching/downloading/decompiling/analysis of SWF files to identify Flash vulnerabilities and info disclosures.

http://en.wikipedia.org/wiki/SWF



NEW GOOGLE HACKING TOOLS

DEMO

8 STACH&LIU
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GoogleScrape Diggity

DIGGITY TOOLKIT

GoogleScrape Diggity

 Uses Google mobile interface

* lightweight, no advertisements

Violates Terms of Service

e Bot detection avoidance

Distributed via proxies

Spoofs Userragent and Referer

headers
Random &userip= value

Across Google servers

@ STACH&LIU

€ 2| 'http :I‘."'II."'WWW'g Oog le.co m/my ttach iu.com&tbs=web:1 > | G- k-
» | site:stachliu.com Q, r
Stach & Liu

Francis Brown and Rob Ragan will be presenting Lord of the Bing: Taking back search engine hacking from Google and Bing”™ at Black ..
www.stachliu.com/ - Options v

rFor) Lord of the Bing!
Lord of the Bing! Taking back search engine hacking from Google and Microsoft. 03 MAY 2010. Presented by: ...
www _stachliucom/slides/lordoft. . - Options v

Company « Stach & Liu
Stach & Liu was founded in 2005 by industry leading experts to help companies secure their networks and applications. ...
www.stachliu.com/../company/ - Ogptions »

rror Defeating Forensic Analysis - Slide 1

Defeating Forensic. Analysis. CEIC 2006 — Technical Lecture 1. Thursday, May 4 — 10:30 am to 11:30 am. Presented by Vincent Liu and .

www.stachliu.com/files/CEIC2006... - Options v

News « Stach & Liu
JUN 25, 2009 | Vincent Liu will be participating in Jump Start Application Security Initiatives with Saa3, a CS0 online webinar ...
www_stachliu.com/./news/ - Optians =

Clients & Partners « Stach & Liu
Stach & Liu serves a broad array of organizations all over the world including the Fortune 1000, mid-market enterprises. ...
www.stachliuv.com/index phpfcomp... - Options v

Regulatory Compliance « Stach & Liu

HIPAA Health Check & Readiness Review. Stach & Liu's HIPAA Health Check & Readiness Review senice will help you gain a complete .

www.stachliv.com/index.php/serv... - Options v

m
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Presentation Notes
GoogleScrapeDiggity
Makes fingerprinting possible via Google, getting 1000 results per query instead of 70.


NEW GOOGLE HACKING TOOLS

Baidu Diggity

o8 STACH&LIU

00
Baiwin‘ﬁ
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Presenter
Presentation Notes
BaiduDiggity
First ever Baidu hacking tool, which targets vulnerabilities disclosed by China's dominant search engine.


BaiduDiggity

e Fighting back COMING <

BEEE "supplied argu... =

&= C A  © www.baidu.com/s?bs=intitle%3A"Snap+Server” +intitle%3A Home" + " Active + Use

L T )
i )
BaidWEE :xa mn we i v EE 04 #E S5

‘ "supplied argument is not a valid MySQL result resource'| sitezgov.cn BE—T

Fia"ix{§9 % supplied argument is not a valid MySQL u/z‘»ult resource site:gov.cn fHE3EE R
FRaEl=)
{E8 %R

- mysql_fetch_array(): supplied argument is not a valid MySQL It resource in D:\apache
phpmysglihtdocs\news\adminewglinewst).php on |i

www_xjpi_gov.cn/news/adm/newgl/newst].php 2011 Finding vulns in Chinese

government sites
il FREFLEREME AR
Warning: mysgl_free_result(): supplied argument is not a valid MySQL result resource in EX\
site\phpsiteWwgs\public\navigation. php on line 18__.
www.wuguishan.gov.cn/zhzx/zhzx_content.ph ... 2011-2-17 - EEHEE

E.\:[u ;..l- m § N )=% EE%

- mysqgl_num_rows(): supplied argument is not a valid MySQL result resource in E-Wwwwroot
\qpdfw-shiyan-goviweb\duhelinc_online_php...

qfw_shiyan_gov.cn/duhe/sdgk_dianzhan xin ... 20114-14 - GEEREE

=N ISl A e Sl A

Warning: mysql_free_result(): supplied argument is not a valid MySQL result resource in EX\

o STACH&LIU
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Presentation Notes
Baidu
http://www.baidu.com/

Founded in 2000, Baidu, a Chinese language search platform, leveraging the booming Chinese Internet and search engine market , has dominated Chinese online ad market in 2007, generating RMB1.74 billion revenue with at 108% growing rate year on year. Respond to hundreds of millions of queries daily, Baidu represent approximately 70% of total online search queries in China. Over 150,000 small and mid-sized Chinese enterprises, large domestic corporations and Chinese divisions or subsidiaries of large multinational corporations have benefited from Baidu's online search marketing services. Beyond online search, Baidu continues its success in query-based searchable communities with Baidu's Post Bar (BBS) and Baidu Knows (Answers) representing two of the biggest communities in the world.

Example: http://www.baidu.com/s?wd=intitle%3A%22Snap+Server%22+intitle%3A%22Home%22+%22Active+Users%22&n=2


NON-DIGGITY ATTACKTOOLS

Other Search Hacking Tools

o STACH&LIU
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Maltego

INFORMATION GATHER TOOL
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Presentation Notes
Maltego
http://www.paterva.com/web5/
http://www.darknet.org.uk/2008/11/maltego-forensics-and-intelligence-application-information-gathering-tool/

Maltego is an open source intelligence and forensics application. It allows for the mining and gathering of information as well as the representation of this information in a meaningful way.  The unique perspective that Maltego offers to both network and resource based entities is the aggregation of information posted all over the internet - whether it’s the current configuration of a router poised on the edge of your network or the current whereabouts of your Vice President on his international visits, Maltego can locate, aggregate and visualize this information. 



theHarvester

FOOTPRINTING TOOL

o Gathers e-mail accounts, user names and hostnames, and subdomains

theHarvester

theHarvester gathers: emails,
subdomains, hosts, employee
names, open ports and banners.

for virtual ho

Searches different public sources,
such as: Google, Bing, LinkedIn,
PGP key servers and SHODAN

® STACH&LIU


Presenter
Presentation Notes
Edge-Security - theHarvester - Gather E-mail Accounts, Subdomains, Hosts, Employee Names – Information Gathering Tool
http://www.edge-security.com/theHarvester.php
https://code.google.com/p/theharvester/
http://www.darknet.org.uk/2012/01/theharvester-gather-e-mail-accounts-subdomains-hosts-employee-names-information-gathering-tool/


theHarvester is a tool to gather emails, subdomains, hosts, employee names, open ports and banners from different public sources like search engines, PGP key servers and SHODAN computer database. 
This tools is intended to help Penetration testers in the early stages of the project It’s a really simple tool, but very effective.


Enumerates from various sources:
Google - emails,subdomains/hostnames
Google profiles - Employee names
Bing search - emails, subdomains/hostnames,virtual hosts 
Pgp servers - emails, subdomains/hostnames 
Linkedin - Employee names
Exalead - emails,subdomain/hostnames


theHarvester

e sk e e e e e o e ol e e sl e sl e e el e sl ale e sl o sl ol e kel el e o ol e ol

[+] Emails

"8 STACH&LIU

theHarvester-ng-blackhat/microsoft.output.html

theHarvester results

for -microsoft.com
Dashboard:

86%

[ 0% 0% 0%
6 3 0o | o 0
Emails| | hosts | Vhost| TLD| Shodan

E-mails names found:

mikemr@microsoft.com
cnfrmpro@microsoft com
wvblog@microsoft.com
nntp(@microsoft.com
domams@microsoft.com

MVADean@e-mail microsoft.com

Hosts found:

® 207.46.19.254-www.microsoft.com

® 207.46.225.250:support.microsoft.com



Presenter
Presentation Notes
Edge-Security - theHarvester - Gather E-mail Accounts, Subdomains, Hosts, Employee Names – Information Gathering Tool
http://www.edge-security.com/theHarvester.php
https://code.google.com/p/theharvester/
http://www.darknet.org.uk/2012/01/theharvester-gather-e-mail-accounts-subdomains-hosts-employee-names-information-gathering-tool/


theHarvester is a tool to gather emails, subdomains, hosts, employee names, open ports and banners from different public sources like search engines, PGP key servers and SHODAN computer database. 
This tools is intended to help Penetration testers in the early stages of the project It’s a really simple tool, but very effective.


Enumerates from various sources:
Google - emails,subdomains/hostnames
Google profiles - Employee names
Bing search - emails, subdomains/hostnames,virtual hosts 
Pgp servers - emails, subdomains/hostnames 
Linkedin - Employee names
Exalead - emails,subdomain/hostnames


SHODAN 4 SHODAN.

HACKER SEARCH ENGINE

e Indexed service banners for whole Internet for HTTP (Port 80), as well

as some FTP (23), SSH (22) and Telnet (2 1) services

% SHODAN [ EERT I  -"

» Top countries matching your search  Haly 20
China 14

United States 1

NAS storage Spain 6

devices located Greece 5

Default username

123.116.195.215 HTTP/1.0 401 Unauthorized is "admin’
Server: NAShttpd

Date: Mon, 06 Feb 2012 18:01:34 GMT
WWW-Authenticate: Basic realm|="Default USER :admin" |
Content-Type: text/html

Bl Beijing

Connection: close
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SHODAN 
http://www.shodanhq.com/
http://www.shodanhq.com/help/filters
SHODAN is a search engine that lets you find specific computers (routers, servers, etc.) using a variety of filters. Some have also described it as a public port scan directory or a search engine of banners.
Web search engines, such as Google and Bing, are great for finding websites. But what if you're interested in finding computers running a certain piece of software (such as Apache)? Or if you want to know which version of Microsoft IIS is the most popular? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don't let you answer those questions.
So what does SHODAN index then? Good question. The bulk of the data is taken from 'banners', which are meta-data the server sends back to the client. This can be information about the server software, what options the service supports, a welcome message or anything else that the client would like to know before interacting with the server.
Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (23), SSH (22) and Telnet (21) services. There are plans underway to expand the index for other services. Let me know if there are specific ports you would like to see included. 

SHODAN Twitter:
http://twitter.com/#!/achillean

SHODAN - Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=net:216.75.0.0/16
RSS Version: http://www.shodanhq.com/?q=net:216.75.0.0/16&feed=1

Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000



DeepMagic DNS

FOOTPRINTING DNS SEARCH ENGINE
« DNS/IP Addr records hacker search engine

https://www.deepmagic.com/ptrs/ptrs?search=microseft.com&limit=1000

Cnicrosoftcom Search )

\Set Limit (Max 10000): 1000

Search conventions: 1p:127.0.0.1

Limited to 1000 results
Displaved Results: 1000

DNS and IP Address
records search engine

12129201 host] messaging microsoft com
12.129.20.23 host23 messaging microsoft.com
12,1291 Deep Magic DNS
12.129 ] deepmagicdns
A searchable DB of all of the world's DNS I could get my hands on.
12.129.1 nsZ yourcompany.com - hitp:fwww.deepmagic.comy
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Deep Magic - A searchable DB of all of the world&apos;s DNS I could get my hands on
https://twitter.com/#!/deepmagicdns
https://www.deepmagic.com/ 
https://www.deepmagic.com/ptrs/ptrs?search=nessus&limit=1000 


asteBin Leaks

PASSWORDS IN PASTEBIN.COM POSTS

o Twitter feed tracking passwords leaked via PasteBin

tw ihter’ Search

PASTEBIN

Pastebi n Leaks [B. CREATE NEW PASTE gllj TRENDING PASTES
@PastebinLeaks Glued to the leak http://biclopsgames.com (hacked)

Discovering leaks on Pastebin, web attacks| BY: AGUEST | DEC 16TH, 2011 | SYNTAX: NONE | SIZE: 22.99 KB | HITS: 3,304 | EXPIRES: NEY
and so on DOWNLOAD | RAW | EMBED | REPORT ABUSE

Twitter feed tracking
public data leaks via
PasteBincom

Text follow PastebinLeaks to 40404 i Target: http://biclopsgames.com/game.php?id=%Inject_Here%l
Date: 12/15/2€11 11:17:28 PM

Usernames, emails, and

Tweets Favorites  Following  Followers  Lists DB Detection:  MySQL error based ( password hashes of
Method: GET compromised website
PastehinLeaks PastebinLeaks Type: Integer (Auto Detected) posted to PasieBin.com
Possible Massive mail/pass leak pastebin com/LEYbD Data Base: biclops_phpbl
“pastebinleaks Table: phpbb_users
o Total Rows: 341
PastebinLeaks Pastebinleaks
Possible listing of http passwords pastebin.com/gZbce username user_password  user_email
pastebinleaks $voloch b35d1ac9729539d978e875@8e8b2bel kirillwow79@mail.ru
15 Dee &amp;#28023;8amp;$30423; Se@ed8de3d765e4¥b5128b6ba7bc8481
AaronFF cee3dSa7af23179%acea3558fc6301300 Embevelcomo@mall.bij .
abadrabPype 1le3c47bF39af11993cfdchb89693b7012 jeinso.n.welg
absurdism 297dbe7699dcfab@6@9bf9e667e2eddc evolancia@gmg

Accichfueve adefblé336d9e@168c9bfc4@afSblief lokorepaser‘r1
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PasteBin Leaks
https://twitter.com/pastebinleaks
http://pastebin.com/


Examples:
http://pastebin.com/L6YbD136
http://pastebin.com/mUU0xQAE


Advanced Defenses

PROTECT YO NECK

o STACH&LIU



Traditional Defenses

GOOGLE HACKING DEFENSES

"Google Hack yourselt” organizati
 Employ tools and fechni

. fe
t e Ivi
«RFr olf"OpenDLP, Senf

strictions

°
-
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Remove Info from Google’s Cache:
http://www.google.com/support/webmasters/bin/answer.py?hl=en&answer=164734
http://www.google.com/support/webmasters/bin/answer.py?answer=61817
https://www.google.com/webmasters/tools/home?hl=en
http://onecoolsitebloggingtips.com/2008/03/21/how-to-remove-data-from-googles-cache/

Blocking indexing on a page basis by:
<meta name="robots" content="noindex">
<meta name="googlebot" content="nodindex">
http://googlewebmastercentral.blogspot.com/2007/03/using-robots-meta-tag.html
http://searchengineland.com/yahoo-provides-noydir-opt-out-of-yahoo-directory-titles-descriptions-10631
http://www.robotstxt.org/meta.html


DLP Info:
http://en.wikipedia.org/wiki/Data_Loss_Prevention
 Data Loss Prevention (DLP) is a computer security term referring to systems that identify, monitor, and protect data in use (e.g., endpoint actions), data in motion (e.g., network actions), and data at rest (e.g., data storage) through deep content inspection, contextual security analysis of transaction (attributes of originator, data object, medium, timing, recipient/destination, etc.), and with a centralized management framework. The systems are designed to detect and prevent the unauthorized use and transmission of confidential information.
http://www.csoonline.com/documents/whitepapers/UnderstandingDataLocation.pdf
http://www.csoonline.com/article/221272/Data_Loss_Prevention_Dos_and_Don_ts
http://www.gtbtechnologies.com/Downloads/5_essential_ingredients_gtb.pdf
http://www.codegreennetworks.com/blog/?p=33
http://www.sans.org/reading_room/whitepapers/dlp/

DLP Free Tools:
OpenDLP – Free Open-Source Data Loss Prevention (DLP) Tool – (Released 4/28/2010) 
http://code.google.com/p/opendlp/
http://www.darknet.org.uk/2010/05/opendlp-free-open-source-data-loss-prevention-dlp-tool/
Senf - The Sensitive Number Finder (Last updated 5/22/2009)
https://senf.security.utexas.edu/wiki/

Other DLP Commercial Products:
Code Green Networks -- Content Inspection Appliance, CI-1500; CI-750; CI-Agent, v. 5.0
InfoWatch -- InfoWatch Traffic Monitor, v. 3.0
McAfee -- McAfee Data Loss Prevention (DLP): Host 2.0, Gateway 3300, 3400
Orchestria -- Orchestria v. 5.0
Reconnex -- Reconnex 7
RSA Security -- RSA Data Loss Prevention (DLP) Suite: Datacenter 3.1.1; Network 5.1.1; and Endpoint 3.0
Trend Micro -- Trend Micro LeakProof, v. 3.0
Verdasys -- Digital Guardian, v. 5.1
Vericept -- Vericept Monitor, Protect, Discover, v. 8.2; Vericept Edge, v. 1.3
Websense -- Websense Content Protection Suite, v. 6.5
Workshare -- Workshare Protect, v. 6



Existing Defenses

"HACK YOURSELF

v’ Tools exist

X Convenient

X Realime updates

X Multi-engine results

X Historical archived data

X Mult-domain searching

o STACH&LIU
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Defense Recommendations of Old: "Google Hack Yourself”

 Not efficient with existing tools, have to run many times across all domains and correlate results (e.g. stachliu.com, sl.com, stachliu.org…).  Also have to use different tools to look for vulns in different search engines (Google/Bing/Yahoo/…)

 If done say quarterly, you go by 3 months with a vuln exposed via Google to the public without being able to respond.  Or if the index has been retired by the time you re-Google Hack yourself, but the vuln still exists - you missed the opportunity of identifying it.

 Need for real time updates and detection, as well as historical data (i.e. not just vulns in your company systems that are in Google's index now, but vulns in your company systems that have ever been in Google's index.



Advanced Defenses

NEW HOT SIZZLE

Stach & Liu now proudly presents:

 Google and Bing Hacking Alerts
o SharePoint Hacking Alerts — 118 dorks
« SHODAN Hacking Alerts — 26 dorks

« Diggity Alerts FUNdle Bundles

e Consolidated alerts into 1 RSS feed

o Alert Client Tools

o Alert Diggity — Windows systray notifications
« iDiggity Alerts — iPhone notification app

o STACH&LIU
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StachLiu Defense Tools 
Our “Google Alerts” and “Bing Alerts”. 
RSS feed to be alerted of new issues – a GoogleHacking Detection System (GHDS).Real time updates on Google Hack hits across both Google and Bing, that are organized and sent to you conveniently via RSS feeds. 
Future tool that allows you to set alerts based on these feeds, but filtered specifically for your company.


New Stach & Liu Google/Bing hacking tools available at:
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/



Google Hacking Alerts

ADVANCED DEFENSES

Google Hacking Alerts

* Al hacking database queries using Google alerts

¢ RealMime vuln updates to >2400 hack queries via RSS

» Organized and available via Google reader importable file

gmail.cum | Settings | FAQ

I 1
GOOS[E alerts Mﬂnage your Alerts GHDB regexs made into
Google Alerts
Your Google Alerts Switch to text emails | Exf
Search terms \ Type How often Email length
[0 Host="" intext-enc_UserPassword=" ext:pcf Web as-it-happens up to 50 results
View in Google Reader
[ "# Durnping data for table (usemameluserlusers|passward)” Web Feed )
View in Google Reader
; - ) RSS Feeds generated that
[ "# Dumping data for table Wveb track new GHDB vulnerable Feed B}
pages in real-time Yiew in Google Reader
E “# phphyAdimin MySQL-Durnp” "INSERT INTO" -"the" _) Weh 0 results Feed £

“igw in Google Reader
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Google Hacking Alerts
http://www.google.com/alerts
http://www.google.com/reader



Google Hacking Alerts

ADVANCED DEFENSES

GOL PSIC reader All items ~|| Search
James Bond needs help!
Add a subscription Google Alerts - "mySQL error with query” mySQL error page snippet conveniently
. B provided in RSS summary
All ftems (1000+) . Show: 11 new items - all items | Mark allas read ~ | Refresh | Feed settings... ~|

Peaple you follow + =

Explore + FESLEEKOFTDEMN- BRLH T, XHK- BEXERLC, K. mySOL erorwith gf SCREATE TEMPORARY
ubscriptions :\ HEEE-LAOFBEAT - mySAL error with query SELECT COUNT(™) AS result FROM nucleus ffttionlog: Can't open file: 'nucld

@ {7 FSDB-Backup Files (195) 4 [ James Bond 007 :: MI6 - The Home Of James Bond - mySQL error with query SELECT c.citem as itemid, c.cnumb¥ as commentid. ¢ d

[ FSDB-Configuration Ma... (371)

® 9 FSDB-Error Messages (654) James Bond 007 :: MI6 - The Home Of James Bond

|/ FSDB-Privacy Related (501) via Google Alerts - "mySQL error with query”

@ [ FSDB-Remote Administr... (102) \

(' FSDB-Reported Vulnera... (90) mySQL error with query SELECT c.citem as itemid, c.cnumber as commentid, c.chody as body, c.cuser as =
user, ¢.cmail as userid, c.cemail as email, ...

® FSDB-Technology Profile (652)
# [7 GHDB-Advisories and V... (1000+
= 7 GHDB-Error Messages (1000+) Add star [=/Like ~ Share "= Share with note ~ Email <> Add tags

\_ wirnwy MiB co ukimiB phpdfinewsindex php?itemid.  t y.

2 Google Alegts - "mySQ... (11 ~ EMT » P sV —A-mySQL error with query INSERT INTO nucleus_plug_captcha {ckey, time, solution, active) VALUES ('890

1 Google Ale AR EHbAEER | 55 ... - mySQL errorwith query INSERT INTO nucleus_plugin_op|
Several thousand GHDB/FSDB

- Eoog:e ::elts -"A ! '“1 BERE vuln alerts generated each day 1 FrEEsh : SEW .- mySQL error with query INSERT INTO nucleus_plugin_o
_“ oogle Alerts - "An ... (1) 1 mysql macosx - gs Jewelry ... - mysql error with query. creating standalone applications with mysc|

| "
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Google Hacking Alerts
http://www.google.com/alerts
http://www.google.com/reader




ing Hacking Alerts

ADVANCED DEFENSES

Bing Hacking Alerts

* Bing searches with regexs from BHDB
o leverages hitp://api.bing.com/rss.aspx
¢ Realime vuln updates to =900 Bing hack queries via RSS

Gousle reader Allitems ~ | Search

€3 Add a subscription Bing: intitle:"Snap Server” intitle:"Home" "Active Users" »
All items (1000+) "~ Show: 0 new items - all items  Mark all as read |~ || Refresh || Feed settings... ~
People you follow +[=

Explore < Snap Server WELW-SNAP [Home] - WELW-SNAP » Home
Subscriptions == Snap Server CORESERVER [Home] - CORESERVER » Homne
@ [ BHDB-Advisories and V... 910) [ Snap Server GSTI [Home] - GST! - Home

@ [ BHDB-Backup Files {50)

@ [J BHDB-Configuration Ma... (207)
# [ BHDB-Error Messages (507)

SNAP network attached
storage servers exposed

adsphotographer.com - SMNAPS5373 - Home
Snap Server SNAPB24929 [Home] - SNAPS24929 « Home

® [ BHDB-Files containing... (607) Snap Server SAINTSNAP [Home] - SAINTSNAFP = Home

@ [J BHDB-Files containing... (343) Snap Server DIGITALDATA1 [Home] - BOT - Unavailable: folder does not exist. SHARE1: acesag - For ACEQ
@ [ BHDB-Files containing... (50) Snap Server FTP-SERVER [Home] - Flinn - Flinn OFF-Site Backup: Home - Folder for network shares/drive 1
@ [ BHDB-Footholds (45)

@ 7 BHDB Misc (116) Snap Server FTP-SERVER [Home]

@ [ BHDB-Pages containing... (T65) Flinn - Flinn OFF-Site Backup: Home - Folder for network shares/drive mapping: MyHost - Folder for my persq
# [ BHDB-Pages containing... (159) Web Hosting msmcs net - wew msmes ngt PUB FTP

@ [J BHDB-Privacy Related {196) Add star (“/Like ~ Share “|Share withnote [~1Email [ Keep unread < Edittags: BHDB-Various Online D

@ [ BHDB-Remote Administr... (36) 4 Snap Server XRAY7 [Home] - XRAY7 « Horne
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Bing Hacking Alerts

Show creation of Bing Hacking alerts via Bing ‘&format=rss’ and Google Reader
 Good example bing query:  "mySQL error with query“
 http://www.bing.com/search?q="mySQL error with query“&format=rss

NOTE: ‘&format=rss’ no lnger works as of July 2011.  
Bing search result RSS feeds now generated using http://api.bing.com/rss.aspx
Example:
http://api.bing.com/rss.aspx?source=web&query=%22mySQL%20error%20with%20query%E2%80%9C



Bing/Google Alerts

LIVE VULNERABILITY FEEDS

World's Largest Live Vulnerability Repository
e Daily updates of ~3000 new hits per day

Last 30 days Time ofday Day of the week

11 e el ittt | Yttt

T TR R R E TR R R E

~3,000 new vuln
N SN EREEENEN hits per day
e L T L LA S s et S B s S e s S

118 1/21 1/24 1/27 1/30 2/2 2/5 28 2111 14
lterms posted B ltems read
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Largest live vulnerability feed.  


#7) Diggity Alerts ™
One Feed to Rule Them All

ADVANCED DEFENSE TOOLS

Diggity Alert Fundle Bundle

o STACH&LIU
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Diggity Hacking Alerts – Fundle Bundle
http://www.google.com/reader/bundle/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/public/atom/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts?r=n&n=1000

Mobile and iPhone Friendly Interfaces
http://www.google.com/reader/i/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/m/view/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts


Google Reader – Creating “Bundles”:
http://www.google.com/reader/view/#bundle-creator-page


'&’J

FUNdle Bundle R

ADVANCED DEFENSES DIGGITY ALERTS

| 8 Google reader DIGGITY HACKING ALERTS

"Diggity Hacking Alerts” bundle created by Stach
Description: All of the GHDB, FSDB, BHDB, and SLDB alert feeds.

A bundle is a collection of blogs and websites hand-selected by your friend on a
particular topic or interest. You can keep up to date with them all in one place by
subscribing in Google Reader.

| There are ® 3762 feeds included in this bundle |

'AV

Get started with Googl

Sign in to subscribe
E) Atom feed

- OPML fil
Debris Removal - News formation =
via Google Alerts - inurl="/_layouts/” filetype:asp® 3
(New Hanover County)--— New Hanover County and 3762 RSS feeds from

with representatives of the Federal Emergency Managel

www.nhcgov.com/MNews/_layouts/listform.aspx?... GHDB’ FSDB’ SLDB

all consaolidated into 1
RS5 feed using Google
Reader bundles

*Curriculum Vitae*

via Google Alerts - "phone * * *" "address ™ "e-mail" intitle:"curriculum vitae" by on
91111

Work Phone Number: 972-860-4130 for emergency only. E-mail address:
shavanal@dcccd.edu. Education. | received my Associates in Arts and Sciences
from ...

hb2504. dcced edufvita/0017421 pdf
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Diggity Hacking Alerts – Fundle Bundle
http://www.google.com/reader/bundle/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/public/atom/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts?r=n&n=1000

Mobile and iPhone Friendly Interfaces
http://www.google.com/reader/i/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/m/view/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts


Google Reader – Creating “Bundles”:
http://www.google.com/reader/view/#bundle-creator-page



FUNdle Bundle

ADVANCED DEFENSES

GOugle reader | | Al items '.| Search |
Navigation - | Diggity Hacking Alerts Show: Expanded - List

Show: 0 new items - all items | Mark all as read -| Refresh |

Diggity Hacking Alerts
%ﬂﬁ Bundle created by you
| subecrber Al ofthe GHDB, FSDB, BHDB, and
SLDB alert feeds.
H 3762 feeds
Bing NEW: intitle:"BadBlut  Free best intitle badblue the file sharing web server anyone can ... - Free best intitle badblue the file sharing web server anyone can use Download at 6:32 AM
Bing NEW: intitle:"BadBlur  BadBlue: the file-sharing web server anyone can use - ganadores horario payroll ccr AVISOS uploads JESUS AREVALO 4seasons MULTIVA MERCHANTS 6:32 AM
Bing NEW: intitle:"BadBlut  intitle:"BadBlue: the file-sharing web server anyone can use” - intitle:"BadBlue: the file-sharing web server anyone can use” Google search: intitle:"BadBlue: the file- 6:32 AM
Bing NEW: intitle:"AppSer  AppServ Open Project 2.5.9 - phpMyAdmin Database Manager Version 2.10.2 PHP Information Version 5.2.3. About AppServ Version 2.5.9 for Windows AppServis a 6:31 AM
Bing NEW: intitle:"AppSer  AppServ Open Project 2.5.10 - phpMyAdmin Database Manager Version 2.10.3 PHP Information Version 5.2.6. About AppServ Version 2.5.10 for Windows AppServis a 6:31 AM
Bing NEW: intitle:"AppSer  AppServ Open Project 2.6.0 - phpMyAdmin Database Manager Version 2.10.3 PHP Information Version 6.0.0-dev. About AppServ Version 2.6.0 for Windows AppServ is a 6:31 AM
Bing NEW: intitle:"AppSer  www.pgnshop.com - phpMyAdmin Database Manager Version 2.10.3 PHP Information Version 5.2.6. About AppServ Version 2.5.10 for Windows AppServ is a merging 6:31 AM
Bing NEW: intitle:"AppSer  scorpionco2010.tk - phpMyAdmin Database Manager Version 2.10.3 PHP Information Wersion 6.0.0-dev. About AppServ Version 2.6.0 for Windows AppServ is a merging 6:31 AM
Bing NEW: intitle:"AppSer  SkypeHotel v64 - Entre no SkypeHotel v64, Jogue SkypeHotel Gratis! - SkypeHotel v64 - Jogue agora mesmo SkypeHotel vG4, aqui as moedas sdo totalmente gratis 6:31 AM
Bing NEW: "Powered by n Search - @ 2011 ILO Portal - ILO Decent Work Team and Office for the ... Powered by mnoGoSearch - free web search engine software 6:26 AM
Bing NEW: "Powered by n  Google Hacks - PawnGame.com - Multiplayer Flash Gaming - "Powered by mnoGoSearch - free web search engine software” "powered by openbsd” +"powered by 6:26 AM
Bing NEW: "Powered by n Circuit Breaker Reset Philosophies for aircraft - CEB reset philosophy ... Powered by mnoGoSearch - free web search engine software 6:26 AM
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Diggity Hacking Alerts – Fundle Bundle
http://www.google.com/reader/bundle/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/public/atom/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts?r=n&n=1000

Mobile and iPhone Friendly Interfaces
http://www.google.com/reader/i/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/m/view/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts




FUNdle Bundle

MOBILE FRIENDLY

Google Reader
Diggity Hacking Aleris

1

k= e I (o ' I T R NS T 6

Tags |

Newsletter 21 27th July 2011

- School Website Portal - Google Alers - inurk"Forms” inurl:"dispform.aspx” filstype:aspx

WebPartPagesWebService W

eb Service - Gooale Alerts - inurl" wii binfwebpartpages asmx" filetype: asm

Intitle: *index of passwd pass

*lUsage Statistics for* guiakaoly

Go -3[6 reader

*IUsage Statistics for® totallyb

o Diggity Hacking Alerts

Phoca Forum « View topic - M

pongamos que hablo de mad

. Intitle: index of passwd passwd.bak - Google Alerts - infitle’ index of passwd passwd bak

bomb wiz - MP3moo.com | Fr

Intitle: index of passwd passwd bak One will come but more strenuously than ever ...

sarrafyurdaer.com - Gooals Aler
more...
mark these items as read

Subscriptions

< Usage Statistics for guiakolor.net - Summary by Month - Google Alerts - intitle:"Usage
- Statistics for" "Generated by Webalizer"
Jul 2011, 70, 59, 62, 46, 132, 3975, 1073, 1427, 1367, 1632. Totals, 3975, 1073, 1...

'~ Usage Statistics for totallybali.com - Summary by Month - Google Alerts -

intitle."Usage Statistics for” "Generated by Webalizer"
Jul 2011, 1910, 827, 523, 319, 1013, 72638, 959, 1570, 2482, 5731. Totals, 72638 ,...

"> Operate on comma separated data - Google Aleris - data filetype:mdb -site:gov -site:mil
| need to work with a matrix of data that looks something like the matrix below. |...

"~ Recover My Files Data Recovery Standard Download | Data Recovery - Google
Alerts - data filetype-mdb -site gov -sitemil

Recover My Files Data Recovery Software is a powerful utility which will recoverd...

o STACH&LIU
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Diggity Hacking Alerts – Fundle Bundle
http://www.google.com/reader/bundle/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/public/atom/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts?r=n&n=1000

Mobile and iPhone Friendly Interfaces
http://www.google.com/reader/i/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/m/view/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts




SHODAN

Computer Search Engine

ADVANCED DEFENSE TOOLS

SHODAN Alerts
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SHODAN Hacking Alerts
New live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.

SHODAN - Main Site:
http://www.shodanhq.com/
http://www.shodanhq.com/help/filters
SHODAN is a search engine that lets you find specific computers (routers, servers, etc.) using a variety of filters. Some have also described it as a public port scan directory or a search engine of banners.
Web search engines, such as Google and Bing, are great for finding websites. But what if you're interested in finding computers running a certain piece of software (such as Apache)? Or if you want to know which version of Microsoft IIS is the most popular? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don't let you answer those questions.
So what does SHODAN index then? Good question. The bulk of the data is taken from 'banners', which are meta-data the server sends back to the client. This can be information about the server software, what options the service supports, a welcome message or anything else that the client would like to know before interacting with the server.
Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (23), SSH (22) and Telnet (21) services. There are plans underway to expand the index for other services. Let me know if there are specific ports you would like to see included. 

SHODAN Twitter:
http://twitter.com/#!/achillean

SHODAN - Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=net:216.75.0.0/16
RSS Version: http://www.shodanhq.com/?q=net:216.75.0.0/16&feed=1

Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000





SHODAN Alerfs ~ c@stooan’

FINDING SCADA SYSTEMS

“ SHODAN E=f

» Top countries matchy j your search Canada 13
Finland 12

. United Stat 8
Using SHODAN to Swodon 6
find SCADA web Denmark 6

admin interfaces

218.111.69.68 HTTP/.0 401 Auvthorization Required
Date: Sat, 11 Jun 2011 04:38:51 GMT
Server: Apache/].3.31 (Unix)

E Kuala Lumpur

WWW- Authenticate: Basic !uln:F':SC:‘LD.{ Gateway User Login”
Transfer-Encoding: chunked
Content-Type: text himl; charset=130-8859-1

66.18.2323.232 HTTP/1.0 401 Authorization Required
Date: Wed, 20 Apr 2011 20:09:46 GMT
I cs gary Server: Apacha2 0,63 (FreeB3SD) mod_pyvthon'3.3.1 Python/2.5.2
) WV Authenhicate: Digest realm="RTS SCADA Server”, nonce="Z9PTNF+hE
dsl-main-66-18.233.232.
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SHODAN Hacking Alerts
New live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.
http://www.shodanhq.com/
Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=Server:%20SQ-WEBCAM
Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000



SHODAN Alerts Cp, SHODAN

SHODAN RSS FEEDS

E Google reader SHODAN ALERTS

"SHODAN Alerts” bundle created by stach

Description: SHODAN RSS Alerts GO ( )SIC reader

Abundle is a collection of blogs and websites hand-select| — : [ s
a particular topic or interest. You can keep up to date with | u Feeds | SHODAN Alerts I C|l = |
place by subscribing in Google Reader. : S —
There are @ 26 feeds included in this bundle 1::; 67.228.99.229:80 - SHODAN - Search: Server: LiteSpeed country:CN

HTTR/1.0 200 OK Date: Tue, 02 Aug 2011 13:30:41 GMT Server: LiteSpeed Connection: ...
B3 Subscribe

<> 184.172.42.27:80 - SHODAN - Search: Server: LiteSpeed country:CN
HTTPR/1.0 302 Found Date: Tue, 02 Aug 2011 13:13:37 GMT Server: LiteSpeed Connectio...

67.228.99.229:80

via SHODAN - Search: Server: LiteSpeed country:CM on 82/| 57 188.212.156.174:80 - SHODAN - Search: Server: LiteSpeed country:CN
HTTP/1.0 200 OK Date: Tue, 02 Aug 2011 13:12:25 GMT Server: LiteSpeed Accept-Range..

HTTR/1.0 200 OK

Date: 1_—”'3_1 02 Aug 2011 13:30:41 GMT i::;i 173.243.113.188:80 - SHODAN - Search: Server: LiteSpeed country:CN

CNEC LRt HTTP/1.0 200 OK Date: Tue, 02 Aug 2011 12:44:38 GMT Server: LiteSpeed Accept-Range..
Connection: clase

X-Powered-By: PHF/S.2.14

Content-Type: text/html i::i 50.23.136.8:80 - SHODAN - Search: Server: LiteSpeed country:CN

Content-Length: 1110 HTTP/1.0 200 OK Transfer-Encoding: chunked Date: Tue, 02 Aug 2011 12:42:48 GMT Ser...

<> 89.162.175.133:80 - SHODAN - Search: Server: LiteSpeed country:CN
HTTP/1.0 200 OK Date: Tue, 02 Aug 2011 12:19:36 GMT Server: LiteSpeed Accept-Range..

184.172.42.27:80

via SHODAN - Search: Server: LiteSpeed country-CN on 8/2/|5"> 95.168.161.220:80 - SHODAN - Search: Server: LiteSpeed country:CN
HTTP/1.0 200 OK Date: Tue, 02 Aug 2011 12:10:13 GMT Server: LiteSpeed Accept-Range..

HTTP/1.0 302 Found
il <> 87.220.86.40:80 - SHODAN - Search: Server: LiteSpeed country:CN
HTTP/1.0 200 OK Date: Tue, 02 Aug 2011 11:57:18 GMT Server: LiteSpeed Accept-Range..
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SHODAN Hacking Alerts
New live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.
http://www.shodanhq.com/
Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=Server:%20SQ-WEBCAM
Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000



Bing/Google Alerts

THICK CLIENTS TOOLS

Google/Bing Hacking Alert Thick Clients
« Google/Bing Alerts £55 feeds as input

o Allow user to sef one or more fliers

e e.g. yourcompany.com”in the URL

e Several /ick clients being released:
« Windows Systray App
* Droid app (coming soon)

e iPhone app

o STACH&LIU 7


Presenter
Presentation Notes
Google/Bing Hacking Alerts – Thick Client Apps
Stach & Liu will be releasing 3 free thick client interfaces to filter the Google/Bing Hacking Alerts RSS feeds at Black Hat USA 2010.



ADVANCED DEFENSE TOOLS

Alert Diggity

o STACH&LIU
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AlertDiggity
Windows systray application that filters the results of the various Google/Bing/Shodan Hacking Alerts RSS feeds and notifies the user if any new alerts match a domain belong to them.


Alerts Diggity

ADVANCED DEFENSES

&

) Alerts Diggity [E==(EER=

File Help

| All Alerts | Subscribed Feeds | Subscribed Domains | Schedule
|
milblogging.com &3 Alerts Diggity [E=R(ECR=T

File Help

All Alerts | Subscribed Feeds | Subscribed Domains | Schedule

URL Publish Date “
http:/fmilblegging.com/index.php¥3Fentry®30entry1 10802-153334 8/2/2011 T:38:18 PM
http://milblogging.com/index.php?entry=entry110727-211303 87172011 5:31:00 PM
http//milblegging.com/findex.phpi3Fentry®30entry110802-043535 87272011 3:05:01 AM
http://milblegging.com/index.phpf3Fentry®30entry1 10801-171305 8/1/2011 11:59:26 PM
http//milblegging.com/index.php?entry=entryl110731-123020 8/1/2011 5:01:00 AM

—_ http//milblogging.com/index.php?entry=entry 1107 27-2113

Hack Alerts is up to date. 2 vulnerabilities
were found,

\ /

% STACH&LIU
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AlertDiggity
Windows systray application that filters the results of the various Google/Bing/Shodan Hacking Alerts RSS feeds and notifies the user if any new alerts match a domain belong to them.



ADVANCED DEFENSETOOLS

iDiggity Alerts
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IDIGGITY ALERTS
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iDiggity Alerts for iPhone, iPod touch, and iPad on the iTunes App Store
http://itunes.apple.com/us/app/idiggity-alerts/id452442740?mt=8


iDiggity Alerts

ADVANCED DEFENGSES

a AT&T 3G 4:43 AM S

iDiggity Alert URL

http://www.stachliu.com/tools
/iDiggityAlerts.xml

Search Domains

Tap To Add a Domain
hp.com

milblogging.com

Startup Behavior

Search feeds OFF

Settings

8 STACH&LIU

GHDB-Adyvisories and Vulnerabilities

Collapse 214 searches

Google A

Google A

AU Soarching...
search e 931 of 1496

bst

mestbook
Google Alerts pe:asp

inurl:"shopdisplayproducts.a

Google AlOHS
book "advanc

Google Alerts - "Powered b
: vBulletin * 3.0.1" inurl:new

il ATET 3G it 4:52 AM X - il AT&T 3G 4:57 AM 3 -
Fee l_ O = Fee l_ d O
Collapse All Collapse All

GHDB-Files containing passwords
Collapse 2 searches

Google Alerts - intitle:Index.

of etc shadow 1

Google Alerts - "login: *" "p

assword=*" filetype:xls 1

GHDB-Pages containing login
portals

Collapse 2 searches

Google Alerts - ASP.login_a
spx "ASP.NET_Sessionld"

Google Alerts - "Establishin

1
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iDiggity Alerts for iPhone, iPod touch, and iPad on the iTunes App Store
http://itunes.apple.com/us/app/idiggity-alerts/id452442740?mt=8



iDiggity Alerts

ADVANCED DEFENGSES

=i AT&T 3G 4:57 AM 3 =

HDB B 0 < 0

hp.com
Google Alerts - "login: *"
"password= *" filetype:xls

http://www.google.com/url?
sa=X&qg=http://h30499.www3.
hp.com/hpeb/attachments/hpe
b/sws-
20/1044/1/Attack%2520Status
s.XLS&ct=ga&cad=CAcQARgB
IAEcATAAOABAxvOQ8QRIAlg
AYgVIbi1VUw&cd=YIV5QJjTxm
g&usg=AFQjCNEzfNr95HhqCh

mtMJRucbi1ZmKU-g
2011-07-18 13:48:58

8 STACH&LIU

=i AT&T 3G 4:44 AM *

Reminder Details

Thursday (08-04) at 04:30 AM

Repeat Weekly | on |

Tue Aug 2

lToday

Thu Aug 4

Settings

Choose Action
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iDiggity Alerts for iPhone, iPod touch, and iPad on the iTunes App Store
http://itunes.apple.com/us/app/idiggity-alerts/id452442740?mt=8



New Defenses

'‘GOOGLE/BING HACK ALERTYS”

v’ Tools exist

v’ Convenient

v’ Reakime updates

v Multi-engine results

v’ Historical archived data

v Multi-domain searching

o STACH&LIU
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Future Direction

'S NOW
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Diggity Alert DB

File View Connections

“ AE Sl o olshs s e

o AletDE

DATA MIN

Execute Help

ING VULNS

DAY )

x 0001 select AlertTable.* from ZlertTable

DIGGITY ALERTS
DATABASE

Tables: —"
Blevx BlSaeREIT
@A\ertTabla —
Drag a column header here to group by that column
~[FubDate [DatelR Shared? [Title [URLClean ==
[ p PR F AT =R Ad sat Jul 30 17:23:07 2011 PHP Tutorials: Form <b>Data</b> Display and Sec http://blog.phpmoz.org,php-tuter fam >
0 |20110?*30T23:41:342 Sat Jul 30 16:41:34 2011 |error_log http: /fcelestedesignsusa. comferre P in
[ |2011-07-30T23:41:34Z Sat Jul 30 15:41:34 2011 RC Plane » Nine eagles Kategari: MNine eagles View: http://depok-aeromodeling. com/c zera i
0008 =elect LlertTable.* from AlertTable
D002
Bldv x| @ Sl ®®mE)=a
C—
Drag a column header here to group by that column
¥ [PubD ate DateGRShared? Title RLClean DiggityFeedS ource
1 [ e 00 i Sat Jul 30 17:23:07 2011 PHP Tutarials: Form <b=Data < /b= Display and Sec http://blog.phpmoz.org/php-tutorials-form-data-display-and-security Google Alerts - dats file
2 [ |2011-07-30T23:41:34Z Sat Jul 30 15:41:34 2011 error_log http: /{celestedesignsusa.comjferror_log Google Alerts - "Warnings
3 [ |2011-07-30T23:41:34Z Sat Jul 30 16:41:34 2011 RC Plane » Nine eagles Kateqgori: Nine eagles View: http://depok-aeromodelling. com/category/235/nine-eagles Google alerts - "Warning:
4 [T |2011-07-31T00:01:58Z Sat Jul 30 17:01:58 2011 Eliza Dushku Central / Photo Gallery http://eliza-dushku. orgfgallery /displayimage . php?album = 10 20 &pid =t Google Alerts - "Powered
——
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Future Directions – Data Explosion

~1 million vulnerability feed entries from Diggity Alert feeds in 1 database.


Questionse

Ask
V\Ve'

JS SO

my

mething

fO answer If.

For more info:

Email: contact@stachliv.com
Project: diggity@stachliu.com
Stach & Liv, LLC

www. stachliu.com


Presenter
Presentation Notes
Also, Stach & Liu Google Hacking Diggity Project Contact Info:
Email: diggity@stachliu.com
Website: http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/



Thank You

Stach & Liv Google Hacking Diggity Project info:
htto: / /www.stachliu.com/index.php/resources /tools / google-hacking-diggity-project,/

8 STACH&LIU

81


Presenter
Presentation Notes
For copies of the presentation and tools, please go to:

http://www.stachliu.com
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/
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