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G E T T I N G  U P  T O  S P E E D 



Open Source Intelligence 
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S E A R C H I N G  P U B L I C  S O U R C E S 

OSINT – is a form of intelligence 
collection management that involves 
finding, selecting, and acquiring 
information from publicly available 
sources and analyzing it to produce 
actionable intelligence.  

Presenter
Presentation Notes
Open Source Intelligence (OSINT)Google Hacking is one form of OSINThttp://en.wikipedia.org/wiki/OSINT NATO – OSINT Resourceshttp://www.oss.net/dynamaster/file_archive/030201/1c0160cde7302e1c718edb08884ca7d7/Intelligence%20Exploitation%20of%20the%20Internet%20FINAL%2018NOV02.pdfhttp://www.oss.net/dynamaster/file_archive/030201/ca5fb66734f540fbb4f8f6ef759b258c/NATO%20OSINT%20Handbook%20v1.2%20-%20Jan%202002.pdfhttp://www.oss.net/dynamaster/file_archive/030201/254633082e785f8fe44f546bf5c9f1ed/NATO%20OSINT%20Reader%20FINAL%2011OCT02.pdf
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S E A R C H  E N G I N E  A T T A C K S 

Presenter
Presentation Notes
Search Engine Hackinghttp://www.google.com/http://www.bing.com/Search engine hacking is a great way to perform “passive recon”, gathering information about a target organization without ever really interacting with their systems/networks/applications.  With search engine hacking you can easily identify vulnerabilities, sensitive information disclosures, and footprinting information on a target organization.



Google/Bing Hacking 
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S E A R C H  E N G I N E  A T T A C K S 

Bing's source leaked!  
 
class Bing {  

public static string Search(string 
query)  
{  

return Google.Search(query);  
}  

} 

Presenter
Presentation Notes
Google accuses Bing of stealing results - articles:http://online.wsj.com/article/SB10001424052748704124504576118510340787364.htmlhttp://googleblog.blogspot.com/2011/02/microsofts-bing-uses-google-search.htmlhttp://downloadsquad.switched.com/2011/02/01/bing-caught-copying-search-results-from-google/http://searchengineland.com/google-bing-is-cheating-copying-our-search-results-62914http://gizmodo.com/5749614/google-on-bing-stealing-search-results-wed-like-for-this-practice-to-stop
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• Advisories and Vulnerabilities (215) 
• Error Messages (58) 
• Files containing juicy info (230) 
• Files containing passwords (135) 
• Files containing usernames (15) 
• Footholds (21) 
• Pages containing login portals (232) 

G O O G L E  H A C K I N G  D A T A B A S E 

• Pages containing network or 
vulnerability data (59) 

• Sensitive Directories (61) 
• Sensitive Online Shopping Info (9) 
• Various Online Devices (201) 
• Vulnerable Files (57) 
• Vulnerable Servers (48) 
• Web Server Detection (72) 

Presenter
Presentation Notes
Google Hacking Database (GHDB) – as of April 8, 2010http://www.hackersforcharity.org/ghdb/ Advisories and Vulnerabilities (215 entries)These searches locate vulnerable servers. These searches are often generated from various security advisory posts, and in many cases are product or version-specific. Error Messages (68 entries)Really retarded error messages that say WAY too much! Files containing juicy info (230 entries)No usernames or passwords, but interesting stuff none the less. Files containing passwords (135 entries)PASSWORDS, for the LOVE OF GOD!!! Google found PASSWORDS! Files containing usernames (15 entries)These files contain usernames, but no passwords… Still, google finding usernames on a web site.. Footholds (21 entries)Examples of queries that can help a hacker gain a foothold into a web server Pages containing login portals (232 entries)These are login pages for various services. Consider them the front door of a website’s more sensitive functions. Pages containing network or vulnerability data (59 entries)These pages contain such things as firewall logs, honeypot logs, network information, IDS logs… all sorts of fun stuff! sensitive Directories (61 entries)Google’s collection of web sites sharing sensitive directories. The files contained in here will vary from sesitive to uber-secret! sensitive Online Shopping Info (9 entries)Examples of queries that can reveal online shopping info like customer data, suppliers, orders, creditcard numbers, credit card info, etc Various Online Devices (201 entries)This category contains things like printers, video cameras, and all sorts of cool things found on the web with Google. Vulnerable Files (57 entries)HUNDREDS of vulnerable files that Google can find on websites… Vulnerable Servers (48 entries)These searches reveal servers with specific vulnerabilities. These are found in a different way than the searches found in the “Vulnerable Files” section. Web Server Detection (72 entries)These links demonstrate Google’s awesome ability to profile web servers.. 
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LulzSec and Anonymous believed to use 
Google Hacking as a primary means of 
identifying vulnerable targets. 
 
Their releases have nothing to do with their goals 
or their lulz.  It's purely based on whatever they 
find with their "google hacking"  queries and then 
release it.  
 

-- A-Team, 28 June 2011 

R E A L  W O R L D  T H R E A T 

Presenter
Presentation Notes
LulzSec - Outed by A-Team - 28June2011http://pastebin.com/iVujX4TRhttp://www.informationweek.com/news/security/attacks/231000584http://news.yahoo.com/lulzsec-hacker-identities-apparently-outed-rival-group-123405640.htmlLulzSec – IRC Logs Leaks – BackTrace Securityhttp://www.scribd.com/doc/57141513/Consequences



Google Hacking = Lulz 
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R E A L  W O R L D  T H R E A T 

22:14 <@kayla> Sooooo...using the link above and the google hack string. 
!Host=*.* intext:enc_UserPassword=* ext:pcf Take your pick of VPNs you 
want access too. Ugghh.. Aaron Barr CEO HBGary Federal Inc. 
22:15 <@kayla> download the pcf file 
22:16 <@kayla> then use http://www.unix-ag.uni-
kl.de/~massar/bin/cisco-decode?enc= to clear text it 
22:16 <@kayla> = free VPN 

Presenter
Presentation Notes
LulzSec – IRC Logs Leaks – BackTrace Securityhttp://www.scribd.com/doc/57141513/ConsequencesReference 122:14 <@kayla> From: "Aaron Barr" <aaron@hbgary.com>22:14 <@kayla> To: "Ted Vera" <ted@hbgary.com>,"Mark Trynor" <mark@hbgary.com>22:14 <@kayla> Original Email22:14 <@kayla> http://www.unix-ag.uni-kl.de/~massar/bin/cisco-decode?enc=68C5730C268E5722C1B9FA63247B01B63BBF99317CFBFEEF393299B041D165ADA3DE3B0D7E556EE784628ED7849CA9F1C859763381AFDDF9&.submit=decode%21Sooooo...using the link above and the google hack string. !Host=*.*intext:enc_UserPassword=* ext:pcf Take your pick of VPNs you want access too. Ugghh..2Aaron Barr CEO HBGary Federal Inc.22:15 <@kayla> 1) Google search !Host=*.* intext:enc_UserPassword=* ext:pcf22:15 <@kayla> download the pcf file22:16 <@kayla> then use http://www.unix-ag.uni-kl.de/~massar/bin/cisco-decode?enc= toclear text it22:16 <@kayla> = free VPN :D22:19 <@entropy> thats only the group password22:19 <@entropy> so with cisco vpn you have the tunnel group pass then th username anduser pass22:19 <@entropy> tunnel group is like the first line in just shared secret22:19 <@entropy> but still userfull22:19 <@entropy> 99% of the pcf's will have usernames too22:30 <@kayla> :D22:41 <@kayla> ni ni guys :D <322:41 <@kayla> sleeps time :322:41 -!- kayla [mysql2@fbi.gov] has quit [Quit: leaving
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G O O G L E  H A C K I N G  R E C A P 

Presenter
Presentation Notes
For more “History of Google Hacking”, see:http://www.stachliu.com/resources/tools/google-hacking-diggity-project/history-of-google-hacking/Dec 2002 – googleDorks collection begins by Johnny Longhttp://web.archive.org/web/20021208144443/http://johnny.ihackstuff.com/security/googleDorks.shtmlJohnny Long begins to collect interesting Google searches and labels them googleDorks.May 27, 2004 - Foundstone SiteDigger v1 releasedhttp://www.mcafee.com/us/downloads/free-tools/sitedigger.aspxOct 5, 2004 - Google Hacking Database  (GHDB) officially beginshttp://www.hackersforcharity.org/ghdb/http://web.archive.org/web/20070707185932/http://johnny.ihackstuff.com/blog/my-blog-like-thing/google-hacking-database.html Jan 6, 2005 - Foundstone SiteDigger v2 releasedhttp://www.mcafee.com/us/downloads/free-tools/sitedigger.aspxFeb. 13, 2005 - Google Hack Honeypot first releasehttp://ghh.sourceforge.net/Feb 20, 2005 – Google Hacking v1 released by Johnny Longhttp://www.amazon.com/Google-Hacking-Penetration-Testers-1/dp/1931836361Jan. 10, 2006 - MSNPawn v1.0 Releasedhttp://net-square.com/msnpawn/index.shtmlDec. 5, 2006 - Google stops issuing Google SOAP API keysGoogle Code Blog - Beyond the SOAP Search API – Dec 20, 2006:http://googlecode.blogspot.com/2006/12/beyond-soap-search-api.htmlMar 29,  2007 – Bing disables inurl:, link:, and linkdomain:Specifically disabled to prevent Google Hacking type techniques against Binghttp://www.bing.com/community/blogs/search/archive/2007/03/28/we-are-flattered-but.aspxNov 2, 2007 – Google Hacking v2 releasedhttp://www.amazon.com/Google-Hacking-Penetration-Testers-ebook/dp/B001UFP658/ref=sr_1_5?ie=UTF8&qid=1288245436&sr=8-5Mar 2008 – cDc Goolag – gui tool releasedhttp://www.darknet.org.uk/2008/03/goolag-gui-tool-for-google-hacking/April 2009 – Initial FOCA footprinting tool releaseshttp://www.informatica64.com/DownloadFOCA/http://web.archive.org/web/20090421081007/http://www.informatica64.com/DownloadFOCA/Sept. 7,2009 – Google shuts down SOAP Search API (COMPLETELY)http://googlecode.blogspot.com/2009/08/well-earned-retirement-for-soap-search.htmlNov 2009 – Binging tool released by Blueinfyhttp://www.blueinfy.com/Binging.ziphttp://www.blueinfy.com/tools.htmlDec 1,2009 – Foundstone Sitedigger v3.0 releasedhttp://www.mcafee.com/us/downloads/free-tools/sitedigger.aspx2010 – Goolag disappearshttp://www.goolag.orghttp://toolbar.netcraft.com/site_report?url=http://www.goolag.org/IP address went from 75.126.102.193 to 10.4.223.196Feb 18, 2010 – Shodanhq.com domain registeredhttp://www.shodanhq.com/http://www.networksolutions.com/whois-search/shodanhq.comApril 21, 2010 – Stach & Liu - Google Hacking Diggity Project initial releaseshttp://www.stachliu.com/resources/tools/google-hacking-diggity-project/April 21, 2010 - InfoSec World 2010 - Google and Beyond: Advanced Search Engine Hacking and Web-based Intelligence Gathering http://www.stachliu.com/slides/googleandbeyond.pdf Nov 1, 2010 - Google AJAX API slated for retirementhttp://googlecode.blogspot.com/2010/11/introducing-google-apis-console-and-our.htmlhttp://googleajaxsearchapi.blogspot.com/2010/11/fall-housekeeping.html Nov 9, 2010 - GHDB Reborn Announced – Exploit-db.comhttp://www.exploit-db.com/google-hacking-database-reborn/Jan 15, 2012 – Google Code Search Shut Downhttp://googleblog.blogspot.com/2011/10/fall-sweep.htmlApr 12, 2012 – Bing API to start charging $40/month for 20,000 querieshttp://www.bing.com/community/site_blogs/b/developer/archive/2012/04/12/bing-dev-update.aspx
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G O O G L E  H A C K I N G  R E C A P 

Presenter
Presentation Notes
For more “History of Google Hacking”, see:http://www.stachliu.com/resources/tools/google-hacking-diggity-project/history-of-google-hacking/Dec 2002 – googleDorks collection begins by Johnny Longhttp://web.archive.org/web/20021208144443/http://johnny.ihackstuff.com/security/googleDorks.shtmlJohnny Long begins to collect interesting Google searches and labels them googleDorks.May 27, 2004 - Foundstone SiteDigger v1 releasedhttp://www.mcafee.com/us/downloads/free-tools/sitedigger.aspxOct 5, 2004 - Google Hacking Database  (GHDB) officially beginshttp://www.hackersforcharity.org/ghdb/http://web.archive.org/web/20070707185932/http://johnny.ihackstuff.com/blog/my-blog-like-thing/google-hacking-database.html Jan 6, 2005 - Foundstone SiteDigger v2 releasedhttp://www.mcafee.com/us/downloads/free-tools/sitedigger.aspxFeb. 13, 2005 - Google Hack Honeypot first releasehttp://ghh.sourceforge.net/Feb 20, 2005 – Google Hacking v1 released by Johnny Longhttp://www.amazon.com/Google-Hacking-Penetration-Testers-1/dp/1931836361Jan. 10, 2006 - MSNPawn v1.0 Releasedhttp://net-square.com/msnpawn/index.shtmlDec. 5, 2006 - Google stops issuing Google SOAP API keysGoogle Code Blog - Beyond the SOAP Search API – Dec 20, 2006:http://googlecode.blogspot.com/2006/12/beyond-soap-search-api.htmlMar 29,  2007 – Bing disables inurl:, link:, and linkdomain:Specifically disabled to prevent Google Hacking type techniques against Binghttp://www.bing.com/community/blogs/search/archive/2007/03/28/we-are-flattered-but.aspxNov 2, 2007 – Google Hacking v2 releasedhttp://www.amazon.com/Google-Hacking-Penetration-Testers-ebook/dp/B001UFP658/ref=sr_1_5?ie=UTF8&qid=1288245436&sr=8-5Mar 2008 – cDc Goolag – gui tool releasedhttp://www.darknet.org.uk/2008/03/goolag-gui-tool-for-google-hacking/April 2009 – Initial FOCA footprinting tool releaseshttp://www.informatica64.com/DownloadFOCA/http://web.archive.org/web/20090421081007/http://www.informatica64.com/DownloadFOCA/Sept. 7,2009 – Google shuts down SOAP Search API (COMPLETELY)http://googlecode.blogspot.com/2009/08/well-earned-retirement-for-soap-search.htmlNov 2009 – Binging tool released by Blueinfyhttp://www.blueinfy.com/Binging.ziphttp://www.blueinfy.com/tools.htmlDec 1,2009 – Foundstone Sitedigger v3.0 releasedhttp://www.mcafee.com/us/downloads/free-tools/sitedigger.aspx2010 – Goolag disappearshttp://www.goolag.orghttp://toolbar.netcraft.com/site_report?url=http://www.goolag.org/IP address went from 75.126.102.193 to 10.4.223.196Feb 18, 2010 – Shodanhq.com domain registeredhttp://www.shodanhq.com/http://www.networksolutions.com/whois-search/shodanhq.comApril 21, 2010 – Stach & Liu - Google Hacking Diggity Project initial releaseshttp://www.stachliu.com/resources/tools/google-hacking-diggity-project/April 21, 2010 - InfoSec World 2010 - Google and Beyond: Advanced Search Engine Hacking and Web-based Intelligence Gathering http://www.stachliu.com/slides/googleandbeyond.pdf Nov 1, 2010 - Google AJAX API slated for retirementhttp://googlecode.blogspot.com/2010/11/introducing-google-apis-console-and-our.htmlhttp://googleajaxsearchapi.blogspot.com/2010/11/fall-housekeeping.html Nov 9, 2010 - GHDB Reborn Announced – Exploit-db.comhttp://www.exploit-db.com/google-hacking-database-reborn/Jan 15, 2012 – Google Code Search Shut Downhttp://googleblog.blogspot.com/2011/10/fall-sweep.htmlApr 12, 2012 – Bing API to start charging $40/month for 20,000 querieshttp://www.bing.com/community/site_blogs/b/developer/archive/2012/04/12/bing-dev-update.aspx
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W H A T   Y O U   S H O U L D   K N O W 

Presenter
Presentation Notes
Major Google Hacking and other related OSINT attacks and techniques.Also for more info see:Google Hacking Diggity Projecthttp://www.stachliu.com/resources/tools/google-hacking-diggity-project/Dark Reading – How To Use Google To Find Vulnerabilities In Your IT Environment – Mar2012http://www.darkreading.com/vulnerability-management/167901026/security/vulnerabilities/232602469/how-to-use-google-to-find-vulnerabilities-in-your-it-environment.html



Diggity Core Tools 
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Google Diggity 
• Uses Google JSON/ATOM API 

• Not blocked by Google bot detection 
• Does not violate Terms of Service 

• Required to use  
 

Bing Diggity 
• Uses Bing 2.0 SOAP API 
• Company/Webapp Profiling 

• Enumerate: URLs, IP-to-virtual hosts, etc. 
• Bing Hacking Database (BHDB) 

• Vulnerability search queries in Bing format 

S T A C H  &  L I U  T O O L S 

Presenter
Presentation Notes
New Stach & Liu Google/Bing hacking tools available at:http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/SearchDiggityWindows GUI application front end to new Google Diggity and BingDiggity versions.GoogleDiggity Google Custom Search Engines: http://www.google.com/cse/ Google JSON/ATOM Custom Search API:http://code.google.com/apis/customsearch/v1/overview.htmlMax Results: 100 results per queryPricing: https://code.google.com/apis/customsearch/v1/overview.html#Pricing BingDiggity Bing 2.0 APIAPI Resource URLS:http://www.bing.com/developers/s/APIBasics.htmlhttps://ssl.bing.com/webmaster/Developers/CreateAppIdhttp://onlinehelp.microsoft.com/en-us/bing/ff808421.aspxMax Results: 1000 results per queryPrice: free
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Google Diggity - New API 
• Updated to use Google JSON/ATOM API 
• Due to deprecated Google AJAX API 

 
 

 
 

Misc. Feature Uprades 
• Auto-update for dictionaries 
• Output export formats 

• Now also XLS and HTML 
• Help File – chm file added 

 

D I G G I T Y  C O R E  T O O L S 

Presenter
Presentation Notes
NEW FEATURESNov 1, 2010 - Google AJAX API slated for retirementhttp://googlecode.blogspot.com/2010/11/introducing-google-apis-console-and-our.htmlGoogle Custom Search Engines: http://www.google.com/cse/Google JSON/ATOM Custom Search API:http://code.google.com/apis/customsearch/v1/overview.html



New Features 
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Download Buttons for Google/Bing Diggity 
• Download actual files from Google/Bing search results 

• Downloads to default: C:\DiggityDownloads\ 
 
 
 
 
 
 
 

• Used by other tools for file download/analysis: 
• FlashDiggity, DLP Diggity, MalwareDiggity,… 

 

D O W N L O A D  B U T T O N 

Presenter
Presentation Notes
NEW FEATURES - Download button.  Select results (highlight) and download in bulk.Default download to C:\DiggityDownloads\Analysis of files in FlashDiggity, DLPDiggity, …
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SLDB Updates in Progress 
• Example: SharePoint Google Dictionary 

• http://www.stachliu.com/resources/tools/sharepoint-hacking-diggity-
project/#SharePoint – GoogleDiggity Dictionary File 

A U T O - U P D A T E S 

Presenter
Presentation Notes
NEW FEATURES – auto-updates of dictionary files.  Always have the latest and greatest  Google/Bing hacking dictionaries.  We will be continually updating them.SharePoint Google Dictionaryhttp://www.stachliu.com/resources/tools/sharepoint-hacking-diggity-project/#SharePoint%20-%20GoogleDiggity%20Dictionary%20File
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GoogleDiggity can now search for IP Address Ranges 

I P  A D D R E S S  R A N G E S 

Presenter
Presentation Notes
NEW FEATURES – GoogleDiggity now can search IP address ranges.  TEST:216.75.0.0/16216.75.26.1-216.75.26.255Resulting Google Query:https://www.google.com/#q=site:216.75.*.*https://www.google.com/#q=site:216.75.26.*More info:http://www.elladodelmal.com/2011/05/ripe-arin-el-escaneo-http-google-shodan.html 



New Features 
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Searching for web admin interfaces on non-standard HTTP ports 

T A R G E T I N G  H T T P  A D M I N  C O N S O L E S 

Presenter
Presentation Notes
NEW FEATURES – Targeting web admin interfaces on non-standard HTTP portsEXAMPLES:https://www.google.com/search?q=site:/com:* https://www.google.com/search?q=site:/org:* https://www.google.com/search?q=site:/gov:* https://www.google.com/search?q=site:/edu:* https://www.google.com/search?q=site:/net:* https://www.google.com/search?q=site:/mil:* https://www.google.com/search?q=site:/gov.cn:* Also, by IP address ranges:https://www.google.com/search?q=site:/216.75.*.*:*OR just specific port ranges:https://www.google.com/search?q=site:/com:* 8000...9000



Dictionary Updates 
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3RD  P A R T Y  I N T E G R A T I O N 

New maintainers of the GHDB – 09 Nov 2010 
• http://www.exploit-db.com/google-hacking-database-reborn/ 

Presenter
Presentation Notes
Integration of 3rd party Google Dork Dictionary Effortshttp://www.exploit-db.com/google-hacking-database-reborn/



Google Diggity 
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D I G G I T Y  C O R E  T O O L S 

Presenter
Presentation Notes
GoogleDiggity Google Custom Search Engines: http://www.google.com/cse/ Google JSON/ATOM Custom Search API:http://code.google.com/apis/customsearch/v1/overview.htmlMax Results: 100 results per queryPricing: https://code.google.com/apis/customsearch/v1/overview.html#Pricing 
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D I G G I T Y  C O R E  T O O L S 

Presenter
Presentation Notes
BingDiggity Bing 2.0 APIAPI Resource URLS:http://www.bing.com/developers/s/APIBasics.htmlhttps://ssl.bing.com/webmaster/Developers/CreateAppIdhttp://onlinehelp.microsoft.com/en-us/bing/ff808421.aspxMax Results: 1000 results per queryPrice: freeSeen using the IP: search operator, returns seearch results for all known virtual hosts for that IP address:http://msdn.microsoft.com/en-us/library/ff795671.aspxExample: http://www.bing.com/search?q=ip:98.129.200.37



Bing Hacking Database 
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BHDB – Bing Hacking Data Base 
• First ever Bing hacking database 

 

• Bing hacking limitations 
• Disabled inurl:, link: and linkdomain: 

directives in March 2007 
 

• No support for ext:, allintitle:, allinurl:  
 

• Limited filetype: functionality 
• Only 12 extensions supported 

Example - Bing vulnerability search: 
• GHDB query 

• "allintitle:Netscape FastTrack Server Home Page" 

• BHDB version 
• intitle:”Netscape FastTrack Server Home Page" 

 

S T A C H  &  L I U  T O O L S 

Presenter
Presentation Notes
Past Bing/MSN hacking tools were limited to only basic footprinting techniques, with no actual vulnerability identificationBing has disabled inurl to prevent Bing Hacking, see:http://www.bing.com/community/blogs/search/archive/2007/03/28/we-are-flattered-but.aspx “For those of you who use some of the advanced query syntax in our search engine such as link:, linkdomain: and inurl:, you may have noticed that this functionality has been recently turned off.”Previous Bing/MSN search engine tools – limited to footprinting:MSNPawnhttp://net-square.com/msnpawn/index.shtmlBinginghttp://www.blueinfy.com/Binging.ziphttp://www.blueinfy.com/tools.htmlSteps for conversion of GHDB/FSDB to Bing compatible:Remove all with "link:"One instance: GHDB;;Vulnerable Files;;link:http://www.toastforums.com/Find/Replace ext: with filetype:" ext:"";;ext:""-ext:""(ext:"Deal with bad filetype:Bing accepted extensions for filetype: operator:http://msdn.microsoft.com/en-us/library/dd250876.aspx Either remove regex ORremove "filetype:" from regex, or change "filetype:" to "inurl:"Change all the allinurl: to inurl:Change "allintitle:" to "intitle:"Have to add "intitle:" before each word that was after original "allintitle:"Altered a few a bit to make work betterDeal with inurl: issue:Create version that just cuts out "inurl:"Create version where inurl: is replaced with inanchor:Create version where "inurl:" is removed from the regexExample: "inurl:oraweb -site:oraweb.org" becomes:"oraweb -site:oraweb.org"



Hacking CSE’s 
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A L L  T O P  L E V E L   D O M A I N S 

Presenter
Presentation Notes
Creating Google custom search engines (CSEs) to return results of all web.  All top level domains:http://data.iana.org/TLD/tlds-alpha-by-domain.txt.com becomes filter *.com/*Google Custom Search Engines: http://www.google.com/cse/Google JSON/ATOM API:http://code.google.com/apis/customsearch/v1/overview.htmlTop Level Domain Listhttp://data.iana.org/TLD/tlds-alpha-by-domain.txt Previously, the Google Diggity hacking tools provided an extra bonus feature of allowing you to specify a Google Custom Search Engine (CSE)  id to have search queries performed against a custom Google engine of your creation.With the retirement of the Google AJAX API announced on November 1, 2010, we’ve since migrated our Google Diggity tools to the new Google JSON/ATOM Custom Search API.  With this new API, utilizing Google Custom Search Engines is now a requirement, and not just a bonus add-on feature.



N E W  G O O G L E  H A C K I N G  T O O L S 
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Code Search Diggity 

Presenter
Presentation Notes
GoogleCodeSearchDiggityIdentifying vulnerabilities in open source code projects hosted by Google Code, MS CodePlex, SourceForge, Github, and more. The tool comes with over 130 default searches that identify SQL injection, cross-site scripting (XSS), insecure remote and local file includes, hard-coded passwords, and much more.Essentially, Google CodeSearchDiggity provides a source code security analysis of nearly every single open source code project in existence – simultaneously. NOTE – The Code Search API has been retired by Google as of January 15, 2012.  However, the risks associated with information disclosures and vulnerabilities exposed in open-source code remains.  As such, we are currently working on an alternative search API to migrate CodeSearchDiggity to in order to identify vulnerabilities in open-source code projects.Google Code Search shuts down:  http://googleblog.blogspot.com/2011/10/fall-sweep.html



Google Code Search 

25 

V U L N S  I N  O P E N  S O U R C E  C O D E 

 
 

 
 

• Regex search for vulnerabilities in indexed 
public code, including popular open source 
code repositories: 

 

• Example: SQL Injection in ASP querystring 
• select.*from.*request\.QUERYSTRING 

Presenter
Presentation Notes
Google Code Searchhttp://www.google.com/codesearchNOTE – The Code Search API has been retired by Google as of January 15, 2012.  However, the risks associated with information disclosures and vulnerabilities exposed in open-source code remains.  As such, we are currently working on an alternative search API to migrate CodeSearchDiggity to in order to identify vulnerabilities in open-source code projects.Google Code Search shuts down:  http://googleblog.blogspot.com/2011/10/fall-sweep.htmlGoogle Code Search – Hacking Database –S&L will be releasing Google Code Search regexs from the following categories (below are a few samples, all will be released soon):SQL Injection PHP ParametersASP Querystring Sample: http://www.google.com/codesearch?hl=en&lr=&q=select.*from.*request%5C.QUERYSTRING&btnG=Search .Net ASP Form ParametersJSP/Java Parameters Cross-site Scripting (XSS) PHP XSS Sample: http://www.google.com/codesearch?hl=en&lr=&q=input.*type%3Dhidden.*%3D.*%5C%24_%28GET%7CPOST%7CCOOKIE%29&btnG=Search JSP XSS ASP XSS  Handling Sensitive Data Passwords SSNs Credit Cards Sample: http://www.google.com/codesearch?hl=en&lr=&q=4%5B0-9%5D%7B3%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D+lang%3Asql&btnG=Search  Hard-coded Passwords MS SQL Oracle DB UserIds MySQL  Filesystem Interaction ASP OpenTextFile Sample: http://www.google.com/codesearch?q=+FileSystemObject+OpenTextFile%5C(.*request%5C.&sa=N PHP fopen Get PHP fopen Post PHP file_get_cont GET PHP file_get_cont POST PHP file GET PHP file POST  OtherRemote File IncludeSample: http://www.google.com/codesearch?hl=en&lr=&q=%28fopen|include|require%29%28_once%29%3F\s*\%28\s*\%24_%28%28GET%29|%28POST%29|%28REQUEST%29%29[^%2C.%22%29]*%3F\.%22.*%3F\%29+lang%3Aphp&sbtn=Search  
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A M A Z O N  C L O U D  S E C R E T  K E Y S 

Presenter
Presentation Notes
Amazon Keys stored in code:http://en.wikipedia.org/wiki/Amazon_AWShttp://en.wikipedia.org/wiki/Amazon_ec2http://en.wikipedia.org/wiki/Amazon_S3Amazon – Secret Access Keyshttp://www.bucketexplorer.com/documentation/amazon-s3--what-is-my-aws-access-and-secret-key.htmlhttps://aws-portal.amazon.com/gp/aws/developer/account/index.html?action=access-key#access_credentials http://docs.amazonwebservices.com/AWSSecurityCredentials/1.0/AboutAWSCredentials.html#AccessKeys Amazon AWS – Secret Key Finding Regular Expression Examples:ec2[^\d]["'][A-Z0-9]{20}["']amazon.*["'][A-Z0-9]{20}["']Amazon AWS Tools for HackingFirefox – Amazon S3 Organizer Plug-inhttps://addons.mozilla.org/en-US/firefox/addon/amazon-s3-organizers3fox/Elasticfox – Amazon EC2 Administration Toolhttp://aws.amazon.com/developertools/9302537431253167https://bitbucket.org/winebarrel/elasticfox-ec2tag/downloads  
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N O  P R O M I S E S . . .N O N E 

Amazon AWS Customer Agreement 
• http://aws.amazon.com/agreement/#10 

Presenter
Presentation Notes
Amazon AWS Customer Agreement - #10 Disclaimershttp://aws.amazon.com/agreement/#10CIA Security Triad – Confidentiality, Integrity, Availabilityhttp://en.wikipedia.org/wiki/CIA_triad#Key_concepts
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P U B L I C  C L O U D  S E A R C H I N G 

Public cloud storage document exposures 
 

 

Presenter
Presentation Notes
Cloud Storage – Document Exposures via GoogleDropbox searching via Google:https://www.google.com/search?q=intext:"name" intext:"address" intext:"taxpayer" site:dl.dropbox.comGoogle Docs searching:https://www.google.com/search?q=intext:"enable password" inurl:docid site:docs.google.comMicrosoft SkyDrivehttps://www.google.com/search?q=site:live.com%20%22skydrive%22%20ext:dmp
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Bing LinkFromDomainDiggity 

Presenter
Presentation Notes
Bing LinkFromDomainAttack footprinting tool.  Enumerating applications, hosts, and domains belonging to target organization.http://www.bing.com/community/site_blogs/b/search/archive/2006/10/16/search-macros-linkfromdomain.aspxhttp://www.dailyblogtips.com/using-the-linkfromdomain-operator-on-bing-to-find-spammy-links-on-your-site/http://www.seomoz.org/blog/linkfromdomain-a-linkbuilding-tip-for-use-at-bingcom
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D I G G I T Y  T O O L K I T 

Presenter
Presentation Notes
Bing LinkFromDomainAttack footprinting tool.  Enumerating applications, hosts, and domains belonging to target organization.http://www.bing.com/community/site_blogs/b/search/archive/2006/10/16/search-macros-linkfromdomain.aspxhttp://www.dailyblogtips.com/using-the-linkfromdomain-operator-on-bing-to-find-spammy-links-on-your-site/http://www.seomoz.org/blog/linkfromdomain-a-linkbuilding-tip-for-use-at-bingcom
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F O O T P R I N T I N G  L A R G E  O R G A N I Z A T I O N S 

Presenter
Presentation Notes
Bing LinkFromDomainAttack footprinting tool.  Enumerating applications, hosts, and domains belonging to target organization by looking at off-site links of known applications belonging to the target.Example:  Essentially performs and parses results for Bing search:linkfromdomain:www.gov.cn site:gov.cnhttp://www.bing.com/search?q=linkfromdomain:www.gov.cn site:gov.cnhttp://www.bing.com/community/site_blogs/b/search/archive/2006/10/16/search-macros-linkfromdomain.aspxhttp://www.dailyblogtips.com/using-the-linkfromdomain-operator-on-bing-to-find-spammy-links-on-your-site/http://www.seomoz.org/blog/linkfromdomain-a-linkbuilding-tip-for-use-at-bingcom
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DLP Diggity 

Presenter
Presentation Notes
DLPDiggityData loss prevention tool that leverages Google/Bing to identify exposures of sensitive information (e.g. SSNs, credit card numbers, etc.) via common document formats such as .doc, .xls, and .pdf. DLPDiggity utilizes IFilters to search through the actual contents of files, as opposed to just the meta-data. Using .NET regular expressions, DLPDiggity can find almost any type of sensitive data within common document file formats. Files downloaded via GoogleDiggity and BingDiggity can be searched for SSN, credit cards, etc.Data Loss Preventionhttp://en.wikipedia.org/wiki/Data_loss_prevention_softwarehttp://www.sans.org/reading_room/whitepapers/dlp/http://www.csoonline.com/article/221272/Data_Loss_Prevention_Dos_and_Don_tshttp://www.csoonline.com/documents/whitepapers/UnderstandingDataLocation.pdfhttp://www.codegreennetworks.com/blog/?p=33.NET Framework Regular Expressionshttp://msdn.microsoft.com/en-us/library/hs600312.aspxIFiltersUsed iFilters to turn documents into searchable text:http://www.powergrep.com/ifilter.htmlhttp://en.wikipedia.org/wiki/Ifilterhttp://www.ifilter.org/Ifilter utilities:http://www.nirsoft.net/utils/search_filter_view.htmlhttp://www.codeproject.com/KB/cs/IFilter.aspxPDF Ifilter – Better than Adobe’s default:http://www.foxitsoftware.com/downloads/otherpdf/ifilter2_1.html
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L O T S  O F  F I L E S  T O  D A T A  M I N E 

Presenter
Presentation Notes
DLPDiggityData loss prevention tool that leverages Google/Bing to identify exposures of sensitive information (e.g. SSNs, credit card numbers, etc.) via common document formats such as .doc, .xls, and .pdf. https://www.google.com/#q=ext:pdfhttps://www.google.com/#q=ext:dochttps://www.google.com/#q=ext:xlshttps://www.google.com/#q=ext:txtBing – Filetype Searchinghttp://msdn.microsoft.com/en-us/library/dd250876.aspx  Google – Filetype Searchinghttp://www.google.com/help/faq_filetypes.htmlhttp://www.google.com/support/webmasters/bin/answer.py?hl=en&answer=35287http://www.googleguide.com/file_type.htmlhttp://www.googleguide.com/advanced_operators.html#filetype
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M O R E  D A T A  S E A R C H A B L E  E V E R Y  Y E A R 
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Presenter
Presentation Notes
DLPDiggityData loss prevention tool that leverages Google/Bing to identify exposures of sensitive information (e.g. SSNs, credit card numbers, etc.) via common document formats such as .doc, .xls, and .pdf. https://www.google.com/#q=ext:pdfhttps://www.google.com/#q=ext:dochttps://www.google.com/#q=ext:xlshttps://www.google.com/#q=ext:txt
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M A J O R  D A T A  L E A K S 

• Groupon.com Leaks 300,000 users emails and passwords 
• filetype:sql hotmail gmail password 

 

Presenter
Presentation Notes
Groupon.com Leaks 300,000 users emails and passwords28June2011Groupon.com leaks Indian user database with emails and plaintext passwords for 300,000 users.  File was discovered by Googling for “filetype:sql hotmail gmail password”.http://risky.biz/sosasta http://it.slashdot.org/story/11/06/29/172232/Groupon-Deal-of-the-Day-300000-Customer-Accountshttp://www.google.com/#q=filetype:sql hotmail gmail password
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M A J O R  D A T A  L E A K S 

• Yale Alumni 43,000 SSNs Exposed in Excel Spreadsheet 
 

Presenter
Presentation Notes
Yale Alumni 43k SSNs - Google Hacked23Aug2011Yale alumni searches Google for his own name, and stumbles upon a Microsoft Excel spreadsheet with his information…and 43,000 other alumni of Yale personal information.http://news.cnet.com/8301-27080_3-20096355-245/yale-oversight-exposes-43000-social-security-numbers/?part=rss&tag=feed&subj=News-Securityhttp://www.businessinsider.com/yale-gets-hacked-2011-8http://doj.nh.gov/consumer/security-breaches/documents/yale-university-20110809.pdf 
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D I G G I T Y  T O O L K I T 

Presenter
Presentation Notes
DLPDiggityData loss prevention tool that leverages Google/Bing to identify exposures of sensitive information (e.g. SSNs, credit card numbers, etc.) via common document formats such as .doc, .xls, and .pdf. DLPDiggity utilizes IFilters to search through the actual contents of files, as opposed to just the meta-data. Using .NET regular expressions, DLPDiggity can find almost any type of sensitive data within common document file formats. Files downloaded via GoogleDiggity and BingDiggity can be searched for SSN, credit cards, etc.Data Loss Preventionhttp://en.wikipedia.org/wiki/Data_loss_prevention_softwarehttp://www.sans.org/reading_room/whitepapers/dlp/http://www.csoonline.com/article/221272/Data_Loss_Prevention_Dos_and_Don_tshttp://www.csoonline.com/documents/whitepapers/UnderstandingDataLocation.pdfhttp://www.codegreennetworks.com/blog/?p=33.NET Framework Regular Expressionshttp://msdn.microsoft.com/en-us/library/hs600312.aspxIFiltersUsed iFilters to turn documents into searchable text:http://www.powergrep.com/ifilter.htmlhttp://en.wikipedia.org/wiki/Ifilterhttp://www.ifilter.org/Ifilter utilities:http://www.nirsoft.net/utils/search_filter_view.htmlhttp://www.codeproject.com/KB/cs/IFilter.aspxPDF Ifilter – Better than Adobe’s default:http://www.foxitsoftware.com/downloads/otherpdf/ifilter2_1.html



DLP Reporting 

38 

P R A C T I C A L  E X A M P L E S 

Presenter
Presentation Notes
DLPDiggityDiscovered public vulnerability disclosureXSS.CX actively scanning and publishing known vulnerabilities on the webXSS, SQLi, etcDLP section could be updated with the graph of how many files of each type we found during our custom consulting projectDLP FindingsWithin those files we can talk about what we found anonymously. Sensitive Info ExposureInfrastructure documentation with IP address, hostname, and purposeSensitive credentialsSMTP servicesPrivate image galleriesLoad testing credentials in a Word documentDatabase connection strings in an XML fileShared FTP credentials in PDF filesCredentials confirmed to have write accessLog File ExposuresWs_ftp.log files exposed file paths and detailed file informationFlash HackingDiscovered 2,752 SWF filesVulnerabilities included XSSWeak Cross-domain policyCompromised Email lists per domain
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P R A C T I C A L  E X A M P L E S 

Presenter
Presentation Notes
DLPDiggityDiscovered public vulnerability disclosureXSS.CX actively scanning and publishing known vulnerabilities on the webXSS, SQLi, etcDLP section could be updated with the graph of how many files of each type we found during our custom consulting projectDLP FindingsWithin those files we can talk about what we found anonymously. Sensitive Info ExposureInfrastructure documentation with IP address, hostname, and purposeSensitive credentialsSMTP servicesPrivate image galleriesLoad testing credentials in a Word documentDatabase connection strings in an XML fileShared FTP credentials in PDF filesCredentials confirmed to have write accessLog File ExposuresWs_ftp.log files exposed file paths and detailed file informationFlash HackingDiscovered 2,752 SWF filesVulnerabilities included XSSWeak Cross-domain policyCompromised Email lists per domain



N E W  G O O G L E  H A C K I N G  T O O L S 

40 

FlashDiggity 

Presenter
Presentation Notes
FlashDiggityAutomated Google searching/downloading/decompiling/analysis of SWF files to identify Flash vulnerabilities and info disclosures.http://en.wikipedia.org/wiki/SWFhttp://en.wikipedia.org/wiki/Actionscripthttps://www.google.com/search?q=ext:swfhttp://www.bing.com/search?q=ext:swfFlashDiggity first leverages the GoogleDiggity tool to identify Adobe Flash SWF applications for target domains via Google searches, such as ext:swf. Next, the tool is used to download all of the SWF files in bulk for analysis. The SWF files are disassembled back to their original ActionScript source code, and then analyzed for code-based vulnerabilities.Note: BingDiggity cannot be used to initially identify SWF files using Bing’s filetype: operator only works on a small set of file extensions, and SWFs are not among them.  However, recently Bing starting supporting the ext: operator, so you can now search Bing for ext:swf to gather initial URLs using BingDiggity to feed to FlashDiggity.
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D I G G I T Y  T O O L K I T 

• Google/Bing for SWF files on target domains 
• Example search: filetype:swf site:example.com 

• Download SWF files to C:\DiggityDownloads\ 
• Disassemble SWF files and analyze for Flash vulnerabilities 

Presenter
Presentation Notes
FlashDiggityAutomated Google searching/downloading/decompiling/analysis of SWF files to identify Flash vulnerabilities and info disclosures.http://en.wikipedia.org/wiki/SWFhttp://en.wikipedia.org/wiki/Actionscripthttps://www.google.com/search?q=ext:swfhttp://www.bing.com/search?q=ext:swfFlashDiggity first leverages the GoogleDiggity tool to identify Adobe Flash SWF applications for target domains via Google searches, such as ext:swf. Next, the tool is used to download all of the SWF files in bulk for analysis. The SWF files are disassembled back to their original ActionScript source code, and then analyzed for code-based vulnerabilities.Note: BingDiggity cannot be used to initially identify SWF files using Bing’s filetype: operator only works on a small set of file extensions, and SWFs are not among them.  However, recently Bing starting supporting the ext: operator, so you can now search Bing for ext:swf to gather initial URLs using BingDiggity to feed to FlashDiggity.
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• Google/Bing for Non-SWF files on target domains, but related to Flash. Example queries: 
• inurl:crossdomain.xml ext:xml intext:"secure" intext:"false“ 
• intext:"swf" intext:"param name" intext:"allowNetworking * all“ 

 

• Download Non-SWF files to C:\DiggityDownloads\ 
 

• Use DLPDiggity to analyze for non-SWF Flash vulnerabilities, such as: 
• Crossdomain.xml Insecure Settings 

• Secure flag set to false 
• Open * wildcard used 

• Unsafe Flash HTML Embed Settings: 
• AllowScriptAccess always 
• AllowNetworking all 
• AllowFullScreen true 

 

O T H E R  F L A S H  H A C K I N G 

Presenter
Presentation Notes
Flash Hacking:  Non-SWF FilesCatch insecure Crossdomain.xml policies, insecure HTML embedding of SWF files, and other Flash related vulnerabilities that occur in non-SWF files (such as .xml, ,html, and other file types).First, use GoogleDiggity to find pages on target domains related to Flash, but that are not file extension .swf, thenSecondly, use DLPDiggity checks to confirm non-SWF Flash related vulnerabilitiesNon-SWF Flash Vulnerability Checks:Crossdomain.xml Files Secure Flag FalseInsecure Crossdomain.xml Open WildcardUnsafe Flash Embed Settings - AllowScriptAccess alwaysUnsafe Flash Embed Settings - AllowNetworking allUnsafe Flash Embed Settings - AllowFullScreen trueFlash Crossdomain.xml Security Resourceshttp://code.google.com/p/doctype-mirror/wiki/ArticleFlashSecurityCrossDomainhttp://code.google.com/p/doctype-mirror/wiki/ArticleFlashSecurityPolicyAttackhttp://shiflett.org/blog/2006/sep/the-dangers-of-cross-domain-ajax-with-flashhttp://www.adobe.com/devnet/articles/crossdomain_policy_file_spec.htmlUnsafe Flash Embed Settings in HTMLAdobe - How to restrict SWF content from HTMLhttp://blogs.adobe.com/stateofsecurity/2007/07/how_to_restrict_swf_content_fr_1.htmlAdobe - Exploring full-screen mode in Flash Playerhttp://www.adobe.com/devnet/flashplayer/articles/full_screen_mode.htmlSANS - ISC Diary - Flash attack vectors (and worms)http://isc.sans.edu/diary.html?storyid=7015
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GoogleScrape Diggity 
• Uses Google mobile interface 

• Light-weight, no advertisements 
 

• Violates Terms of Service 
 

• Bot detection avoidance 
• Distributed via proxies 

 

• Spoofs User-agent and Referer 
headers 
 

• Random &userip= value 
 

• Across Google servers 

D I G G I T Y  T O O L K I T 

Presenter
Presentation Notes
GoogleScrapeDiggityMakes fingerprinting possible via Google, getting 1000 results per query instead of 100.
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Baidu Diggity 

Presenter
Presentation Notes
BaiduDiggityFirst ever Baidu hacking tool, which targets vulnerabilities disclosed by China's dominant search engine.
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C H I N A  S E A R C H  E N G I N E 

• Fighting back 

Presenter
Presentation Notes
Baiduhttp://www.baidu.com/Founded in 2000, Baidu, a Chinese language search platform, leveraging the booming Chinese Internet and search engine market , has dominated Chinese online ad market in 2007, generating RMB1.74 billion revenue with at 108% growing rate year on year. Respond to hundreds of millions of queries daily, Baidu represent approximately 70% of total online search queries in China. Over 150,000 small and mid-sized Chinese enterprises, large domestic corporations and Chinese divisions or subsidiaries of large multinational corporations have benefited from Baidu's online search marketing services. Beyond online search, Baidu continues its success in query-based searchable communities with Baidu's Post Bar (BBS) and Baidu Knows (Answers) representing two of the biggest communities in the world.Example: http://www.baidu.com/s?wd=intitle%3A%22Snap+Server%22+intitle%3A%22Home%22+%22Active+Users%22&n=2
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Malware Diggity 

Presenter
Presentation Notes
MalwareDiggity Leverages the Bing 2.0 API and the Google SafeBrowsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?” MalwareDiggity first identifies off-site links of your web sites using Bing’s linkfromdomain: search directive, and then tests to see if those off-site links are to known malware distribution sites by running them against Google’s Safe Browsing API.Google Safe Browsing APIhttp://code.google.com/apis/safebrowsing/Example Google Safe Browsing Diagnostic Page:http://www.google.com/safebrowsing/diagnostic?site=ww.robint.us
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N O  S I T E S  A R E  S A F E 

SOPHOS - Security Threat Report 2012 
• Popular websites victimized, become malware distribution sites to their own customers 

 

Presenter
Presentation Notes
Malware distributed via legitimat websitesSOPHOS - Security Threat Report 2012http://www.sophos.com/en-us/security-news-trends/reports/security-threat-report.aspx
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M A L W A R E   G O N E   W I L D 

Malware Distribution Woes – WSJ.com – June2010 
• Popular websites victimized, become malware distribution sites to their own customers 

 

Presenter
Presentation Notes
Malware New Distribution WoesPopular websites targeted malware distribution to the massesCompromised websites are embedded with links to malware sites – the website’s user base being the ultimate targetNews Articles about the Massive SQLi/Malware Attack this past June (Wall Street Journal, Jerusalem Post):http://www.informationweek.com/news/infrastructure/management/showArticle.jhtml?articleID=225600247http://www.itworld.com/internet/110593/mass-web-attack-hits-wall-street-journal-jerusalem-posthttp://blog.sucuri.net/2010/06/mass-infection-of-iisasp-sites-robint-us.htmlhttp://threatpost.com/en_us/blogs/mass-sql-injection-attack-hits-sites-running-iis-061010http://www.computerworld.com/s/article/9177904/Mass_Web_attack_hits_Wall_Street_Journal_Jerusalem_Posthttp://blog.armorize.com/2010/06/recent-evolution-of-mass-sql-injection.htmlhttp://isc.sans.edu/diary.html?storyid=8935http://www.sophos.com/blogs/sophoslabs/?p=9941http://www.zionsecurity.com/blog/2010/3/8/sql-injection-worm-with-new-injection-domain-dnf666net.aspxhttp://news.slashdot.org/story/10/06/11/175259/Mass-SQL-Injection-Attack-Hits-Sites-Running-IIShttp://nsmjunkie.blogspot.com/2010/06/anatomy-of-latest-mass-iisasp-infection.html
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M A L W A R E   G O N E   W I L D 

Malware Distribution Woes – LizaMoon – April2011 
• Popular websites victimized, become malware distribution sites to their own customers 

 

Presenter
Presentation Notes
Malware New Distribution WoesPopular websites targeted malware distribution to the massesCompromised websites are embedded with links to malware sites – the website’s user base being the ultimate targetLizaMoon – Mass SQLi – April 2011http://community.websense.com/blogs/securitylabs/archive/2011/03/29/lizamoon-mass-injection-28000-urls-including-itunes.aspxhttp://www.ibtimes.com/articles/129843/20110402/lizamoon-websense-apple-itunes-security-trojan-malware-scareware-script-sql-injection-four-million-w.htmhttp://blog.spiderlabs.com/2011/04/analysis-of-lizamoon-stored-xss-via-sql-injection.htmlhttp://threatpost.com/en_us/blogs/lessons-learned-lizamoon-sql-injection-attack-040511http://threatpost.com/en_us/blogs/counterspin-lizamoon-web-attacks-no-big-deal-040511http://www.eweek.com/c/a/Security/Data-Breaches-LizaMoon-Topped-Last-Weeks-Security-News-534130/?kc=rss&utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+RSS%2Feweeksecurity+%28eWEEK+Security%29&utm_content=Google+Readerhttp://isc.sans.edu/diary.html?storyid=10642http://digg.com/news/technology/how_to_defeat_lizamoon_sql_injection_attack_in_one_easy_step?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+digg%2Ftopic%2Fsecurity%2Fpopular+%28Popular+in+Security%29&utm_content=Google+Readerhttp://www.pcmag.com/article2/0,2817,2382979,00.asphttp://isc.sans.edu/diary.html?storyid=10642&rsshttp://it.slashdot.org/story/11/04/02/2040253/Viral-Scareware-Infects-Four-Million-Websiteshttp://www.informationweek.com/news/security/attacks/229400764?cid=RSSfeed_IWK_ALLhttp://www.sans.org/newsletters/newsbites/newsbites.php?vol=13&issue=26&rss=Y#sID304http://www.ibtimes.com/articles/129843/20110402/lizamoon-websense-apple-itunes-security-trojan-malware-scareware-script-sql-injection-four-million-w.htm
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M A L W A R E   G O N E   W I L D 

Malware Distribution Woes – willysy.com - August2011 
• Popular websites victimized, become malware distribution sites to their own customers 

 

Presenter
Presentation Notes
Malware New Distribution WoesPopular websites targeted malware distribution to the massesCompromised websites are embedded with links to malware sites – the website’s user base being the ultimate targetWillysy.com Mass Injection –July/Aug 2011http://www.theregister.co.uk/2011/08/02/mass_injection_attack_goes_viral/http://blog.armorize.com/2011/07/willysycom-mass-injection-ongoing.htmlhttp://threatpost.com/en_us/blogs/massive-iframe-attack-hits-more-90000-pages-072611
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M A L W A R E   G O N E   W I L D 

Malware Distribution Woes – mysql.com - Sept2011 
• Popular websites victimized, become malware distribution sites to their own customers 

 

Presenter
Presentation Notes
Malware New Distribution WoesPopular websites targeted malware distribution to the massesCompromised websites are embedded with links to malware sites – the website’s user base being the ultimate targetMySQL.com –Sept 2011http://news.cnet.com/8301-27080_3-20111943-245/hacked-mysql.com-used-to-serve-windows-malware/http://it.slashdot.org/story/11/09/26/2218238/mysqlcom-hacked-made-to-serve-malware
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C R I M I N A L  3RD  P A R T Y  S O L U T I O N S 

Presenter
Presentation Notes
Malware SaaS Criminal SolutionsKrebs on Security - Service Automates Boobytrapping of Hacked Sites - 01May2012http://krebsonsecurity.com/2012/05/service-automates-boobytrapping-of-hacked-sites/
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D I G G I T Y  T O O L K I T 

1. Leverages Bing’s linkfromdomain: search operator 
to find off-site links of target applications/domains 
 
 

2. Runs off-site links against Google’s Safe Browsing API 
to determine if any are malware distribution sites 
 
 
 
 
 

3. Return results that identify malware sites that your web 
applications are directly linking to 

Presenter
Presentation Notes
MalwareDiggity Leverages the Bing 2.0 API and the Google SafeBrowsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?” MalwareDiggity first identifies off-site links of your web sites using Bing’s linkfromdomain: search directive, and then tests to see if those off-site links are to known malware distribution sites by running them against Google’s Safe Browsing API.Google Safe Browsing APIhttp://code.google.com/apis/safebrowsing/Example Google Safe Browsing Diagnostic Page:http://www.google.com/safebrowsing/diagnostic?site=ww.robint.us



Malware Diggity 
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D I G G I T Y  T O O L K I T 

Presenter
Presentation Notes
MalwareDiggity Leverages the Bing 2.0 API and the Google SafeBrowsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?” MalwareDiggity first identifies off-site links of your web sites using Bing’s linkfromdomain: search directive, and then tests to see if those off-site links are to known malware distribution sites by running them against Google’s Safe Browsing API.Google Safe Browsing APIhttp://code.google.com/apis/safebrowsing/Example Google Safe Browsing Diagnostic Page:http://www.google.com/safebrowsing/diagnostic?site=ww.robint.usGoogle – Top 1000 Most Visited Web Site List and Other Similar Lists:http://www.google.com/adplanner/static/top1000/https://www.google.com/adplanner/?pli=1#listshttp://toolbar.netcraft.com/stats/topsites



Malware Diggity 
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D I G G I T Y  T O O L K I T 

Presenter
Presentation Notes
MalwareDiggity Leverages the Bing 2.0 API and the Google SafeBrowsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?” MalwareDiggity first identifies off-site links of your web sites using Bing’s linkfromdomain: search directive, and then tests to see if those off-site links are to known malware distribution sites by running them against Google’s Safe Browsing API.Google Safe Browsing APIhttp://code.google.com/apis/safebrowsing/Example Google Safe Browsing Diagnostic Page:http://www.google.com/safebrowsing/diagnostic?site=ww.robint.usGoogle – Top 1000 Most Visited Web Site List and Other Similar Lists:http://www.google.com/adplanner/static/top1000/https://www.google.com/adplanner/?pli=1#listshttp://toolbar.netcraft.com/stats/topsites



Malware Diggity 
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D I A G N O S T I C S  I N  R E S U L T S 

Presenter
Presentation Notes
MalwareDiggity Leverages the Bing 2.0 API and the Google SafeBrowsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?” MalwareDiggity first identifies off-site links of your web sites using Bing’s linkfromdomain: search directive, and then tests to see if those off-site links are to known malware distribution sites by running them against Google’s Safe Browsing API.Google Safe Browsing APIhttp://code.google.com/apis/safebrowsing/Example Google Safe Browsing Diagnostic Page:http://www.google.com/safebrowsing/diagnostic?site=ww.robint.us



 
 
• Use popular search 

topics du jour 
• Pollute results with links 

to badware 
• Increase chances of a 

successful attack 
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Black Hat SEO 
S E A R C H   E N G I N E   O P T I M I Z A T I O N 

Presenter
Presentation Notes
Black Hat SEOUsing Search Engine Optimization (SEO) to raise ranking of malware distributing web sites.http://en.wikipedia.org/wiki/Search_engine_optimizationhttp://en.wikipedia.org/wiki/Black_hat_seohttp://research.zscaler.com/2010/03/web-security-google-paradox.htmlhttp://research.zscaler.com/2010/04/search-engines-need-to-protect-their.htmlZscaler Research: How Google is (NOT) tackling the Blackhat SEO issuehttp://research.zscaler.com/2010/04/how-google-is-not-tackling-blackhat-seo.html



Google Trends 
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B L A C K  H A T  S E O  R E C O N 

Presenter
Presentation Notes
Google Trends -> targeted malware attacks via Black Hat SEOhttp://www.google.com/trendshttp://www.google.com/insights/search/Examples: Lada Gaga, Rihanna lyrics sites used to foist Java exploit - SC Magazine UShttp://www.scmagazineus.com/lada-gaga-rihanna-lyrics-sites-used-to-foist-java-exploit/article/167935/Google says 11,000 domains distributing rogue anti-virus - SC Magazine US http://www.scmagazineus.com/google-says-11000-domains-distributing-rogue-anti-virus/article/168035/Zscaler Research: Video: first link on Google leads to a malware site http://research.zscaler.com/2010/04/video-first-link-on-google-leads-to.html



Malvertisements 
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M A L W A R E  A D S  I N  S E A R C H  E N G I N E S 

Presenter
Presentation Notes
Malware Ads – In Google and Binghttp://en.wikipedia.org/wiki/MalvertisementMalicious Ads on Bing Lead to ZeroAccess Trojan | threatposthttp://threatpost.com/en_us/blogs/malicious-ads-bing-lead-zeroaccess-trojan-101411Bing and Yahoo Sponsored Results Lead to Hard-to-Remove Rootkit - CSO Online http://www.csoonline.com/article/691819/bing-and-yahoo-sponsored-results-lead-to-hard-to-remove-rootkitGFI LABS Blog: Bing, Yahoo! Search adverts serve up malware http://www.gfi.com/blog/bing-yahoo-search-adverts-serve-up-malware/



Malware Defenses 
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B L A C K H A T   S E O   D E F E N S E S 

• Malware Warning Filters 
• Google Safe Browsing 
• Microsoft SmartScreen Filter 
• Yahoo Search Scan 

 

• Sandbox Software 
• Sandboxie (sandboxie.com) 
• Dell KACE - Secure Browser 
• Office 2010 (Protected Mode) 
• Adobe Reader Sandbox (Protected Mode) 
• Adobe Flash Sandbox (Protected Mode) – NEW May2012 

 

• No-script and Ad-block browser plugins 
 

 

Presenter
Presentation Notes
Web Browser Malware FiltersPopular malware browser filters:Google SafeBrowsing Pluginhttp://www.google.com/tools/firefox/safebrowsing/Microsoft SmartScreen Filterhttp://www.microsoft.com/security/filters/smartscreen.aspxYahoo Search Scanhttp://au.docs.yahoo.com/search/search_scan/index.htmlZscaler Research: Comparison of Malware protections: Google Safe Browsing, Microsoft SmartScreen, etc.http://research.zscaler.com/2010/06/comparison-of-malware-protections.htmlSandbox Browsers and SoftwareGeneral info:http://en.wikipedia.org/wiki/Sandbox_%28computer_security%29http://www.techsupportalert.com/safe-surfing.phphttp://www.informationweek.com/blog/main/archives/2010/07/secure_browsing.htmlSandboxie http://www.sandboxie.com/http://en.wikipedia.org/wiki/SandboxieDell KACE - Secure Browserhttp://www.kace.com/products/freetools/secure-browser/http://www.itworld.com/software/114366/dell-offering-free-web-browser-security-toolAdobe Reader - Sandboxhttp://threatpost.com/en_us/blogs/adobe-releases-reader-x-sandbox-111810http://blogs.adobe.com/asset/2010/07/introducing-adobe-reader-protected-mode.htmlhttp://www.eweek.com/c/a/Security/Adobe-Reader-to-Get-Sandboxing-Security-Technology-331178/http://blogs.msdn.com/b/david_leblanc/archive/2010/07/20/acrobat-is-getting-a-sandbox.aspxAdobe Flash – Sandboxhttp://threatpost.com/en_us/blogs/flash-113-beta-includes-protected-mode-sandbox-firefox-050712http://www.zdnet.com/blog/security/flash-player-sandbox-available-for-firefox/11995ZoneAlarm ForceField from CheckPointhttp://www.zonealarm.com/security/en-us/zonealarm-forcefield-browser-security.htmVMWare – Browser Appliancehttp://www.vmware.com/pdf/bavm_getting_started_100.pdfMicrosoft Office 2010 – Sandboxinghttp://www.computerworld.com/s/article/9136831/Microsoft_struts_Office_2010_sandbox_securityhttp://blogs.technet.com/b/office2010/archive/2009/08/13/protected-view-in-office-2010.aspxMicrosoft - Practical Windows Sandboxing Techniquehttp://blogs.msdn.com/b/david_leblanc/archive/2007/07/27/practical-windows-sandboxing-part-1.aspxhttp://blogs.msdn.com/b/david_leblanc/archive/2007/07/30/practical-windows-sandboxing-part-2.aspxhttp://blogs.msdn.com/b/david_leblanc/archive/2007/07/31/practical-windows-sandboxing-part-3.aspxOtherNoScripthttp://noscript.net/Ad-blockhttp://adblockplus.org/en/http://adblockplus.org/en/



N O N – D I G G I T Y  A T T A C K  T O O L S 
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Other Search Hacking Tools 



Maltego 
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I N F O R M A T I O N  G A T H E R I N G  T O O L 

Presenter
Presentation Notes
Maltego - open source intelligence and forensics applicationhttp://www.paterva.com/web5/http://www.darknet.org.uk/2008/11/maltego-forensics-and-intelligence-application-information-gathering-tool/http://maltego.shodanhq.com/Maltego is an open source intelligence and forensics application. It allows for the mining and gathering of information as well as the representation of this information in a meaningful way.  The unique perspective that Maltego offers to both network and resource based entities is the aggregation of information posted all over the internet - whether it’s the current configuration of a router poised on the edge of your network or the current whereabouts of your Vice President on his international visits, Maltego can locate, aggregate and visualize this information. 



theHarvester 
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F O O T P R I N T I N G  T O O L 

• Gathers e-mail accounts, user names and hostnames, and subdomains  

Presenter
Presentation Notes
Edge-Security - theHarvester - Gather E-mail Accounts, Subdomains, Hosts, Employee Names – Information Gathering Toolhttp://www.edge-security.com/theHarvester.phphttps://code.google.com/p/theharvester/http://www.darknet.org.uk/2012/01/theharvester-gather-e-mail-accounts-subdomains-hosts-employee-names-information-gathering-tool/theHarvester is a tool to gather emails, subdomains, hosts, employee names, open ports and banners from different public sources like search engines, PGP key servers and SHODAN computer database. This tools is intended to help Penetration testers in the early stages of the project It’s a really simple tool, but very effective.Enumerates from various sources:Google - emails,subdomains/hostnamesGoogle profiles - Employee namesBing search - emails, subdomains/hostnames,virtual hosts Pgp servers - emails, subdomains/hostnames Linkedin - Employee namesExalead - emails,subdomain/hostnames



theHarvester 
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F O O T P R I N T I N G  E X A M P L E 

Presenter
Presentation Notes
Edge-Security - theHarvester - Gather E-mail Accounts, Subdomains, Hosts, Employee Names – Information Gathering Toolhttp://www.edge-security.com/theHarvester.phphttps://code.google.com/p/theharvester/http://www.darknet.org.uk/2012/01/theharvester-gather-e-mail-accounts-subdomains-hosts-employee-names-information-gathering-tool/theHarvester is a tool to gather emails, subdomains, hosts, employee names, open ports and banners from different public sources like search engines, PGP key servers and SHODAN computer database. This tools is intended to help Penetration testers in the early stages of the project It’s a really simple tool, but very effective.Enumerates from various sources:Google - emails,subdomains/hostnamesGoogle profiles - Employee namesBing search - emails, subdomains/hostnames,virtual hosts Pgp servers - emails, subdomains/hostnames Linkedin - Employee namesExalead - emails,subdomain/hostnames



FOCA 
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I N F O  G A T H E R I N G  A N D  M E T A D A T A 

Presenter
Presentation Notes
FOCA – Information Gathering Tool and Metadata Analysishttp://www.informatica64.com/foca.aspxhttp://www.informatica64.com/foca/http://www.darkreading.com/blog/227700505/foca-and-the-power-of-metadata-analysis.htmlhttp://www.slideshare.net/chemai64/defcon-17-tactical-fingerprinting-using-focahttp://www.darknet.org.uk/2010/05/foca-network-infrastructure-mapping-tool/FOCA FREE 3.0.2 is a tool for carrying out processes and information gathering fingerprinting in web audit work. Free version makes finding servers, domains, URLs and documents published, as well as the discovery of versions of software on servers and clients. FOCA became famous for extracting metadata of public documents, but today is much more than that.



SHODAN 
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H A C K E R  S E A R C H  E N G I N E 

• Indexed service banners for whole Internet for HTTP (Port 80), as well 
as some FTP (23), SSH (22) and Telnet (21) services 

Presenter
Presentation Notes
SHODAN http://www.shodanhq.com/http://www.shodanhq.com/help/filtersSHODAN is a search engine that lets you find specific computers (routers, servers, etc.) using a variety of filters. Some have also described it as a public port scan directory or a search engine of banners.Web search engines, such as Google and Bing, are great for finding websites. But what if you're interested in finding computers running a certain piece of software (such as Apache)? Or if you want to know which version of Microsoft IIS is the most popular? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don't let you answer those questions.So what does SHODAN index then? Good question. The bulk of the data is taken from 'banners', which are meta-data the server sends back to the client. This can be information about the server software, what options the service supports, a welcome message or anything else that the client would like to know before interacting with the server.Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (23), SSH (22) and Telnet (21) services. There are plans underway to expand the index for other services. Let me know if there are specific ports you would like to see included. SHODAN Twitter:http://twitter.com/#!/achilleanSHODAN - Examples:http://www.shodanhq.com/?q=Default+PasswordRSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1http://www.shodanhq.com/?q=scadaRSS Version: http://www.shodanhq.com/?q=scada&feed=1http://www.shodanhq.com/?q=net:216.75.0.0/16RSS Version: http://www.shodanhq.com/?q=net:216.75.0.0/16&feed=1Diggity – SHODAN Alerts:http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alertshttp://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=100SHODAN – Other Coolhttp://webcams.shodanhq.com/http://www.shodanhq.com/exploitshttp://maltego.shodanhq.com/



DeepMagic DNS 
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F O O T P R I N T I N G  D N S  S E A R C H  E N G I N E 

• DNS/IP Addr records hacker search engine 

Presenter
Presentation Notes
Deep Magic – “A searchable DB of all of the world’s DNS I could get my hands on”https://twitter.com/#!/deepmagicdnshttps://www.deepmagic.com/ https://www.deepmagic.com/ptrs/ptrs?search=nessus&limit=1000 



PasteBin Leaks 
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P A S S W O R D S  I N   P A S T E B I N . C O M   P O S T S 

• Twitter feed tracking passwords leaked via PasteBin 

Presenter
Presentation Notes
PasteBin Leakshttps://twitter.com/pastebinleakshttp://pastebin.com/Also new PasteBin.com monitoring tools:http://www.toolswatch.org/2012/03/pastemon-v1-6-black-hat-eu-2012-edition-released/Examples:http://pastebin.com/L6YbD136http://pastebin.com/mUU0xQAE



Advanced Defenses 
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P R O T E C T  Y O  N E C K 



• “Google Hack yourself” organization 
• Employ tools and techniques used by hackers 
• Remove info leaks from Google cache 

• http://www.google.com/remove.html 
 

• Regularly update your robots.txt. 
• Or robots meta tags for individual page exclusion 

 
• Data Loss Prevention/Extrusion Prevention Systems 

• Free Tools: OpenDLP, Senf 
 

• Policy and Legal Restrictions 
 

Traditional Defenses 
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G O O G L E   H A C K I N G  D E F E N S E S 

Presenter
Presentation Notes
Remove Info from Google’s Cache:http://www.google.com/remove.htmlhttp://www.google.com/support/webmasters/bin/answer.py?hl=en&answer=164734http://www.google.com/support/webmasters/bin/answer.py?answer=61817https://www.google.com/webmasters/tools/home?hl=enhttp://onecoolsitebloggingtips.com/2008/03/21/how-to-remove-data-from-googles-cache/Blocking indexing on a page basis by:<meta name="robots" content="noindex"><meta name="googlebot" content="nodindex">http://googlewebmastercentral.blogspot.com/2007/03/using-robots-meta-tag.htmlhttp://searchengineland.com/yahoo-provides-noydir-opt-out-of-yahoo-directory-titles-descriptions-10631http://www.robotstxt.org/meta.htmlDLP Info:http://en.wikipedia.org/wiki/Data_Loss_Prevention Data Loss Prevention (DLP) is a computer security term referring to systems that identify, monitor, and protect data in use (e.g., endpoint actions), data in motion (e.g., network actions), and data at rest (e.g., data storage) through deep content inspection, contextual security analysis of transaction (attributes of originator, data object, medium, timing, recipient/destination, etc.), and with a centralized management framework. The systems are designed to detect and prevent the unauthorized use and transmission of confidential information.http://www.csoonline.com/documents/whitepapers/UnderstandingDataLocation.pdfhttp://www.csoonline.com/article/221272/Data_Loss_Prevention_Dos_and_Don_tshttp://www.gtbtechnologies.com/Downloads/5_essential_ingredients_gtb.pdfhttp://www.codegreennetworks.com/blog/?p=33http://www.sans.org/reading_room/whitepapers/dlp/DLP Free Tools:OpenDLP – Free Open-Source Data Loss Prevention (DLP) Tool – (Released 4/28/2010) http://code.google.com/p/opendlp/http://www.darknet.org.uk/2010/05/opendlp-free-open-source-data-loss-prevention-dlp-tool/Senf - The Sensitive Number Finder (Last updated 5/22/2009)https://senf.security.utexas.edu/wiki/Other DLP Commercial Products:Code Green Networks -- Content Inspection Appliance, CI-1500; CI-750; CI-Agent, v. 5.0InfoWatch -- InfoWatch Traffic Monitor, v. 3.0McAfee -- McAfee Data Loss Prevention (DLP): Host 2.0, Gateway 3300, 3400Orchestria -- Orchestria v. 5.0Reconnex -- Reconnex 7RSA Security -- RSA Data Loss Prevention (DLP) Suite: Datacenter 3.1.1; Network 5.1.1; and Endpoint 3.0Trend Micro -- Trend Micro LeakProof, v. 3.0Verdasys -- Digital Guardian, v. 5.1Vericept -- Vericept Monitor, Protect, Discover, v. 8.2; Vericept Edge, v. 1.3Websense -- Websense Content Protection Suite, v. 6.5Workshare -- Workshare Protect, v. 6



Existing Defenses 
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“H A C K  Y O U R S E L F” 

Multi-engine results  
Real-time updates  
Convenient  

Historical archived data  
 Multi-domain searching 

Tools exist  

Presenter
Presentation Notes
Defense Recommendations of Old: "Google Hack Yourself” Not efficient with existing tools, have to run many times across all domains and correlate results (e.g. stachliu.com, sl.com, stachliu.org…).  Also have to use different tools to look for vulns in different search engines (Google/Bing/Yahoo/…) If done say quarterly, you go by 3 months with a vuln exposed via Google to the public without being able to respond.  Or if the index has been retired by the time you re-Google Hack yourself, but the vuln still exists - you missed the opportunity of identifying it. Need for real time updates and detection, as well as historical data (i.e. not just vulns in your company systems that are in Google's index now, but vulns in your company systems that have ever been in Google's index.



Advanced Defenses 
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N E W  H O T  S I Z Z L E 

Stach & Liu now proudly presents: 
• Google and Bing Hacking Alerts 

• SharePoint Hacking Alerts – 118 dorks 

• SHODAN Hacking Alerts – 26 dorks 

• Diggity Alerts FUNdle Bundles 
• Consolidated alerts into 1 RSS feed 

• Alert Client Tools 
• Alert Diggity – Windows systray notifications 

• iDiggity Alerts – iPhone notification app 

Presenter
Presentation Notes
StachLiu Defense Tools Our “Google Alerts” and “Bing Alerts”. RSS feed to be alerted of new issues – a GoogleHacking Detection System (GHDS). Real time updates on Google Hack hits across both Google and Bing, that are organized and sent to you conveniently via RSS feeds. Future tool that allows you to set alerts based on these feeds, but filtered specifically for your company.New Stach & Liu Google/Bing hacking tools available at:http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/



Google Hacking Alerts 
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Google Hacking Alerts 
• All hacking database queries using  
• Real-time vuln updates to >2400 hack queries via RSS 
• Organized and available via                     importable file 

A D V A N C E D  D E F E N S E S 

Presenter
Presentation Notes
Google Hacking Alertshttp://www.google.com/alertshttp://www.google.com/reader



Google Hacking Alerts 
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A D V A N C E D  D E F E N S E S 

Presenter
Presentation Notes
Google Hacking Alertshttp://www.google.com/alertshttp://www.google.com/reader



Bing Hacking Alerts 
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Bing Hacking Alerts 
• Bing searches with regexs from BHDB 
• Leverages http://api.bing.com/rss.aspx 
• Real-time vuln updates to >900 Bing hack queries via RSS 

A D V A N C E D  D E F E N S E S 

Presenter
Presentation Notes
Bing Hacking AlertsShow creation of Bing Hacking alerts via Bing ‘&format=rss’ and Google ReaderGood example bing query:  "mySQL error with query“http://www.bing.com/search?q="mySQL error with query“&format=rssBing search result RSS feeds now also generated using http://api.bing.com/rss.aspx, example:http://api.bing.com/rss.aspx?source=web&query="mySQL error with query“



Bing/Google Alerts 
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L I V E  V U L N E R A B I L I T Y  F E E D S  

World’s Largest Live Vulnerability Repository 
• Daily updates of ~3000 new hits per day 

Presenter
Presentation Notes
Largest live vulnerability feed.  



A D V A N C E D  D E F E N S E  T O O L S 
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Diggity Alert Fundle Bundle 

Diggity Alerts 
One Feed to Rule Them All 

Presenter
Presentation Notes
Diggity Hacking Alerts – Fundle Bundlehttp://www.google.com/reader/bundle/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alertshttp://www.google.com/reader/public/atom/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts?r=n&n=1000Mobile and iPhone Friendly Interfaceshttp://www.google.com/reader/i/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alertshttp://www.google.com/reader/m/view/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20AlertsGoogle Reader – Creating “Bundles”:http://www.google.com/reader/view/#bundle-creator-page



FUNdle Bundle 
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A D V A N C E D  D E F E N S E S 

Presenter
Presentation Notes
Diggity Hacking Alerts – Fundle Bundlehttp://www.google.com/reader/bundle/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alertshttp://www.google.com/reader/public/atom/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts?r=n&n=1000Mobile and iPhone Friendly Interfaceshttp://www.google.com/reader/i/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alertshttp://www.google.com/reader/m/view/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20AlertsGoogle Reader – Creating “Bundles”:http://www.google.com/reader/view/#bundle-creator-page



FUNdle Bundle 
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A D V A N C E D  D E F E N S E S 

Presenter
Presentation Notes
Diggity Hacking Alerts – Fundle Bundlehttp://www.google.com/reader/bundle/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alertshttp://www.google.com/reader/public/atom/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts?r=n&n=1000Mobile and iPhone Friendly Interfaceshttp://www.google.com/reader/i/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alertshttp://www.google.com/reader/m/view/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts



FUNdle Bundle 
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M O B I L E  F R I E N D L Y 

Presenter
Presentation Notes
Diggity Hacking Alerts – Fundle Bundlehttp://www.google.com/reader/bundle/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alertshttp://www.google.com/reader/public/atom/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts?r=n&n=1000Mobile and iPhone Friendly Interfaceshttp://www.google.com/reader/i/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alertshttp://www.google.com/reader/m/view/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts



A D V A N C E D  D E F E N S E  T O O L S 
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SHODAN Alerts 

Presenter
Presentation Notes
SHODAN Hacking AlertsNew live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.Leverage the query string parameter: &feed=1SHODAN - Main Site:http://www.shodanhq.com/http://www.shodanhq.com/help/filtersSHODAN is a search engine that lets you find specific computers (routers, servers, etc.) using a variety of filters. Some have also described it as a public port scan directory or a search engine of banners.Web search engines, such as Google and Bing, are great for finding websites. But what if you're interested in finding computers running a certain piece of software (such as Apache)? Or if you want to know which version of Microsoft IIS is the most popular? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don't let you answer those questions.So what does SHODAN index then? Good question. The bulk of the data is taken from 'banners', which are meta-data the server sends back to the client. This can be information about the server software, what options the service supports, a welcome message or anything else that the client would like to know before interacting with the server.Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (23), SSH (22) and Telnet (21) services. There are plans underway to expand the index for other services. Let me know if there are specific ports you would like to see included. SHODAN Twitter:http://twitter.com/#!/achilleanSHODAN - Examples:http://www.shodanhq.com/?q=Default+PasswordRSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1http://www.shodanhq.com/?q=scadaRSS Version: http://www.shodanhq.com/?q=scada&feed=1http://www.shodanhq.com/?q=net:216.75.0.0/16RSS Version: http://www.shodanhq.com/?q=net:216.75.0.0/16&feed=1Diggity – SHODAN Alerts:http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alertshttp://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000
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F I N D I N G  S C A D A  S Y S T E M S 

Presenter
Presentation Notes
SHODAN Hacking AlertsNew live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.http://www.shodanhq.com/Examples:http://www.shodanhq.com/?q=Default+PasswordRSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1http://www.shodanhq.com/?q=scadaRSS Version: http://www.shodanhq.com/?q=scada&feed=1http://www.shodanhq.com/?q=Server:%20SQ-WEBCAMDiggity – SHODAN Alerts:http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alertshttp://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000
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F I N D I N G  S C A D A  S Y S T E M S 

Presenter
Presentation Notes
Wired.com - 10K Reasons to Worry About Critical Infrastructure - 24Jan2012http://www.wired.com/threatlevel/2012/01/10000-control-systems-online/http://www.wired.com/images_blogs/threatlevel/2012/01/2011-Leverett-industrial.pdfSHODAN Hacking AlertsNew live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.http://www.shodanhq.com/Examples:http://www.shodanhq.com/?q=Default+PasswordRSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1http://www.shodanhq.com/?q=scadaRSS Version: http://www.shodanhq.com/?q=scada&feed=1http://www.shodanhq.com/?q=Server:%20SQ-WEBCAMDiggity – SHODAN Alerts:http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alertshttp://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000
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S H O D A N  R S S  F E E D S 

Presenter
Presentation Notes
SHODAN Hacking AlertsNew live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.http://www.shodanhq.com/Examples:http://www.shodanhq.com/?q=Default+PasswordRSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1http://www.shodanhq.com/?q=scadaRSS Version: http://www.shodanhq.com/?q=scada&feed=1http://www.shodanhq.com/?q=Server:%20SQ-WEBCAMDiggity – SHODAN Alerts:http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alertshttp://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000
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T H I C K  C L I E N T S  T O O L S 

Google/Bing Hacking Alert Thick Clients 
• Google/Bing Alerts RSS feeds as input 

 

• Allow user to set one or more filters 
• e.g. “yourcompany.com” in the URL 

 

• Several thick clients being released: 
• Windows Systray App 
• Droid app (coming soon) 
• iPhone app 

Presenter
Presentation Notes
Google/Bing Hacking Alerts – Thick Client AppsStach & Liu will be releasing 3 free thick client interfaces to filter the Google/Bing Hacking Alerts RSS feeds at Black Hat USA 2010.
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Alert Diggity 

Presenter
Presentation Notes
AlertDiggityWindows systray application that filters the results of the various Google/Bing/Shodan Hacking Alerts RSS feeds and notifies the user if any new alerts match a domain belong to them.http://www.stachliu.com/resources/tools/google-hacking-diggity-project/defense-tools/



Alerts Diggity 
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A D V A N C E D  D E F E N S E S 

Presenter
Presentation Notes
AlertDiggityWindows systray application that filters the results of the various Google/Bing/Shodan Hacking Alerts RSS feeds and notifies the user if any new alerts match a domain belong to them.http://www.stachliu.com/resources/tools/google-hacking-diggity-project/defense-tools/
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iDiggity Alerts 

iDiggity Alerts 

Presenter
Presentation Notes
iDiggity Alerts for iPhone, iPod touch, and iPad on the iTunes App Storehttp://itunes.apple.com/us/app/idiggity-alerts/id452442740?mt=8
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A D V A N C E D  D E F E N S E S 

Presenter
Presentation Notes
iDiggity Alerts for iPhone, iPod touch, and iPad on the iTunes App Storehttp://itunes.apple.com/us/app/idiggity-alerts/id452442740?mt=8
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A D V A N C E D  D E F E N S E S 

Presenter
Presentation Notes
iDiggity Alerts for iPhone, iPod touch, and iPad on the iTunes App Storehttp://itunes.apple.com/us/app/idiggity-alerts/id452442740?mt=8
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“G O O G L E / B I N G   H A C K  A L E R T S” 

Multi-engine results  
Real-time updates  
Convenient  

Historical archived data  
 Multi-domain searching 

Tools exist  



Future Direction 
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I S  N O W 



Diggity Alert DB 
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D A T A  M I N I N G  V U L N S Diggity Alerts 

Database 

Presenter
Presentation Notes
Future Directions – Data Explosion~1 million vulnerability feed entries from Diggity Alert feeds in 1 database.



Questions? 
Ask us something 
We’ll try to answer it. 

For more info:  
Fran Brown 
Rob Ragan (@sweepthatleg) 
Email: contact@stachliu.com 
Project: diggity@stachliu.com 
Stach & Liu, LLC 
www.stachliu.com 

Presenter
Presentation Notes
Also, Stach & Liu Google Hacking Diggity Project Contact Info:Email: diggity@stachliu.comWebsite: http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/



Thank You 
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Stach & Liu Google Hacking Diggity Project info:  
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/ 

Presenter
Presentation Notes
For copies of the presentation and tools, please go to:http://www.stachliu.comhttp://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/
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