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New Stach & Liu Google/Bing hacking tools available at:
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/
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Diggity Tools Al
PROJECT OVERVIEW
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DIGGITY ALERTS

The Google Hacking Diggity Project is a research and development initiative dedicated to
investigating the latest techniques that leverage search engines, such as Google and Bing, to
quickly identify vulnerable systems and sensitive data in corporate networks. This project page
contains downloads and links to our latest Google Hacking research and free security tools.
Defensive strategies are also introduced, including innovative solutions that use Google Alerts t
monitor your network and systems.
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% ATTACK T00LS

Diggity Tools

ATTACK TOOLS

GoogleDiggity Traditional Google hacking tool

BingDiggity Bing equivalent of traditional Google hacking tool
FlashDiggity Adobe Flash security scanning tool

DLPDiggity Data loss prevention scanning tool
LinkFromDomain Bing footprinting tool based on off-site links

CodeSearch Diggity Open-source code vulnerability scanning tool

MalwareDiggity Malware link detection tool for off-site links
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GoogleDiggity
With the retirement of Google’s AJAX Search API on November 1, 2010, most of the security utilities available for Google Hacking cease to function properly, leaving the security industry with a need for new and innovative tools. GoogleDiggity is a new utility designed to help fill that need, now leveraging the Google JSON/ATOM Custom Search API, so it will not get you blocked by Google bot detection while scanning. Also, unlike other Google Hacking tools available, GoogleDiggity actually allows you to specify a Google Custom Search Engine (CSE) id to run Google Hacking vulnerability checks against a customized version of Google that will only return results tailored to your organization. 

BingDiggity
Leverages the new Bing 2.0 API and Stach & Liu’s newly developed Bing Hacking Database (BHDB) to find vulnerabilities and sensitive information disclosures related to your organization that are exposed via Microsoft’s Bing search engine. This utility also provides footprinting functionality that allows you to enumerate URLS, hosts, domains, IP-to-virtual host mappings, etc. for target companies. 

FlashDiggity
Automates Google searching/downloading/decompiling/analysis of SWF files to identify Flash vulnerabilities and information disclosures.   FlashDiggity first leverages the GoogleDiggity tool in order to identify Adobe Flash SWF applications for target domains via Google searches, such as ext:swf. Next, the tool is used to download all of the SWF files in bulk for analysis. The SWF files are disassembled back to their original ActionScript source code, and then analyzed for code-based vulnerabilities. 

DLPDiggity
Data loss prevention tool that leverages Google/Bing to identify exposures of sensitive information (e.g. SSNs, credit card numbers, etc.) via common document formats such as .doc, .xls, and .pdf.  DLPDiggity utilizes IFilters to search through the actual contents of files, as opposed to just the meta-data. Using .NET regular expressions, DLPDiggity can find almost any type of sensitive data within common document file formats. 

MalwareDiggity
Leverages the Bing 2.0 API and the Google Safe Browsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?”  MalwareDiggity first identifies off-site links of your web sites using Bing’s linkfromdomain: search directive, and then tests to see if those off-site links are to known malware distribution sites by running them against Google’s Safe Browsing API. 

CodeSearch Diggity
Utilizes Google Code Search to identifies vulnerabilities in open source code projects hosted by Google Code, MS CodePlex, SourceForge, Github, and more. The tool comes with over 130 default searches that identify SQL injection, cross-site scripting (XSS), insecure remote and local file includes, hard-coded passwords, and much more.  Essentially, Google CodeSearchDiggity provides a source code security analysis of nearly every single open source code project in existence – simultaneously.

Bing LinkFromDomainDiggity
Attack footprinting tool that leverages Bing’s linkfromdomain: search directive to find off-site links. From those results the tool then enumerates lists of applications, hostnames, domains, and sub-domains related to your attack target. 


Diggity Tools

NEW ATTACK TOOLS

PortScan Diggity Passive port scanning via Google
NotinMyBackYard Easily find your info in third-party sites

BHDB 2.0 New Bing Hacking DB now as affective as Google
Bing BinaryMalware Find malware via Bing’s indexing of executables
CodeSearch REBORN Brought back from the dead

SHODAN Diggity Easy interface to SHODAN search engine
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Diggity Scraping
NEW ACROSS ALLATTACK TOOLS

'WI Accept cookie values,

periodically refresh them. Rests
the clock some on bot detection.

If black for bat detection and you
supply cookies, it typically lets
Other Factors you search even from the same List of results

IF address

Random &userip= value

14, 125,224,180
Interfaces [e.g. Google Mobile) 74,125,224,161
T4.125,224, 162
74.125.224.163
74,125.224.164
P4, 125,224,185
T4.125.224 . 1468
T4L.126,224,167
T4.125.2241.168
74,125.224.163
P4, 125,224,178
T4,125,224.176
T4,125,224,177
F4UL25. 2240178
74,125.224.179
14,125,224.180

CSE id [optional — scraping)

Proxies

Userfgent (targeted per interface)

Referer field — needs to look like human

List of URLs being scraped

g’-

f&

Byl DELAY TIMES I
—_— elay times across scheduling of proxies and
Google servers to target. Also delays for how
long before timeouts, how many errors before
List of queries giving up on a proxy of sleeping for 15min, etc.
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Proxy Lists:
http://www.hidemyass.com/proxy-list/
http://www.dmoz.org/Computers/Internet/Proxying_and_Filtering/Hosted_Proxy_Services/Free/Proxy_Lists/
http://www.publicproxyservers.com/
https://www.google.com/search?q=+”:8080” +”:3128” +”:80” filetype:txt
http://www.softsea.com/review/Proxy-Checker-Lite.html

Google Hacking Finding Proxies List Working
http://www.youtube.com/watch?v=IBvMB7AlnPI


Diggity Scraping

PROXIES SPECIFICATION

Auto Proxies

Auto-Fin

Test | | Purge

Untested}(15)

Testing proxies...

Options

Reset
Google
Clear Results

Settings

Froxies

Good: (249)

Automatically
find open web
proxiesto use

http://58.

http://119.73.47.165:8118
http://119.73.74.222:8118

o STACH&LIU

Test to ensure
proxies are actually
working and are fast

http: .0, 24378080

http://92.96.205.66:8118
http://189.39.115.174:3128

http://200.32.64.235:8080
http://189.80.20.187:8080
http://113.105.85.6:8080
http://61.152.106.203:8080
http://200.58.199.50:8080
http://119.30.112.212:8080
http://171.101.111.232:3128
http://177.69.203.242:8080
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Google Hacking Finding Proxies List Working
http://www.youtube.com/watch?v=IBvMB7AlnPI



Diggity Scraping

MANUAL PROXIES SPECIFICATION

File Options Help

- Slmple SCAN Settings Auto i.e, 128,192,100, 1:8080
Query Appender e

Sites/Domains/IF Ranges

| | CodeSearch || Bing || LinkFromDomain || DLP || Flash || Malware || PortScan || NotInMyBackyard || BingMalware || Shodan |

http://31.7.58.29:3128/ [Remove] lé
hitp://91.121.102.62:3128/ [Remove] b |
= Import http://46.163.64.227:3128/ [Remove]
Queries Clear http://82.142.129.34:3128/ [Remnve]| Hide —
]
P FSDB
b GHDE Subcategory | Search String | Page Title | URL
P GHDBReborn
b SharePoint Diggity
B DR
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Google Hacking Finding Proxies List Working
http://www.youtube.com/watch?v=IBvMB7AlnPI



Advanced Attacks

WHAT YOU SHOULD KNOW
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NEW GOOGLE HACKING TOOLS

PortScan Diggity

@ STACH&LIU
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PortScan Diggity
How would you like to get Google to do your port scanning for you?  Using undocumented functionality within Google, we’ve been able to turn Google into an extremely effective network port scanning tool.  You can provide domains, hostnames, and even IP address ranges to scan in order to identify open ports ranging across all 65,535 TCP ports.  An additional benefit is that this port scanning is completely passive – no need to directly communicate with target networks since Google has already performed the scanning for you.
https://www.google.com/search?q=site:/com:*
https://www.google.com/search?q=site:/216.75.*.*:32000
https://www.google.com/search?q=site:/gov:* 8000..9000 site:wellingtonfl.gov



PortScanning

TARGETING HTTP ADMIN CONSOLES

Searching for web admin interfaces on non-standard HTTP ports

GO()S[Q site:/com:*

G l site:/216.75.* "™
Search About 681,000 results [0.06 seco 0{‘)8 ¢
IP address range
search for HTTP
Everything TWiI'!’]bOW —_Colored Thouqh Search 16 results (0.06 seconds admin interfaces on
) https:/fwww_twimbow.com:5223/ non-standard ports
Ima ial Media Hub, organize and fi
All non-port 80/443  |itor Tool. Everything SmarterMail Login - SmarterMail
Ma HTTP admin 216.75.63.101:9998/
Images Please log in to SmarterMail... Full email address (ex. user@examplf
Vid consoles for .com e'V?SI_SDOt'CDm - Serve Language. Use Browser Language, Chinese (People's Republic of .
er-triburile.com:g1/ Maps
News Tribe VastSpot.Com este un joc 0 o
este stapanul unui mic sat, pe cay Videos SHOUTcast Administrator
Shopping 216.75.172.130:8015/
) MNews Server Status: Server is currently up and public. Stream Status: Strg
More Davidsons Motors - Denver, with 0 of 15 listeners (0 unique). Listener Peak: 15. Average Listen

https://davidsonsmotors.com:164{ Shopping

Davidsons Motors is a family-own More Prolinkweb - Web Mail
216.75.20.82:32000/mail/ - Translate this page

Endereco de E-mail - Senha : Login criptografado. Esqueceu sua s

\ /
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NEW FEATURES – Targeting web admin interfaces on non-standard HTTP ports

EXAMPLES:
https://www.google.com/search?q=site:/com:* 
https://www.google.com/search?q=site:/org:* 
https://www.google.com/search?q=site:/gov:* 
https://www.google.com/search?q=site:/edu:* 
https://www.google.com/search?q=site:/net:* 
https://www.google.com/search?q=site:/mil:* 
https://www.google.com/search?q=site:/gov.cn:* 

Also, by IP address ranges:
https://www.google.com/search?q=site:/216.75.*.*:*

OR just specific port ranges:
https://www.google.com/search?q=site:/com:* 8000...9000


PortScanning

TARGETING PORT RANGES

Searching for specific port ranges

Google
Search

Web
Images
Maps
Videos
Mews
Shopping

Mare

o STACH&LIU

site’/com:* 8000_..9000

site:/com:* 5000..6000)

About 399,000 results (0.40 5

Targeting ports

86000-8000
About 216,000 results ((
Webcams - BC Ferries: Port scan
orca.bcferries.com:8080/cc/conditions/cams.asp 2000-6000
Webcams at our Major Terminals. Conditions at a glanc
Terminal Traffic Qutside Terminal. Traffic to Nanaimo (Du Live Demo - Synology

_ demo.synology.com:5000/
My account | BT Wi-fi
https:/fwww_btopenzone com: 8443/ .
BT Openzone is now BT Wi-fi. Enjoy great-value wi-fi bro Discworld Mud
WWi-fi.

discworld.imaginary.com:5678/
Discworld MUD is a multiplayer, text-based onl

2012 Trinity River Photo Contest - the City of as written by Terry Pratchett. On Discworld yo

weborigin1.dallascityhall.com:8080/trinityContest/

FreeTranslation.com
ets freetranslation.com:5081/
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NEW FEATURES – Targeting web admin interfaces on non-standard HTTP ports

EXAMPLES:
https://www.google.com/search?q=site:/com:* 
https://www.google.com/search?q=site:/org:* 
https://www.google.com/search?q=site:/gov:* 
https://www.google.com/search?q=site:/edu:* 
https://www.google.com/search?q=site:/net:* 
https://www.google.com/search?q=site:/mil:* 
https://www.google.com/search?q=site:/gov.cn:* 

Also, by IP address ranges:
https://www.google.com/search?q=site:/216.75.*.*:*

OR just specific port ranges:
https://www.google.com/search?q=site:/com:* 8000...9000


PortScanning

TARGETING VUILNERABILITY

Targeting specitic HTTP ports example

GOLJSIQ
Search

Web
Images
Maps
Videos
Mews
Shopping

Maore

site;/com:8443/

About 65,900 results [0.12 seconds)

Parallels Plesk Panel 9.5.4
https://casablancareus.com:8443/
Iniciar sesidn en Parallels Plesk Panel
"Mombre de usuario” y la contraseiia e

Parallels Plesk Control Panel 8.

Found ~66k targets
for Plesk Panel exploit

https-/fwww.gustalis.com: 8443/
Se connecter 3 Parallels Plesk Control
passe dans les champs "Login” et "Mo

Narmada: eWebGuru Plesk Par

https://99birthday com:8443/
Log in to Parallels Plesk Panel 9.5. En

21 1y L1 i (] i 1 Tl
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KrebsonSecurity

In-depth security news and investigation

Plesk ODay For Sale As Thousands of Sites Hack

Hackers in the criminal underground are selling an exploit that extracts the mast

tweets | password needed to control Parallels’ Plesk Panel, a software suite used t

reiweet remotely administer hosted servers at a large number of Internet hosting firms

The aitack comes amid reports from multiple sources indicating a spike in Web site
compromises that appear to trace back to Plesk installations.

14

A  miscreant on one very exclusive
cybercrime forum has been selling the

ability to hack gpy site running Plesk Panel
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Target Specific Example: Parallels’ Plesk Panel 0day – 10July2012
http://krebsonsecurity.com/2012/07/plesk-0day-for-sale-as-thousands-of-sites-hacked/
Query: site:/.com:8443 
https://www.google.com/search?q=site:/com:8443/
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PortScan Diggity a

TARGETING HTTP ADMIN CONSOLES

Google CodeSearch Bing LinkFromDomain DLP Flash Malware MotInM

Query Appender U Settings -

Sites/Domains/IP Ranges

nce com [R
M Proxies — [

) Google CodeSearch Bing LinkFromDomain DLP Flash Malware lﬁﬁ MotInMyBackyard
Lists open poris
per host Query Appender Settings R
— Iﬂ Sites/Domains/IP Ranges
Results P 0 roxies i
Host Open _
radicexercitocelestial.com 7002 ( Looking foxr open
DG[TS on ~.com
fnoobradio.com 8092; 8100
s e
wenw. stottpilates.com 16080
| Search String | Domain | Port | PageTile URL | 4
dancefoxcomet.com B495 - : :
site:/com:® ponelemusica.com 8024 SHOUTcast Adr  http://ponelemusica.com: 8024/ htt
deepeyeradln.cnm 8006; 8058 site:/com:* metranicfm.com 8030 SHOUTcast Adr  http://metronicfm.com:8030/ htt
radio9975.com aooz site:/com:® manaqe-galf.com 8084 Manage Golf Sy http://montrose.manage-qgolf.com:8084/ htt
L - - — site:/com:® zoukizomba.com 8052 SHOUTcast Adr - http://zoukizomba.com:B052f htt
site:fcom:® ebengaliradio.com 7509 SHOUTcast Adr  http://www.ebengaliradio.com: 7509/ htt
site:/com:* mgoblog.com 8080 mgaoblog | Mich http://mgoblog.com:8080/ htt
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NEW GOOGLE HACKING TOOLS

NotinMyBackYard

8 STACH&LIU
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NotInMyBackYardDiggity
Don’t be the last to know if LulzSec or Anonymous post data dumps of your company’s passwords on PasteBin.com, or if a reckless employee shares an Excel spreadsheet with all of your customer data on a public website.  This tool leverages both Google and Bing, and comes with pre-built queries that make it easy for users to find sensitive data leaks related to their organizations that exist on 3rd party sites, such as PasteBin, YouTube, and Twitter.  Uncover data leaks in documents on popular cloud storage sites like Dropbox, Microsoft SkyDrive, and Google Docs.  A must have for organizations that have sensitive data leaks on domains they don’t control or operate.  

NotInMyBackYardDiggity makes it easy to search for your sensitive information in 3rd party sites (i.e. “not your backyard”).  Some examples are:
Cloud storage:
Google Docs/Drive, DropBox, Microsoft SkyDrive, Amazon S3,…
Public document sharing sites:
scribd.com, 4shared.com, issuu.com, docstoc.com, wepapers.com
PasteBin and other text sharing sites:
pastebin.com, snipt.org, drupalbin.com, paste.ubuntu.com, tinypaste.com, paste2.org, codepad.org, dpaste.com, pastie.org, pastebin.mozilla.org
Social networking sites:
Facebook, Twitter, Youtube, LinkedIn
Public presentations, charts,  graphs, and video sharing sites:
slideshare.net, prezi.com, present.me, gliffy.com, ratemynetworkdiagram.com, ManyEyes, vimeo.com, dailymotion.com, metacafe.com



Data Leaks on Third-Party Sites

SENSITIVE INFO EVERYWHERE

Verizon - 2012 Data Breach Investigation Report

External breach notification methods are much different for large organizations. While notification by law
enforcement was the second most seen, at 10%, it was still far lower than that of the overall dataset. Inmost cases
for large organizations notification occurred when the thief made the disclosure known. Perhaps we should create
new breach discovery classifications of “YouTube, “Pastebin; and “Twitter” for the 2013 DBIR? (Of course, we're
joking (sort of), but it is quite important tounderstand the role social networking plays in breach discovery, but also
in how attacks are initiated using these tools. Perhaps we'll follow up with a blog post another time.) An interesting
“what-if” scenario would be whether or not these organizations would have discovered these breaches through
some sort of internal breach discovery method. In many cases, there is little evidence suggesting they would.

\—

verizon
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Verizon - 2012 Data Breach Investigation Report
http://www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-2012_en_xg.pdf


0
W& PASTEBIN

asteBin Leaks

PASSWORDS IN PASTEBIN.COM POSTS

o Twitter feed tracking passwords leaked via PasteBin

twitter ¥

PASTEBIN

Pastebi n LeakS [B. CREATE NEW PASTE gllj TRENDING PASTES

@PastebinLeaks Glued to the leak http://biclopsgames.com (hacked)

Discovering leaks on Pastebin, web attacks| BY: AGUEST | DEC 16TH, 2011 | SYNTAX: NONE | SIZE: 22.99 KB | HITS: 3,304 | EXPIRES: NE
and s0 on DOWNLOAD | RAW | EMBED | REPORT ABUSE

Twitter feed tracking
public data leaks via
PasteBincom

Text follow PastebinLeaks to 40404 i Target: http://biclopsgames.com/game.php?id=%Inject_Here%l
Date: 12/15/2€11 11:17:28 PM

Usernames, emails, and

Tweets Favorites  Following  Followers  Lists DB Detection:  MySQL error based ( password hashes of
Method: GET compromised website
PastehinLeaks PastebinLeaks Type: Integer (Auto Detected) posted to PasieBin.com
Possible Massive mail/pass leak pastebin com/LEYbD Data Base: biclops_phpbl
“pastebinleaks Table: phpbb_users
o Total Rows: 341
PastebinLeaks Pastebinleaks
Possible listing of http passwords pastebin.com/gZbce username user_password  user_email
pastebinleaks $voloch b35d1ac9729539d978e875@8e8b2bel kirillwow79@mail.ru
15 Dee &amp;#28023;8amp;$30423; Se@ed8de3d765e4¥b5128b6ba7bc8481
AaronFF cee3dSa7af23179%acea3558fc6301300 Embevelcomo@mall.bij .
abadrabPype 1le3c47bF39af11993cfdchb89693b7012 jeinso.n.welg
absurdism 297dbe7699dcfab@6@9bf9e667e2eddc evolancia@gmg
Accichfueve adefbl6336d90@168c9bfc4@afsblaef lokorepaserry T
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PasteBin Leaks
https://twitter.com/pastebinleaks
http://pastebin.com/

Also new PasteBin.com monitoring tools:
http://www.toolswatch.org/2012/03/pastemon-v1-6-black-hat-eu-2012-edition-released/

Examples:
http://pastebin.com/L6YbD136
http://pastebin.com/mUU0xQAE


Cloud Docs Exposures

PUBLIC CLOUD SEARCHING &SkyDn\/e

> @
Public cloud storage document exposures 4~ Droplbox

‘ GO 081({ intext:"name" intext:"address” intext:"taxpaye+' site:dl.dropbox.com | G 0 Ugle d O C S

Search 7 results (0.23 seconds) Looking for sensitive
data leaks in Dropbox
cloud storage . . .
? GOOSIG intext:"enable password” |nurI:domdlSlte:docs_google_com |
Everything POFT ... W-9
ostietetrepe ‘comfs/./CTMUN_W9_Request_For_TaxlD.pdf?...
Images - Quirk View
Maps GO\ nge site:live.com "skydrive" ext:dmp Search 4 results (0.13 seconds) Cisco config files
Videos with passwords in
Google Docs files
N .
o Search About 2,700 results (0.41 seconds Everything nepsi-sw22
Shopping hitps://docs. google.com/View?docid=0AbKTT._1...1...
Database dump files on Images boot-end-marker | enable secret 5 $1$BHsg$izpAGHDUBLZEWGQTP/IET/. enable
More Microsoft SkyDrive _ Maps | password 7 0455254C5F765C | no aaa new-model. system mtu routing 1500 ...
y 7/cid-8847e773b11eec31.sH
Images Videos ncepsi-sw21-01-04-10
Windows Live SkyDrive News hitps://docs.google com/View?docid=0AbKTT...1...1_.
Maps https:/skydrive live.com/embedicon.as| enable secret 5 i‘ﬂi‘aPedui‘a.NRDLzzﬁWiKERSmgw_l?rI_ enable password 7
- - - . | -] —;
Videos Open 060510-38688-01.dmp 060510-3 Shopping 000A3D4C540C1B | no aaa new-model. system mtu Toufing 1500 ip SUDNEL-ZEro ...
News Windows Live SkyDrive More ncepsi-rt06-01-04-10
Shopping htips://skydrive live.com/embedicon.../ https://docs.google.com/View?docid=0AbKTT...1...1...
Open 122509-26520-01.dmp 122509-2 logaing buffered 51200 warnings. enable secret 5 $15. 7NSRu28/DDISHrAgg5bhUFzZH
Tempe, AZ | enable password 7 1|51 C2546547D25 | no aaa new-model | resource ...
L _Chanae lacafion
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Cloud Storage – Document Exposures via Google

Dropbox searching via Google:
https://www.google.com/search?q=intext:"name" intext:"address" intext:"taxpayer" site:dl.dropbox.com

Google Docs searching:
https://www.google.com/search?q=intext:"enable password" inurl:docid site:docs.google.com

Microsoft SkyDrive
https://www.google.com/search?q=site:live.com%20%22skydrive%22%20ext:dmp
https://www.google.com/search?q=site:skydrive.live.com%20inurl:documents
https://www.google.com/search?q=site:skydrive.live.com%20inurl:%22sc=documents%22


More info on Cloud Storage Exposures:
Dropbox - Other Security Issues
http://www.fiercecio.com/techwatch/story/security-researcher-questions-design-dropbox-authentication/2011-04-12
http://www.fiercecio.com/techwatch/story/dropboxs-multiple-security-problems/2011-08-19
http://www.tuaw.com/2011/06/20/dropbox-security-bug-temporarily-allowed-logins-without-authenti/
http://blog.rootshell.be/2012/05/19/what-are-you-sharing-with-dropbox/


%+ Dropbox
Cloud Docs Exposures

ROBOTS.TXT IS DEAD

Personal photo galleries exposed
GOL )gle site:dropbox.com/gallery

Search About 164,000 results (0.33 seconds
v Save Your Photos to Dropb
pxX.com |"Ittp‘:-2 WW .t-‘dropbox.com--’rcbcts>t:<t Wdr{}pboxcoqua"ewf Yuurnhn!o::'nu videos cnnlinu::a:;,
oaded to Dropbox.
- |
User-agent: * Sommerblut 2011 - Dropbox - Photos - Simplify your life
Disallow: /s/ https://www.dropbox.com/gallery/16453785/1/Sommerblut_2011?
Disallow: /sh/ 1_COPYRIGHT-HINWEISE 1 image. Last modified 5/18/2011. ADES |
Disallow: /static/ 18 images. Last modified 5/23/2011. ALFONS_Fotos_wg 12 images .
Disallow: /gallery/ - -
GracerHopper112011 - Dropbox - Photos - Simplify your
Shopping https://www.dropbox.com/gallery/9183906/.../GracerHopper112011
Dropbox is a free service that lets you bring your photos, docs, and vig
More share them easily. Never email yourself a file again!
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Cloud Storage – Document Exposures via Google

http://www.theverge.com/apple/2012/6/14/3088092/dropbox-ios-1-5-automatic-photo-uploads-gallery-view

https://www.dropbox.com/robots.txt
https://www.google.com/search?q=site:dropbox.com/gallery



Data Loss In The News

MAJOR DATA LEAKS

e Yale Alumni 43,000 SSNs Exposed in Excel Spreadsheet

News

c|net

Reviews News Download CNETTV HowTo

Yale oversight exposes 43,000
Social Security numbers

Purdue University also reports exposure of more than 7,000 Social
Security numbers after unknown person accesses server.

by Elinor Mills | August 23, 2011 5:35 PM PDT

Follow @elinormills

Mames and Social Security numbers of 43,000 Yale
University students, faculty, staff, and alumni were
accessible via the Google search engine for about 10
months, according to the school newspaper.
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Yale Alumni 43k SSNs - Google Hacked
23Aug2011

Yale alumni searches Google for his own name, and stumbles upon a Microsoft Excel spreadsheet with his information…and 43,000 other alumni of Yale personal information.

http://news.cnet.com/8301-27080_3-20096355-245/yale-oversight-exposes-43000-social-security-numbers/?part=rss&tag=feed&subj=News-Security
http://www.businessinsider.com/yale-gets-hacked-2011-8
http://doj.nh.gov/consumer/security-breaches/documents/yale-university-20110809.pdf 


prm—

LOCATION, LOCATION, LOCATION

not in my||

NotlnMyBackYarad oy

diggit;-

Cloud storage: Public presentations sharing sites:

« Google Docs, DropBox, o slideshare.net, prezi.com,
Microsoft SkyDrive, Amazon S3 oresent.me

Social networking sites: Public charts and graphs sharing sites:

e Facebook, Twitter, LinkedIn e ratemynetworkdiagram.com,

glifty.com, ManyEyes
Public document sharing sites:
e scribd.com, 4shared.com, Video sharing sites:

issuu.com, docstoc.com, e vimeo.com, dailymotion.com,
metacafe.com, youtube.com

PasteBin and text sharing sites:
* pastebin.com, pastie.org, ...

8 STACH&LIU
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NotInMyBackYardDiggity
Don’t be the last to know if LulzSec or Anonymous post data dumps of your company’s passwords on PasteBin.com, or if a reckless employee shares an Excel spreadsheet with all of your customer data on a public website.  This tool leverages both Google and Bing, and comes with pre-built queries that make it easy for users to find sensitive data leaks related to their organizations that exist on 3rd party sites, such as PasteBin, YouTube, and Twitter.  Uncover data leaks in documents on popular cloud storage sites like Dropbox, Microsoft SkyDrive, and Google Docs.  A must have for organizations that have sensitive data leaks on domains they don’t control or operate.  

NotInMyBackYardDiggity makes it easy to search for your sensitive information in 3rd party sites (i.e. “not your backyard”).  Some examples are:
Cloud storage:
Google Docs/Drive, DropBox, Microsoft SkyDrive, Amazon S3,…
Public document sharing sites:
scribd.com, 4shared.com, issuu.com, docstoc.com, wepapers.com
PasteBin and other text sharing sites:
pastebin.com, snipt.org, drupalbin.com, paste.ubuntu.com, tinypaste.com, paste2.org, codepad.org, dpaste.com, pastie.org, pastebin.mozilla.org
Social networking sites:
Facebook, Twitter, Youtube, LinkedIn
Public presentations, charts,  graphs, and video sharing sites:
slideshare.net, prezi.com, present.me, gliffy.com, ratemynetworkdiagram.com, ManyEyes, vimeo.com, dailymotion.com, metacafe.com



NotlnMyBackYard

PASTEBIN EXAMPLE

[7] Places of Birth

[ cCommen

[T] ALL Various Languages

[7] Password German -

state | username | zip | ...
EAST BLVD | HOUSTON |

Ltd. | w.de.inservices@gmail.com
STRESS ...

| i
[~ WOLC | Fathomphat | !L4

3365 Silver Ave | Plattsburgh | MULL | toyodakohei@hotmail.com ...

3 {:’ &? _ | iii* | pastebin.com/e34GUcTy ¢ | | W~ Wi
Google CodeSearch Bing LinkFromDomain DLP Flash Malware PortScan NotInMyBackyard BingMalware Shedan
PASTEBIN
m Settings
BB create new paste  gllll trending paste| J Meina L-._AEIEI_.
Query Appender [] Quotes
% Osiris OwNz Maxprotech Cancel . InText John Doe [Remaove]
) ) [ —— Proxies T
BY: OSIRIS ON APR 5TH, 2012 | SYNTAX Where to look - ) ) _
: _ [[] InBody jdoe@gmail.com [Remove]
DOWNLOAD | RAW | EMEBED | REPO
= E] @ -
i Clear
e e e Locations r v
| address [ Cloud Storage = y En_teryour
| email [ Document Sharing | Search String Page Title flnformatlonhtén Isear::h Ap
D | pnone 4[] PasteBin site:pastebin.com blvd 75th gmai  CC HUGE LIST - Pastebin.com httA or across the Internet ttp:
+”7| 777777777777777777777777777 . site:pastebin.com site:pastebin.com bled 75th gmai  AT&amp; TMeetsDigital Corruption - Pastel  http://pastebin.com/itm460F http:
. .Osiris::Rulz::This::. [C] site:sni Specific file jte:pastebin.com blvd steven g email password abhi3chemical@gmail.cor  http://pastebin.com/wfuCzyzA  http:
| types to look in e:pastebin.com blvd steven gm  Chriss1001 Database Leak - Pastebin.com http://pastebin.com/S4wucdRe  http:
Extensions
MaxProTech.com site:pastebin.com blvd steven grr  List of Nazis Partisans - Pastebin.com http://pastebin.com/yusehogl  http:
Fo Fos A [C] PDF CSV and TXT it . - : : y . :
| 8200 Roverts orive - . site:pastebin.com blvd steven gn  USA Credit Cards - Fuck US - Pastebin.cor  http://pastebin.com/vpSHHyiH http:
MSOffice
| cornell.iacomi@obg.co [ MSOffice 2010 | site:pastebin.com bivd steven g Osiris OwNz Maxprotech - Pastebin.com  http://pastebin.com/e34GUcTy  http:
| 77 781 1719 | 2011 [ Database stebin.com blvd steven gn  paceeducation.ca [Massive Leak] via @Th http://pastebin.com/zcSmhC0E ___ http:
| 3137 Laguna Street [ Backups Keywords to add to bin.com blvd steven am  www.ranchomirageca.qov hacked by joke http:, Found passwords,
| sample@email.tst search that find emails and other
'_| | nns it i 1 = 5
g00dPatiudrd | S555-566-B686 sensmve information personal informatrion
| Ke'ywords oo
| 3137 Laguna Street Patient R d = <
| sample@email.tst [ Patient Records 5 Apr 2012 ... address | city | company | email | fax | fname | id | Iname | password | phone | registrationDate |

13602 WESTLAND
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site:s3.amazonaws.com


NotlnMyBackYard

XLS IN CLOUD EXAMPLE

Google CodeSearch Bing || LinkFromDomain DLP Flash || Malware PortScan NotInMyBackyar BingMalware . RE Shodan

——— [ Quotes
nce
w Proxies [l nText

Query Appender
password |

[T] InBody

Locations Look for the word Clear
[ Cloud Stor password
[] site:dl.drophox.com | Search String Page Title |
[T inurl:docid site:docs.goc site:s3.amazonaws.com ext:xls password  Domains https://businessmarketing.s3.amazonaws.com/b
[ site:live.com "skydrive® site:s3.amazonaws.com ext:xls password  Domains http://media.archonmedia.com.s3.amazonaws.c
p p
site:s3.amazonaws.com| - Is ol I india/ K
) password 483685 796337 26 a: http://s3.amazonaws.com/caclubindia/cdn/foru
] 2 Look at Amazon 53 o o
WL cloud storage uploads ~ fls password  here - Amazon Web http://himis.s3.amazonaws.com/himis-esp.xls
Extensions 4 frs .
Site:s3.amazonaws.com ext:xls password  Support - Amazon S:  https://s3.amazonaws.com/files3.peapleperhour
» [] PDF CSV and TXT =

site:s3.amazonaws.com ext:xls password IJepJ;amh.ar_Ll.u.ks_l https://s3.amazonaws.com/files3.peopleperhour,

4[] MsOffice

| site:s3.amazonaws.com ext:xls password | Copy_of_user.xls -I Al http://springpad-user-data.s3.amazonaws.com, 2]

site:s3.amazonaws.com ext:xls password ocial Metworking - £ http://s3-media.s3.amazonaws.com/wp-content/

site:s3.amazonaws.com ext:xls password)/ Domains https://internetmarketingwhizkidz.s3.amazonaws
L]

Output

1, Username, Password, Fin/Notes. 2, MUD, stegmaier@gmail.com, mEsammmk0. 3, Cox, michael.stegmaier@cox
oppdstegmaier ...

=

Look in all Microsoft
Excel spreadsheets

\ /
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Cloud Storage – Document Exposures via Google

Amazon S3 searching via Google:
https://www.google.com/search?q=password ext:xls site:s3.amazonaws.com


Cloud Docs Exposures

PUBLIC CLOUD SEARCHING

Public cloud storage document exposures

GO. fgl(f
Search

Web
Images
Maps
Videos
News
Shopping
Blogs
More

password extxls site:s3 amazonaws.com

amazon

webservices™

Finding XLS files with )
"passwaord" on Amazon 53

cloud storage drives .
w131 september links - Amazon S3
https:/fs3.amazonaws.com/ffiles3.. /Portfolio-224723-septd
File Format: Microsoft Excel - View as HTML
3, nazikilan@gmail.com, ilangir.net, http://ilangir.net/ilan_
12-Sep, 18-Sep, 22-Sep, Please enter with username and

w5 Copy of userxls - Amazon Web Services
springpad-user-data.s3.amazonaws com/2e/___/Copy_of u
File Format: Microsoft Excel - View as HTML

1, Username, Password, Pin/MNotes. 2, MUD, st
Cox, mic—@cnx.net, co 4, OF'F"

rLs] Social Networking - Amazon Web Sewicesl

s3-media s3 amazonaws.com/wp._\VebData TrackingS

8 STACH&LIU

12 2
4 4 » | Bills ~Forums ~Web - Mai

|£—_|' ,H - - ~ = Copy_of_userxls [Compatibility Mode] - Microsoft Excel
Home | Insert | Pagel | Formu | Data | Review | View | Add-Ir | Load T | Charts | Acro
= "0 7 = ={" Username and passwords
pagte. B BIU-AAN ES for bank accounts, email,
- F |H~-| &~ 4A- iE iE and everything else
Clipboard s Font Alignme e
c23 - F /
A B | C D
1 Usemame Password Pin/Notes
2 MUD st gmail com mu
3 Cox mi I o net co
4 OPPD o op
5 USAA m3 ms
6 FAFSA 12
T Metro m_ Ul
8 US Bank us= us
9 Black Hills gas bla bla
10 phone michi spr
11
12

Reg Codes and Product Info ] 1
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Cloud Storage – Document Exposures via Google

Amazon S3 searching via Google:
https://www.google.com/search?q=password ext:xls site:s3.amazonaws.com


bing

OohJdo 2.0

NEW GOOGLE HACKING TOOLS

Bing Hacking Database v2.0
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BHDB v2.0
Exploiting recent API changes and undocumented features within Bing, we’ve been able to completely overcome the previous Bing hacking limitations to create an entirely new BHDB that will make Bing hacking just as effective as Google hacking (if not more so) for uncovering vulnerabilities and data leaks on the web. This also will include an entirely new SharePoint Bing Hacking database, containing attack strings targeting Microsoft SharePoint deployments via Bing.
 
More Details
Some of the recent changes and undocumented features that will make Bing hacking just as effective as Google hacking involves 1) the ability to now use the ext: search operator, which previously didn’t exist, and 2) the ability to mimic Google’s inurl: search operator by using Bing’s instreamset:url: search operator.  

Examples
InURL Workaround:
http://www.bing.com/search?q=instreamset:url:"web-console" intitle:"JBoss Management Console - Server Information" "application server"
http://www.bing.com/search?q=intitle:"Tomcat Status" inbody:"Free memory" inbody:jboss
http://www.bing.com/search?q=instreamset:url:WS_FTP.log ext:log
http://www.bing.com/search?q=intitle:"D-LINK CORPORATION, INC" intitle:"WIRELESS ROUTER" -site:dlink.com
http://www.bing.com/search?q=instreamset:url:webdav tomcat intitle:"Directory Listing For"
http://www.bing.com/search?q=instreamset:url:cfide/administrator
http://www.bing.com/search?q=instreamset:url:"wp-config.php" "define('DB_PASSWORD'," ext:php
Bing - Targeting SharePoint Applications
http://www.bing.com/search?q=instreamset:url:"layouts/viewlsts.aspx"
http://www.bing.com/search?q=instreamset:url:"forms" instreamset:url:"dispform.aspx" ext:aspx
Bing’s “contains:” feature
http://www.bing.com/search?q=contains:log WS_FTP.log
http://www.bing.com/search?q=contains:sh "index of"



Bing Hacking Database v2.0

STACH & LIU TOOLS

BHDB v2.0 — Updates
* Bing hacking database

* Bing hacking limitations
« Disabled inurl:, link: and linkdomain:
directives in March 2007
« No support for ext:, allintitle:, allinurl:

o Limited filetype: functionality
«  Only 12 extensions supported

« UPDATES (2012)

« exi- functionality now added
«inurl: work around by using
instreamset: url:

» New BHDB 2.0

« Several thousand more Bing dorks!

@ STACH&LIU

biNg

WEB IMAGES VIDEOS MAPS  MORE

instreamset-url:"wp-config.php" "define(DB_PASSWORD'," extphp = 0O

58 RESULTS Wordpress database
passwords in config files

www.matthewtmead.com
www.matthewtmead.com/blog/wp-config.php. E
define('DB_PASSWORD', ‘'mercuryb4bic’); /7. __and password define(DB_HOST,

‘mysql01.discountasp.net’); // 99% chance you won't need to change this value

www.namasteyogaproducts.com

www.namasteyogaproducts com/magicalbeadstalk/wp-config.php_
define('DB_PASSWORD', 'JD5bTHIX1e’); /~ MySQL hostname */ define{DB_HOST,
‘localhost’); /** Database Charset to use in creating database tables.

josephlarge.com

josephlarge com/wp-config.php_back

define('DB_PASSWORD', '_Ofv8mKiXW); /* MySQAL hostname */ define(DB_HOST,
‘localhost’); /* Database Charset to use in creating database tables.

fonearizona.com
fonearizona.com/wp-config.php

define('DB_PASSWORD', TtZYJFPRJKED'); * MySQL hostname */ defi
‘localhost’); /** Database Charset to use in creating database tables.

OINg
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Past Bing/MSN hacking tools were limited to only basic footprinting techniques, with no actual vulnerability identification

Bing has disabled inurl to prevent Bing Hacking, see:
http://www.bing.com/community/blogs/search/archive/2007/03/28/we-are-flattered-but.aspx 
“For those of you who use some of the advanced query syntax in our search engine such as link:, linkdomain: and inurl:, you may have noticed that this functionality has been recently turned off.”

Previous Bing/MSN search engine tools – limited to footprinting:
MSNPawn
http://net-square.com/msnpawn/index.shtml
Binging
http://www.blueinfy.com/Binging.zip
http://www.blueinfy.com/tools.html

Steps for conversion of GHDB/FSDB to Bing compatible:
Remove all with "link:"
One instance: 
GHDB;;Vulnerable Files;;link:http://www.toastforums.com/
Find/Replace filetype: with ext:
Change all the allinurl: to inurl:
Change "allintitle:" to "intitle:"
Have to add "intitle:" before each word that was after original "allintitle:"
Altered a few a bit to make work better
Change all “intext:” and “allintext:” to “inbody:”
Convert allinurl: and inurl: to instreamset:url:

http://msdn.microsoft.com/en-us/library/hh527182.aspx
http://msdn.microsoft.com/en-us/library/ff795650



NEW GOOGLE HACKING TOOLS

BingBinaryMalwareSearch (BBMS)
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BingBinaryMalwareSearch (BBMS)
According to the Verizon 2012 DBIR, malware was used to compromise a staggering 95% of all records breached for 2011. BBMS allows users to proactively track down and block sites distributing malware executables on the web. The tool leverages Bing, which indexes executable files, to find malware based on executable file signatures (e.g. “Time Stamp Date:”, “Size of Code:”, and “Entry Point:”). 
 
More Details
Bing indexes executable filetypes, allowing us to find malware via Bing.  Some examples of searching for malware via Bing and some previous articles discussing the now antiquated Google method previously used by HD Moore for similar purposes are listed below: 
http://djtechnocrat.blogspot.com/2006/07/mwsearch-finding-malware-with-google.html
http://www.pcworld.com/article/126450/new_tool_searches_google_for_malware.html
http://www.bing.com/search?q="Time Date Stamp:" "Size of Image:" "Entry Point:" "Size of Code:"


Bing Malware Searc

TARGETING MALWARE

Targeting known malware signatures

http:/fwww.metasploit.com/research/misc/mwsearch/sigs.ted

Win3Z .Netsky.BEmm: 4030f459:0001b000:000190d0: 00005000
Win32.S5obig.E@mm: 3efE8%9a91:00027000: 00025bd6: 00000000
Trr.:rjan Muldrop.570:3d4553b8:00008000:00001000:00002400

Ba =
sigl | (7] [ | ﬁ [ | A | | E www.bing.com/search?g=filetypertt "Time Date Stamp: 37fb2583" "Size of Image: 00008000" "Entry Point: 00001020" "Size of Code: 00000a00"

Web Images Videos Shopping Mews Maps More | MSM Hotmail

biﬁg" filetype-txt "Time Date Stamp: 37/2583" "Size of Imz &)

Malware:
Web Web | Morew Trojan.Dropper.Vbs.Dummytag. A

SEARCH HISTORY ALL RESULTS 1-1 of 1 results -Advanced
Turn on search history to

start remembering your www terra. es

searches. Time Date Stamp: 37fb2583. Symbols Pointer: 00000000 .. Address of Entry Point: 00001020.

Base of Code: 00001000 __. Size of Image: 00008000. Size of Headers: 00000400

Turn history on . :
v www_terra.es/personal7/sanchezsignes/PuRSuiT.e_xe
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http://www.bing.com/search?q=filetype:txt "Time Date Stamp: 37fb2583" "Size of Image: 00008000" "Entry Point: 00001020" "Size of Code: 00000a00"
 
filetype:txt "Time Date Stamp: 37fb2583" "Size of Image: 00008000" "Entry Point: 00001020" "Size of Code: 00000a00"



Google vs Bing Size

MORE BANG FORYOUR SEARCH

The size of the World Wide Web:

GO L)gle Estimated size of Google's index

ast Month ‘ ‘ Last Three Months ‘ ‘ Last Year | ‘ Last Two Years

Size Google
bp.

ul WWW K ‘Mﬂn L

Search results

Search engine & Pages indexed %

on webpages

a0 F

. E The size of the World Wide Web:

Bﬂldl..l ? 2 sE blng Estimated size of Bing index
c

Last Month ‘ | Last Three Months ‘ | Last Year ‘ ‘ Last Two Years

Bing 3 billion! ! Size Bing

eeeeeeeeeeeeeeeeee

Ducknuckeﬂ ? 301jul 2011 07 0 1 : JMWIJ{H(J‘

_/

Google 50 billion!"! ;. "““M
o WMol
Yahoo! 3.5 billion!"! : WWW'

on webpag

Yandex >2 billion
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Google vs. Bing – results size
http://www.worldwidewebsize.com/
http://en.wikipedia.org/wiki/Comparison_of_web_search_engines
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code search labs

NEW GOOGLE HACKING TOOLS

CodeSearch Diggity
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GoogleCodeSearchDiggity
Identifying vulnerabilities in open source code projects hosted by Google Code, MS CodePlex, SourceForge, Github, and more. The tool comes with over 130 default searches that identify SQL injection, cross-site scripting (XSS), insecure remote and local file includes, hard-coded passwords, and much more.

Essentially, Google CodeSearchDiggity provides a source code security analysis of nearly every single open source code project in existence – simultaneously. 

NEW CodeSearch – for Google Code project:
http://code.google.com/codesearch 

NOTE – The Code Search API has been retired by Google as of January 15, 2012.  However, the risks associated with information disclosures and vulnerabilities exposed in open-source code remains.  As such, we are currently working on an alternative search API to migrate CodeSearchDiggity to in order to identify vulnerabilities in open-source code projects.
Google Code Search shuts down:  http://googleblog.blogspot.com/2011/10/fall-sweep.html


Goo
Google Code Search ==

VUINS IN OPEN SOURCE CODE

GOugle code

public code, including popular open source
code repositories:

* Regex search for vulnerabilities in indexed
re.om Sou CEPfﬁJeCtC mmunity

source T2 githu

SOCIAL CODING

 Example: SQL Injection in ASP querystring
o select. *from. *request\.QUERYSTRING

GOL)S.Q COde Seal’Ch Eelect *from *request.QUERYSTF Advanced Code Search

labs

Code Results 1 - 10 of about 2,000

querystring parameter

post.asp
45: =tr8ql ="SELECT * from reply where reply id ' & Request.QueryString ("reply_id") ’

46: meg = "<brr<br»x¢08£°0»00 ATAOAx-OReI* UAiSE2 AR =R e

|
reply_ idis SQL injectable I

57: strs8gl ="SELECT T Message from Topics where Topic id = " & Request.QueryString ("reply_id")
58: msg = "<brr<brrx¢04£°0»00 ATACAx=ORof+UAIGLzAATLARGS sT0xd. "

wisy . charts netfeweb/downloadisoftware/bbsiradeforum zip - Unknown - ASP - Wore from tradeforum zip =

‘h’vS:F}X(:Ii}YI;I[J 32
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Google Code Search
http://www.google.com/codesearch

NOTE – The Code Search API has been retired by Google as of January 15, 2012.  However, the risks associated with information disclosures and vulnerabilities exposed in open-source code remains.  As such, we are currently working on an alternative search API to migrate CodeSearchDiggity to in order to identify vulnerabilities in open-source code projects.
Google Code Search shuts down:  http://googleblog.blogspot.com/2011/10/fall-sweep.html


Google Code Search – Hacking Database –
S&L will be releasing Google Code Search regexs from the following categories (below are a few samples, all will be released soon):
SQL Injection 
PHP Parameters
ASP Querystring 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=select.*from.*request%5C.QUERYSTRING&btnG=Search 
.Net 
ASP Form Parameters
JSP/Java Parameters
 
Cross-site Scripting (XSS) 
PHP XSS 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=input.*type%3Dhidden.*%3D.*%5C%24_%28GET%7CPOST%7CCOOKIE%29&btnG=Search 
JSP XSS 
ASP XSS 
 
Handling Sensitive Data 
Passwords 
SSNs 
Credit Cards 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=4%5B0-9%5D%7B3%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D+lang%3Asql&btnG=Search 
 
Hard-coded Passwords 
MS SQL 
Oracle 
DB UserIds 
MySQL 
 
Filesystem Interaction 
ASP OpenTextFile 
Sample: http://www.google.com/codesearch?q=+FileSystemObject+OpenTextFile%5C(.*request%5C.&sa=N 
PHP fopen Get 
PHP fopen Post 
PHP file_get_cont GET 
PHP file_get_cont POST 
PHP file GET 
PHP file POST 
 
Other
Remote File Include
Sample: http://www.google.com/codesearch?hl=en&lr=&q=%28fopen|include|require%29%28_once%29%3F\s*\%28\s*\%24_%28%28GET%29|%28POST%29|%28REQUEST%29%29[^%2C.%22%29]*%3F\.%22.*%3F\%29+lang%3Aphp&sbtn=Search 
 



NINp
NgAs amazon
W¥  webservices”

AMAZON CLOUD SECRET KEYS

} Search Diggity

File Options

GoogleDiggity " CodeSearchDiggity BingDigagity LinkFromDaormainDiggity DLPDiggity FlashDiggity MalwareDiggity
Advanced Simple ﬁ

Query Appender

Category Subcatego Search String Page Title
~AdI[MA-Zo-9] 203 "] trunk/simondyjs
~d[™[A-Z0-91{200™] trunk/simondyj

Amazon Keys EC2 ec2
Amazon Keys EC2 2

Amazon Keys EC2 2

[
[
[~\diC™IA-Z0-91{203[™] trunk/src/chron Amazon AWS Cloud
Amazon Keys EC2 2
[
[
[

d
Queries {
~dI[™MI[A-20-9]{203""] trunk/src/chron keys stored in plaintext
~Adl™ILA-Z0-91L203 "] chrome/content
Amazon Keys EC2 ec2[M\dI[™ILA-Z0-91L203["] chrome/content
Amazon Keys EC2 ec2[\dI[™I[A-Z0-91{203["] trunk;/'src/eifaw

Amazon Keys EC2 ec2[~\d)[™][A-Z0-9]{20}[™] trunk/EC25amp

SQL Injection
Cross-site Scripting (XS
Filesystem Interaction
Handling Sensitive Datz
Hard-coded Passwords
Data Mining Amazon Keys  Amazon amazon.*["][A-Z0-91{20}[""] lookups.py
Other e e .

Remate File Include Output | celected Result |

Remaote Code/Cmd Exe rd

Amazon Keys <pre>  Jec2 ec2 = new J<b>ec2("Ax N EH0"</b>, " S - R C1kuoEeADS");
< fpre=

v EC2 /pre

¥ Amazon

Amazon Keys EC2 ec2



Presenter
Presentation Notes
Amazon Keys stored in code:
http://en.wikipedia.org/wiki/Amazon_AWS
http://en.wikipedia.org/wiki/Amazon_ec2
http://en.wikipedia.org/wiki/Amazon_S3

Amazon – Secret Access Keys
http://www.bucketexplorer.com/documentation/amazon-s3--what-is-my-aws-access-and-secret-key.html
https://aws-portal.amazon.com/gp/aws/developer/account/index.html?action=access-key#access_credentials 
http://docs.amazonwebservices.com/AWSSecurityCredentials/1.0/AboutAWSCredentials.html#AccessKeys 

Amazon AWS – Secret Key Finding Regular Expression Examples:
ec2[^\d]["'][A-Z0-9]{20}["']
amazon.*["'][A-Z0-9]{20}["']

Amazon AWS Tools for Hacking
Firefox – Amazon S3 Organizer Plug-in
https://addons.mozilla.org/en-US/firefox/addon/amazon-s3-organizers3fox/
Elasticfox – Amazon EC2 Administration Tool
http://aws.amazon.com/developertools/9302537431253167
https://bitbucket.org/winebarrel/elasticfox-ec2tag/downloads  


amazon

C |O U d SeC U r.”.y webservices"

NO PROMISES.. NONE

Amazon AWS Customer Agreement
e hitp://aws.amazon.com/agreement/# 10

10. Disclaimers.

Mo guarantee of

confidentiality, THE SERVICE OFFERINGS ARE PROVIDED “AS IS.” WE AND OUR AFFILIATES AND LICENSORS MAKE NO
adglt;%:m L(the REPRESENTATIONS OR WARRANTIES OF ANY KIND, WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE
CIA security triad)
of your data in SERVICE OFFERINGS OR THIRD PARTY CONTENT WILL BE UNINTERRUPTED, ERROR FREE OR FREE OF HARMFUL
any way COMPONENTS, OR THAT ANY CONTENT, INCLUDING YOUR CONTENT OR THE THIRD PARTY CONTENT, WILL BE
SECURE OR NOT OTHERWISE LOST OR DAMAGED. EXCEPT TO THE EXTENT PROHIBITED BY LAW, WE AND OUR

AFFILIATES AND LICENSORS DISCLAIM ALL WARRANTIES, INCLUDING ANY IMPLIED WARRANTIES OF
MERCHANTABILITY, SATISFACTORY QUALITY, FITNESS FOR A PARTICULAR PURPOSE, NON-INFRINGEMENT, OR QUIET
ENJOYMENT, AND ANY WARRANTIES ARISING OUT OF ANY COURSE OF DEALING OR USAGE OF TRADE.
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Amazon AWS Customer Agreement - #10 Disclaimers
http://aws.amazon.com/agreement/#10

CIA Security Triad – Confidentiality, Integrity, Availability
http://en.wikipedia.org/wiki/CIA_triad#Key_concepts


Cloud Crawling

CREATE YOUR OWN SEARCH ENGINES

screen- Web Data Extraction
SC I‘apel‘ Automate virtually anything vou can do with a web browser

Query the World

Tap the web's massive database.

80legs

Ca N ol a i o ol o

The most powerful

web-crawler ever.

o STACH&LIU
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Articles:
http://news.slashdot.org/story/11/04/13/164223/Scrapers-Dig-Deep-For-Data-On-Web

Examples:
http://80legs.com/
http://screen-scraper.com/
http://www.freelancer.com/projects/XML-Cloud-Computing/Web-Crawler-Scraper-for-targeted.html


SHODAN

Computer Search Engine

NEW GOOGLE HACKING TOOLS

SHODAN Diggity
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BingBinaryMalwareSearch (BBMS)
According to the Verizon 2012 DBIR, malware was used to compromise a staggering 95% of all records breached for 2011. BBMS allows users to proactively track down and block sites distributing malware executables on the web. The tool leverages Bing, which indexes executable files, to find malware based on executable file signatures (e.g. “Time Stamp Date:”, “Size of Code:”, and “Entry Point:”). 
 
More Details
Bing indexes executable filetypes, allowing us to find malware via Bing.  Some examples of searching for malware via Bing and some previous articles discussing the now antiquated Google method previously used by HD Moore for similar purposes are listed below: 
http://djtechnocrat.blogspot.com/2006/07/mwsearch-finding-malware-with-google.html
http://www.pcworld.com/article/126450/new_tool_searches_google_for_malware.html
http://www.bing.com/search?q="Time Date Stamp:" "Size of Image:" "Entry Point:" "Size of Code:"


SHODAN 4 SHODAN.

HACKER SEARCH ENGINE

e Indexed service banners for whole Internet for HTTP (Port 80), as well

as some FTP (23), SSH (22) and Telnet (2 1) services

% SHODAN [ EERT I  -"

» Top countries matching your search  Haly 20
China 14

United States 1

NAS storage Spain 6

devices located Greece 5

Default username

123.116.195.215 HTTP/1.0 401 Unauthorized is "admin’
Server: NAShttpd

Date: Mon, 06 Feb 2012 18:01:34 GMT
WWW-Authenticate: Basic realm|="Default USER :admin" |
Content-Type: text/html

Bl Beijing

Connection: close
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SHODAN 
http://www.shodanhq.com/
http://www.shodanhq.com/help/filters
SHODAN is a search engine that lets you find specific computers (routers, servers, etc.) using a variety of filters. Some have also described it as a public port scan directory or a search engine of banners.
Web search engines, such as Google and Bing, are great for finding websites. But what if you're interested in finding computers running a certain piece of software (such as Apache)? Or if you want to know which version of Microsoft IIS is the most popular? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don't let you answer those questions.
So what does SHODAN index then? Good question. The bulk of the data is taken from 'banners', which are meta-data the server sends back to the client. This can be information about the server software, what options the service supports, a welcome message or anything else that the client would like to know before interacting with the server.
Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (23), SSH (22) and Telnet (21) services. There are plans underway to expand the index for other services. Let me know if there are specific ports you would like to see included. 

SHODAN Twitter:
http://twitter.com/#!/achillean

SHODAN - Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=net:216.75.0.0/16
RSS Version: http://www.shodanhq.com/?q=net:216.75.0.0/16&feed=1

Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=100

SHODAN – Other Cool
http://webcams.shodanhq.com/
http://www.shodanhq.com/exploits
http://maltego.shodanhq.com/



SHODAN SHODAN

FINDING SCADA SYSTEMS

“ SHODAN E=f

» Top countries matchy j your search Canada 13
Finland 12

. United States 8

U_smg SHODAN to Sweden 6
find SCADA web Denmark 6

admin interfaces

218.111.69.68 HTTP/.0 401 Auvthorization Required
Date: Sat, 11 Jun 2011 04:38:51 GMT

Server: Apache/].3.31 (Unix)

EE kusis Lumpur

WWW- Authenticate: Basic rulm=':§(‘:‘tﬂl.{ Gateway User Login”
Transfer-Encoding: chunked

Content-Type: text himl; charset=130-8859-1

66.18.233.232 HTTP/1.0 401 Authornraton Required
Diate: Wed, 20 Apr 2011 20:09:46 GMT
= Calgary ) . m 3 . . Y a S
Server: Apacha2 0,63 (FreeB3SD) mod_pyvthon'3.3.1 Python/2.5.2
) WV Authenhicate: Digest realm="RTS SCADA Server”, nonce="Z9PTNF+hE
dsl-main-66-18.233.232.

8 STACH&LIU 38


Presenter
Presentation Notes
SHODAN Hacking Alerts
New live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.
http://www.shodanhq.com/
Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=Server:%20SQ-WEBCAM
Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000



SHODAN

FINDING SCADA SYSTEMS

I[GJE[s] susscmec» secrons» | suss»  meviews»  vioeo»  wow-ros
THREAT LEVEL o
THREAT LEVEL ™\

Hoping to Teach a Lesson, Researchers
Release Exploits for Critical Infrastructuy  FR/VASY, SRIME AND SECURITY ONLINE

Soﬂware Global Exposure Surface Timeline .
By o zeter -5 10K Reasons to Worry About Critical 708 | 83 | 140
2 ot Quiaceiie = Infrastructure @ iweet § 1| [ share

By Kim Zetter B January 24, 2012 | 6:30 am| Categories: Cybergecurity

Global Exposure Surface Timeling

L MIAMI, Florida — A security researcher was able to locate and map more than 10,000 industrial control
; 1; systems hooked up to the public internet, including water and sewage plants, and found that many could be
open to easy hack attacks, dye to lax security practices.

Screenshot showing an industrial control system in Idaho that's connected to the internet. The red tag indicates there are
known vulnerabilities for the device that might be exploitable. Two known vulnerabilities are listed at the bottom of the
text bubble.
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Wired.com - 10K Reasons to Worry About Critical Infrastructure - 24Jan2012
http://www.wired.com/threatlevel/2012/01/10000-control-systems-online/
http://www.wired.com/images_blogs/threatlevel/2012/01/2011-Leverett-industrial.pdf


SHODAN Hacking Alerts
New live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.
http://www.shodanhq.com/
Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=Server:%20SQ-WEBCAM
Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000


SCADA Vulnerabilities:
Now point-n-click exploits are readily available for most major SCADA manufacturers.
Includes vulnerabilities in the The vulnerabilities were found in widely used programmable logic controllers (PLCs) made by Siemens, General Electric, Rockwell Automation, Schneider Modicon, Koyo Electronics and Schweitzer Engineering Laboratories.

http://www.wired.com/threatlevel/2012/01/scada-exploits/



SHODAN Diggity SHODAN...

FINDING SCADA SYSTEMS

Google CodeSearch Bing LinkFromDomain DLP Flash Malware PortScan MotInMyBackyard BingMalware Shodan

J“ Advanced

API Key:| Create Hide

Query Appender

= Cancel

o Enter SHODAN APlkey |

- | Category | Search String | URL | Hostnames | City | Country]
Queries SCADA Niagara Web Server  http://193.185.169.90/ Finland
| | DeTaUIT Lreaentals . SCADA Miagara Web Server  http://12.171.57.87/ United Stated
[JFTP SCADA Miagara Web Server  http://70.168.40.243/ wsip-70-168-40-243. Cleveland United Stateg
[ Printer SCADA Miagara Web Server  http://216.241.207.24/  sciop-ip94.scinternet. Colorado City  United Stated
g :zl:s;l SCADA Miagara Web Server  http://206.82.16.227/ niagarafred.norleb.kl Lancaster United Stated

SCADA Miagara Web Server  http://184.187.11.158/ Omaha United Stated
4

[7] Photovaltaic
[ Rockwell SLC-505 PLC Output \\

[T Electro Industries Gaug

[[] sCADA USA \
« [ ScADA HTTP/1.0 302 Moved Temporarily
[ scada location: hitp://70.168.40.243/login Finding SCADA systems
content-type: text/html; charset=UTF-8 via SHODAN Digai
MNiagara Web Serve content-length: 116 agity
[7] Siemens s7 set-cookie: niagara_audit=quest; path=/

server: Miagara Web Server/3.5.34
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SHODAN Hacking Alerts
New live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.
http://www.shodanhq.com/
Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=Server:%20SQ-WEBCAM
Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000



Advanced Defenses
PROTECT YO NECK
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Diggity Alert DB

File View Connections

“ AE Sl o olshs s e

o AletDE

DATA MIN

Execute Help

ING VULNS

DAY )

x 0001 select AlertTable.* from ZlertTable

4'5 —
%A'

DIGGITY ALERTS
DATABASE

Tables: —"
Blevx BlSaeREIT
@A\ertTabla —
Drag a column header here to group by that column
~[FubDate [DatelR Shared? [Title [URLClean ==
[ p PR F AT =R Ad sat Jul 30 17:23:07 2011 PHP Tutorials: Form <b>Data</b> Display and Sec http://blog.phpmoz.org,php-tuter fam >
0 |20110?*30T23:41:342 Sat Jul 30 16:41:34 2011 |error_log http: /fcelestedesignsusa. comferre P in
[ |2011-07-30T23:41:34Z Sat Jul 30 15:41:34 2011 RC Plane » Nine eagles Kategari: MNine eagles View: http://depok-aeromodeling. com/c zera i
0008 =elect LlertTable.* from AlertTable
D002
Bldv x| @ Sl ®®mE)=a
C—
Drag a column header here to group by that column
¥ [PubD ate DateGRShared? Title RLClean DiggityFeedS ource
1 [ e 00 i Sat Jul 30 17:23:07 2011 PHP Tutarials: Form <b=Data < /b= Display and Sec http://blog.phpmoz.org/php-tutorials-form-data-display-and-security Google Alerts - dats file
2 [ |2011-07-30T23:41:34Z Sat Jul 30 15:41:34 2011 error_log http: /{celestedesignsusa.comjferror_log Google Alerts - "Warnings
3 [ |2011-07-30T23:41:34Z Sat Jul 30 16:41:34 2011 RC Plane » Nine eagles Kateqgori: Nine eagles View: http://depok-aeromodelling. com/category/235/nine-eagles Google alerts - "Warning:
4 [T |2011-07-31T00:01:58Z Sat Jul 30 17:01:58 2011 Eliza Dushku Central / Photo Gallery http://eliza-dushku. orgfgallery /displayimage . php?album = 10 20 &pid =t Google Alerts - "Powered
——
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Future Directions – Data Explosion

~1 million vulnerability feed entries from Diggity Alert feeds in 1 database.


Future Directions
WHAT WILL HAPPEN
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Diggity Dashboards

COMING SOON
Google Charts

A2 ,‘“ g | 8 1 ’

Z% IS &

“ iy
i

DIGGITY ALERTS

Mobile Bl Apps
CLOUD DATABASE N (. =
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DLP Reporting

PRACTICAL EXAMPLES

DLPDiggity - # of Files Analyzed per File Extension
Total = 12,943 files

[pdf-7.562 |

o STACH&LIU b= 3.207 |
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Questionse
Ask us something
We'll try to answer it.

For more info:

Fran Brown

Rob Ragan (@sweepthatleg)
Email: contact@stachliv.com
Project: diggity@stachliuv.com
Stach & Liv, LLC

www. stachliu.com

)/ \ 4 &
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Also, Stach & Liu Google Hacking Diggity Project Contact Info:
Email: diggity@stachliu.com
Website: http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/



Thank You

Stach & Liv Google Hacking Diggity Project info:
htto: / /www.stachliu.com/index.php/resources /tools / google-hacking-diggity-project,/
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For copies of the presentation and tools, please go to:

http://www.stachliu.com
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/
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