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New Stach & Liu Google/Bing hacking tools available at:
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/
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GETTING UP TO SPEED 
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P R O J E C T  O V E R V I E W  

Presenter
Presentation Notes
http://www.stachliu.com/resources/tools/google-hacking-diggity-project/
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A T T A C K  T O O L S 

Tool Description 

GoogleDiggity Traditional Google hacking tool 
BingDiggity Bing equivalent of traditional Google hacking tool 
FlashDiggity Adobe Flash security scanning tool 
DLPDiggity Data loss prevention scanning tool 
LinkFromDomain Bing footprinting tool based on off-site links 
CodeSearch Diggity Open-source code vulnerability scanning tool 
MalwareDiggity Malware link detection tool for off-site links 

Presenter
Presentation Notes
http://www.stachliu.com/resources/tools/google-hacking-diggity-project/attack-tools/

GoogleDiggity
With the retirement of Google’s AJAX Search API on November 1, 2010, most of the security utilities available for Google Hacking cease to function properly, leaving the security industry with a need for new and innovative tools. GoogleDiggity is a new utility designed to help fill that need, now leveraging the Google JSON/ATOM Custom Search API, so it will not get you blocked by Google bot detection while scanning. Also, unlike other Google Hacking tools available, GoogleDiggity actually allows you to specify a Google Custom Search Engine (CSE) id to run Google Hacking vulnerability checks against a customized version of Google that will only return results tailored to your organization. 

BingDiggity
Leverages the new Bing 2.0 API and Stach & Liu’s newly developed Bing Hacking Database (BHDB) to find vulnerabilities and sensitive information disclosures related to your organization that are exposed via Microsoft’s Bing search engine. This utility also provides footprinting functionality that allows you to enumerate URLS, hosts, domains, IP-to-virtual host mappings, etc. for target companies. 

FlashDiggity
Automates Google searching/downloading/decompiling/analysis of SWF files to identify Flash vulnerabilities and information disclosures.   FlashDiggity first leverages the GoogleDiggity tool in order to identify Adobe Flash SWF applications for target domains via Google searches, such as ext:swf. Next, the tool is used to download all of the SWF files in bulk for analysis. The SWF files are disassembled back to their original ActionScript source code, and then analyzed for code-based vulnerabilities. 

DLPDiggity
Data loss prevention tool that leverages Google/Bing to identify exposures of sensitive information (e.g. SSNs, credit card numbers, etc.) via common document formats such as .doc, .xls, and .pdf.  DLPDiggity utilizes IFilters to search through the actual contents of files, as opposed to just the meta-data. Using .NET regular expressions, DLPDiggity can find almost any type of sensitive data within common document file formats. 

MalwareDiggity
Leverages the Bing 2.0 API and the Google Safe Browsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?”  MalwareDiggity first identifies off-site links of your web sites using Bing’s linkfromdomain: search directive, and then tests to see if those off-site links are to known malware distribution sites by running them against Google’s Safe Browsing API. 

CodeSearch Diggity
Utilizes Google Code Search to identifies vulnerabilities in open source code projects hosted by Google Code, MS CodePlex, SourceForge, Github, and more. The tool comes with over 130 default searches that identify SQL injection, cross-site scripting (XSS), insecure remote and local file includes, hard-coded passwords, and much more.  Essentially, Google CodeSearchDiggity provides a source code security analysis of nearly every single open source code project in existence – simultaneously.

Bing LinkFromDomainDiggity
Attack footprinting tool that leverages Bing’s linkfromdomain: search directive to find off-site links. From those results the tool then enumerates lists of applications, hostnames, domains, and sub-domains related to your attack target. 
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N E W  A T T A C K  T O O L S 

Tool Description 

PortScan Diggity Passive port scanning via Google 
NotInMyBackYard Easily find your info in third-party sites 
BHDB 2.0 New Bing Hacking DB now as affective as Google 
Bing BinaryMalware Find malware via Bing’s indexing of executables 
CodeSearch REBORN Brought back from the dead 
SHODAN Diggity Easy interface to SHODAN search engine 
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N E W  A C R O S S  A L L  A T T A C K  T O O L S 

Presenter
Presentation Notes
Proxy Lists:
http://www.hidemyass.com/proxy-list/
http://www.dmoz.org/Computers/Internet/Proxying_and_Filtering/Hosted_Proxy_Services/Free/Proxy_Lists/
http://www.publicproxyservers.com/
https://www.google.com/search?q=+”:8080” +”:3128” +”:80” filetype:txt
http://www.softsea.com/review/Proxy-Checker-Lite.html

Google Hacking Finding Proxies List Working
http://www.youtube.com/watch?v=IBvMB7AlnPI
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P R O X I E S  S P E C I F I C A T I O N 

Presenter
Presentation Notes
Proxy Lists:
http://www.hidemyass.com/proxy-list/
http://www.dmoz.org/Computers/Internet/Proxying_and_Filtering/Hosted_Proxy_Services/Free/Proxy_Lists/
http://www.publicproxyservers.com/
https://www.google.com/search?q=+”:8080” +”:3128” +”:80” filetype:txt
http://www.softsea.com/review/Proxy-Checker-Lite.html

Google Hacking Finding Proxies List Working
http://www.youtube.com/watch?v=IBvMB7AlnPI
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M A N U A L  P R O X I E S  S P E C I F I C A T I O N 

Presenter
Presentation Notes
Proxy Lists:
http://www.hidemyass.com/proxy-list/
http://www.dmoz.org/Computers/Internet/Proxying_and_Filtering/Hosted_Proxy_Services/Free/Proxy_Lists/
http://www.publicproxyservers.com/
https://www.google.com/search?q=+”:8080” +”:3128” +”:80” filetype:txt
http://www.softsea.com/review/Proxy-Checker-Lite.html

Google Hacking Finding Proxies List Working
http://www.youtube.com/watch?v=IBvMB7AlnPI
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WHAT YOU SHOULD KNOW 
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PortScan Diggity 

Presenter
Presentation Notes
PortScan Diggity
How would you like to get Google to do your port scanning for you?  Using undocumented functionality within Google, we’ve been able to turn Google into an extremely effective network port scanning tool.  You can provide domains, hostnames, and even IP address ranges to scan in order to identify open ports ranging across all 65,535 TCP ports.  An additional benefit is that this port scanning is completely passive – no need to directly communicate with target networks since Google has already performed the scanning for you.
https://www.google.com/search?q=site:/com:*
https://www.google.com/search?q=site:/216.75.*.*:32000
https://www.google.com/search?q=site:/gov:* 8000..9000 site:wellingtonfl.gov
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Searching for web admin interfaces on non-standard HTTP ports 

T A R G E T I N G  H T T P  A D M I N  C O N S O L E S 

Presenter
Presentation Notes
NEW FEATURES – Targeting web admin interfaces on non-standard HTTP ports

EXAMPLES:
https://www.google.com/search?q=site:/com:* 
https://www.google.com/search?q=site:/org:* 
https://www.google.com/search?q=site:/gov:* 
https://www.google.com/search?q=site:/edu:* 
https://www.google.com/search?q=site:/net:* 
https://www.google.com/search?q=site:/mil:* 
https://www.google.com/search?q=site:/gov.cn:* 

Also, by IP address ranges:
https://www.google.com/search?q=site:/216.75.*.*:*

OR just specific port ranges:
https://www.google.com/search?q=site:/com:* 8000...9000



PortScanning 
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Searching for specific port ranges 

T A R G E T I N G  P O R T  R A N G E S 

Presenter
Presentation Notes
NEW FEATURES – Targeting web admin interfaces on non-standard HTTP ports

EXAMPLES:
https://www.google.com/search?q=site:/com:* 
https://www.google.com/search?q=site:/org:* 
https://www.google.com/search?q=site:/gov:* 
https://www.google.com/search?q=site:/edu:* 
https://www.google.com/search?q=site:/net:* 
https://www.google.com/search?q=site:/mil:* 
https://www.google.com/search?q=site:/gov.cn:* 

Also, by IP address ranges:
https://www.google.com/search?q=site:/216.75.*.*:*

OR just specific port ranges:
https://www.google.com/search?q=site:/com:* 8000...9000
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Targeting specific HTTP ports example 

T A R G E T I N G  V U L N E R A B I L I T Y 

Presenter
Presentation Notes
Target Specific Example: Parallels’ Plesk Panel 0day – 10July2012
http://krebsonsecurity.com/2012/07/plesk-0day-for-sale-as-thousands-of-sites-hacked/
Query: site:/.com:8443 
https://www.google.com/search?q=site:/com:8443/
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T A R G E T I N G  H T T P  A D M I N  C O N S O L E S 
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NotInMyBackYard 

Presenter
Presentation Notes
NotInMyBackYardDiggity
Don’t be the last to know if LulzSec or Anonymous post data dumps of your company’s passwords on PasteBin.com, or if a reckless employee shares an Excel spreadsheet with all of your customer data on a public website.  This tool leverages both Google and Bing, and comes with pre-built queries that make it easy for users to find sensitive data leaks related to their organizations that exist on 3rd party sites, such as PasteBin, YouTube, and Twitter.  Uncover data leaks in documents on popular cloud storage sites like Dropbox, Microsoft SkyDrive, and Google Docs.  A must have for organizations that have sensitive data leaks on domains they don’t control or operate.  

NotInMyBackYardDiggity makes it easy to search for your sensitive information in 3rd party sites (i.e. “not your backyard”).  Some examples are:
Cloud storage:
Google Docs/Drive, DropBox, Microsoft SkyDrive, Amazon S3,…
Public document sharing sites:
scribd.com, 4shared.com, issuu.com, docstoc.com, wepapers.com
PasteBin and other text sharing sites:
pastebin.com, snipt.org, drupalbin.com, paste.ubuntu.com, tinypaste.com, paste2.org, codepad.org, dpaste.com, pastie.org, pastebin.mozilla.org
Social networking sites:
Facebook, Twitter, Youtube, LinkedIn
Public presentations, charts,  graphs, and video sharing sites:
slideshare.net, prezi.com, present.me, gliffy.com, ratemynetworkdiagram.com, ManyEyes, vimeo.com, dailymotion.com, metacafe.com
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S E N S I T I V E  I N F O  E V E R Y W H E R E 

Verizon - 2012 Data Breach Investigation Report 

Presenter
Presentation Notes
Verizon - 2012 Data Breach Investigation Report
http://www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-2012_en_xg.pdf
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P A S S W O R D S  I N   P A S T E B I N . C O M   P O S T S 

• Twitter feed tracking passwords leaked via PasteBin 

Presenter
Presentation Notes
PasteBin Leaks
https://twitter.com/pastebinleaks
http://pastebin.com/

Also new PasteBin.com monitoring tools:
http://www.toolswatch.org/2012/03/pastemon-v1-6-black-hat-eu-2012-edition-released/

Examples:
http://pastebin.com/L6YbD136
http://pastebin.com/mUU0xQAE
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P U B L I C  C L O U D  S E A R C H I N G 

Public cloud storage document exposures 
 

 

Presenter
Presentation Notes
Cloud Storage – Document Exposures via Google

Dropbox searching via Google:
https://www.google.com/search?q=intext:"name" intext:"address" intext:"taxpayer" site:dl.dropbox.com

Google Docs searching:
https://www.google.com/search?q=intext:"enable password" inurl:docid site:docs.google.com

Microsoft SkyDrive
https://www.google.com/search?q=site:live.com%20%22skydrive%22%20ext:dmp
https://www.google.com/search?q=site:skydrive.live.com%20inurl:documents
https://www.google.com/search?q=site:skydrive.live.com%20inurl:%22sc=documents%22


More info on Cloud Storage Exposures:
Dropbox - Other Security Issues
http://www.fiercecio.com/techwatch/story/security-researcher-questions-design-dropbox-authentication/2011-04-12
http://www.fiercecio.com/techwatch/story/dropboxs-multiple-security-problems/2011-08-19
http://www.tuaw.com/2011/06/20/dropbox-security-bug-temporarily-allowed-logins-without-authenti/
http://blog.rootshell.be/2012/05/19/what-are-you-sharing-with-dropbox/
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R O B O T S . T X T  I S  D E A D 

Personal photo galleries exposed 
 

 

Presenter
Presentation Notes
Cloud Storage – Document Exposures via Google

http://www.theverge.com/apple/2012/6/14/3088092/dropbox-ios-1-5-automatic-photo-uploads-gallery-view

https://www.dropbox.com/robots.txt
https://www.google.com/search?q=site:dropbox.com/gallery
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M A J O R  D A T A  L E A K S 

• Yale Alumni 43,000 SSNs Exposed in Excel Spreadsheet 
 

Presenter
Presentation Notes
Yale Alumni 43k SSNs - Google Hacked
23Aug2011

Yale alumni searches Google for his own name, and stumbles upon a Microsoft Excel spreadsheet with his information…and 43,000 other alumni of Yale personal information.

http://news.cnet.com/8301-27080_3-20096355-245/yale-oversight-exposes-43000-social-security-numbers/?part=rss&tag=feed&subj=News-Security
http://www.businessinsider.com/yale-gets-hacked-2011-8
http://doj.nh.gov/consumer/security-breaches/documents/yale-university-20110809.pdf 



NotInMyBackYard 

22 

L O C A T I O N,  L O C A T I O N,  L O C A T I O N 

Cloud storage: 
• Google Docs, DropBox, 

Microsoft SkyDrive, Amazon S3 
 

Social networking sites: 
• Facebook, Twitter, LinkedIn 
 
Public document sharing sites: 
• scribd.com, 4shared.com, 

issuu.com, docstoc.com,  
 

PasteBin and text sharing sites: 
• pastebin.com, pastie.org, … 

Public presentations sharing sites: 
• slideshare.net, prezi.com, 

present.me 
 
Public charts and graphs sharing sites: 
• ratemynetworkdiagram.com, 

gliffy.com, ManyEyes 
 

Video sharing sites: 
• vimeo.com, dailymotion.com, 

metacafe.com, youtube.com 

Presenter
Presentation Notes
NotInMyBackYardDiggity
Don’t be the last to know if LulzSec or Anonymous post data dumps of your company’s passwords on PasteBin.com, or if a reckless employee shares an Excel spreadsheet with all of your customer data on a public website.  This tool leverages both Google and Bing, and comes with pre-built queries that make it easy for users to find sensitive data leaks related to their organizations that exist on 3rd party sites, such as PasteBin, YouTube, and Twitter.  Uncover data leaks in documents on popular cloud storage sites like Dropbox, Microsoft SkyDrive, and Google Docs.  A must have for organizations that have sensitive data leaks on domains they don’t control or operate.  

NotInMyBackYardDiggity makes it easy to search for your sensitive information in 3rd party sites (i.e. “not your backyard”).  Some examples are:
Cloud storage:
Google Docs/Drive, DropBox, Microsoft SkyDrive, Amazon S3,…
Public document sharing sites:
scribd.com, 4shared.com, issuu.com, docstoc.com, wepapers.com
PasteBin and other text sharing sites:
pastebin.com, snipt.org, drupalbin.com, paste.ubuntu.com, tinypaste.com, paste2.org, codepad.org, dpaste.com, pastie.org, pastebin.mozilla.org
Social networking sites:
Facebook, Twitter, Youtube, LinkedIn
Public presentations, charts,  graphs, and video sharing sites:
slideshare.net, prezi.com, present.me, gliffy.com, ratemynetworkdiagram.com, ManyEyes, vimeo.com, dailymotion.com, metacafe.com
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P A S T E B I N  E X A M P L E 

Presenter
Presentation Notes
site:s3.amazonaws.com
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X L S  I N  C L O U D  E X A M P L E 

Presenter
Presentation Notes
Cloud Storage – Document Exposures via Google

Amazon S3 searching via Google:
https://www.google.com/search?q=password ext:xls site:s3.amazonaws.com
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P U B L I C  C L O U D  S E A R C H I N G 

Public cloud storage document exposures 
 

 

Presenter
Presentation Notes
Cloud Storage – Document Exposures via Google

Amazon S3 searching via Google:
https://www.google.com/search?q=password ext:xls site:s3.amazonaws.com
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Bing Hacking Database v2.0 

Presenter
Presentation Notes
BHDB v2.0
Exploiting recent API changes and undocumented features within Bing, we’ve been able to completely overcome the previous Bing hacking limitations to create an entirely new BHDB that will make Bing hacking just as effective as Google hacking (if not more so) for uncovering vulnerabilities and data leaks on the web. This also will include an entirely new SharePoint Bing Hacking database, containing attack strings targeting Microsoft SharePoint deployments via Bing.
 
More Details
Some of the recent changes and undocumented features that will make Bing hacking just as effective as Google hacking involves 1) the ability to now use the ext: search operator, which previously didn’t exist, and 2) the ability to mimic Google’s inurl: search operator by using Bing’s instreamset:url: search operator.  

Examples
InURL Workaround:
http://www.bing.com/search?q=instreamset:url:"web-console" intitle:"JBoss Management Console - Server Information" "application server"
http://www.bing.com/search?q=intitle:"Tomcat Status" inbody:"Free memory" inbody:jboss
http://www.bing.com/search?q=instreamset:url:WS_FTP.log ext:log
http://www.bing.com/search?q=intitle:"D-LINK CORPORATION, INC" intitle:"WIRELESS ROUTER" -site:dlink.com
http://www.bing.com/search?q=instreamset:url:webdav tomcat intitle:"Directory Listing For"
http://www.bing.com/search?q=instreamset:url:cfide/administrator
http://www.bing.com/search?q=instreamset:url:"wp-config.php" "define('DB_PASSWORD'," ext:php
Bing - Targeting SharePoint Applications
http://www.bing.com/search?q=instreamset:url:"layouts/viewlsts.aspx"
http://www.bing.com/search?q=instreamset:url:"forms" instreamset:url:"dispform.aspx" ext:aspx
Bing’s “contains:” feature
http://www.bing.com/search?q=contains:log WS_FTP.log
http://www.bing.com/search?q=contains:sh "index of"
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BHDB v2.0 – Updates 
• Bing hacking database 

 

• Bing hacking limitations 
• Disabled inurl:, link: and linkdomain: 

directives in March 2007 
 

• No support for ext:, allintitle:, allinurl:  
 

• Limited filetype: functionality 
• Only 12 extensions supported 

 

• UPDATES (2012) 
• ext: functionality now added 
• inurl: work around by using 

instreamset:url: 
 

• New BHDB 2.0 
• Several thousand more Bing dorks! 

S T A C H  &  L I U  T O O L S 

Presenter
Presentation Notes
Past Bing/MSN hacking tools were limited to only basic footprinting techniques, with no actual vulnerability identification

Bing has disabled inurl to prevent Bing Hacking, see:
http://www.bing.com/community/blogs/search/archive/2007/03/28/we-are-flattered-but.aspx 
“For those of you who use some of the advanced query syntax in our search engine such as link:, linkdomain: and inurl:, you may have noticed that this functionality has been recently turned off.”

Previous Bing/MSN search engine tools – limited to footprinting:
MSNPawn
http://net-square.com/msnpawn/index.shtml
Binging
http://www.blueinfy.com/Binging.zip
http://www.blueinfy.com/tools.html

Steps for conversion of GHDB/FSDB to Bing compatible:
Remove all with "link:"
One instance: 
GHDB;;Vulnerable Files;;link:http://www.toastforums.com/
Find/Replace filetype: with ext:
Change all the allinurl: to inurl:
Change "allintitle:" to "intitle:"
Have to add "intitle:" before each word that was after original "allintitle:"
Altered a few a bit to make work better
Change all “intext:” and “allintext:” to “inbody:”
Convert allinurl: and inurl: to instreamset:url:

http://msdn.microsoft.com/en-us/library/hh527182.aspx
http://msdn.microsoft.com/en-us/library/ff795650
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BingBinaryMalwareSearch (BBMS) 

Presenter
Presentation Notes
BingBinaryMalwareSearch (BBMS)
According to the Verizon 2012 DBIR, malware was used to compromise a staggering 95% of all records breached for 2011. BBMS allows users to proactively track down and block sites distributing malware executables on the web. The tool leverages Bing, which indexes executable files, to find malware based on executable file signatures (e.g. “Time Stamp Date:”, “Size of Code:”, and “Entry Point:”). 
 
More Details
Bing indexes executable filetypes, allowing us to find malware via Bing.  Some examples of searching for malware via Bing and some previous articles discussing the now antiquated Google method previously used by HD Moore for similar purposes are listed below: 
http://djtechnocrat.blogspot.com/2006/07/mwsearch-finding-malware-with-google.html
http://www.pcworld.com/article/126450/new_tool_searches_google_for_malware.html
http://www.bing.com/search?q="Time Date Stamp:" "Size of Image:" "Entry Point:" "Size of Code:"
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Targeting known malware signatures 

T A R G E T I N G  M A L W A R E 

Presenter
Presentation Notes
http://www.bing.com/search?q=filetype:txt "Time Date Stamp: 37fb2583" "Size of Image: 00008000" "Entry Point: 00001020" "Size of Code: 00000a00"
 
filetype:txt "Time Date Stamp: 37fb2583" "Size of Image: 00008000" "Entry Point: 00001020" "Size of Code: 00000a00"
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M O R E  B A N G  F O R  Y O U R  S E A R C H 

Presenter
Presentation Notes
Google vs. Bing – results size
http://www.worldwidewebsize.com/
http://en.wikipedia.org/wiki/Comparison_of_web_search_engines
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CodeSearch Diggity 

Presenter
Presentation Notes
GoogleCodeSearchDiggity
Identifying vulnerabilities in open source code projects hosted by Google Code, MS CodePlex, SourceForge, Github, and more. The tool comes with over 130 default searches that identify SQL injection, cross-site scripting (XSS), insecure remote and local file includes, hard-coded passwords, and much more.

Essentially, Google CodeSearchDiggity provides a source code security analysis of nearly every single open source code project in existence – simultaneously. 

NEW CodeSearch – for Google Code project:
http://code.google.com/codesearch 

NOTE – The Code Search API has been retired by Google as of January 15, 2012.  However, the risks associated with information disclosures and vulnerabilities exposed in open-source code remains.  As such, we are currently working on an alternative search API to migrate CodeSearchDiggity to in order to identify vulnerabilities in open-source code projects.
Google Code Search shuts down:  http://googleblog.blogspot.com/2011/10/fall-sweep.html
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V U L N S  I N  O P E N  S O U R C E  C O D E 

 
 

 
 

• Regex search for vulnerabilities in indexed 
public code, including popular open source 
code repositories: 

 

• Example: SQL Injection in ASP querystring 
• select.*from.*request\.QUERYSTRING 

Presenter
Presentation Notes
Google Code Search
http://www.google.com/codesearch

NOTE – The Code Search API has been retired by Google as of January 15, 2012.  However, the risks associated with information disclosures and vulnerabilities exposed in open-source code remains.  As such, we are currently working on an alternative search API to migrate CodeSearchDiggity to in order to identify vulnerabilities in open-source code projects.
Google Code Search shuts down:  http://googleblog.blogspot.com/2011/10/fall-sweep.html


Google Code Search – Hacking Database –
S&L will be releasing Google Code Search regexs from the following categories (below are a few samples, all will be released soon):
SQL Injection 
PHP Parameters
ASP Querystring 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=select.*from.*request%5C.QUERYSTRING&btnG=Search 
.Net 
ASP Form Parameters
JSP/Java Parameters
 
Cross-site Scripting (XSS) 
PHP XSS 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=input.*type%3Dhidden.*%3D.*%5C%24_%28GET%7CPOST%7CCOOKIE%29&btnG=Search 
JSP XSS 
ASP XSS 
 
Handling Sensitive Data 
Passwords 
SSNs 
Credit Cards 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=4%5B0-9%5D%7B3%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D+lang%3Asql&btnG=Search 
 
Hard-coded Passwords 
MS SQL 
Oracle 
DB UserIds 
MySQL 
 
Filesystem Interaction 
ASP OpenTextFile 
Sample: http://www.google.com/codesearch?q=+FileSystemObject+OpenTextFile%5C(.*request%5C.&sa=N 
PHP fopen Get 
PHP fopen Post 
PHP file_get_cont GET 
PHP file_get_cont POST 
PHP file GET 
PHP file POST 
 
Other
Remote File Include
Sample: http://www.google.com/codesearch?hl=en&lr=&q=%28fopen|include|require%29%28_once%29%3F\s*\%28\s*\%24_%28%28GET%29|%28POST%29|%28REQUEST%29%29[^%2C.%22%29]*%3F\.%22.*%3F\%29+lang%3Aphp&sbtn=Search 
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A M A Z O N  C L O U D  S E C R E T  K E Y S 

Presenter
Presentation Notes
Amazon Keys stored in code:
http://en.wikipedia.org/wiki/Amazon_AWS
http://en.wikipedia.org/wiki/Amazon_ec2
http://en.wikipedia.org/wiki/Amazon_S3

Amazon – Secret Access Keys
http://www.bucketexplorer.com/documentation/amazon-s3--what-is-my-aws-access-and-secret-key.html
https://aws-portal.amazon.com/gp/aws/developer/account/index.html?action=access-key#access_credentials 
http://docs.amazonwebservices.com/AWSSecurityCredentials/1.0/AboutAWSCredentials.html#AccessKeys 

Amazon AWS – Secret Key Finding Regular Expression Examples:
ec2[^\d]["'][A-Z0-9]{20}["']
amazon.*["'][A-Z0-9]{20}["']

Amazon AWS Tools for Hacking
Firefox – Amazon S3 Organizer Plug-in
https://addons.mozilla.org/en-US/firefox/addon/amazon-s3-organizers3fox/
Elasticfox – Amazon EC2 Administration Tool
http://aws.amazon.com/developertools/9302537431253167
https://bitbucket.org/winebarrel/elasticfox-ec2tag/downloads  
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N O  P R O M I S E S . . .N O N E 

Amazon AWS Customer Agreement 
• http://aws.amazon.com/agreement/#10 

Presenter
Presentation Notes
Amazon AWS Customer Agreement - #10 Disclaimers
http://aws.amazon.com/agreement/#10

CIA Security Triad – Confidentiality, Integrity, Availability
http://en.wikipedia.org/wiki/CIA_triad#Key_concepts
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C R E A T E  Y O U R  O W N  S E A R C H  E N G I N E S 

Presenter
Presentation Notes
Articles:
http://news.slashdot.org/story/11/04/13/164223/Scrapers-Dig-Deep-For-Data-On-Web

Examples:
http://80legs.com/
http://screen-scraper.com/
http://www.freelancer.com/projects/XML-Cloud-Computing/Web-Crawler-Scraper-for-targeted.html
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SHODAN Diggity 

Presenter
Presentation Notes
BingBinaryMalwareSearch (BBMS)
According to the Verizon 2012 DBIR, malware was used to compromise a staggering 95% of all records breached for 2011. BBMS allows users to proactively track down and block sites distributing malware executables on the web. The tool leverages Bing, which indexes executable files, to find malware based on executable file signatures (e.g. “Time Stamp Date:”, “Size of Code:”, and “Entry Point:”). 
 
More Details
Bing indexes executable filetypes, allowing us to find malware via Bing.  Some examples of searching for malware via Bing and some previous articles discussing the now antiquated Google method previously used by HD Moore for similar purposes are listed below: 
http://djtechnocrat.blogspot.com/2006/07/mwsearch-finding-malware-with-google.html
http://www.pcworld.com/article/126450/new_tool_searches_google_for_malware.html
http://www.bing.com/search?q="Time Date Stamp:" "Size of Image:" "Entry Point:" "Size of Code:"
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H A C K E R  S E A R C H  E N G I N E 

• Indexed service banners for whole Internet for HTTP (Port 80), as well 
as some FTP (23), SSH (22) and Telnet (21) services 

Presenter
Presentation Notes
SHODAN 
http://www.shodanhq.com/
http://www.shodanhq.com/help/filters
SHODAN is a search engine that lets you find specific computers (routers, servers, etc.) using a variety of filters. Some have also described it as a public port scan directory or a search engine of banners.
Web search engines, such as Google and Bing, are great for finding websites. But what if you're interested in finding computers running a certain piece of software (such as Apache)? Or if you want to know which version of Microsoft IIS is the most popular? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don't let you answer those questions.
So what does SHODAN index then? Good question. The bulk of the data is taken from 'banners', which are meta-data the server sends back to the client. This can be information about the server software, what options the service supports, a welcome message or anything else that the client would like to know before interacting with the server.
Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (23), SSH (22) and Telnet (21) services. There are plans underway to expand the index for other services. Let me know if there are specific ports you would like to see included. 

SHODAN Twitter:
http://twitter.com/#!/achillean

SHODAN - Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=net:216.75.0.0/16
RSS Version: http://www.shodanhq.com/?q=net:216.75.0.0/16&feed=1

Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=100

SHODAN – Other Cool
http://webcams.shodanhq.com/
http://www.shodanhq.com/exploits
http://maltego.shodanhq.com/
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F I N D I N G  S C A D A  S Y S T E M S 

Presenter
Presentation Notes
SHODAN Hacking Alerts
New live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.
http://www.shodanhq.com/
Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=Server:%20SQ-WEBCAM
Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000
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F I N D I N G  S C A D A  S Y S T E M S 

Presenter
Presentation Notes
Wired.com - 10K Reasons to Worry About Critical Infrastructure - 24Jan2012
http://www.wired.com/threatlevel/2012/01/10000-control-systems-online/
http://www.wired.com/images_blogs/threatlevel/2012/01/2011-Leverett-industrial.pdf


SHODAN Hacking Alerts
New live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.
http://www.shodanhq.com/
Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=Server:%20SQ-WEBCAM
Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000


SCADA Vulnerabilities:
Now point-n-click exploits are readily available for most major SCADA manufacturers.
Includes vulnerabilities in the The vulnerabilities were found in widely used programmable logic controllers (PLCs) made by Siemens, General Electric, Rockwell Automation, Schneider Modicon, Koyo Electronics and Schweitzer Engineering Laboratories.

http://www.wired.com/threatlevel/2012/01/scada-exploits/
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F I N D I N G  S C A D A  S Y S T E M S 

Presenter
Presentation Notes
SHODAN Hacking Alerts
New live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.
http://www.shodanhq.com/
Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=Server:%20SQ-WEBCAM
Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000
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PROTECT YO NECK 



Diggity Alert DB 
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D A T A  M I N I N G  V U L N S Diggity Alerts 

Database 

Presenter
Presentation Notes
Future Directions – Data Explosion

~1 million vulnerability feed entries from Diggity Alert feeds in 1 database.



Future Directions 

43 

WHAT WILL HAPPEN 



Diggity Dashboards 
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C O M I N G  S O O N 
Google Charts 

Mobile BI Apps 



DLP Reporting 
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P R A C T I C A L  E X A M P L E S 



Questions? 
Ask us something 
We’ll try to answer it. 

For more info:  
Fran Brown 
Rob Ragan (@sweepthatleg) 
Email: contact@stachliu.com 
Project: diggity@stachliu.com 
Stach & Liu, LLC 
www.stachliu.com 

Presenter
Presentation Notes
Also, Stach & Liu Google Hacking Diggity Project Contact Info:
Email: diggity@stachliu.com
Website: http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/
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Stach & Liu Google Hacking Diggity Project info:  
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/ 

Presenter
Presentation Notes
For copies of the presentation and tools, please go to:

http://www.stachliu.com
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/
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