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New Stach & Liu Google/Bing hacking tools available at:
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/
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Introduction/Background

GETTING UP TO SPEED
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Open Source Intelligence

SEARCHING PUBLIC SOURCES

OSINT —is a form of infelligence
collection management that involves
finding, selecting, and acquiring
information from publicly available
sources and analyzing it to produce
actionable intelligence.
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Open Source Intelligence (OSINT)
Google Hacking is one form of OSINT
http://en.wikipedia.org/wiki/OSINT 

NATO – OSINT Resources
http://www.oss.net/dynamaster/file_archive/030201/1c0160cde7302e1c718edb08884ca7d7/Intelligence%20Exploitation%20of%20the%20Internet%20FINAL%2018NOV02.pdf
http://www.oss.net/dynamaster/file_archive/030201/ca5fb66734f540fbb4f8f6ef759b258c/NATO%20OSINT%20Handbook%20v1.2%20-%20Jan%202002.pdf
http://www.oss.net/dynamaster/file_archive/030201/254633082e785f8fe44f546bf5c9f1ed/NATO%20OSINT%20Reader%20FINAL%2011OCT02.pdf


Google/Bing Hacking

SEARCH ENGINE ATTACKS

*§ Google Bing
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Search Engine Hacking
http://www.google.com/
http://www.bing.com/

Search engine hacking is a great way to perform “passive recon”, gathering information about a target organization without ever really interacting with their systems/networks/applications.  With search engine hacking you can easily identify vulnerabilities, sensitive information disclosures, and footprinting information on a target organization.


Google vs Bing Size

MORE BANG FOR YOUR SEARCH
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Google vs. Bing – results size
http://www.worldwidewebsize.com/
http://en.wikipedia.org/wiki/Comparison_of_web_search_engines

Results above from 17Mar2013


Attack Targets Sonts

GOOGLE HACKING DATABASE

Database

« Advisories and Vulnerabilities (215) * Pages containing network or

vulnerability data (59)

« Sensitive Directories (61)

« Error Messages (58)

» Files containing juicy info (230)
» Sensitive Online Shopping Info (9)

* Files containing usernames (15) » Various Online Devices (201]
« Footholds (21) * Vulnerable Files (57

« Vulnerable Servers (48)

« Web Server Detection (/2]

* Files containing passwords (135]

» Pages contfaining login portals (232)
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Google Hacking Database (GHDB) – as of April 8, 2010
http://www.hackersforcharity.org/ghdb/ 

Advisories and Vulnerabilities (215 entries)
These searches locate vulnerable servers. These searches are often generated from various security advisory posts, and in many cases are product or version-specific. 
Error Messages (68 entries)
Really retarded error messages that say WAY too much! 
Files containing juicy info (230 entries)
No usernames or passwords, but interesting stuff none the less. 
Files containing passwords (135 entries)
PASSWORDS, for the LOVE OF GOD!!! Google found PASSWORDS! 
Files containing usernames (15 entries)
These files contain usernames, but no passwords… Still, google finding usernames on a web site.. 
Footholds (21 entries)
Examples of queries that can help a hacker gain a foothold into a web server 
Pages containing login portals (232 entries)
These are login pages for various services. Consider them the front door of a website’s more sensitive functions. 
Pages containing network or vulnerability data (59 entries)
These pages contain such things as firewall logs, honeypot logs, network information, IDS logs… all sorts of fun stuff! 
sensitive Directories (61 entries)
Google’s collection of web sites sharing sensitive directories. The files contained in here will vary from sesitive to uber-secret! 
sensitive Online Shopping Info (9 entries)
Examples of queries that can reveal online shopping info like customer data, suppliers, orders, creditcard numbers, credit card info, etc 
Various Online Devices (201 entries)
This category contains things like printers, video cameras, and all sorts of cool things found on the web with Google. 
Vulnerable Files (57 entries)
HUNDREDS of vulnerable files that Google can find on websites… 
Vulnerable Servers (48 entries)
These searches reveal servers with specific vulnerabilities. These are found in a different way than the searches found in the “Vulnerable Files” section. 
Web Server Detection (72 entries)
These links demonstrate Google’s awesome ability to profile web servers.. 



Google Hacking = Lulz

REAL WORLD THREAT

LulzSec and Anonymous believed to use
Google Hacking as a primary means of
identitying vulnerable targets.

Their releases have nothing fo do with their goals
or their lulz. It's purely based on whatever they
find with their 'google hacking" queries and then
release it

- A-leam, 28 June 2071
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LulzSec - Outed by A-Team - 28June2011
http://pastebin.com/iVujX4TR
http://www.informationweek.com/news/security/attacks/231000584
http://news.yahoo.com/lulzsec-hacker-identities-apparently-outed-rival-group-123405640.html


LulzSec – IRC Logs Leaks – BackTrace Security
http://www.scribd.com/doc/57141513/Consequences


Google Hacking = Lulz

REAL WORLD THREAT

22: 14 <@kayla> Sooooo...using the link above and the google hack sting.
IHost=".* intext-enc_UserPassword=" ext.pct lake your pick of VPNs you
want access too. Ugghh.. Aaron Barr CEO HBGary Federal Inc.

22:15 <@kayla> download the pcf file

22: 16 <@kayla> then use hitfo./ /' www.unixag.uni-

k. de/~massar/bin/ cisco-decodeéenc= to clear text it

22:16 <@kayla> = free VPN

About 877 results (0.24 zeconds) search used DY
Kayla of LulzSec

CIOLJS]@ IHost=*_* intext-enc_UserPassword=* ext:pcf \( Google He;cking

Q, Everything DentsuVPN.pcf
www_net-root.com/ffiles/Cisco/DentsuVPM_pef - United Kingdom - Cached
& Images [main] Description= Host=109.204.23 27 AuthType=1 ... UserPassword=

enc_UserPassword= NTDomain= EnableBackup=0 BackupServer= EnableMSLogon=1

= Videos MSLogonType=0 ...
B News
csd-kerb.pcf
@ Shopping www_cs.umd.edu/~ntg/csvpn/csd-kerb_pcf - Cached
[main] Description= Host=vpn.cs.umd.edu AuthType=1 GroupMame=csd-kerb GroupPwd= ...
More Username= SavelserPassword=1 UserPassword= enc_UserPassword= NTDomain= ...
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LulzSec – IRC Logs Leaks – BackTrace Security
http://www.scribd.com/doc/57141513/Consequences

Reference 1
22:14 <@kayla> From: "Aaron Barr" <aaron@hbgary.com>
22:14 <@kayla> To: "Ted Vera" <ted@hbgary.com>,"Mark Trynor" <mark@hbgary.com>
22:14 <@kayla> Original Email
22:14 <@kayla> http://www.unix-ag.uni-kl.de/~massar/bin/cisco-decode?
enc=68C5730C268E5722C1B9FA63247B01B63BBF99317CFBFEEF393299B041D165ADA
3DE3B0D7E556EE784628ED7849CA9F1C859763381AFDDF9&.submit=decode%21
Sooooo...using the link above and the google hack string. !Host=*.*
intext:enc_UserPassword=* ext:pcf Take your pick of VPNs you want access too. Ugghh..
2
Aaron Barr CEO HBGary Federal Inc.
22:15 <@kayla> 1) Google search !Host=*.* intext:enc_UserPassword=* ext:pcf
22:15 <@kayla> download the pcf file
22:16 <@kayla> then use http://www.unix-ag.uni-kl.de/~massar/bin/cisco-decode?enc= to
clear text it
22:16 <@kayla> = free VPN :D
22:19 <@entropy> thats only the group password
22:19 <@entropy> so with cisco vpn you have the tunnel group pass then th username and
user pass
22:19 <@entropy> tunnel group is like the first line in just shared secret
22:19 <@entropy> but still userfull
22:19 <@entropy> 99% of the pcf's will have usernames too
22:30 <@kayla> :D
22:41 <@kayla> ni ni guys :D <3
22:41 <@kayla> sleeps time :3
22:41 -!- kayla [mysql2@fbi.gov] has quit [Quit: leaving



Diggity Tools Al
PROJECT OVERVIEW
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DIGGITY ALERTS

The Google Hacking Diggity Project is a research and development initiative dedicated to

investigating the latest techniques that leverage search engines, such as Google and Bing, to
quickly identify vulnerable systems and sensitive data in corporate networks. This project page
contains downloads and links to our latest Google Hacking research and free security tools.
Defensive strategies are also introduced, including innovative solutions that use Google Alerts t|
monitor your network and systems.
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http://www.stachliu.com/resources/tools/google-hacking-diggity-project/


o B ATTACK TO0LS
Diggity Tools =

ATTACK TOOLS

GoogleDiggity
BingDiggity
FlashDiggity
DLPDiggity
LinkFromDomain
CodeSearch Diggity
MalwareDiggity

of STACH&LIU

Traditional Google hacking tool

Bing equivalent of traditional Google hacking tool
Adobe Flash security scanning tool

Data loss prevention scanning tool

Bing footprinting tool based on off-site links
Open-source code vulnerability scanning tool

Malware link detection tool for off-site links
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http://www.stachliu.com/resources/tools/google-hacking-diggity-project/attack-tools/

GoogleDiggity
With the retirement of Google’s AJAX Search API on November 1, 2010, most of the security utilities available for Google Hacking cease to function properly, leaving the security industry with a need for new and innovative tools. GoogleDiggity is a new utility designed to help fill that need, now leveraging the Google JSON/ATOM Custom Search API, so it will not get you blocked by Google bot detection while scanning. Also, unlike other Google Hacking tools available, GoogleDiggity actually allows you to specify a Google Custom Search Engine (CSE) id to run Google Hacking vulnerability checks against a customized version of Google that will only return results tailored to your organization. 

BingDiggity
Leverages the new Bing 2.0 API and Stach & Liu’s newly developed Bing Hacking Database (BHDB) to find vulnerabilities and sensitive information disclosures related to your organization that are exposed via Microsoft’s Bing search engine. This utility also provides footprinting functionality that allows you to enumerate URLS, hosts, domains, IP-to-virtual host mappings, etc. for target companies. 

FlashDiggity
Automates Google searching/downloading/decompiling/analysis of SWF files to identify Flash vulnerabilities and information disclosures.   FlashDiggity first leverages the GoogleDiggity tool in order to identify Adobe Flash SWF applications for target domains via Google searches, such as ext:swf. Next, the tool is used to download all of the SWF files in bulk for analysis. The SWF files are disassembled back to their original ActionScript source code, and then analyzed for code-based vulnerabilities. 

DLPDiggity
Data loss prevention tool that leverages Google/Bing to identify exposures of sensitive information (e.g. SSNs, credit card numbers, etc.) via common document formats such as .doc, .xls, and .pdf.  DLPDiggity utilizes IFilters to search through the actual contents of files, as opposed to just the meta-data. Using .NET regular expressions, DLPDiggity can find almost any type of sensitive data within common document file formats. 

MalwareDiggity
Leverages the Bing 2.0 API and the Google Safe Browsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?”  MalwareDiggity first identifies off-site links of your web sites using Bing’s linkfromdomain: search directive, and then tests to see if those off-site links are to known malware distribution sites by running them against Google’s Safe Browsing API. 

CodeSearch Diggity
Utilizes Google Code Search to identifies vulnerabilities in open source code projects hosted by Google Code, MS CodePlex, SourceForge, Github, and more. The tool comes with over 130 default searches that identify SQL injection, cross-site scripting (XSS), insecure remote and local file includes, hard-coded passwords, and much more.  Essentially, Google CodeSearchDiggity provides a source code security analysis of nearly every single open source code project in existence – simultaneously.

Bing LinkFromDomainDiggity
Attack footprinting tool that leverages Bing’s linkfromdomain: search directive to find off-site links. From those results the tool then enumerates lists of applications, hostnames, domains, and sub-domains related to your attack target. 


Diggity Tools

% . ATTACK T00LS

NEW ATTACK TOOLS

PortScan Diggity
NotinMyBackYard
BHDB 2.0

Bing BinaryMalware
CodeSearch REBORN
SHODAN Diggity

o STACH&LIU

Passive port scanning via Google

Easily find your info in third-party sites

New Bing Hacking DB now as effective as Google
Find malware via Bing’s indexing of executables
Brought back from the dead

Easy interface to SHODAN search engine
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Diggity Scraping
NEW ACROSS ALLATTACK TOOLS
O'.:

'WI Accept cookie values,

pericdically refresh them. Rests
the clock some on bot detection.

If block for bot detection and you
supply cockies, it typically lets
Other Factors you search even from the same List of results
1P address

Random &userip= value
P4, 125.224.1

Interfaces [e.g. Google Mobile) P4, 125,224,
T4,125,224,1

CSE id [optional - scraping) 74.125.224.1

T4.125.224.164
14, 185,224.1
T4.125,224.1
T4.125,224.1
T4.126.224.]
T4.125.224.16

14, 185,224,178
T4,125,224.176
T4L125.224.1077
T4.125.224.17R
74.125.224.179
14, 185,224,180

Userfgent (targeted per interface)

Referer field — needs to look like human

List of URLs being scraped

!-

f&

\\ DELAY TIMES I
/

—_— elay times across scheduling of proxies and
Google servers to target. Also delays for how
long before timeouts, how many errors before
List of queries giving up on a proxy of sleeping for 15min, etc.
o STACH&LIU
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Proxy Lists:
http://www.hidemyass.com/proxy-list/
http://www.dmoz.org/Computers/Internet/Proxying_and_Filtering/Hosted_Proxy_Services/Free/Proxy_Lists/
http://www.publicproxyservers.com/
https://www.google.com/search?q=+”:8080” +”:3128” +”:80” filetype:txt
http://www.softsea.com/review/Proxy-Checker-Lite.html

Google Hacking Finding Proxies List Working
http://www.youtube.com/watch?v=IBvMB7AlnPI


Diggity Scraping

PROXIES SPECIFICATION

Auto Proxies

Auto-Fin

Test | | Purge

Untested}(15)

Testing proxies...

Options

Help

Reset
Google
Clear Results

Settings

Froxies

Good: (249)

Automatically
find open web
proxiesto use

http://58.

http://119.73.47.165:8118
http://119.73.74.222:8118

o STACH&LIU

Test to ensure
proxies are actually
working and are fast

http: .0, 24378080

http://92.96.205.66:8118
http://189.39.115.174:3128

http://200.32.64.235:8080
http://189.80.20.187:8080
http://113.105.85.6:8080
http://61.152.106.203:8080
http://200.58.199.50:8080
http://119.30.112.212:8080
http://171.101.111.232:3128
http://177.69.203.242:8080
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Proxy Lists:
http://www.hidemyass.com/proxy-list/
http://www.dmoz.org/Computers/Internet/Proxying_and_Filtering/Hosted_Proxy_Services/Free/Proxy_Lists/
http://www.publicproxyservers.com/
https://www.google.com/search?q=+”:8080” +”:3128” +”:80” filetype:txt
http://www.softsea.com/review/Proxy-Checker-Lite.html

Google Hacking Finding Proxies List Working
http://www.youtube.com/watch?v=IBvMB7AlnPI



Diggity Scraping

MANUAL PROXIES SPECIFICATION

File Options Help

- Slmple SCAN Settings Auto i.e, 128,192,100, 1:8080
Query Appender e

Sites/Domains/IF Ranges

| | CodeSearch || Bing || LinkFromDomain || DLP || Flash || Malware || PortScan || NotInMyBackyard || BingMalware || Shodan |

http://31.7.58.29:3128/ [Remove] lé
hitp://91.121.102.62:3128/ [Remove] b |
= Import http://46.163.64.227:3128/ [Remove]
Queries Clear http://82.142.129.34:3128/ [Remnve]| Hide —
]
P FSDB
b GHDE Subcategory | Search String | Page Title | URL
P GHDBReborn
b SharePoint Diggity
B DR

o STACH&LIU
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Proxy Lists:
http://www.hidemyass.com/proxy-list/
http://www.dmoz.org/Computers/Internet/Proxying_and_Filtering/Hosted_Proxy_Services/Free/Proxy_Lists/
http://www.publicproxyservers.com/
https://www.google.com/search?q=+”:8080” +”:3128” +”:80” filetype:txt
http://www.softsea.com/review/Proxy-Checker-Lite.html

Google Hacking Finding Proxies List Working
http://www.youtube.com/watch?v=IBvMB7AlnPI



Advanced Attacks

WHAT YOU SHOULD KNOW
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Major Google Hacking and other related OSINT attacks and techniques.

Also for more info see:
Google Hacking Diggity Project
http://www.stachliu.com/resources/tools/google-hacking-diggity-project/
Dark Reading – How To Use Google To Find Vulnerabilities In Your IT Environment – Mar2012
http://www.darkreading.com/vulnerability-management/167901026/security/vulnerabilities/232602469/how-to-use-google-to-find-vulnerabilities-in-your-it-environment.html


Diggity Core Tools

STACH & LIU TOOLS

Google Diggity
* Uses Google JSON/ATOM AP
« Not blocked by Google bot defection
 Does not violate Terms of Service

« Max 100 results per query
« Max 10k queries per day. $5 per 1000 queries

» Required to use Google custom search

Bing Diggity
» Uses Bing Search APl (Azure Marketplace)

5,000 queries per month for free
« Max 50 results per query

 Company/Webapp Protfiling
«  Enumerate: URLs, IP4o-virtual hosts, efc.

* Bing Hacking Database (BHDBv2)

«  Vulnerability search queries in Bing format

P STACH&LIU
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New Stach & Liu Google/Bing hacking tools available at:
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/


SearchDiggity
Windows GUI application front end to new Google Diggity and BingDiggity versions.

GoogleDiggity
 Google Custom Search Engines: 
http://www.google.com/cse/
 Google JSON/ATOM Custom Search API:
http://code.google.com/apis/customsearch/v1/overview.html
Max Results: 100 results per query
10,000 queries per day pretty cheap ($5 per 1000 Google queries)
Pricing: https://code.google.com/apis/customsearch/v1/overview.html#Pricing 

BingDiggity
 Bing Search API – Windows Azure Marketplace
As of August 1, 2012, the Bing Search API has moved to the Windows Azure Marketplace - a one stop shop for data sets, cloud applications and analysis tools.
Main:
https://datamarket.azure.com/dataset/explore/5ba839f1-12ce-4cce-bf57-a49d98d29a44
http://datamarket.azure.com/dataset/5BA839F1-12CE-4CCE-BF57-A49D98D29A44
Announcement:
http://www.bing.com/blogs/site_blogs/b/developer/archive/2012/04/12/bing-dev-update.aspx
API Resource URLS:
https://datamarket.azure.com/dataset/explore/getproxy/5ba839f1-12ce-4cce-bf57-a49d98d29a44
https://skydrive.live.com/view.aspx?resid=9C9479871FBFA822!110&app=Word&authkey=!AInKSlZ6KEzFE8k
http://go.microsoft.com/fwlink/?LinkID=272626&clcid=0x409
http://go.microsoft.com/fwlink/?LinkID=272627&clcid=0x409
http://go.microsoft.com/fwlink/?LinkID=272625&clcid=0x409
http://www.bing.com/toolbox/bingsearchapi
Max results: Each query can return a maximum of 100 results per query.
Queries per Month: 5,000 queries per month for free
Price: Free for first 5000 queries per month.  $40 will get you 20,000 transactions per month.




New Features

DIGGITY CORE TOOLS

Google Diggity - New AP
» Updated to use Google JSON/ATOM AP
» Due to deprecated Google AJAX API

Googlecode

JSON/Atom Custom Search API (Labs)

Misc. Feature Uprades

» Auto-update for dictionaries File name:
° OUTpUT exporT ]EormOTS Save as type: | Excel Workbook (*xlsx)

« Now also XLS and HTML e 07-2003 Workbaok (ol
» Help File — chm file added I Wk A

All Files (%)

o STACH&LIU 18
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NEW FEATURES

Nov 1, 2010 - Google AJAX API slated for retirement
http://googlecode.blogspot.com/2010/11/introducing-google-apis-console-and-our.html


Google Custom Search Engines: 
http://www.google.com/cse/
Google JSON/ATOM Custom Search API:
http://code.google.com/apis/customsearch/v1/overview.html


New Features

DOWNLOAD BUTTON

Download Buttons for Google,/Bing Diggity

* Download actual files from Google,/Bing search results
« Downloads to default: ¢:\DiggityDownloads\

& Search Diggity

Download Google/Bing
Diggity Search Result Files

GoogleDiggity CodeSearchDiggity BingDiggity LinkFromDomainDigg

Query Appender

File Options Help

|_| API Key: Create

« Used by other tools for file download/analysis:
« FlashDiggity, DLP Diggity, MalwareDiggity, ...

Analysis of downloaded
files from Google/Bing

GoogleDiggity CodeSearchDiggf 2ingDigh

inkFromDomainDiggity DLPDl'ggity FlashDiggity
e

Queries

scan Directory:  C:\DiggityDownloads

Browse...
> [0 CreditCards

> [Ossn | Category | Subcategory ‘ Search String
> [ Personal Information

* [ Bank Account Mumbers

o STACH&LIU
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NEW FEATURES - Download button.  

Select results (highlight) and download in bulk.

Default download to C:\DiggityDownloads\

Analysis of files in FlashDiggity, DLPDiggity, …


I8 Search Diggity

ew Features =

AUTO-UPDATES

Settings

Update Query Definitions Create

SIDB Updates in Progress

Example: SharePoint Google Dictionary

* http://www.stachliu.com/resources /tools /sharepointhacking-diggity-
project/ #SharePoint — GoogleDiggity Dictionary File

GO Ugle | "/_vii_bin/lists.asmx" filetype:asmx Search ‘ 'ﬂm _ 1"';":‘.:“:»-'?’ .

About 98,300 resufts (0.21 seconds) Advanced search W
shaxepol"

*3 Everything » Lists Web Service

= POST /_wti_bin/lists.asmx HTTP/1.1 Hosh>wyw. wssdemo.com Content-Type:

Images charset=utf-8 Content-Length: length SOAPAB =q: ...

i Videos www wssdemo.com/_wti_binflists.asmx?op=0G2 tems - Cached - Similar

= News Lists Web Service
Shopping POST /_wti_bin/flists.asmx HTTP/1.1 Host: jubill 98,000 exposed pe: text/xml

charset=utf-8 Content-Length: length SOAPActiy SharePoint "Lists

¥ More https:/(jubileeminneapolis.org/_vti_bin/lists.as Web Service"

Tempe, A7 Lists Web Service Q

Change location POST /_wti_bin/lists.asmx HTTF/1.1 Host: www.votorantim.com Content-Type: text/xml;

charset=utf-8 Content-Length: length SOAPAction: ...
www votorantim.com/ vti_bin/lists.asmx?o0p=GetListitems - Cached

o STACH&LIU 20
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NEW FEATURES – auto-updates of dictionary files.  

Always have the latest and greatest  Google/Bing hacking dictionaries.  We will be continually updating them.

SharePoint Google Dictionary
http://www.stachliu.com/resources/tools/sharepoint-hacking-diggity-project/#SharePoint%20-%20GoogleDiggity%20Dictionary%20File


New Features

[P ADDRESS RANGES

GoogleDiggity can now search for IP Address Ranges

216.75.0.0/16 [Femove]

216.75.26.1-216.75.26.255 [Remove]

N

zoogleDiggity now can

E search IP address ranges

)

GOUS[Q site:216.75.%.*
Search Aboys \ )
GoogleDiggity automatically converts
IP address ranges of different formats
3 . * % 1

Evenything e to site:10.1.*.* notation a
Images www.google.com/webmasters/ Do you own 216.75.%.*? Get indexing and r

from Google.
Maps ) .

P sites/Domains/IP Ranges

Videos al Injury Lawyer -

216.75.26.194/
News Freese & Goss PLLC is a newly-forme

) Richard A. Freese. Tim.
Shopping
More Paginas Tops del dia e —
[ 216.75.7 67/topdia php ] Translate thi i
757, pdia.php { Translate thi

Una mujer de verdad siempre tiene su Clear
Tempe, AZ Pifiera: ™ mis mas condolencias a los|
Change location

o STACH&LIU
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NEW FEATURES – GoogleDiggity now can search IP address ranges.  


TEST:
216.75.0.0/16
216.75.26.1-216.75.26.255

Resulting Google Query:
https://www.google.com/#q=site:216.75.*.*
https://www.google.com/#q=site:216.75.26.*


More info:
http://www.elladodelmal.com/2011/05/ripe-arin-el-escaneo-http-google-shodan.html 


New Features

TARGETING HTTP ADMIN CONSOLES

Searching for web admin interfaces on non-standard HTTP ports

Google
Search

Everything

site:/com:*

About 681,000 results [0.06 sed

Twimbow - Colored Thoug

hitps /i twimbow.com:5223/

Ima

Wid

All non-port 80/443  |itor Tool.
Ma HTTP admin
consoles for .com

ial Media Hub, organize and

e.VasiSpot.Com - Ser

MNews
Shopping

More

er-triburile.com:81/
Tribe VastSpot. Com este un joc
este stapanul unui mic sat, pe ¢

Davidsons Motors - Denvg

hitps-f/davidsonsmotors com: 16|
Davidsons Motors is a family-ow

o STACH&LIU

Google
Search

Everything
Images
Maps
Videos
News
Shopping

Maore

site:/216.75.%.7*

IP address range

search forHTTP
16 results (0.06 seconds) admin interfaces on
non-standard ports

SmarterMail Login - SmarterMail
216.75.63.101:9998/

Please log in to SmarterMail... Full email address (ex. user@example.con
Language. Use Browser Language, Chinese (People's Republic of ...

SHOUTcast Administrator
216.75.172.130:8015/

Server Status: Server is currently up and public. Stream Status: Stream ig
with O of 13 listeners (0 unique). Listener Peak: 13. Average Listen Time

Prolinkweb - Web Mail
216.75.20.82:32000/mail/ - Translate this page

Endere¢o de E-mail : Senha : Login criptografado. Esqueceu sua senha?)
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NEW FEATURES – Targeting web admin interfaces on non-standard HTTP ports

EXAMPLES:
https://www.google.com/search?q=site:/com:* 
https://www.google.com/search?q=site:/org:* 
https://www.google.com/search?q=site:/gov:* 
https://www.google.com/search?q=site:/edu:* 
https://www.google.com/search?q=site:/net:* 
https://www.google.com/search?q=site:/mil:* 
https://www.google.com/search?q=site:/gov.cn:* 

Also, by IP address ranges:
https://www.google.com/search?q=site:/216.75.*.*:*

OR just specific port ranges:
https://www.google.com/search?q=site:/com:* 8000...9000


Dictionary Updates

THIRD-PARTY INTEGRATION

New maintainers of the GHDBR — 02 Nov 2010

* http://www.exploitdb.com/google-hacking-database-reborn/

Google Hacklng Database Reborn

’\

A(‘I(l*i‘\(v A"’A ASE'

® STACH&LIU
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Integration of 3rd party Google Dork Dictionary Efforts
http://www.exploit-db.com/google-hacking-database-reborn/



Google Diggity

DIGGITY CORE TOOLS

© search Diggty ==
File Options Help
GoogleDiggity CodeSearchDiggity BingDiggity LinkFromDomainDiggity DLPDiggity FlashDiggity MalwareDiggity
Query Appender -
|‘| APLKey: Create | stachliu.com [Remove] |
| | ¥ Hide
(=] Google Custom Search ID:  Create
ueries -
Q — | | ¥ Hide Clear
» [ FsDB =
+ [[] GHDB |C:-.|teg|3r)«r | Subcategory | Search String | Page Title | URL | -
b [ Advisories and Vi Custom  Custom sitesstachliu.com  Stach & Liu http:/fwwnw.stachliu.com/ http:/fw
+ [C] Error Messages Custom  Custom site:stachliv.com  Services « Stac  http://vwnw.stachliu.com/services/ http:/fw
> [ Files containing ji Custom  Custom site:stachliuv.com Resources « Sti  http://www.stachliu.com/resources/ http://w
[ Files containing p Custom  Custom site:stachliv.com  Company « Sta  http://www.stachliu.com/company/ http:/fw_
* [ Files containing v . ,
v [ Foothalds
[7] Misc m Selected Result
+ [ Pages containing
. o Uiy AL Rey. ALLdIY LA NTUAZNOL dW_THEN DU IDULTS YR LURLAYL P
+ [[] Pages containing Simple Scan started. [8/3/2011 3:39:44 AM]
[ Sensitive Director Found 45 result{s). - * .
+ [[] Sensitive Online ¢ _ Total Results: 45. OO ( ¢ l 1 t
Scan Complete. [8/3/2011 3:39:54 AM] e
] » -
Google Status: Ready Download Progress: Idle Open Folder
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GoogleDiggity
 Google Custom Search Engines: 
http://www.google.com/cse/
 Google JSON/ATOM Custom Search API:
http://code.google.com/apis/customsearch/v1/overview.html
Max Results: 100 results per query
Pricing: https://code.google.com/apis/customsearch/v1/overview.html#Pricing 



Hacking CSE's

ALLTOPLEVEL DOMAINS

Google custom search

GoogleDiggity

All Top Level Domains

| | [ Search ]

Search engine details

All top level domains:
http-//data.iana. org/TLD/Ids-alpha-by-domain txt

searches sites including: * ZW/™, = ZN= = ZAF “YTF *YE™
Last updated: July 21, 2011

Add this search engine to your Google homepage:

Add this search engine to vour blog or webpage »

Create vour own Custom Search Engine »

of STACH&LIU
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Creating Google custom search engines (CSEs) to return results of all web.  

All top level domains:
http://data.iana.org/TLD/tlds-alpha-by-domain.txt
.com becomes filter *.com/*

Google Custom Search Engines: 
http://www.google.com/cse/
Google JSON/ATOM API:
http://code.google.com/apis/customsearch/v1/overview.html
Top Level Domain List
http://data.iana.org/TLD/tlds-alpha-by-domain.txt 


Previously, the Google Diggity hacking tools provided an extra bonus feature of allowing you to specify a Google Custom Search Engine (CSE)  id to have search queries performed against a custom Google engine of your creation.
With the retirement of the Google AJAX API announced on November 1, 2010, we’ve since migrated our Google Diggity tools to the new Google JSON/ATOM Custom Search API.  With this new API, utilizing Google Custom Search Engines is now a requirement, and not just a bonus add-on feature.


Bypass Google CSE's

\/
ay

FULL WEB SEARCH RESULTS

K [ -W& Learch
= & # O wwwogooglecom Cilstarm Tnum = 1008 ]
2] text - Google Search M intet"Fran Brown” .. D) Stach & Liv 2, Dmh«mmml!

GOL)gle i — e

Web Aboa 25, 2?0. % W00 resulls (0,20 seconds)
\\ R

Simply puts ! (exclamation point)
in front of the CSEId in the UREL
to get results for whaole web.

Web Based Tesing and et
test com’

Test your Intemet connection P Flash Malware PortScan NotInMyBackyard BingMalware Shodan

broadband speed best

www speedtest nel - Cached Settings

[¥] Disable Scraper

Test. TEST or Tesler may refer o Test | ment), an el intended 1o measure
the respondents’ knowledge or other abiliies. Physical fitness test ...
en wikipedia orgiwikiTest - Cached

es/Domains/IP Ranges

APIKey: Create

Proxies

Google Custom Search ID:  Create  1001280586187183383443:vcgkedkugeo

Hide

Queries

[] FSDB It . . .

i !'- Exclamation point before the Google C3E id lets VRS [ Aol

[ GHDBReborn you get full web search resuilts for the entire Internet v test.com/ http:/ /ol

[ SharePoint {not just your filtered custom search) | wawspedtest.net http:/ /ol

[T sioe Custom Custom test Speakeasy Speed Ti  http://wwiw.speakeasy.net/speedtest/ http:/fwny

[C] SLDBNEW | Custom Custom test Personality test base  http://wwww.humanmetrics.com/cgi-win/jtypes2.asp http://fwy

DLPDiggity Initi

E Flashl?\lgc:t:svr':FIBSearches Custom Custom test Test - Wikipedia, the http:/fen.wikipedia.org/wiki/Test http://en

[ FlashDiggity Initial Custom Custom test Test cricket - Wikipe  http://en.wikipedia.org/wiki/Test_cricket http://en
Custom Custom test Test your IPv6. http://test-ipve.com/ http://te

STACH&LIU
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Bypassing Google CSE to get full web search results
Previously, the Google Diggity hacking tools provided an extra bonus feature of allowing you to specify a Google Custom Search Engine (CSE)  id to have search queries performed against a custom Google engine of your creation.
With the retirement of the Google AJAX API announced on November 1, 2010, we’ve since migrated our Google Diggity tools to the new Google JSON/ATOM Custom Search API.  With this new API, utilizing Google Custom Search Engines is now a requirement, and not just a bonus add-on feature.

Wouldn’t it be nice to go through the Google Custom Search API, but still get the full Google results for the entire Internet (i.e. not filtered results).

Bypass using an exclamation point before any valid Google CSE id value, try:
!001280586187183383443:vcqkedkugeo


Bing Diggity

-
/% Search Diggity

File Options Help

GoogleDiggity CodeSearchDiggity | | LinkFromDamain Dl.ggtty DLPDiggity FlashDigqgity MalwareDiggity

Query Appender
| | 98.129.200.37 [Remove] |
o Bing 2.0 API Key: Create
I (067 (] Hide Clear
Queries —1 Demonstrating Bing's IP
. O enos 3 | category | subcategory |  SearchSting | PageTite | kaddress reverse lookup feature -
> [ Advisories and Vu Custom Custom ip:98,129.200.37 Stach & Liu http://www.stachliu.com/
> O Backup Files Custom Custom 3 Lord of the Bint http://www.stachliu.com/slides/lordofthebing.pdf
> [ Configuration Mar Custom Custom ip:98.129.200.37 Lord of the Bint  http://www.stachliu.com/slides/bh2010-lordofthebing. pdf
> [0 Error Messages Custom Custom ip:98.129.200.37 Secure Web A | http://www.stachliu.com/brochures/securewebappdevijava. pdf
p p ppdevjava.p
_> O F!IES conta!n?ng I Custom Custom ip:98.129.200.37 Google Hacking  http://www.stachliu.com/resources/tools/google-hacking-diggity-project/
. D Files COI'ItaII'III"Ig P nstnm Cstnm in*Qf 120 200 17 Tanls « Starh B httn-/fwaana stachlin comdresnnrces/tanls/ '
b O Fil taini
b iles containing u: [ b
> [] Footholds
> [ Misc m Selected Result
N .
[ Pages contafm_ng Adult Option: Moderate -
» [ Pages containing Maximum 200 results per guery.
v [ Privacy Related Using Custom Search ID:bﬁlFS‘Bﬁ?FBFDSZ.
oy
» [ Remote Administr Simple Scan started. [8/29/2011 2:54:40 AM] . * *
» [ Reported Vulneral Found 7 result(s). In I I
i '_‘Hepo © “_“ nera - Total Results: 7.
‘ — . Scan Complete. [8/29/2011 2:54:45 AM]

Bing Status: Ready Download Progress: Idle Open Folder
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BingDiggity
Seen using the IP: search operator, returns seearch results for all known virtual hosts for that IP address:
http://msdn.microsoft.com/en-us/library/ff795671.aspx
Example: http://www.bing.com/search?q=ip:98.129.200.37

BingDiggity
 Bing Search API – Windows Azure Marketplace
As of August 1, 2012, the Bing Search API has moved to the Windows Azure Marketplace - a one stop shop for data sets, cloud applications and analysis tools.
Main:
https://datamarket.azure.com/dataset/explore/5ba839f1-12ce-4cce-bf57-a49d98d29a44
http://datamarket.azure.com/dataset/5BA839F1-12CE-4CCE-BF57-A49D98D29A44
Announcement:
http://www.bing.com/blogs/site_blogs/b/developer/archive/2012/04/12/bing-dev-update.aspx
API Resource URLS:
https://datamarket.azure.com/dataset/explore/getproxy/5ba839f1-12ce-4cce-bf57-a49d98d29a44
https://skydrive.live.com/view.aspx?resid=9C9479871FBFA822!110&app=Word&authkey=!AInKSlZ6KEzFE8k
http://go.microsoft.com/fwlink/?LinkID=272626&clcid=0x409
http://go.microsoft.com/fwlink/?LinkID=272627&clcid=0x409
http://go.microsoft.com/fwlink/?LinkID=272625&clcid=0x409
http://www.bing.com/toolbox/bingsearchapi
Max Results: 5,000 queries per month for free
Price: Free for first 5000 queries per month.  $40 will get you 20,000 transactions per month.



bing

ohdo 2.0

NEW GOOGLE HACKING TOOLS

Bing Hacking Database v2.0
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BHDB v2.0
Exploiting recent API changes and undocumented features within Bing, we’ve been able to completely overcome the previous Bing hacking limitations to create an entirely new BHDB that will make Bing hacking just as effective as Google hacking (if not more so) for uncovering vulnerabilities and data leaks on the web. This also will include an entirely new SharePoint Bing Hacking database, containing attack strings targeting Microsoft SharePoint deployments via Bing.
 
More Details
Some of the recent changes and undocumented features that will make Bing hacking just as effective as Google hacking involves 1) the ability to now use the ext: search operator, which previously didn’t exist, and 2) the ability to mimic Google’s inurl: search operator by using Bing’s instreamset:url: search operator.  

Examples
InURL Workaround:
http://www.bing.com/search?q=instreamset:url:"web-console" intitle:"JBoss Management Console - Server Information" "application server"
http://www.bing.com/search?q=intitle:"Tomcat Status" inbody:"Free memory" inbody:jboss
http://www.bing.com/search?q=instreamset:url:WS_FTP.log ext:log
http://www.bing.com/search?q=intitle:"D-LINK CORPORATION, INC" intitle:"WIRELESS ROUTER" -site:dlink.com
http://www.bing.com/search?q=instreamset:url:webdav tomcat intitle:"Directory Listing For"
http://www.bing.com/search?q=instreamset:url:cfide/administrator
http://www.bing.com/search?q=instreamset:url:"wp-config.php" "define('DB_PASSWORD'," ext:php
Bing - Targeting SharePoint Applications
http://www.bing.com/search?q=instreamset:url:"layouts/viewlsts.aspx"
http://www.bing.com/search?q=instreamset:url:"forms" instreamset:url:"dispform.aspx" ext:aspx
Bing’s “contains:” feature
http://www.bing.com/search?q=contains:log WS_FTP.log
http://www.bing.com/search?q=contains:sh "index of"



Bing Hacking Database v2.0

STACH & LIU TOOLS

BHDB v2.0 — Updates
* Bing hacking database
* Bing hacking limitations
« Disabled inurl:, link: and linkdomain:
directives in March 2007
* No support for ext:, allintitle:, allinurl:

« Limited filetype: functionality
«  Only 12 extensions supported

« UPDATES (2012)

- exi functionality now added
*inurl: work around by using
instreamset: url:

* New BHDB 2.0

«  Several thousand more Bing dorks!

of STACH&LIU
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WEB IMAGES VIDEOS MAPS  MORE

instreamset-url:"wp-config.php" "define(DB_PASSWORD'," extphp = 0O

58 RESULTS Wordpress database
passwords in config files

www.matthewtmead.com
www.matthewtmead.com/blog/wp-config.php. E
define('DB_PASSWORD', ‘'mercuryb4bic’); /7. __and password define(DB_HOST,

‘mysql01.discountasp.net’); // 99% chance you won't need to change this value

www.namasteyogaproducts.com

www.namasteyogaproducts com/magicalbeadstalk/wp-config.php_
define('DB_PASSWORD', 'JD5bTHIX1e’); /~ MySQL hostname */ define{DB_HOST,
‘localhost’); /** Database Charset to use in creating database tables.

josephlarge.com

josephlarge com/wp-config.php_back

define('DB_PASSWORD', '_Ofv8mKiXW); /* MySQAL hostname */ define(DB_HOST,
‘localhost’); /* Database Charset to use in creating database tables.

fonearizona.com
fonearizona.com/wp-config.php

define('DB_PASSWORD', TtZYJFPRJKED'); * MySQL hostname */ defi
‘localhost’); /** Database Charset to use in creating database tables.

OING
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Past Bing/MSN hacking tools were limited to only basic footprinting techniques, with no actual vulnerability identification

Bing has disabled inurl to prevent Bing Hacking, see:
http://www.bing.com/community/blogs/search/archive/2007/03/28/we-are-flattered-but.aspx 
“For those of you who use some of the advanced query syntax in our search engine such as link:, linkdomain: and inurl:, you may have noticed that this functionality has been recently turned off.”

Previous Bing/MSN search engine tools – limited to footprinting:
MSNPawn
http://net-square.com/msnpawn/index.shtml
Binging
http://www.blueinfy.com/Binging.zip
http://www.blueinfy.com/tools.html

Steps for conversion of GHDB/FSDB to Bing compatible:
Remove all with "link:"
One instance: 
GHDB;;Vulnerable Files;;link:http://www.toastforums.com/
Find/Replace filetype: with ext:
Change all the allinurl: to inurl:
Change "allintitle:" to "intitle:"
Have to add "intitle:" before each word that was after original "allintitle:"
Altered a few a bit to make work better
Change all “intext:” and “allintext:” to “inbody:”
Convert allinurl: and inurl: to instreamset:url:

http://msdn.microsoft.com/en-us/library/hh527182.aspx
http://msdn.microsoft.com/en-us/library/ff795650



NEW GOOGLE HACKING TOOLS

NotinMyBackYard

8 STACH&LIU
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NotInMyBackYardDiggity
Don’t be the last to know if LulzSec or Anonymous post data dumps of your company’s passwords on PasteBin.com, or if a reckless employee shares an Excel spreadsheet with all of your customer data on a public website.  This tool leverages both Google and Bing, and comes with pre-built queries that make it easy for users to find sensitive data leaks related to their organizations that exist on 3rd party sites, such as PasteBin, YouTube, and Twitter.  Uncover data leaks in documents on popular cloud storage sites like Dropbox, Microsoft SkyDrive, and Google Docs.  A must have for organizations that have sensitive data leaks on domains they don’t control or operate.  

NotInMyBackYardDiggity makes it easy to search for your sensitive information in 3rd party sites (i.e. “not your backyard”).  Some examples are:
Cloud storage:
Google Docs/Drive, DropBox, Microsoft SkyDrive, Amazon S3,…
Public document sharing sites:
scribd.com, 4shared.com, issuu.com, docstoc.com, wepapers.com
PasteBin and other text sharing sites:
pastebin.com, snipt.org, drupalbin.com, paste.ubuntu.com, tinypaste.com, paste2.org, codepad.org, dpaste.com, pastie.org, pastebin.mozilla.org
Social networking sites:
Facebook, Twitter, Youtube, LinkedIn
Public presentations, charts,  graphs, and video sharing sites:
slideshare.net, prezi.com, present.me, gliffy.com, ratemynetworkdiagram.com, ManyEyes, vimeo.com, dailymotion.com, metacafe.com



Data Leaks on Third-Party Sites

SENSITIVE INFO EVERYWHERE

Verizon - 2012 Data Breach Investigation Report

External breach notification methods are much different for large organizations. While notification by law
enforcement was the second most seen, at 10%, it was still far lower than that of the overall dataset. Inmost cases
for large organizations notification occurred when the thief made the disclosure known. Perhaps we should create
new breach discovery classifications of “YouTube, “Pastebin; and “Twitter” for the 2013 DBIR? (Of course, we're
joking (sort of), but it is quite important tounderstand the role social networking plays in breach discovery, but also
in how attacks are initiated using these tools. Perhaps we'll follow up with a blog post another time.) An interesting
“what-if” scenario would be whether or not these organizations would have discovered these breaches through
some sort of internal breach discovery method. In many cases, there is little evidence suggesting they would.

\—

verizon
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Verizon - 2012 Data Breach Investigation Report
http://www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-2012_en_xg.pdf


PASTEBIN

PasteBin Twitter Leaks

PASSWORDS IN PASTEBIN.COM POSTS

» Twitter feed tracking passwords leaked via PasteBin

W @ - @ slexy.org/view/s21 TUO2Wfr L7 v | W - Wikipedia (e, 2| $§ d
(1 | H Free Web App
f New Rehc' Monitoring and
Speed Up Your Website [RCTAD AL
Dump Monitor and Look Good Doing it.
@dumpmon )
Paste - Recent - Advertise - Contact - About

Hi therel I'm a bot which monitors multiple paste sites for password
dumps and other sensitive information.

: lexy Feature | Slexy is a tab-key enabled pastebin! Try it out by tabbing in the paste form.
raidersec blogspot.com

Author: Anonymous Language: text

Description: No description Timestamp: 2013-03-31 11:37:53 -0400

View raw paste

Twitter feed loaking for
passwords and sensitive info
Tweets across PasteBin type sites

Thousands of emails and

;' S BRGNS T plaintext passwords on Slesxy
' PasteBin like site
Dump Monitor 2 https://www.facebook.con/Pirates.Raja.Mondial ( )
/a\ pastebin.com/raw php?i=hiLa... Emails: 30 Keywords: 0.0 5. #Pangloss Shopping Database Leaked
infoleak 6.
T.
8. Email Password
. R ———
/6\\ slexy.org/raw/s2 1 TUD2Wfr Emails: 2973 Keywords: 0.33 11. 12giugno67@tin.it alex1503
infoleak 12. 24momag7@alice.it viscosa
Expand 4 Reply t3 Retweet W Favorite *** More 13. 299618@studenti.unito.it treosio
14. 3356334985@tim.it 3698787540
Dump Monitor 15. 3396492659@tim.it ) grenchen
/'\ kb con i SR REDEY. I 16. 3490803029@vodafone.it 24082003
/q 5"1”1 . 'T'_ "l'””km“” pa=cll Exarmnple, thousands of 17. 6claudina@live.it dngcld
. infoleal . v v— .

P 2 o s

passwards found
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PasteBin Leaks
https://twitter.com/pastebinleaks
http://pastebin.com/

DumpMon - A Twitter-bot that Monitors Paste-Sites for Account/Database Dumps and Other Interesting Content
http://raidersec.blogspot.com/2013/03/introducing-dumpmon-twitter-bot-that.html
https://twitter.com/dumpmon
https://github.com/jordan-wright/dumpmon

Also new PasteBin.com monitoring tools:
http://www.toolswatch.org/2012/03/pastemon-v1-6-black-hat-eu-2012-edition-released/

Examples:
http://pastebin.com/L6YbD136
http://pastebin.com/mUU0xQAE


Cloud Docs Exposures

PUBLIC CLOUD SEARCHING &SkyDnve

> @
Public cloud storage document exposures 4~ Droplbox

‘ GO 081({ intext:"name" intext:"address” intext:"taxpaye+' site:dl.dropbox.com | G 0 Ugle d O C S

Search 7 results (0.23 seconds) Looking for sensitive
data leaks in Dropbox
cloud storage . . .
? GOOSIG intext:"enable password” |nurI:domdlSlte:docs_google_com |
Everything POFT ... W-9
ostietetrepe ‘comfs/./CTMUN_W9_Request_For_TaxlD.pdf?...
Images - Quirk View
Maps GO\ nge site:live.com "skydrive" ext:dmp Search 4 results (0.13 seconds) Cisco config files
Videos with passwords in
Google Docs files
N .
o Search About 2,700 results (0.41 seconds Everything nepsi-sw22
Shopping hitps://docs. google.com/View?docid=0AbKTT._1...1...
Database dump files on Images boot-end-marker | enable secret 5 $1$BHsg$izpAGHDUBLZEWGQTP/IET/. enable
More Microsoft SkyDrive _ Maps | password 7 0455254C5F765C | no aaa new-model. system mtu routing 1500 ...
y 7/cid-8847e773b11eec31.sH
Images Videos ncepsi-sw21-01-04-10
Windows Live SkyDrive News hitps://docs.google com/View?docid=0AbKTT...1...1_.
Maps https:/skydrive live.com/embedicon.as| enable secret 5 i‘ﬂi‘aPedui‘a.NRDLzzﬁWiKERSmgw_l?rI_ enable password 7
- - - . | -] —;
Videos Open 060510-38688-01.dmp 060510-3 Shopping 000A3D4C540C1B | no aaa new-model. system mtu Toufing 1500 ip SUDNEL-ZEro ...
News Windows Live SkyDrive More ncepsi-rt06-01-04-10
Shopping htips://skydrive live.com/embedicon.../ https://docs.google.com/View?docid=0AbKTT...1...1...
Open 122509-26520-01.dmp 122509-2 logaing buffered 51200 warnings. enable secret 5 $15. 7NSRu28/DDISHrAgg5bhUFzZH
Tempe, AZ | enable password 7 1|51 C2546547D25 | no aaa new-model | resource ...
L _Chanae lacafion
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Cloud Storage – Document Exposures via Google

Dropbox searching via Google:
https://www.google.com/search?q=intext:"name" intext:"address" intext:"taxpayer" site:dl.dropbox.com

Google Docs searching:
https://www.google.com/search?q=intext:"enable password" inurl:docid site:docs.google.com

Microsoft SkyDrive
https://www.google.com/search?q=site:live.com%20%22skydrive%22%20ext:dmp
https://www.google.com/search?q=site:skydrive.live.com%20inurl:documents
https://www.google.com/search?q=site:skydrive.live.com%20inurl:%22sc=documents%22


More info on Cloud Storage Exposures:
Dropbox - Other Security Issues
http://www.fiercecio.com/techwatch/story/security-researcher-questions-design-dropbox-authentication/2011-04-12
http://www.fiercecio.com/techwatch/story/dropboxs-multiple-security-problems/2011-08-19
http://www.tuaw.com/2011/06/20/dropbox-security-bug-temporarily-allowed-logins-without-authenti/
http://blog.rootshell.be/2012/05/19/what-are-you-sharing-with-dropbox/


%+ Dropbox

Cloud Docs Exposures

ROBOTS.TXT IS DEAD

Personal photo galleries exposed

Google

Search

site:dropbox.com/gallery

px.com  https://www.dropbox.com/robots.txt

User-agent: *
Disallow: /s/
Disallow: /sh/
Disallow: /static/
Disallow: /gallery/

www.dropbox.com/qallery/

Sommerblut 2011 - Dropbox - Photos - Simplify your life

Enable

Save Your Photos to Dropbox

Your photos and videos can be automatically
uploaded to Dropbox.

https:/fwww.dropbox.com/gallery/16453785/1/Sommerblut_2011?
1_COPYRIGHT-HINWEISE 1 image. Last modified 5/18/2011. ADES |
18 images. Last modified 5/23/2011. ALFONS_Fotos_wg 12 images .

GracerHopper112011 - Dropbox - Photos - Simplify your
Shopping https://www.dropbox.com/gallery/9183906/.../GracerHopper112011
Dropbox is a free service that lets you bring your photos, docs, and vig
More share them easily. Never email yourself a file again!
w
o STACH&LIU
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Cloud Storage – Document Exposures via Google

http://www.theverge.com/apple/2012/6/14/3088092/dropbox-ios-1-5-automatic-photo-uploads-gallery-view

https://www.dropbox.com/robots.txt
https://www.google.com/search?q=site:dropbox.com/gallery



Data Loss In The News

MAJOR DATA LEAKS

* Yale Alumni 43,000 SSNs Exposed in Excel Spreadsheet

News

c|net

Reviews News Download CNETTV HowTo

Yale oversight exposes 43,000
Social Security numbers

Purdue University also reports exposure of more than 7,000 Social
Security numbers after unknown person accesses server.

by Elinor Mills | August 23, 2011 5:35 PM PDT

Follow @elinormills

Mames and Social Security numbers of 43,000 Yale
University students, faculty, staff, and alumni were
accessible via the Google search engine for about 10
months, according to the school newspaper.
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Yale Alumni 43k SSNs - Google Hacked
23Aug2011

Yale alumni searches Google for his own name, and stumbles upon a Microsoft Excel spreadsheet with his information…and 43,000 other alumni of Yale personal information.

http://news.cnet.com/8301-27080_3-20096355-245/yale-oversight-exposes-43000-social-security-numbers/?part=rss&tag=feed&subj=News-Security
http://www.businessinsider.com/yale-gets-hacked-2011-8
http://doj.nh.gov/consumer/security-breaches/documents/yale-university-20110809.pdf 


Data Loss In The News

MAJOR DATA LEAKS

* liteline 170,000 SSNs Exposed in Customer Applications
Slashdot * CHIEENS

Reporters Threatened, Labeled Hackers For Finding Security Hole

Posted by samzenpus on Monday May 20, 2013 @05:35PM
from the keep-your-mouth-shut dept.

Customer applications contained
names, addresses, SSNs, dates
of birth, and more...

colinneagle writes

"Scripps News reporters discovered 170,000 records online of customers of Lifeline, a government
program offering affordable phone service for low-income citizens, that contained everything needed for
identity theft . Last year, the FCC ‘'tightened’ the rules for the program by requiring Lifeline phone carriers
to document applicants’ eligibility, which led to collecting more sensitive information from citizens. A
Scripps News investigative team claims it 'Googled’ the phone companies TerraCom Inc. and YourTel
America Inc. to discover all of the files. A Scripps reporter asked for an on-camera interview with the
COO of TerraCom and YourTel after explaining the files were freely available online. That did not
happen, but shortly thereafter the customer records disappeared from the internet. Then, the blame-
the-messenger hacker accusations and mudslinging began. Although the Scripps reporters videotaped
the process showing how they found the documents, attorney Jonathon Lee for bath telecoms
threatened the 'Scripps Hackers' with violating the Computer Fraud and Abuse Act (CFAA)."
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Lifeline - 170k Customer Records Found via Google
20May2013

http://yro.slashdot.org/story/13/05/20/201227/reporters-threatened-labeled-hackers-for-finding-security-hole
http://www.networkworld.com/community/blog/reporters-threatened-cfaa-labeled-scripps-hackers-finding-security-hole
http://www.newsnet5.com/dpp/news/local_news/special_reports/Privacy-on-the-Line-Security-lapse-exposes-some-Lifeline-phone-customers-to-ID-theft-risk
https://www.google.com/search?q=terracom%20oklahoma%20city%20ext:pdf


[ )

not in my||

NotlnMyBackYard il

LOCATION, LOCATION, LOCATION

Cloud storage: Public presentations sharing sites:
. GQOQ|6 Docs, DFOPBOX/ * slideshare.net, prezi.com,

Microsoft SkyDrive, Amazon S3 oresent.me, authorstream.com
Social networking sites: Public charts and graphs sharing sites:
« Facebook, Twitter, LinkedIn « ratemynetworkdiagram.com,

gliffy.com, ManyEvyes,

Public document sharing sites: lucidchart.com
 scribd.com, 4shared.com,

issuu.com, docstoc.com, Video sharing sites:

* vimeo.com, dailymotion.com,

PasteBin and text sharing sites: metfacafe.com, youtube.com

* pastebin.com, pastie.org, ...
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NotInMyBackYardDiggity
Don’t be the last to know if LulzSec or Anonymous post data dumps of your company’s passwords on PasteBin.com, or if a reckless employee shares an Excel spreadsheet with all of your customer data on a public website.  This tool leverages both Google and Bing, and comes with pre-built queries that make it easy for users to find sensitive data leaks related to their organizations that exist on 3rd party sites, such as PasteBin, YouTube, and Twitter.  Uncover data leaks in documents on popular cloud storage sites like Dropbox, Microsoft SkyDrive, and Google Docs.  A must have for organizations that have sensitive data leaks on domains they don’t control or operate.  

NotInMyBackYardDiggity makes it easy to search for your sensitive information in 3rd party sites (i.e. “not your backyard”).  Some examples are:
Cloud storage:
Google Docs/Drive, DropBox, Microsoft SkyDrive, Amazon S3, Amazon CloudFront (cloudfront.net)
Public document sharing sites:
scribd.com, 4shared.com, issuu.com, docstoc.com, wepapers.com
PasteBin and other text sharing sites:
pastebin.com, snipt.org, drupalbin.com, paste.ubuntu.com, tinypaste.com, paste2.org, codepad.org, dpaste.com, pastie.org, pastebin.mozilla.org, slexy.org
Social networking sites:
Facebook, Twitter, Youtube, LinkedIn
Public presentations, charts,  graphs, and video sharing sites:
slideshare.net, prezi.com, present.me, gliffy.com, ratemynetworkdiagram.com, ManyEyes, vimeo.com, dailymotion.com, metacafe.com, authorstream.com, speakerdeck.com, lucidchart.com



NotlnMyBackYard

PASTEBIN EXAMPLE

[7] Places of Birth

[ cCommen

[T] ALL Various Languages

[7] Password German -

state | username | zip | ...
EAST BLVD | HOUSTON |

Ltd. | w.de.inservices@gmail.com
STRESS ...

| i
[~ WOLC | Fathomphat | !L4

3365 Silver Ave | Plattsburgh | MULL | toyodakohei@hotmail.com ...

3 {:’ &? _ | iii* | pastebin.com/e34GUcTy ¢ | | W~ Wi
Google CodeSearch Bing LinkFromDomain DLP Flash Malware PortScan NotInMyBackyard BingMalware Shedan
PASTEBIN
m Settings
BB create new paste  gllll trending paste| J Meina L-._AEIEI_.
Query Appender [] Quotes
% Osiris OwNz Maxprotech Cancel . InText John Doe [Remaove]
) ) [ —— Proxies T
BY: OSIRIS ON APR 5TH, 2012 | SYNTAX Where to look - ) ) _
: _ [[] InBody jdoe@gmail.com [Remove]
DOWNLOAD | RAW | EMEBED | REPO
= E] @ -
i Clear
e e e Locations r v
| address [ Cloud Storage = y En_teryour
| email [ Document Sharing | Search String Page Title flnformatlonhtén Isear::h Ap
D | pnone 4[] PasteBin site:pastebin.com blvd 75th gmai  CC HUGE LIST - Pastebin.com httA or across the Internet ttp:
+”7| 777777777777777777777777777 . site:pastebin.com site:pastebin.com bled 75th gmai  AT&amp; TMeetsDigital Corruption - Pastel  http://pastebin.com/itm460F http:
. .Osiris::Rulz::This::. [C] site:sni Specific file jte:pastebin.com blvd steven g email password abhi3chemical@gmail.cor  http://pastebin.com/wfuCzyzA  http:
| types to look in e:pastebin.com blvd steven gm  Chriss1001 Database Leak - Pastebin.com http://pastebin.com/S4wucdRe  http:
Extensions
MaxProTech.com site:pastebin.com blvd steven grr  List of Nazis Partisans - Pastebin.com http://pastebin.com/yusehogl  http:
Fo Fos A [C] PDF CSV and TXT it . - : : y . :
| 8200 Roverts orive - . site:pastebin.com blvd steven gn  USA Credit Cards - Fuck US - Pastebin.cor  http://pastebin.com/vpSHHyiH http:
MSOffice
| cornell.iacomi@obg.co [ MSOffice 2010 | site:pastebin.com bivd steven g Osiris OwNz Maxprotech - Pastebin.com  http://pastebin.com/e34GUcTy  http:
| 77 781 1719 | 2011 [ Database stebin.com blvd steven gn  paceeducation.ca [Massive Leak] via @Th http://pastebin.com/zcSmhC0E ___ http:
| 3137 Laguna Street [ Backups Keywords to add to bin.com blvd steven am  www.ranchomirageca.qov hacked by joke http:, Found passwords,
| sample@email.tst search that find emails and other
'_| | nns it i 1 = 5
g00dPatiudrd | S555-566-B686 sensmve information personal informatrion
| Ke'ywords oo
| 3137 Laguna Street Patient R d = <
| sample@email.tst [ Patient Records 5 Apr 2012 ... address | city | company | email | fax | fname | id | Iname | password | phone | registrationDate |

13602 WESTLAND
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NotlnMyBackYard

XLS IN CLOUD EXAMPLE

Google CodeSearch Bing || LinkFromDomain DLP Flash || Malware PortScan NotInMyBackyar BingMalware . RE Shodan

——— [ Quotes
nce
w Proxies [l nText

Query Appender
password |

Ta I‘get infO

[T] InBody

Locations Look for the word Clear
[ Cloud Stor password
[] site:dl.drophox.com | Search String Page Title |
[T inurl:docid site:docs.goc site:s3.amazonaws.com ext:xls password  Domains https://businessmarketing.s3.amazonaws.com/b
[ site:live.com "skydrive® site:s3.amazonaws.com ext:xls password  Domains http://media.archonmedia.com.s3.amazonaws.c
p p
site:s3.amazonaws.com| - Is ol I india/ K
) password 483685 796337 26 a: http://s3.amazonaws.com/caclubindia/cdn/foru
] 2 Look at Amazon 53 o o
WL cloud storage uploads ~ fls password  here - Amazon Web http://himis.s3.amazonaws.com/himis-esp.xls
Extensions 4 frs .
Site:s3.amazonaws.com ext:xls password  Support - Amazon S:  https://s3.amazonaws.com/files3.peapleperhour
» [] PDF CSV and TXT =

site:s3.amazonaws.com ext:xls password IJepJ;amh.ar_Ll.u.ks_l https://s3.amazonaws.com/files3.peopleperhour,

4[] MsOffice

| site:s3.amazonaws.com ext:xls password | Copy_of_user.xls -I Al http://springpad-user-data.s3.amazonaws.com, 2]

site:s3.amazonaws.com ext:xls password ocial Metworking - £ http://s3-media.s3.amazonaws.com/wp-content/

site:s3.amazonaws.com ext:xls password)/ Domains https://internetmarketingwhizkidz.s3.amazonaws
L]

Output

1, Username, Password, Fin/Notes. 2, MUD, stegmaier@gmail.com, mEsammmk0. 3, Cox, michael.stegmaier@cox
oppdstegmaier ...

=

Look in all Microsoft
Excel spreadsheets
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Cloud Storage – Document Exposures via Google

Amazon S3 searching via Google:
https://www.google.com/search?q=password ext:xls site:s3.amazonaws.com


Cloud Docs Exposures

PUBLIC CLOUD SEARCHING

Public cloud storage document exposures

GO. fgl(f
Search

Web
Images
Maps
Videos
News
Shopping
Blogs
More

password extxls site:s3 amazonaws.com

amazon

webservices™

Finding XLS files with )
"passwaord" on Amazon S3

cloud storage drives .
w31 september links - Amazon S3
https:/fs3.amazonaws.com/ffiles3. _/Portfolio-224723-septd
File Format: Microsoft Excel - View as HTML
3, nazikilan@gmail.com, ilangir.net, http://ilangir.net/ilan_
12-Sep, 18-Sep, 22-Sep, Please enter with username and

w5 Copy of userxls - Amazon Web Services
springpad-user-data.s3.amazonaws com/2e/___/Copy_of u
File Format: Microsoft Excel - View as HTML

1, Username, Password, Pin/MNotes. 2, MUD, st
Cox, mic—@cnx.net, co 4, OF'F"

rLs] Social Networking - Amazon Web Sewicesl

s3-media s3 amazonaws.com/wp._\ebData TrackingS

8 STACH&LIU

12 2
4 4 » | Bills ~Forums ~Web - Mai

|£—_|' ,H - - ~ = Copy_of_userxls [Compatibility Mode] - Microsoft Excel
Home | Insert | Pagel | Formu | Data | Review | View | Add-Ir | Load T | Charts | Acro
= "0 7 = ={" Username and passwords
pagte. B BIU-AAN ES for bank accounts, email,
- F |H~-| &~ 4A- iE iE and everything else
Clipboard s Font Alignme e
c23 - F /
A B | C D
1 Usemame Password Pin/Notes
2 MUD st gmail com mu
3 Cox mi I o net co
4 OPPD o op
5 USAA m3 ms
6 FAFSA 12
T Metro m_ Ul
8 US Bank us= us
9 Black Hills gas bla bla
10 phone michi spr
11
12

Reg Codes and Product Info ] 1
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Amazon S3 searching via Google:
https://www.google.com/search?q=password ext:xls site:s3.amazonaws.com


NotlnMyBackYard

PERSONAL USE

£USATODAY | Money £ Subscrive | [ Mobile [

Home News Travel Money

Money: Markets | Economy | Personal Finance | Stocks | Mutual Funds | ETFs | Cars | Real Estate | Small E

NotinMyBackYard tool scours Web for your
personal data

By Byron Acohido, USA TODAY

Finally, consumers have the power to scour the Internet and find out who might have access
to their personal information.

A free tool, called NotinMyBackyard Diggity, released this
week, is designed to swittly crawl popular websites,
including Twitter, Facebook, Microsoft SkyDrive,
Dropbox, Pastebin and Google Docs, and locate caches
of data that include your sensitive information.

Companies and individuals need to be more aware of
their true security exposure while using the Internet for
work and socializing, say Francis Brown and Robert
Ragan, co-managing partners at Stach & Liu, the
Phoenix-based security consultancy that developed the
tool.

of STACH&LIU

& STACH&LIU

Quick Intro to NotinMyBackYard Diggity

So, most likely you’ve just read the article in USA Today and
are wondering what exactly is this “NotinMyBackYard Diggity”
tool? What does it do, and how can it help me? Well, you’'ve
come to the right place.

NotinMyBackYard (NIMBY) - The Gist

According to the Verizon - 2012 Data Breach Investigation
Report, in most large organizations notification of a breach
occurred when the thief made the disclosure known. They go
on to joke about creating “a new breach discovery
classification of ‘YouTube,’ ‘PasteBin,’ and ‘Twitter'”.
NotinMyBackYardDiggity makes it easy to search for your

sensitive information in 3"1 party sites (i.e. “not your backyard”).

HOME SERVICES

| baCkyard

not in my

diggit,
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http://www.stachliu.com/2012/08/quick-intro-to-notinmybackyard-diggity/

http://www.usatoday.com/money/industries/technology/story/2012-08-01/online-consumer-privacy-tool/56719894/1


NEW GOOGLE HACKING TOOLS

PortScan Diggity

of STACH&LIU
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PortScan Diggity
How would you like to get Google to do your port scanning for you?  Using undocumented functionality within Google, we’ve been able to turn Google into an extremely effective network port scanning tool.  You can provide domains, hostnames, and even IP address ranges to scan in order to identify open ports ranging across all 65,535 TCP ports.  An additional benefit is that this port scanning is completely passive – no need to directly communicate with target networks since Google has already performed the scanning for you.
https://www.google.com/search?q=site:/com:*
https://www.google.com/search?q=site:/216.75.*.*:32000
https://www.google.com/search?q=site:/gov:* 8000..9000 site:wellingtonfl.gov



PortScanning

TARGETING HTTP ADMIN CONSOLES

Searching for web admin interfaces on non-standard HTTP ports

GOK)S[Q site:/com:*

G l site:/216.75.* "™
Search About 681,000 results [0.06 seco 0{‘)8 ¢
IP address range
search for HTTP
Everything Twimbow - Colored Though Search 16 results (0.06 seconds admin interfaces on
) https:/fwww_twimbow.com:5223/ non-standard ports
Ima ial Media Hub, organize and fi
All non-port 80/443  |itor Tool. Everything SmarterMail Login - SmarterMail
Ma HTTP admin ' 216.75.63.101:9998/
Images Please log in to SmarterMail... Full email address (ex. user@examplf
Vid consoles for .com e'V?SI_SDOt'CDm - Serve Language. Use Browser Language, Chinese (People's Republic of .
er-triburile.com:g1/ Maps
News Tribe VastSpot.Com este un joc 0 o
este stapanul unui mic sat, pe cay Videos SHOUTcast Administrator
Shopping 216.75.172.130:8015/
] MNews Server Status: Server is currently up and public. Stream Status: Strq
More Davidsons Motors - Denver, with 0 of 15 listeners (0 unique). Listener Peak: 15. Average Listen

https://davidsonsmotors.com:164{ Shopping

Davidsons Motors is a family-own More Prolinkweb - Web Mail
216.75.20.82:32000/mail/ - Translate this page

Endereco de E-mail - Senha : Login criptografado. Esqueceu sua s
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NEW FEATURES – Targeting web admin interfaces on non-standard HTTP ports

EXAMPLES:
https://www.google.com/search?q=site:/com:* 
https://www.google.com/search?q=site:/org:* 
https://www.google.com/search?q=site:/gov:* 
https://www.google.com/search?q=site:/edu:* 
https://www.google.com/search?q=site:/net:* 
https://www.google.com/search?q=site:/mil:* 
https://www.google.com/search?q=site:/gov.cn:* 

Also, by IP address ranges:
https://www.google.com/search?q=site:/216.75.*.*:*

OR just specific port ranges:
https://www.google.com/search?q=site:/com:* 8000...9000


PortScanning

TARGETING PORT RANGES

Searching for specific port ranges

Google
Search

Web
Images
Maps
Videos
Mews
Shopping

Mare

o STACH&LIU

site’/com:* 8000_..9000

site:/com:* 5000..6000)

About 399,000 results (0.40 5

Targeting ports

86000-8000
About 216,000 results ((
Webcams - BC Ferries: Port scan
orca.bcferries.com:8080/cc/conditions/cams.asp 2000-6000
Webcams at our Major Terminals. Conditions at a glanc
Terminal Traffic Qutside Terminal. Traffic to Nanaimo (Du Live Demo - Synology

_ demo.synology.com:5000/
My account | BT Wi-fi
https:/fwww_btopenzone com: 8443/ .
BT Openzone is now BT Wi-fi. Enjoy great-value wi-fi bro Discworld Mud
WWi-fi.

discworld.imaginary.com:5678/
Discworld MUD is a multiplayer, text-based onl

2012 Trinity River Photo Contest - the City of as written by Terry Pratchett. On Discworld yo

weborigin1.dallascityhall.com:8080/trinityContest/

FreeTranslation.com
ets freetranslation.com:5081/
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NEW FEATURES – Targeting web admin interfaces on non-standard HTTP ports

EXAMPLES:
https://www.google.com/search?q=site:/com:* 
https://www.google.com/search?q=site:/org:* 
https://www.google.com/search?q=site:/gov:* 
https://www.google.com/search?q=site:/edu:* 
https://www.google.com/search?q=site:/net:* 
https://www.google.com/search?q=site:/mil:* 
https://www.google.com/search?q=site:/gov.cn:* 

Also, by IP address ranges:
https://www.google.com/search?q=site:/216.75.*.*:*

OR just specific port ranges:
https://www.google.com/search?q=site:/com:* 8000...9000


PortScanning

TARGETING VULNERABILITY

Targeting specitic HTTP ports example

GOLJSIQ
Search

Web
Images
Maps
Videos
Mews
Shopping

Maore

site;/com:8443/

About 65,900 results [0.12 seconds)

Parallels Plesk Panel 9.5.4
https://casablancareus.com:8443/
Iniciar sesidn en Parallels Plesk Panel
"Mombre de usuario” y la contraseiia e

Parallels Plesk Control Panel 8.

Found ~66k targets
for Plesk Panel exploit

https-/fwww.gustalis.com: 8443/
Se connecter 3 Parallels Plesk Control
passe dans les champs "Login” et "Mo

Narmada: eWebGuru Plesk Par

https://99birthday com:8443/
Log in to Parallels Plesk Panel 9.5. En

21 1y L1 i (] i 1 Tl

o STACH&LIU

KrebsonSecurity

In-depth security news and investigation

Plesk ODay For Sale As Thousands of Sites Hack

Hackers in the criminal underground are selling an exploit that extracts the mast

tweets | password needed to control Parallels’ Plesk Panel, a software suite used t

reiweet remotely administer hosted servers at a large number of Internet hosting firms

The aitack comes amid reports from multiple sources indicating a spike in Web site
compromises that appear to trace back to Plesk installations.
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A  miscreant on one very exclusive
cybercrime forum has been selling the

ability to hack gpy site running Plesk Panel
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Target Specific Example: Parallels’ Plesk Panel 0day – 10July2012
http://krebsonsecurity.com/2012/07/plesk-0day-for-sale-as-thousands-of-sites-hacked/
Query: site:/.com:8443 
https://www.google.com/search?q=site:/com:8443/
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PortScan Diggity a

TARGETING HTTP ADMIN CONSOLES

Google CodeSearch Bing LinkFromDomain DLP Flash Malware MotInM

Query Appender U Settings -

Sites/Domains/IP Ranges

nce com [R
M Proxies — [

) Google CodeSearch Bing LinkFromDomain DLP Flash Malware lﬁﬁ MotInMyBackyard
Lists open poris
per host Query Appender Settings R
— Iﬂ Sites/Domains/IP Ranges
Results P 0 roxies i
Host Open _
radicexercitocelestial.com 7002 ( Looking foxr open
DG[TS on ~.com
fnoobradio.com 8092; 8100
s e
wenw. stottpilates.com 16080
| Search String | Domain | Port | PageTile URL | 4
dancefoxcomet.com B495 - : :
site:/com:® ponelemusica.com 8024 SHOUTcast Adr  http://ponelemusica.com: 8024/ htt
deepeyeradln.cnm 8006; 8058 site:/com:* metranicfm.com 8030 SHOUTcast Adr  http://metronicfm.com:8030/ htt
radio9975.com aooz site:/com:® manaqe-galf.com 8084 Manage Golf Sy http://montrose.manage-qgolf.com:8084/ htt
L - - — site:/com:® zoukizomba.com 8052 SHOUTcast Adr - http://zoukizomba.com:B052f htt
site:fcom:® ebengaliradio.com 7509 SHOUTcast Adr  http://www.ebengaliradio.com: 7509/ htt
site:/com:* mgoblog.com 8080 mgaoblog | Mich http://mgoblog.com:8080/ htt
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NEW GOOGLE HACKING TOOLS

CodeSearch Diggity
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GoogleCodeSearchDiggity
Identifying vulnerabilities in open source code projects hosted by Google Code, MS CodePlex, SourceForge, Github, and more. The tool comes with over 130 default searches that identify SQL injection, cross-site scripting (XSS), insecure remote and local file includes, hard-coded passwords, and much more.

Essentially, Google CodeSearchDiggity provides a source code security analysis of nearly every single open source code project in existence – simultaneously. 

NEW CodeSearch – for Google Code project:
http://code.google.com/codesearch 

NOTE – The Code Search API has been retired by Google as of January 15, 2012.  However, the risks associated with information disclosures and vulnerabilities exposed in open-source code remains.  As such, we are currently working on an alternative search API to migrate CodeSearchDiggity to in order to identify vulnerabilities in open-source code projects.
Google Code Search shuts down:  http://googleblog.blogspot.com/2011/10/fall-sweep.html


Goo
Google Code Search ==

VUILNS IN OPEN SOURCE CODE

GOugle code

public code, including popular open source
code repositories:

* Regex search for vulnerabilities in indexed
[Co %
Open Sou CEPfﬁJeCtC mmunity

source T2 githu

SOCIAL CODING

« Example: SQL Injection in ASP querystring
* select. *from. *request\.QUERYSTRING

GOL)S.Q COde Seal’Ch Eelect *from *request.QUERYSTF Advanced Code Search

labs

Code Results 1 - 10 of about 2,000

querystring parameter

post.asp
45: =tr8ql ="SELECT * from reply where reply id ' & Request.QueryString ("reply_id") ’

46: meg = "<brr<br»x¢08£°0»00 ATAOAx-OReI* UAiSE2 AR =R e

|
reply_ idis SQL injectable I

57: strs8gl ="SELECT T Message from Topics where Topic id = " & Request.QueryString ("reply_id")
58: msg = "<brr<brrx¢04£°0»00 ATACAx=ORof+UAIGLzAATLARGS sT0xd. "

wisy . charts netfeweb/downloadisoftware/bbsiradeforum zip - Unknown - ASP - Wore from tradeforum zip =
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Google Code Search
http://www.google.com/codesearch

NOTE – The Code Search API has been retired by Google as of January 15, 2012.  However, the risks associated with information disclosures and vulnerabilities exposed in open-source code remains.  As such, we are currently working on an alternative search API to migrate CodeSearchDiggity to in order to identify vulnerabilities in open-source code projects.
Google Code Search shuts down:  http://googleblog.blogspot.com/2011/10/fall-sweep.html


Google Code Search – Hacking Database –
S&L will be releasing Google Code Search regexs from the following categories (below are a few samples, all will be released soon):
SQL Injection 
PHP Parameters
ASP Querystring 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=select.*from.*request%5C.QUERYSTRING&btnG=Search 
.Net 
ASP Form Parameters
JSP/Java Parameters
 
Cross-site Scripting (XSS) 
PHP XSS 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=input.*type%3Dhidden.*%3D.*%5C%24_%28GET%7CPOST%7CCOOKIE%29&btnG=Search 
JSP XSS 
ASP XSS 
 
Handling Sensitive Data 
Passwords 
SSNs 
Credit Cards 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=4%5B0-9%5D%7B3%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D+lang%3Asql&btnG=Search 
 
Hard-coded Passwords 
MS SQL 
Oracle 
DB UserIds 
MySQL 
 
Filesystem Interaction 
ASP OpenTextFile 
Sample: http://www.google.com/codesearch?q=+FileSystemObject+OpenTextFile%5C(.*request%5C.&sa=N 
PHP fopen Get 
PHP fopen Post 
PHP file_get_cont GET 
PHP file_get_cont POST 
PHP file GET 
PHP file POST 
 
Other
Remote File Include
Sample: http://www.google.com/codesearch?hl=en&lr=&q=%28fopen|include|require%29%28_once%29%3F\s*\%28\s*\%24_%28%28GET%29|%28POST%29|%28REQUEST%29%29[^%2C.%22%29]*%3F\.%22.*%3F\%29+lang%3Aphp&sbtn=Search 
 



CodeSearch Diggity

i Search Diggity

File

Opftions

Help

GoogleDiggity CodeSearchDiggity BingDigaity

s

Query Appender

Queries

[C] 5QL Injection

[T Cross-site Scripting (XS
[C] Filesystem Interaction
[C] Handling Sensitive Datz
[7] Hard-coded Passwords

+ [ pata Mining

[T other
[] Remote File Include

> [] Remote Code/Cmd Exe

[C] Amazon Keys
» M Ec2
I Amazon

LinkFromDomainDiggity DLPDiggity FlashDiggity MalwareDiggity

-

| Category |Suhcatego | Search String | Page Title | URL |
Amazon Keys  EC2 ec2[~\dI["I[A-Z0-9]{203[""] trunk/simondfj: http://www.google.com/codesearch/p7Thl=en#Kcy
Amazon Keys EC2 ec2[M\dI[™I[A-Z0-91{203 "] trunk/simondfj: http://www.google.com/codesearch/p7hl=en#Kcy
Amazon Keys EC2 ec2[~\dI[™I[A-Z0-91{203 "] trunk/src/chron  http:// Amazon AWS Cloud n#CQl
Amazon Keys  ECZ ec2[~\dI[™I[A-Z0-91{204"] trunk/src/chron hitp:// keys stored in plaintext n#CQl
Amazon Keys EC2 ec2[M\dI[™ILA-Z0-91L203["] chrome/content  http://w =en#ulal
Amazon Keys EC2 ec2[M\dI[™ILA-Z0-91L203["] chromefcontent  hitp://www.google.com/co rch/p?hl=en#ulAl
Amazon Keys EC2 ec2[\dI[™I[A-Z0-91{203["] trunk/src/eifaw.  http://www.qooqgle.com/ search/p?hl=en#aM(
| Amazon Keys EC2 ec2[~\d][™][A-Z0-91{203[™] trunk/EC25amp http:ﬁwvnv.gnogle.coq" lﬁdesearchfp?hl:en#nﬂ)
Amazon Keys  Amazon amazon.*["][A-Z0-91{20}[""] http://www.google. fcodesearchf/p?hl=en#474

seraimr Ll CW ]

lookups.py

L FF. 1 r L L 5 '

<pre>
</pre=

Qutput Selected Result

Jec2 ec2 = new J<b>ec2("ax Nz </b>-. "  -.CIkuoEeAD6");

/

.

o STACH&LIU
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Amazon Keys stored in code:
http://en.wikipedia.org/wiki/Amazon_AWS
http://en.wikipedia.org/wiki/Amazon_ec2
http://en.wikipedia.org/wiki/Amazon_S3

Amazon – Secret Access Keys
http://www.bucketexplorer.com/documentation/amazon-s3--what-is-my-aws-access-and-secret-key.html
https://aws-portal.amazon.com/gp/aws/developer/account/index.html?action=access-key#access_credentials 
http://docs.amazonwebservices.com/AWSSecurityCredentials/1.0/AboutAWSCredentials.html#AccessKeys 

Amazon AWS – Secret Key Finding Regular Expression Examples:
ec2[^\d]["'][A-Z0-9]{20}["']
amazon.*["'][A-Z0-9]{20}["']

Amazon AWS Tools for Hacking
Firefox – Amazon S3 Organizer Plug-in
https://addons.mozilla.org/en-US/firefox/addon/amazon-s3-organizers3fox/
Elasticfox – Amazon EC2 Administration Tool
http://aws.amazon.com/developertools/9302537431253167
https://bitbucket.org/winebarrel/elasticfox-ec2tag/downloads  


amazon

C | O U d S ec U ri 'I'y web services™

NO PROMISES.. NONE

Amazon AWS Customer Agreement
 hitp://aws.amazon.com/agreement/# 10

10. Disclaimers.

Mo guarantee of

confidentiality, THE SERVICE OFFERINGS ARE PROVIDED “AS IS.” WE AND QUR AFFILIATES AND LICENSORS MAKE NO
anitg%ri% :{]tLe REPRESENTATIONS OR WARRANTIES OF ANY KIND, WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE
CIA secunty triad)
of your data in SERVICE OFFERINGS OR THIRD PARTY CONTENT WILL BE UNINTERRUPTED, ERROR FREE OR FREE OF HARMFUL
any way COMPONENTS, OR THAT ANY CONTENT, INCLUDING YOUR CONTENT OR THE THIRD PARTY CONTENT, WILL BE
SECURE OR NOT OTHERWISE LOST OR DAMAGED. EXCEPT TO THE EXTENT PROHIBITED BY LAW, WE AND OUR

AFFILIATES AND LICENSORS DISCLAIM ALL WARRANTIES, INCLUDING ANY IMPLIED WARRANTIES OF
MERCHANTABILITY, SATISFACTORY QUALITY, FITNESS FOR A PARTICULAR PURPOSE, NON-INFRINGEMENT, OR QUIET
ENJOYMENT, AND ANY WARRANTIES ARISING OUT OF ANY COURSE OF DEALING OR USAGE OF TRADE.
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Amazon AWS Customer Agreement - #10 Disclaimers
http://aws.amazon.com/agreement/#10

CIA Security Triad – Confidentiality, Integrity, Availability
http://en.wikipedia.org/wiki/CIA_triad#Key_concepts


Cloud Crawling

CREATE YOUR OWN SEARCH ENGINES

screen- Web Data Extraction
SC I‘apel‘ Automate virtually anything vou can do with a web browser

Query the World

Tap the web's massive database.

80legs

Ca N ol a i o ol o

The most powerful

web-crawler ever.

o STACH&LIU
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Articles:
http://news.slashdot.org/story/11/04/13/164223/Scrapers-Dig-Deep-For-Data-On-Web

Examples:
http://80legs.com/
http://screen-scraper.com/
http://www.freelancer.com/projects/XML-Cloud-Computing/Web-Crawler-Scraper-for-targeted.html


h codesearch%
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Google Code Search
http://www.google.com/codesearch

Google Code Search – Hacking Database
S&L will be releasing Google Code Search regexs from the following categories (below are a few samples, all will be released soon):
SQL Injection 
PHP Parameters
ASP Querystring 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=select.*from.*request%5C.QUERYSTRING&btnG=Search 
.Net 
ASP Form Parameters
JSP/Java Parameters
 
Cross-site Scripting (XSS) 
PHP XSS 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=input.*type%3Dhidden.*%3D.*%5C%24_%28GET%7CPOST%7CCOOKIE%29&btnG=Search 
JSP XSS 
ASP XSS 
 
Handling Sensitive Data 
Passwords 
SSNs 
Credit Cards 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=4%5B0-9%5D%7B3%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D+lang%3Asql&btnG=Search 
 
Hard-coded Passwords 
MS SQL 
Oracle 
DB UserIds 
MySQL 
 
Filesystem Interaction 
ASP OpenTextFile 
Sample: http://www.google.com/codesearch?q=+FileSystemObject+OpenTextFile%5C(.*request%5C.&sa=N 
PHP fopen Get 
PHP fopen Post 
PHP file_get_cont GET 
PHP file_get_cont POST 
PHP file GET 
PHP file POST 
 
Other
Remote File Include
Sample: http://www.google.com/codesearch?hl=en&lr=&q=%28fopen|include|require%29%28_once%29%3F\s*\%28\s*\%24_%28%28GET%29|%28POST%29|%28REQUEST%29%29[^%2C.%22%29]*%3F\.%22.*%3F\%29+lang%3Aphp&sbtn=Search 
 







Google Code Searc

E
ECOD
NS INOPEN SOURC

VUL

Search e,
Find Popular
Develop Regex haposul

\Y

Verify
Vumerab”ities
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Attacks
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Google Code Search
http://www.google.com/codesearch

Google Code Search – Hacking Database
S&L will be releasing Google Code Search regexs from the following categories (below are a few samples, all will be released soon):
SQL Injection 
PHP Parameters
ASP Querystring 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=select.*from.*request%5C.QUERYSTRING&btnG=Search 
.Net 
ASP Form Parameters
JSP/Java Parameters
 
Cross-site Scripting (XSS) 
PHP XSS 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=input.*type%3Dhidden.*%3D.*%5C%24_%28GET%7CPOST%7CCOOKIE%29&btnG=Search 
JSP XSS 
ASP XSS 
 
Handling Sensitive Data 
Passwords 
SSNs 
Credit Cards 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=4%5B0-9%5D%7B3%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D+lang%3Asql&btnG=Search 
 
Hard-coded Passwords 
MS SQL 
Oracle 
DB UserIds 
MySQL 
 
Filesystem Interaction 
ASP OpenTextFile 
Sample: http://www.google.com/codesearch?q=+FileSystemObject+OpenTextFile%5C(.*request%5C.&sa=N 
PHP fopen Get 
PHP fopen Post 
PHP file_get_cont GET 
PHP file_get_cont POST 
PHP file GET 
PHP file POST 
 
Other
Remote File Include
Sample: http://www.google.com/codesearch?hl=en&lr=&q=%28fopen|include|require%29%28_once%29%3F\s*\%28\s*\%24_%28%28GET%29|%28POST%29|%28REQUEST%29%29[^%2C.%22%29]*%3F\.%22.*%3F\%29+lang%3Aphp&sbtn=Search 
 







SHODAN

Computer Search Engine

NEW GOOGLE HACKING TOOLS

SHODAN Diggity
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SHODAN Diggity
SHODAN Diggity provides an easy-to-use scanning interface to the popular SHODAN hacking search engine, and comes equipped with convenient list of search queries ready in a pre-made dictionary file.

SHODAN is a search engine that lets you find specific types of computers (routers, servers, etc.) using a variety of filters. Some have also described it as a search engine of service banners. Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (23), SSH (22) and Telnet (21) services.

Web search engines, such as Google and Bing, are great for finding websites. But what if you’re interested in finding computers running a certain piece of software (such as Apache)? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don’t let you answer those questions. 


SHODAN 4 SHODAN.

HACKER SEARCH ENGINE

* Indexed service banners for whole Internet for HTTP (Port 80), as well

as some FTP (23), SSH (22) and Telnet (2 1) services

% SHODAN [ EERT I  -"

» Top countries matching your search  Haly 20
China 14

United States 1

NAS storage Spain 6

devices located Greece 5

Default username

123.116.195.215 HTTP/1.0 401 Unauthorized is "admin’
Server: NAShttpd

Date: Mon, 06 Feb 2012 18:01:34 GMT
WWW-Authenticate: Basic realm|="Default USER :admin" |
Content-Type: text/html

Bl Beijing

Connection: close
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SHODAN 
http://www.shodanhq.com/
http://www.shodanhq.com/help/filters
SHODAN is a search engine that lets you find specific computers (routers, servers, etc.) using a variety of filters. Some have also described it as a public port scan directory or a search engine of banners.
Web search engines, such as Google and Bing, are great for finding websites. But what if you're interested in finding computers running a certain piece of software (such as Apache)? Or if you want to know which version of Microsoft IIS is the most popular? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don't let you answer those questions.
So what does SHODAN index then? Good question. The bulk of the data is taken from 'banners', which are meta-data the server sends back to the client. This can be information about the server software, what options the service supports, a welcome message or anything else that the client would like to know before interacting with the server.
Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (23), SSH (22) and Telnet (21) services. There are plans underway to expand the index for other services. Let me know if there are specific ports you would like to see included. 

SHODAN Twitter:
http://twitter.com/#!/achillean

SHODAN - Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=net:216.75.0.0/16
RSS Version: http://www.shodanhq.com/?q=net:216.75.0.0/16&feed=1

Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=100

SHODAN – Other Cool
http://webcams.shodanhq.com/
http://www.shodanhq.com/exploits
http://maltego.shodanhq.com/



SHODAN SHODAN

FINDING SCADA SYSTEMS

“ SHODAN E=f

» Top countries matchy j your search Canada 13
Finland 12

. United States 8

U_smg SHODAN to Sweden 6
find SCADA web Denmark 6

admin interfaces

218.111.69.68 HTTP/.0 401 Auvthorization Required
Date: Sat, 11 Jun 2011 04:38:51 GMT

Server: Apache/].3.31 (Unix)

EE kusis Lumpur

WWW- Authenticate: Basic rulm=':§(‘:‘tﬂl.{ Gateway User Login”
Transfer-Encoding: chunked

Content-Type: text himl; charset=130-8859-1

66.18.233.232 HTTP/1.0 401 Authornraton Required
Diate: Wed, 20 Apr 2011 20:09:46 GMT
= Calgary ) . m 3 . . Y a S
Server: Apacha2 0,63 (FreeB3SD) mod_pyvthon'3.3.1 Python/2.5.2
) WV Authenhicate: Digest realm="RTS SCADA Server”, nonce="Z9PTNF+hE
dsl-main-66-18.233.232.
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SHODAN 
http://www.shodanhq.com/
http://www.shodanhq.com/help/filters
SHODAN is a search engine that lets you find specific computers (routers, servers, etc.) using a variety of filters. Some have also described it as a public port scan directory or a search engine of banners.
Web search engines, such as Google and Bing, are great for finding websites. But what if you're interested in finding computers running a certain piece of software (such as Apache)? Or if you want to know which version of Microsoft IIS is the most popular? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don't let you answer those questions.
So what does SHODAN index then? Good question. The bulk of the data is taken from 'banners', which are meta-data the server sends back to the client. This can be information about the server software, what options the service supports, a welcome message or anything else that the client would like to know before interacting with the server.
Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (23), SSH (22) and Telnet (21) services. There are plans underway to expand the index for other services. Let me know if there are specific ports you would like to see included. 

SHODAN Twitter:
http://twitter.com/#!/achillean

SHODAN - Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=net:216.75.0.0/16
RSS Version: http://www.shodanhq.com/?q=net:216.75.0.0/16&feed=1

Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=100

SHODAN – Other Cool
http://webcams.shodanhq.com/
http://www.shodanhq.com/exploits
http://maltego.shodanhq.com/



SHODAN

FINDING SCADA SYSTEMS

I[GJE[s] susscmec» secrons» | suss»  meviews»  vioeo»  wow-ros
THREAT LEVEL o
THREAT LEVEL ™\

Hoping to Teach a Lesson, Researchers
Release Exploits for Critical Infrastructuy  FR/VASY, SRIME AND SECURITY ONLINE

Soﬂware Global Exposure Surface Timeline .
By o zeter -5 10K Reasons to Worry About Critical 708 | 83 | 140
2 ot Quiaceiie = Infrastructure @ iweet § 1| [ share

By Kim Zetter B January 24, 2012 | 6:30 am| Categories: Cybergecurity

Global Exposure Surface Timeling

L MIAMI, Florida — A security researcher was able to locate and map more than 10,000 industrial control
; 1; systems hooked up to the public internet, including water and sewage plants, and found that many could be
open to easy hack attacks, dye to lax security practices.

Screenshot showing an industrial control system in Idaho that's connected to the internet. The red tag indicates there are
known vulnerabilities for the device that might be exploitable. Two known vulnerabilities are listed at the bottom of the
text bubble.
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Wired.com - 10K Reasons to Worry About Critical Infrastructure - 24Jan2012
http://www.wired.com/threatlevel/2012/01/10000-control-systems-online/
http://www.wired.com/images_blogs/threatlevel/2012/01/2011-Leverett-industrial.pdf


SHODAN Hacking Alerts
New live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.
http://www.shodanhq.com/
Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=Server:%20SQ-WEBCAM
Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000


SCADA Vulnerabilities:
Now point-n-click exploits are readily available for most major SCADA manufacturers.
Includes vulnerabilities in the The vulnerabilities were found in widely used programmable logic controllers (PLCs) made by Siemens, General Electric, Rockwell Automation, Schneider Modicon, Koyo Electronics and Schweitzer Engineering Laboratories.

http://www.wired.com/threatlevel/2012/01/scada-exploits/



SHODAN Diggity SHODAN...

FINDING SCADA SYSTEMS

Google CodeSearch Bing LinkFromDomain DLP Flash Malware PortScan MotInMyBackyard BingMalware Shodan

J“ Advanced

API Key:| Create Hide

Query Appender

= Cancel

o Enter SHODAN APlkey |

- | Category | Search String | URL | Hostnames | City | Country]
Queries SCADA Niagara Web Server  http://193.185.169.90/ Finland
| | DeTaUIT Lreaentals . SCADA Miagara Web Server  http://12.171.57.87/ United Stated
[JFTP SCADA Miagara Web Server  http://70.168.40.243/ wsip-70-168-40-243. Cleveland United Stateg
[ Printer SCADA Miagara Web Server  http://216.241.207.24/  sciop-ip94.scinternet. Colorado City  United Stated
g :zl:s;l SCADA Miagara Web Server  http://206.82.16.227/ niagarafred.norleb.kl Lancaster United Stated

SCADA Miagara Web Server  http://184.187.11.158/ Omaha United Stated
4

[7] Photovaltaic
[ Rockwell SLC-505 PLC Output \\

[T Electro Industries Gaug

[[] sCADA USA \
« [ ScADA HTTP/1.0 302 Moved Temporarily
[ scada location: hitp://70.168.40.243/login Finding SCADA systems
content-type: text/html; charset=UTF-8 via SHODAN Digai
MNiagara Web Serve content-length: 116 agity
[7] Siemens s7 set-cookie: niagara_audit=quest; path=/

server: Miagara Web Server/3.5.34

o STACH&LIU 58


Presenter
Presentation Notes
SHODAN Diggity
http://www.stachliu.com/resources/tools/google-hacking-diggity-project/attack-tools/ 
SHODAN Diggity provides an easy-to-use scanning interface to the popular SHODAN hacking search engine, and comes equipped with convenient list of search queries ready in a pre-made dictionary file.

SHODAN is a search engine that lets you find specific types of computers (routers, servers, etc.) using a variety of filters. Some have also described it as a search engine of service banners. Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (23), SSH (22) and Telnet (21) services.

Web search engines, such as Google and Bing, are great for finding websites. But what if you’re interested in finding computers running a certain piece of software (such as Apache)? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don’t let you answer those questions. 



bing

linkFromdomaindiggity

NEW GOOGLE HACKING TOOLS

Bing LinkFromDomainDiggity
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Bing LinkFromDomain
Attack footprinting tool.  Enumerating applications, hosts, and domains belonging to target organization.

http://www.bing.com/community/site_blogs/b/search/archive/2006/10/16/search-macros-linkfromdomain.aspx
http://www.dailyblogtips.com/using-the-linkfromdomain-operator-on-bing-to-find-spammy-links-on-your-site/
http://www.seomoz.org/blog/linkfromdomain-a-linkbuilding-tip-for-use-at-bingcom



Bing LinkFromDomain

DIGGITY TOOLKIT

File Options Help

o WA IEEEEmS W St

GoogleDiggity L@ngDiggit\/ GoogleCodeSearch

Applications Hosts Domains

Damain:

ml Goncel Bing 2.0 APLKey: Create
Fa367FBF stachliu.com

External links then sorted and
extracted into: applications,
host names, and domains

Bing's linkfromdomain:
directive used to find

external links on your sites

Maximum 20, :
Using Custom Searc 0367FBFD32.

Found 25 result(s) for query: "linkfromdomain:stachliu.com™.

ggaﬁl Eﬂiﬁ_f’[@zmgn 1:01:30 AM] I iN KFr Omd OoOMmMain dlgg I-I-y =

Google Status: Ready

o STACH&LIU
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Bing LinkFromDomain
Attack footprinting tool.  Enumerating applications, hosts, and domains belonging to target organization.

http://www.bing.com/community/site_blogs/b/search/archive/2006/10/16/search-macros-linkfromdomain.aspx
http://www.dailyblogtips.com/using-the-linkfromdomain-operator-on-bing-to-find-spammy-links-on-your-site/
http://www.seomoz.org/blog/linkfromdomain-a-linkbuilding-tip-for-use-at-bingcom



bing

Bing LinkFromDomain

FOOTPRINTING LARGE ORGANIZATIONS
BingDigaity DLPDiggity FlashDI;Egity MalwareDigaity

\/
ay

GoogleDiggity CodeSearchDigaity

Query Appender
site:gov.cn |=

Sites/Domains

| www.gov.cn [Rewmee]

also part of the gov . cn domain

2. Also filtering results to just those I W
o7C73899461F9367FBF [ F

Clear

URLs Applications

Domains

L 1. Running Bing's N

linkfromdomain: www.gov.cn
to get list of off-site links from

2010.visithainan.gowv.cn
app.mps.gov.cn
bg.mofcom.gov.cn
bjsat.gov.cn
bjyouth.gowv.cn
catf.agri.gov.cn

cc.fjkl.gov.cn

3. Results in large list of other valid
Chinese government hostnames on
the gov.cn domain.

China's government main website
N ‘9 S

Using
Advanced Scan starded [9/10/2011 2-15-54 PM]

9367FBFD32.

Found 445 result(s) for query: "linkfremdomain:www.gov.cn site:gov.cn™. |

Total Res0ns: 445,
Scan Complete, [9/10/2011 2:17:26

PM]

linkKFromdomaindiggity

STACH&LIU
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Bing LinkFromDomain
Attack footprinting tool.  Enumerating applications, hosts, and domains belonging to target organization by looking at off-site links of known applications belonging to the target.

Example:  Essentially performs and parses results for Bing search:
linkfromdomain:www.gov.cn site:gov.cn
http://www.bing.com/search?q=linkfromdomain:www.gov.cn site:gov.cn


http://www.bing.com/community/site_blogs/b/search/archive/2006/10/16/search-macros-linkfromdomain.aspx
http://www.dailyblogtips.com/using-the-linkfromdomain-operator-on-bing-to-find-spammy-links-on-your-site/
http://www.seomoz.org/blog/linkfromdomain-a-linkbuilding-tip-for-use-at-bingcom



NEW GOOGLE HACKING TOOLS

DLP Diggity

P STACH&LIU
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DLPDiggity
Data loss prevention tool that leverages Google/Bing to identify exposures of sensitive information (e.g. SSNs, credit card numbers, etc.) via common document formats such as .doc, .xls, and .pdf. 

DLPDiggity utilizes IFilters to search through the actual contents of files, as opposed to just the meta-data. Using .NET regular expressions, DLPDiggity can find almost any type of sensitive data within common document file formats. 

Files downloaded via GoogleDiggity and BingDiggity can be searched for SSN, credit cards, etc.

Data Loss Prevention
http://en.wikipedia.org/wiki/Data_loss_prevention_software
http://www.sans.org/reading_room/whitepapers/dlp/
http://www.csoonline.com/article/221272/Data_Loss_Prevention_Dos_and_Don_ts
http://www.csoonline.com/documents/whitepapers/UnderstandingDataLocation.pdf
http://www.codegreennetworks.com/blog/?p=33

.NET Framework Regular Expressions
http://msdn.microsoft.com/en-us/library/hs600312.aspx

IFilters
Used iFilters to turn documents into searchable text:
http://www.powergrep.com/ifilter.html
http://en.wikipedia.org/wiki/Ifilter
http://www.ifilter.org/
Ifilter utilities:
http://www.nirsoft.net/utils/search_filter_view.html
http://www.codeproject.com/KB/cs/IFilter.aspx
PDF Ifilter – Better than Adobe’s default:
http://www.foxitsoftware.com/downloads/otherpdf/ifilter2_1.html


DLP Diggity

LOTS OF FILES TO DATA MINE

| GOUS]@ filetype pdf

About 513,000,000 results {0.25 seconds)

GOUS]@ filstype:doc GOUS]@ filetype:xls

About 54,500,000 results (0,10 seconds) About 17 300,000 results (0.13 seconds)

oINg
Web

SEARCH HISTORY
L Slaiunaands

filetype:doc E

Web  Morer

ALLRESULTS 1-10 of 26,900,000 results - Advanced

o STACH&LIU

filetype:pdf

Web  Morew

SEARCH HISTORY ALL RESULTS 1-10 of 146,000,000 results - Advanced
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DLPDiggity
Data loss prevention tool that leverages Google/Bing to identify exposures of sensitive information (e.g. SSNs, credit card numbers, etc.) via common document formats such as .doc, .xls, and .pdf. 

https://www.google.com/#q=ext:pdf
https://www.google.com/#q=ext:doc
https://www.google.com/#q=ext:xls
https://www.google.com/#q=ext:txt

Bing – Filetype Searching
http://msdn.microsoft.com/en-us/library/dd250876.aspx 
 
Google – Filetype Searching
http://www.google.com/help/faq_filetypes.html
http://www.google.com/support/webmasters/bin/answer.py?hl=en&answer=35287
http://www.googleguide.com/file_type.html
http://www.googleguide.com/advanced_operators.html#filetype


DLP Diggity
MORE DATA SEARCHABLE EVERY YEAR

Google Results for Common Docs

1,030,000,000
1,200,000,000
1,000,000,000 -
800,000,000 - 513,000, m 2004
= 2007
600,000,000 - 12011
= 2012
400,000,000 -

200,000,000

0

XLS
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DLPDiggity
Data loss prevention tool that leverages Google/Bing to identify exposures of sensitive information (e.g. SSNs, credit card numbers, etc.) via common document formats such as .doc, .xls, and .pdf. 

https://www.google.com/#q=ext:pdf
https://www.google.com/#q=ext:doc
https://www.google.com/#q=ext:xls
https://www.google.com/#q=ext:txt


Data Loss In The News

MAJOR DATA LEAKS

» Groupon.com leaks 300,000 users emails and passwords
e filetype:sgl hotmail gmail password

Slashdot * O

stories
Groupon Deal of the Day: 300,000 Customer Accounts
recent
Posted by samzenpus on Wednesday June 25 2011, @01:11PM
popular from the good-deal dept.
ask slashdot itwbennett writes

'The ustumer database of Gruu on's Indlan subsidiary was published, unsecured and unencrypted, on the company’s S|te far Iung enough to indexed
] .l | P P ol il el o T | e o L1l

book reviews

games

W G 0 | J.gle filetype:sgl hotmail gmail password NG

d resuls [0 10 seoonds |

*8 Ewverything » CREATE TABLE 'phase2 users’ (id" int{11) NOT MULL auto_increment ...
- Wirlana whiied/ 80aasla. comiuplosded’ user Ky z.agl - [ndks

8 STACH&LIU
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Groupon.com Leaks 300,000 users emails and passwords
28June2011

Groupon.com leaks Indian user database with emails and plaintext passwords for 300,000 users.  File was discovered by Googling for “filetype:sql hotmail gmail password”.
http://risky.biz/sosasta 
http://it.slashdot.org/story/11/06/29/172232/Groupon-Deal-of-the-Day-300000-Customer-Accounts

http://www.google.com/#q=filetype:sql hotmail gmail password



Data Loss In The News

MAJOR DATA LEAKS

* Yale Alumni 43,000 SSNs Exposed in Excel Spreadsheet

News

c|net

Reviews News Download CNETTV HowTo

Yale oversight exposes 43,000
Social Security numbers

Purdue University also reports exposure of more than 7,000 Social
Security numbers after unknown person accesses server.

by Elinor Mills | August 23, 2011 5:35 PM PDT

Follow @elinormills

Mames and Social Security numbers of 43,000 Yale
University students, faculty, staff, and alumni were
accessible via the Google search engine for about 10
months, according to the school newspaper.
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Yale Alumni 43k SSNs - Google Hacked
23Aug2011

Yale alumni searches Google for his own name, and stumbles upon a Microsoft Excel spreadsheet with his information…and 43,000 other alumni of Yale personal information.

http://news.cnet.com/8301-27080_3-20096355-245/yale-oversight-exposes-43000-social-security-numbers/?part=rss&tag=feed&subj=News-Security
http://www.businessinsider.com/yale-gets-hacked-2011-8
http://doj.nh.gov/consumer/security-breaches/documents/yale-university-20110809.pdf 


DLP Diggity

DIGGITY TOOLKIT

GoogleDiggity CodeSearchDigaity

BingDigaity LinkFromDiomainDiggity DLPDigg FlashDiggity MalwareDiggity

Jﬁ| Simple

> [ patient Records

» [ National ID Numbers

» [] Tech Data Mining

> [ Encryption Related

> [ Passwds

> [ Passwds Various Langu
O] Keywords

o STACH&LIU

Queries E—
Scan Directory:  C:\DiggityDownloads), Browse...

> [ CreditCards
b 55N | Category | Subcategory | Search String | !‘ File
» [lem = Social Security  [~A-Za-z0-9_1([0-6]\d{ / [-\DiggityDownloads\PIITutorial.doc
b
: g '?’anxlkDAcmu"t Numbers SSN 55N LANL (ss{n)?|sodal{\s*secury [C:\DiggityDownloads\PIITutorial.doc
b a

Search through downloaded files from
oogleDigaity and BingDiggity for data
leaks such as SSNs, credit cards, etc.

1

Output Selected Result

21 Jerry,

22 This is Mary. I forgot to include my social security number in those clearance documents I 5
Would you mind adding it in for me? My SSN is 123-45-6789. Thanks a lot!

23 - Mary

24
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DLPDiggity
Data loss prevention tool that leverages Google/Bing to identify exposures of sensitive information (e.g. SSNs, credit card numbers, etc.) via common document formats such as .doc, .xls, and .pdf. 

DLPDiggity utilizes IFilters to search through the actual contents of files, as opposed to just the meta-data. Using .NET regular expressions, DLPDiggity can find almost any type of sensitive data within common document file formats. 

Files downloaded via GoogleDiggity and BingDiggity can be searched for SSN, credit cards, etc.

Data Loss Prevention
http://en.wikipedia.org/wiki/Data_loss_prevention_software
http://www.sans.org/reading_room/whitepapers/dlp/
http://www.csoonline.com/article/221272/Data_Loss_Prevention_Dos_and_Don_ts
http://www.csoonline.com/documents/whitepapers/UnderstandingDataLocation.pdf
http://www.codegreennetworks.com/blog/?p=33

.NET Framework Regular Expressions
http://msdn.microsoft.com/en-us/library/hs600312.aspx

IFilters
Used iFilters to turn documents into searchable text:
http://www.powergrep.com/ifilter.html
http://en.wikipedia.org/wiki/Ifilter
http://www.ifilter.org/
Ifilter utilities:
http://www.nirsoft.net/utils/search_filter_view.html
http://www.codeproject.com/KB/cs/IFilter.aspx
PDF Ifilter – Better than Adobe’s default:
http://www.foxitsoftware.com/downloads/otherpdf/ifilter2_1.html


DLP Reporting

PRACTICAL EXAMPLES

DLPDiggity - # of Files Analyzed per File Extension
Total = 12,943 files

[pdf-7.562 |

MY STACH&LIU ™20
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DLPDiggity
Discovered public vulnerability disclosure
XSS.CX actively scanning and publishing known vulnerabilities on the web
XSS, SQLi, etc
DLP section could be updated with the graph of how many files of each type we found during our custom consulting project
DLP Findings
Within those files we can talk about what we found anonymously. 
Sensitive Info Exposure
Infrastructure documentation with IP address, hostname, and purpose
Sensitive credentials
SMTP services
Private image galleries
Load testing credentials in a Word document
Database connection strings in an XML file
Shared FTP credentials in PDF files
Credentials confirmed to have write access
Log File Exposures
Ws_ftp.log files exposed file paths and detailed file information
Flash Hacking
Discovered 2,752 SWF files
Vulnerabilities included 
XSS
Weak Cross-domain policy
Compromised Email lists per domain



DLP Reporting

PRACTICAL EXAMPLES

Automagic Removal Process, DORK, GHDB,
XSS.CX, Vulnerability Management, Best Practices

www.google.com/cse/home?cx=008801355445696029762:5w15)g9xnc \:_}' »
Updated October 8, 2011
I | v Account | Help
Executive Summary GO{nge CUStOm SearCh
¥S5S.CX is an automated Anti-Phishing Execution Robot XSSCX ResearCh

defined as a SCAP Expert System performing Vulnerabil|

Execution, Risk Analysis and Reporting into the Publi | Site Search H Search

Domain for the public convenience and hecessity of

securing personally identifying information.

Google CSE providing search access j

General Information to xs5. cx vulnerability results

Search engine details

Proof of Concept CWE-79, CWE-89 and CWE-113 Reports for
reports into the Public Domain which are then indexed XSS, SQL Injection and HTTP Header Injection by Hayt LLC

Search Engines. Research

The Anti-Phishing Web Crawler publishes Vulnerable Ho

) ) . L searches sites including: http://fxss.cx, http/fwww.cloudscan.me
Companies with external facing Vulnerability Manageme|

Programs then identify the XS5.CX Report, resolving t Keywords: XS5, SAL Injection, HTTP Header Injection, CWE-79,

vulnerability in the normal course of business. CWE-89, CWE-113, Hoyt LLC Research

Last updated: March 2, 2011
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DLPDiggity
Discovered public vulnerability disclosure
XSS.CX actively scanning and publishing known vulnerabilities on the web
XSS, SQLi, etc
DLP section could be updated with the graph of how many files of each type we found during our custom consulting project
DLP Findings
Within those files we can talk about what we found anonymously. 
Sensitive Info Exposure
Infrastructure documentation with IP address, hostname, and purpose
Sensitive credentials
SMTP services
Private image galleries
Load testing credentials in a Word document
Database connection strings in an XML file
Shared FTP credentials in PDF files
Credentials confirmed to have write access
Log File Exposures
Ws_ftp.log files exposed file paths and detailed file information
Flash Hacking
Discovered 2,752 SWF files
Vulnerabilities included 
XSS
Weak Cross-domain policy
Compromised Email lists per domain



Google

Search

|
ADOBE
ext:swf ™ FLASH

About 760,000,000 results (0.17 seconds)

NEW GOOGLE HACKING TOOLS

FlashDiggity

o STACH&LIU
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FlashDiggity
Automated Google searching/downloading/decompiling/analysis of SWF files to identify Flash vulnerabilities and info disclosures.

http://en.wikipedia.org/wiki/SWF
http://en.wikipedia.org/wiki/Actionscript

https://www.google.com/search?q=ext:swf
http://www.bing.com/search?q=ext:swf

FlashDiggity first leverages the GoogleDiggity tool to identify Adobe Flash SWF applications for target domains via Google searches, such as ext:swf. 
Next, the tool is used to download all of the SWF files in bulk for analysis. The SWF files are disassembled back to their original ActionScript source code, and then analyzed for code-based vulnerabilities.

Note: BingDiggity cannot be used to initially identify SWF files using Bing’s filetype: operator only works on a small set of file extensions, and SWFs are not among them.  However, recently Bing starting supporting the ext: operator, so you can now search Bing for ext:swf to gather initial URLs using BingDiggity to feed to FlashDiggity.



FlashDiggity

DIGGITY TOOLKIT

» Google/Bing for SWF files on target domains

. Examp|e search: filetype:swf site:example.com
« Download SWF files to C:\DiggityDownloads\
» Disassemble SWF files and analyze for Flash vulnerabilities

GoogleDiggity CodeSearchDiggity BingDiggity LinkFromDomainDiggity DLPDiggity FlashDiggity MalwareDiggity

Queries
= Scan Directory:  C:\DiggityDownloads Browse...
[] Insecure Application De
b ActionScript Source | Category | Subcategory | Search String | -
[ Application Source £ Keywords User Account Info log(ilo}{1}n(s)? C:\DiggityDownloads\Flash[9_10_2011 2_42_13 PM]'
] Sensitive Data Keywords User Account Info log(ilo}1}n(s)? C:\DiggityDownloads\Flash[9_10_2011 2_42_12 PM]"
" [¥] PGP Private Key Blo )
> [ PGP Public Key Bloc Keywords User Account Info log(ilo}1}n(s)? C:\DiggityDownloads\Flash[9_10_2011 2_42_12 PM]
> [ RSA Private Key Blo Keywords User Account Info log(ilo}1}n(s)? C:\DiggityDownloads\Flash[9_10_2011 2_42_12 PM]"
b Internal IP Disclosui Kevinards llgar Acconunt Infn Innl"iln}fllnrc\'? ("'\F‘Iinnihlrnnwnln;xrl:‘-I:1:\ch-’0_1 020112 42 10 PMT
> MDS5 Hash Detected | Keywords User Account Info log(ilo}1}n(s)? C:\DiggityDownloads\Flash[9_10_2011 2_42_12 PM]'
> [ Possible Credit Card Keywords User Account Info Tog(ifoH1rn(s)? C \D|gg|tyD0wnIoads\Fiash 9_10_20112_42_12 PN
> ¥ Possible Server Path e " — Tt S oot AL [ -
]
> [¥] Possible Server Patt Hardcoded usernames
> [ Possible Social Secu Tl Selected Result and passwords in
> [l SHA-D/SHA-1 Hash cleartext in SWF file
¥ Keywords 20 if (UserName text == 'mizzico’ && PassWord.text == ’furnlture') { s .
> [¥] User Account Info i; i 5
P Potentially Interestit 23
O [ Y i 24 iff(UserName.text == 'sonya’ && PassWord.text=="paz{ |
1 ¢ 25 i

o STACH&LIU 7
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FlashDiggity
Automated Google searching/downloading/decompiling/analysis of SWF files to identify Flash vulnerabilities and info disclosures.

http://en.wikipedia.org/wiki/SWF
http://en.wikipedia.org/wiki/Actionscript

https://www.google.com/search?q=ext:swf
http://www.bing.com/search?q=ext:swf

FlashDiggity first leverages the GoogleDiggity tool to identify Adobe Flash SWF applications for target domains via Google searches, such as ext:swf. 
Next, the tool is used to download all of the SWF files in bulk for analysis. The SWF files are disassembled back to their original ActionScript source code, and then analyzed for code-based vulnerabilities.

Note: BingDiggity cannot be used to initially identify SWF files using Bing’s filetype: operator only works on a small set of file extensions, and SWFs are not among them.  However, recently Bing starting supporting the ext: operator, so you can now search Bing for ext:swf to gather initial URLs using BingDiggity to feed to FlashDiggity.


Flash Non-SWF Hacking

OTHER FLASH HACKING

» Google/Bing for Non-SWEF files on target domains, but related to Flash. Example queries:

e jnurl:crossdomain.xml ext:xml intext:"secure"

intext:"false"“

* intext:"swf" intext:"param name" intext:"allowNetworking * all"“

« Download Non-SWF files to ¢:\DiggityDownloads\

« Use DIPDiggity to analyze for non-SWF Flash vulnerabilities, such as:

«  Crossdomain.xml Insecure Seftings
*  Secure flag set to false
« Open * wildcard used

« Unsafe Flash HTML Embed Settings:
« AllowScriptAccess always
*  AllowNetworking all
« AllowFullScreen true

ADOBE
FLASH

of STACH&LIU

[] FlashDiagity Initial

Queries J
e GoogleDiggity
(] SharePain Queries p

[ T I T Tt

[ Mational Confirm with
1 cloud DLPDiggity

[] Database Copffection St

Flash MonSWF Searches
4[] Crossdomain.xml File
["] inurl:crossdomain

[ Crossdomain.xml File
4[] Unsafe Flash Embed
[] intext:"object id"

[T] intext:"param nar

[ Unsafe Flash Embed
[] Unsafe Flash Embed

[C] DLPDiggity Initial

Flash MonSWF Checks
4 [ Crossdomain.xmil File
[ =allow-access-fro
[] Insecure Crossdomai
4[] Unsafe Flash Embed
[| param\sname.*al
4 [ ] Unsafe Flash Embed
[C] param\sname.*al

[[] Unsafe Flash Embed | <

72


Presenter
Presentation Notes
Flash Hacking:  Non-SWF Files
Catch insecure Crossdomain.xml policies, insecure HTML embedding of SWF files, and other Flash related vulnerabilities that occur in non-SWF files (such as .xml, ,html, and other file types).
First, use GoogleDiggity to find pages on target domains related to Flash, but that are not file extension .swf, then
Secondly, use DLPDiggity checks to confirm non-SWF Flash related vulnerabilities

Non-SWF Flash Vulnerability Checks:
Crossdomain.xml Files Secure Flag False
Insecure Crossdomain.xml Open Wildcard
Unsafe Flash Embed Settings - AllowScriptAccess always
Unsafe Flash Embed Settings - AllowNetworking all
Unsafe Flash Embed Settings - AllowFullScreen true

Flash Crossdomain.xml Security Resources
http://code.google.com/p/doctype-mirror/wiki/ArticleFlashSecurityCrossDomain
http://code.google.com/p/doctype-mirror/wiki/ArticleFlashSecurityPolicyAttack
http://shiflett.org/blog/2006/sep/the-dangers-of-cross-domain-ajax-with-flash
http://www.adobe.com/devnet/articles/crossdomain_policy_file_spec.html

Unsafe Flash Embed Settings in HTML
Adobe - How to restrict SWF content from HTML
http://blogs.adobe.com/stateofsecurity/2007/07/how_to_restrict_swf_content_fr_1.html
Adobe - Exploring full-screen mode in Flash Player
http://www.adobe.com/devnet/flashplayer/articles/full_screen_mode.html
SANS - ISC Diary - Flash attack vectors (and worms)
http://isc.sans.edu/diary.html?storyid=7015





NEW GOOGLE HACKING TOOLS

Baidu Diggity

P STACH&LIU
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BaiduDiggity
First ever Baidu hacking tool, which targets vulnerabilities disclosed by China's dominant search engine.


Baidu

CHI

» Fighting

o STACH&LIU

Diggity
NA SEARCH ENGINE
back

BEEE "supplied argu... =

&= C A  © www.baidu.com/s?bs=intitle%3A"Snap+Server” +intitle%3A Home" + " Active + Use

L T )
i )
BaidWEE :xa mn we i v EE 04 #E S5

‘ "supplied argument is not a valid MySQL result resource] sitezgov.cn

BE—T

Fia"ix{§9 % supplied argument is not a valid MySQL u/z‘»ult resource site:gov.cn fHE3EE R

L =
{EEAZEED
- mysql_fetch_array(): supplied argument is not a valid MySQL It resource in D:\apache

phpmysglihtdocs\news\adminewglinewst).php on |i L . .
www_xjpi_gov.cn/news/adm/newgl/newst].php 2011 Finding vulns in Chinese

government sites
il FREFLEREME AR
Warning: mysgl_free_result(): supplied argument is not a valid MySQL result resource in EX\
site\phpsiteWwgs\public\navigation. php on line 18__.

www.wuguishan.gov.cn/zhzx/zhzx_content.ph ... 2011-2-17 - EEHEE

E.\:[u ;..l- m § N )=% EE%

- mysqgl_num_rows(): supplied argument is not a valid MySQL result resource in E-Wwwwroot
\qpdfw-shiyan-goviweb\duhelinc_online_php...

qfw_shiyan_gov.cn/duhe/sdgk_dianzhan xin ... 20114-14 - GEEREE

=N ISl A e Sl A

Warning: mysql_free_result(): supplied argument is not a valid MySQL result resource in EX\
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Baidu
http://www.baidu.com/

Founded in 2000, Baidu, a Chinese language search platform, leveraging the booming Chinese Internet and search engine market , has dominated Chinese online ad market in 2007, generating RMB1.74 billion revenue with at 108% growing rate year on year. Respond to hundreds of millions of queries daily, Baidu represent approximately 70% of total online search queries in China. Over 150,000 small and mid-sized Chinese enterprises, large domestic corporations and Chinese divisions or subsidiaries of large multinational corporations have benefited from Baidu's online search marketing services. Beyond online search, Baidu continues its success in query-based searchable communities with Baidu's Post Bar (BBS) and Baidu Knows (Answers) representing two of the biggest communities in the world.

Example: http://www.baidu.com/s?wd=intitle%3A%22Snap+Server%22+intitle%3A%22Home%22+%22Active+Users%22&n=2


Malware and Search Engines

UNHOLY UNION

o STACH&LIU
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Rise of Malware

NO SITES ARE SAFE

SOPHQOS - Security Threat Report 2012

* Popular websites victimized, become malware distribution sites to their own customers

Online threats

Cybercriminals constantly launch attacks designed to penetrate
your digital defenses and steal sensitive data. And almost no
online portal is immune to threat or harm.

According to SophosLabs more than 30,000 websites are
infected every day and 80% of those infected sites are legitimate.
Eighty-five percent of all malware, including viruses, wormes,
spyware, adware and Trojans, comes from the web.= Today,
drive-by downloads have become the top web threat. And
in 2011, we saw one drive-by malware rise to number one,

as B

o STACH&LIU
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Malware distributed via legitimat websites

SOPHOS - Security Threat Report 2012
http://www.sophos.com/en-us/security-news-trends/reports/security-threat-report.aspx

Dark Reading - Legitimate Sites Are Most Likely To Serve Up Malware, Cisco Study Says - 31Jan2013
http://www.darkreading.com/vulnerability-management/167901026/security/vulnerabilities/240147403/legitimate-sites-are-most-likely-to-serve-up-malware-cisco-study-says.html

ThreatPost - Report: Mainstream Websites Host Majority of Malware - 31Jan2013
http://threatpost.com/en_us/blogs/report-mainstream-websites-host-majority-malware-013113



Mass Injection Attacks

MALWARE GONE WILD

Malware Distribution Woes — WSJ.com — June2010

* Popular websites victimized, become malware distribution sites to their own customers

Massive Malware Hits Media Web Sites

Security researchers estimate that roughly 7,000 Web pages were compromised in a SQL injection attack
this week, including The Wall Street Journal and Jerusalem Post.

By Mathew J. Schwartz, Informationvyeek
June 10, 2010

ety \ R Y

URL: http Awneie informationweelk, com/stoniebeuitinla ibblfadinla =208 80N04 7
From:

"Every time I load Jpost site. Teetnay - \Mlass Web attack hits Wall Street Journal. Jerusalem Post

on Tuesday, referring to the Jerusaler

by Rabert Mehdillan

Sure enough, the Web sites of the Jej ) , )
U P ; June 9, 2010 —Internet users have been hit by a widespread YWeh attack that has compromised thousands of
and the Association of Christian Sch

o - : Web sites, including web pages helonging to the Wall Street Journal and the Jerusaler Post,
gites serving malware to viewers.

ﬂ? B X - e Estimates of the total numherﬂfcnmprnmised Weh sites vary between 7,000 and 114,000, }ccnrding ta
secUrity experts. Other camprami Nu) i ¥

8 STACH&LIU
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Malware New Distribution Woes
Popular websites targeted malware distribution to the masses
Compromised websites are embedded with links to malware sites – the website’s user base being the ultimate target

News Articles about the Massive SQLi/Malware Attack this past June (Wall Street Journal, Jerusalem Post):
http://www.informationweek.com/news/infrastructure/management/showArticle.jhtml?articleID=225600247
http://www.itworld.com/internet/110593/mass-web-attack-hits-wall-street-journal-jerusalem-post
http://blog.sucuri.net/2010/06/mass-infection-of-iisasp-sites-robint-us.html
http://threatpost.com/en_us/blogs/mass-sql-injection-attack-hits-sites-running-iis-061010
http://www.computerworld.com/s/article/9177904/Mass_Web_attack_hits_Wall_Street_Journal_Jerusalem_Post
http://blog.armorize.com/2010/06/recent-evolution-of-mass-sql-injection.html
http://isc.sans.edu/diary.html?storyid=8935
http://www.sophos.com/blogs/sophoslabs/?p=9941
http://www.zionsecurity.com/blog/2010/3/8/sql-injection-worm-with-new-injection-domain-dnf666net.aspx
http://news.slashdot.org/story/10/06/11/175259/Mass-SQL-Injection-Attack-Hits-Sites-Running-IIS
http://nsmjunkie.blogspot.com/2010/06/anatomy-of-latest-mass-iisasp-infection.html






Mass Injection Attacks

MALWARE GONE WILD

Malware Distribution VWoes — LizaMoon — April201 1

* Popular websites victimized, become malware distribution sites to their own customers

Slashdoi NI

stories
Viral Scareware Infects Four Million Websites
recent
Posted by timothy on Saturday April 02, @04:55PM
popular from the warning-your-computer-may-be-at-risk dept.
ask slashdot oxide7 writes
book reviews "A fast-spreading SQL injection attack that illegally peddles a bogus scareware has been breaking anti-virus barriers and
compromising millions of websites, besides defrauding unsuspecting victims. The news of this attack was brought out by Websense
games

Security Labs inits blog last week Websense said its Threatseeker Network identified a|new malicious mass-injection campaign |
idle which it named LizaMoon."
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LizaMoon – Mass SQLi – April 2011
http://community.websense.com/blogs/securitylabs/archive/2011/03/29/lizamoon-mass-injection-28000-urls-including-itunes.aspx
http://www.ibtimes.com/articles/129843/20110402/lizamoon-websense-apple-itunes-security-trojan-malware-scareware-script-sql-injection-four-million-w.htm
http://blog.spiderlabs.com/2011/04/analysis-of-lizamoon-stored-xss-via-sql-injection.html
http://threatpost.com/en_us/blogs/lessons-learned-lizamoon-sql-injection-attack-040511
http://threatpost.com/en_us/blogs/counterspin-lizamoon-web-attacks-no-big-deal-040511
http://www.eweek.com/c/a/Security/Data-Breaches-LizaMoon-Topped-Last-Weeks-Security-News-534130/?kc=rss&utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+RSS%2Feweeksecurity+%28eWEEK+Security%29&utm_content=Google+Reader
http://isc.sans.edu/diary.html?storyid=10642
http://digg.com/news/technology/how_to_defeat_lizamoon_sql_injection_attack_in_one_easy_step?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+digg%2Ftopic%2Fsecurity%2Fpopular+%28Popular+in+Security%29&utm_content=Google+Reader
http://www.pcmag.com/article2/0,2817,2382979,00.asp
http://isc.sans.edu/diary.html?storyid=10642&rss
http://it.slashdot.org/story/11/04/02/2040253/Viral-Scareware-Infects-Four-Million-Websites
http://www.informationweek.com/news/security/attacks/229400764?cid=RSSfeed_IWK_ALL
http://www.sans.org/newsletters/newsbites/newsbites.php?vol=13&issue=26&rss=Y#sID304
http://www.ibtimes.com/articles/129843/20110402/lizamoon-websense-apple-itunes-security-trojan-malware-scareware-script-sql-injection-four-million-w.htm


Mass Injection Attacks

MALWARE GONE WILD

Malware Distribution Woes — willysy.com - August201 1

* Popular websites victimized, become malware distribution sites to their own customers

Malware attack spreads to 5 million pages (and counting)
Unpatched sites turn on visitors

By Dan Goodin in San Francisco - Get more from this author
Posted in Malware, 2nd August 2011 18:07 GMT

An attack that targets a popular online commerce application has infected almost 5 million
webpages with scripts that attempt to install malware on their visitors' computers.

BRI A orize Malware Blog ﬁ drmorize

osCommerce store-ma Secure Your Web Applications
When researchers fro
search results suggests
search results showed

willysy.com Mass Injection ongoing, over 8 million infected pages,
targets osCommerce sites
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Willysy.com Mass Injection –July/Aug 2011
http://www.theregister.co.uk/2011/08/02/mass_injection_attack_goes_viral/
http://blog.armorize.com/2011/07/willysycom-mass-injection-ongoing.html
http://threatpost.com/en_us/blogs/massive-iframe-attack-hits-more-90000-pages-072611


Watering Hole Attacks

MALWARE GONE WILD

Malware Distribution Woes — mysgl.com - Sept201 1

* Popular websites victimized, become malware distribution sites to their own customers

Slashdot CHNEN

stories 3
Mysql.com Hacked, Made To Serve Malware

recent
Posted by Soulskill on Monday September 26, @06:52PM

pruIar from the high-profile-problems dept.

ask slashdot Orome1 writes

book reviews "Mysqgl.com was compromised today, redirecting visitors to a page serving malware. Security firm Armorize

"I = 'llll I.'l'll.-l..-'llllllli N M Aler EW [ 0 10
games tf FILED UNDER: INSECURITY COMPLEX | SECURITY

it Hacked MySQL.com used to serve Windows malware

By: Elinor Mills
‘ SEPTEMEER 26, 2011 6:10 PM PDT
g = Print [ E-maili
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MySQL.com –Sept 2011
http://news.cnet.com/8301-27080_3-20111943-245/hacked-mysql.com-used-to-serve-windows-malware/
http://it.slashdot.org/story/11/09/26/2218238/mysqlcom-hacked-made-to-serve-malware


Watering Hole Attacks

MALWARE GONE WILD

Malware Distribution Woes — LATimes.com - Feb2013

* Popular websites victimized, become malware distribution sites to their own customers

KrehsonSecurity

In-depth security news and investigation

13 Exploit Sat on LA Times Website for 6 Weeks

The Los Angeles Times has scrubbed its Web site of malicious code that served browser
exploits and malware to potentially hundreds of thousands of readers over the past six

weeks.

On Feb. 7, KrebsOnSecurity heard from two different readers that a subdomain of the LA
Times’ news site (offersanddeals.latimes.com) was silently redirecting visitors to a
third-party Web site retrofitted with the Blackhole exploit kit. I promptly asked my followers
on Twitter if they had seen any indications that the site was compromised, and in short
order heard from Jindrich Kubec, director of threat intelligence at Czech security firm
Avast,

Kubec checked Avast’s telemetry with its ., -~
user base, and discovered that the very ﬂﬂb A“ﬂéleg @1]]1@5
same LA Times subdomain was indeed
redirecting visitors to a Blackhole exploit
kit, and that the data showed this had been going on since at least December 23, 2012.
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LATimes.com –Feb 2013
http://krebsonsecurity.com/2013/02/exploit-sat-on-la-times-website-for-6-weeks/
offersanddeals.latimes.com

Estiamted 324,000 visitors affected.



Watering Hole Attacks

MALWARE GONE WILD

Malware Distribution Woes — iphonedevsdk.com - Feb2013

* Popular websites victimized, become malware distribution sites to their own customers

H_m ‘ aka wow on ZATAZ.com

Facebook, Apple & Twitter Watering Hole
Attack Additional Informations

Update: Some worrying information’s at the bottom of the post.

As reported by Ars Technica, the 15th February, Facebook was victim of a watering hole attack, involving a “popular mobile developer
Web forum". The attack was using a Java Oday that has been urgently patched, in Qracle Java CPU of first February, by version 7
update 11 and version 6 update 39.

Ars Technica also pointed that the attack had occur during the same timeframe as the hack that exposed cryptographically hashed
passwords at Twitter, Also Twitter was encouraging, the first February, users to disable Java in their browsers, 250 000 user accounts
was compromised during the Twitter breach.

Like phishing with dynamite, one compromise of (
iphonedevsdk. com led to infiltration of Facebook,
Apple, Twitter, and hundreds of others

Four days after the news on Facebook, the 19
same "popular mobile developer Web forum" w
developer Web forum". People briefed on the
including defense contractors.

Another interesting fact is that Apple had blacklist Java Web plug-in, a second time in a month, the 3
Xprotect, the Mac OS X “anti-malware” system. Surely a reaction the breach reported in the press 19 days

ry, through an update to

Today, Ars Technica released the name of the “popular iPhone mobile developer Web forum”, aka www.iphonedevsdk.com. Mow we
can gather some information's related to this watering hole attack.

On urlQuery we can find an interesting submission, the 23 January, who reveal that some Java code was involved during the visit of
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Facebook, Apple & Twitter Watering Hole Attack Additional Informations - 20Feb2013
http://eromang.zataz.com/2013/02/20/facebook-apple-twitter-watering-hole-attack-additional-informations/


nconvenient Truth

D***HEAD ALERT SYSTEM

Malware Black List VWoes

* Average web administrator has no idea when their site gets black listed

ﬁr Hahal
Ll [+]
eddl METSEC cumment5| related

reddit is a source for what's new and popular online. vote on links that you like or dislike and
help decide what's popular, or submit your own!

Chrome has labelled one of my websites as "dangerous” and hosting

malware. How did this happen and how can I get this undone? (zcif.net==c)
F

submitted 2 days ago by neoform3

Some dillhead emailed me | weeks ago claiming my site has malware on it, it's a
I've noticed that chrome is flagging my site as hosting

:| How did he do that?

Site is nakidness.com (NSFW obwviously). I don't even have any 3rd party ads on the site. I
just have the reddit badge, disqus commenting and stumble badge...

malware..

26 comments share

. P ar-. — ’f" e, E— II"““‘-. . = r’ “"-«._-.l“\._“,'\"“-""-a-.i-..ﬁ‘: f‘\..__f
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Malware SaaS Services

CRIMINAL THIRD-PARTY SOLUTIONS

KrehsonSecurity

In-depth security news and investigation

Service Automates Boobytrapping of Hacked Sites

| 101 | Hardly a week goes by without news of some widespread compromise in which
_ ™25 | thousands of Web sites that share a commeon vulnerability are hacked and seeded
TEIWEEL (ith malware. Media coverage of these mass hacks usually centers on the security
flaw that allowed the intrusions, but one aspect of these crimes that’s seldom examined is
the method by which attackers automate the booby-trapping and maintenance of their

hijacked sites.

Regular readers of this blog may be
unsurprised to learn that this is another
aspect of the eybercriminal economy that
can be outsourced to third-party services.
Often known as “iFramers,” such services
can simplify the task of managing large
numbers of hacked sites that are used to
drive traffic to sites that serve up malware
and browser exploits.

At the very least, a decent iFramer service

will { C T
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Krebs on Security - Service Automates Boobytrapping of Hacked Sites - 01May2012
http://krebsonsecurity.com/2012/05/service-automates-boobytrapping-of-hacked-sites/


NEW GOOGLE HACKING TOOLS

Malware Diggity
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MalwareDiggity 
Leverages the Bing 2.0 API and the Google SafeBrowsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?” MalwareDiggity first identifies off-site links of your web sites using Bing’s linkfromdomain: search directive, and then tests to see if those off-site links are to known malware distribution sites by running them against Google’s Safe Browsing API.

Google Safe Browsing API
http://code.google.com/apis/safebrowsing/

Example Google Safe Browsing Diagnostic Page:
http://www.google.com/safebrowsing/diagnostic?site=ww.robint.us

Bing – LinkFromDomain: search operator
http://www.bing.com/blogs/site_blogs/b/search/archive/2006/10/16/search-macros-linkfromdomain.aspx
http://www.seomoz.org/blog/linkfromdomain-a-linkbuilding-tip-for-use-at-bingcom



MalwareDiggity

DIGGITY TOOLKIT

1. leverages Bing's 1inkfromdomain: search operator
to find off-site links of target applications,/domains

2. Runs offsite links against Google's Safe Browsing AP
to determine if any are malware distribution sites

Google code (J

Google Safe Browsing API (Labs)

3. Return results that identity malware sites that your web
applications are directly linking to
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MalwareDiggity 
Leverages the Bing 2.0 API and the Google SafeBrowsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?” MalwareDiggity first identifies off-site links of your web sites using Bing’s linkfromdomain: search directive, and then tests to see if those off-site links are to known malware distribution sites by running them against Google’s Safe Browsing API.

Google Safe Browsing API
http://code.google.com/apis/safebrowsing/

Example Google Safe Browsing Diagnostic Page:
http://www.google.com/safebrowsing/diagnostic?site=ww.robint.us

Bing – LinkFromDomain: search operator
http://www.bing.com/blogs/site_blogs/b/search/archive/2006/10/16/search-macros-linkfromdomain.aspx
http://www.seomoz.org/blog/linkfromdomain-a-linkbuilding-tip-for-use-at-bingcom



Malware Diggity

DIGGITY TOOLKIT

GoogleDiggity CodeSearchDiggity BingDiggity LinkFromDomainDiggity DLPDiggity FlashDiggity MalwareDiggity

ncel Sites/Domains
mw Searching Top 1000 most -

Bing 2.0 API Key: Create visited web sites on the Internet facebook.com [Remove]
for 3rd party malware links

I 1 o2 C6 youtube.com [Remove]

Google Safe Browsing API Key: Create po yahoo.com [Remove]
_JleDmx’I Clear live.com [Remove]
|  Target Domain | Offsite URL | Offsite App | Diagnostic URL Type
yoo7.com http://www.resalh.com http://www.resalh.com http://www.google.com/safebrowsing/diagnostic?site=http%3a%2f%2fwww.resalh.com%2f Malware
jxedt.com http://www.cqgj.net http://www.cqgj.net — ' egfebrowsing/diagnostic?site=http%3a%2f%2fwww.cggj.net%2f Malware
jxedt.com http://www.fit.sh.cn http://www.fit.sh.cn Example result: interpark.com rowsing/diagnostic?site=http%3a%2f%2fwww fit.sh.cn%2f Malware
groupon.ru http://www.vipspanadom.kiev.ua http://www.vipspanadom. {QOZth_mqst \"iSitEfd site on web) rowsing/diagnostic?site=http%e3a%2f%2fwww.vipspanadom.kiev.ua® Malware
uuug.com http://www.mymym.com hitp://www.mymym.com l{ztﬂlgg ||2|%E|% ?:l:géorgnfg ,:g rowsing/diagnostic?site=http%3a%2f%2fwww.mymym.com%2f Malware
pole-emploi.fr http://ecommerceparis.com http://ecommerceparis.col Google Safe Browsing API) rowsing,/diagnostic?site=http%3a%2f%2fecommerceparis.com%2f20 Malware
pole-emploi.fr http://ecommerceparis.com/2011/index.p http:/fecommerceparis.com/ — S Afebrowsing,/diagnostic?site=http%3a%2f%2fecommerceparis.com%2f20 Malware
newgrounds.com http://www.pernno.com http://www.permno.com http://www.google.com/safebrowsing/diagnostic?site=http%3a%2f%2fwww.pormno.com%e2f Malware
battle.net http://www.mymym.com http://www.mymym.com http://www.google.com/safebrowsing/diagnostic?site=http%3a%2f%2fwww.mymym.com%2f Malware
hankooki.com http://nbinside.com http://nbinside.com Malware
interpark.com http://www.michoo.co.kr http://www.michoo.co.kr | |Malware
52pk.com http://www.apforums.net http://www.apforums.net http://www.google.com/safebrowsigyg/diagnostic?site=http%3a%2f%2fwww.apforums.net%s2f Malware
sonyericsson.com http://www.rock-your-mobile.com http://www.rock-your-mobile.com http://www.qoogle.com/safebrowsin\/diagnostic?site=http%3a%2f%2fwww.rock-your-mobile.com Malware
nokerstrateav.com hitp:/ /www. canadaimmiorationvisa. com hitp:/fwww. canadaimminrationvisa.com hitp:/fwww . aoonle.com/safebrowsin iannnstic?site=httn%h3a% 202w canadaimmiorationvis _Malware

4

Google Safe Browsing
diagnostic page for
suspicious michoo.co.kr

Found 1 result(s) for query: “malware:npr.org” [npr.org).

Found 0 result{s) for query: "malware:gamestop.com” [gamestop.com].

Found 0 result(s) for query: "malware:theweathernetwork.com” [theweathernetwork.com].
Total Results: 59.
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MalwareDiggity 
Leverages the Bing 2.0 API and the Google SafeBrowsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?” MalwareDiggity first identifies off-site links of your web sites using Bing’s linkfromdomain: search directive, and then tests to see if those off-site links are to known malware distribution sites by running them against Google’s Safe Browsing API.

Google Safe Browsing API
http://code.google.com/apis/safebrowsing/

Example Google Safe Browsing Diagnostic Page:
http://www.google.com/safebrowsing/diagnostic?site=ww.robint.us

Bing – LinkFromDomain: search operator
http://www.bing.com/blogs/site_blogs/b/search/archive/2006/10/16/search-macros-linkfromdomain.aspx
http://www.seomoz.org/blog/linkfromdomain-a-linkbuilding-tip-for-use-at-bingcom

Google – Top 1000 Most Visited Web Site List and Other Similar Lists:
http://www.google.com/adplanner/static/top1000/
https://www.google.com/adplanner/?pli=1#lists
http://toolbar.netcraft.com/stats/topsites



Malware Diggity

DIGGITY TOOLKIT

INTERPARK | EI7! | bl
) GO\ ;81@ "www.michoo.co.kr" site:interpark.com
A 2ME | g3 | gHr/fE | AmS
- Search P i interpark.com does
ZE A HOMIOL S2ES01087] | Orabout 29 resulls (B.U9SECN - aphear to have links
O] AMO| 2 | HH e | EMxo" | | to www.michoo.co kr
e [=] =2 [=] || Everything > EREAGEATR) - 0= O H M - 2T ef T A E[3 - [ Trang
tick et/Goods/GoodsInfo.asp?Goog#Code. ..
Images MEE . . 21 hE
=&
L 1dang —
ZIMES B THI0I (7)| Worldwide
RHREAIZ -
EwE The 1000 most-visited sites on the web
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MalwareDiggity 
Leverages the Bing 2.0 API and the Google SafeBrowsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?” MalwareDiggity first identifies off-site links of your web sites using Bing’s linkfromdomain: search directive, and then tests to see if those off-site links are to known malware distribution sites by running them against Google’s Safe Browsing API.

Google Safe Browsing API
http://code.google.com/apis/safebrowsing/

Example Google Safe Browsing Diagnostic Page:
http://www.google.com/safebrowsing/diagnostic?site=ww.robint.us

Google – Top 1000 Most Visited Web Site List and Other Similar Lists:
http://www.google.com/adplanner/static/top1000/
https://www.google.com/adplanner/?pli=1#lists
http://toolbar.netcraft.com/stats/topsites



Malware Diggity

DIAGNOSTICS INRESULTS

@ www.google.com/safebrowsing/diagnostiq?site=http://www.michoo.co.kr/2010madang/

Safe Browsing

. . .
Diagnostic page for michoo.co.kr Sty o g GGUSIL

What is the current listing status for michoo.co.kr?
| Site is listed as suspicious|cvisiting this web site may harm your computer.

Google Safe Browsing
diagnostics page listing
michoo_co kr as "suspicious”

Part of this site was listed for suspici
days.

What happened when Google visited this site?
Of the 22 pages we tested on the site over the past 90 days, 16 page(s)
resulted in malicious software being downloaded and installed without user
consent. The last time Google visited this site was on 2011-09-06, and the last
time suspicious content was found on this site was on 2011-09-06.

Malicious software includes 13 exploit(s), 9 scripting exploit(s).
Malicious software is hosted on 1 domain(s), including anvitransport. com/.

This site was hosted on 1 network(s) including AS3786 (ERX).
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MalwareDiggity 
Leverages the Bing 2.0 API and the Google SafeBrowsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?” MalwareDiggity first identifies off-site links of your web sites using Bing’s linkfromdomain: search directive, and then tests to see if those off-site links are to known malware distribution sites by running them against Google’s Safe Browsing API.

Google Safe Browsing API
http://code.google.com/apis/safebrowsing/

Example Google Safe Browsing Diagnostic Page:
http://www.google.com/safebrowsing/diagnostic?site=ww.robint.us



NEW GOOGLE HACKING TOOLS

BingBinaryMalwareSearch (BBMS)
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BingBinaryMalwareSearch (BBMS)
According to the Verizon 2012 DBIR, malware was used to compromise a staggering 95% of all records breached for 2011. BBMS allows users to proactively track down and block sites distributing malware executables on the web. The tool leverages Bing, which indexes executable files, to find malware based on executable file signatures (e.g. “Time Stamp Date:”, “Size of Code:”, and “Entry Point:”). 
 
More Details
Bing indexes executable filetypes, allowing us to find malware via Bing.  Some examples of searching for malware via Bing and some previous articles discussing the now antiquated Google method previously used by HD Moore for similar purposes are listed below: 
http://djtechnocrat.blogspot.com/2006/07/mwsearch-finding-malware-with-google.html
http://www.pcworld.com/article/126450/new_tool_searches_google_for_malware.html
http://www.bing.com/search?q="Time Date Stamp:" "Size of Image:" "Entry Point:" "Size of Code:"


Bing Malware Searc

TARGETING MALWARE

Targeting known malware signatures

http:/fwww.metasploit.com/research/misc/mwsearch/sigs.ted

Win3Z .Netsky.BEmm: 4030f459:0001b000:000190d0: 00005000
Win32.S5obig.E@mm: 3efE8%9a91:00027000: 00025bd6: 00000000
Trr.:rjan Muldrop.570:3d4553b8:00008000:00001000:00002400

Ba
S5is=

| @ [ | ﬁ [ | A | | E www.bing.com/search?g=filetypertt "Time Date Stamp: 37fb2583" "Size of Image: 00008000" "Entry Point: 00001020" "Size of Code: 00000a00"

Web Images Videos Shopping Mews Maps More | MSM Hotmail

biﬁg" filetype-txt "Time Date Stamp: 37/2583" "Size of Imz &)

Malware:
Web Web | Morew Trojan.Dropper.Vbs.Dummytag. A

SEARCH HISTORY ALL RESULTS 1-1 of 1 results -Advanced
Turn on search history to

start remembering your www terra. es

searches. Time Date Stamp: 37fb2583. Symbols Pointer: 00000000 .. Address of Entry Point: 00001020.

Base of Code: 00001000 __. Size of Image: 00008000. Size of Headers: 00000400

Turn history on . :
v www_terra.es/personal7/sanchezsignes/PuRSuiT.e_xe
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http://www.bing.com/search?q=filetype:txt "Time Date Stamp: 37fb2583" "Size of Image: 00008000" "Entry Point: 00001020" "Size of Code: 00000a00"
 
filetype:txt "Time Date Stamp: 37fb2583" "Size of Image: 00008000" "Entry Point: 00001020" "Size of Code: 00000a00"



Black Hat SEO

SEARCH ENGINE OPTIMIZATION

* Use popular search
topics du jour

o Pollute results with links
to badware

e Increase chances of @
successful atftack
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Black Hat SEO
Using Search Engine Optimization (SEO) to raise ranking of malware distributing web sites.

http://en.wikipedia.org/wiki/Search_engine_optimization
http://en.wikipedia.org/wiki/Black_hat_seo

http://research.zscaler.com/2010/03/web-security-google-paradox.html
http://research.zscaler.com/2010/04/search-engines-need-to-protect-their.html


Zscaler Research: How Google is (NOT) tackling the Blackhat SEO issue
http://research.zscaler.com/2010/04/how-google-is-not-tackling-blackhat-seo.html



Google Trends Google

BLACK HAT SEO RECON

Help | Sign in | £ Dow

Google Insights for Search
beta [Top Google searchs j
over past & years

Compare by Search terms
i@ Search terms Tip: Use guotation marks to match an exact phrasze. (Mable tennis™) |Web Search |E|
© Locations % |‘E"” search terms | |United States |+ | All subregions Izl‘ All metr
& + Add search term N
© Time Ranges | 2004 - present E3);
Fake lyrics web sites setup to /Al Categories |
appear in Google search results,
Web Search Interd Infect you with malware upon clicking
United States, 2004 - presep
¢/ The categorization taxong” 4 of Google Insights for Search has been upd uring December 2011. Learn more

/A An improvement to ouy/ £ographical assiy Lada Gaga, Rihanna lyrics sites used to foist Java exploit

Dan Kaplan April 14, 2010

Search terms i PRINT [ EMAIL [F] REPRINT [ PERMISSIONS TEXT AJAJA 3 Twveet| | 0

Top searches _ . _ .
As expected, virus writers now are actively exploiting a zero-day Sun Java

4y [EEO0k vulnerability to infect Windows computers through drive-by downloads.
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Google Trends -> targeted malware attacks via Black Hat SEO
http://www.google.com/trends
http://www.google.com/insights/search/

Examples: 
Lada Gaga, Rihanna lyrics sites used to foist Java exploit - SC Magazine US
http://www.scmagazineus.com/lada-gaga-rihanna-lyrics-sites-used-to-foist-java-exploit/article/167935/
Google says 11,000 domains distributing rogue anti-virus - SC Magazine US 
http://www.scmagazineus.com/google-says-11000-domains-distributing-rogue-anti-virus/article/168035/
Zscaler Research: Video: first link on Google leads to a malware site 
http://research.zscaler.com/2010/04/video-first-link-on-google-leads-to.html




Google Trends Google

PREDICTING ELECTIONS

m‘ NEWS FOR NERDS. STUFF THAT MATTERS.

| Stories Recent Popular Search

Posted by samzenpus on Sunday October 31, @11:38AM

+ = Technology: Predicting Election Results With Google

from the future-search dept.

destinyland writes

"zoogle announced they've searched
its 'Insights for Search' tool, which o
‘Looking at the most popular searche
their official blog reported, adding, *

foreclosures, as well as immigration

some candidate's predicted vote total
error for other candidates. '"Oddly en
contest [in Florida), where the breakq

L P T Heleg ¥t etanal g

(% STACH&LIU

‘ yu\rml }QQJS\tOj"“ T AT ST Vo allastog gl e M@M "\n\!-mou’}_l‘ e "\—.r_‘_j L

m

The ””'L”'GO Ugle

Blog

Searching your way to the ballot box

10/27/2010 02:54:00 P
With less than a week left until the U 5. 2010 midterm elections, interest is heating up around the

country—in poling places, close races and hot political issues. YWe thought we'd peek into the
search data to see what we could find about what kinds of info people are looking for as they ge
ready to go to the ballot box nesxt Tuesday. YWe used a combination of Insights for Search and

"\

e

A s oy,

~-\‘/
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Google Trends -> Predicting Election Outcomes
http://www.google.com/trends

http://googleblog.blogspot.com/2010/10/searching-your-way-to-ballot-box.html
http://tech.slashdot.org/story/10/10/31/1520249/Predicting-Election-Results-With-Google?from=rss


Malvertisements

MALWARE ADS IN SEARCH ENGINES

oINg
Web

RELATED SEARCHES
Adobe Reader 0Day
Adobe Reader Free
Download

Adobe Reader T Free
Download

Adobe Acrobat Reade

Malware

advertisements
in "Sponsored
sites”

adobe reader

See all
Clear all - Tumn off

adobe reader
Web News

ALL RESULTS

Reader 9.0 -Official Site
www.PDF-Format.com - Open, Create & Edit PDF Files! Official Site (Recomm
Adobe Acrobat 9 Download

AdobeAcrobat PDF-§0fw
Guaranteed Letter O replaced
Adobe Reader Download with 0 (zero)

AdobeProReader10.com/Free - New Adoab®
Download!

rsion 100%

Download Adobe Reader to view, print and collaborate on POF files.
get.adobe.com/reader - Cached page

Get Flash Player Adobe - Adobe Air
Adobe - Adobe Reader Accessibility

Show more results from get.adobe.com
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Malware Ads – In Google and Bing
http://en.wikipedia.org/wiki/Malvertisement

Malicious Ads on Bing Lead to ZeroAccess Trojan | threatpost
http://threatpost.com/en_us/blogs/malicious-ads-bing-lead-zeroaccess-trojan-101411
Bing and Yahoo Sponsored Results Lead to Hard-to-Remove Rootkit - CSO Online 
http://www.csoonline.com/article/691819/bing-and-yahoo-sponsored-results-lead-to-hard-to-remove-rootkit
GFI LABS Blog: Bing, Yahoo! Search adverts serve up malware 
http://www.gfi.com/blog/bing-yahoo-search-adverts-serve-up-malware/



Google Vanity Alerts

SPEARPHISHING VIA GOOGLE

«  Malcious web sites created
hosting some browser exploit

* Blackhat SEO to target Google

Alerts of executives’ names

 Delivered right to targets' email
by Google Alerts service

o STACH&LIU

GOUS[G

Alerts

Search guery:

Result type:

How often:

How many:

Your email:

John Bigdawgexecutive, Jr.

Everything
As-it-happens
All results

JBig@bigtimers.com

CREATE ALERT Manage your alerts
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Google Alerts
http://www.google.com/alerts/manage

Google Vanity Alerts
Targeted malware attacks against execs that use Google Alerts and their own name.
http://www.usatoday.com/tech/news/2011-03-31-hacking-attacks-on-corporations.htm
 
"One enterprising gang recently put a twist into spear phishing by noticing that more than a few executives have a penchant for using Google Alert in connection with their names. Google’s free service will e-mail a Web link to the executive every time the search engine indexes a Web page containing a fresh news article mentioning the executive.
 
The intruders figured out how to inject an infection onto such Web pages at just the right moment, so the infection has a low chance of being detected and a high chance of appearing as part of a Google Alert arriving in the executive’s in-box, says Mickey Boodaei, CEO of security firm Trusteer. One way they do this is by putting up an infectious Web page that redirects to a legitimate Web page carrying a news article about the executive; the link between the bad and good sites is enabled just after Google indexing has occurred. “These targeted attacks are very powerful and should be taken very seriously,” Boodaei says."

http://www.trusteer.com/blog/google-alert-get-your-malware-here



Search Engine deOptimization
BLACK LIST YOUR FOES

|dentify
Malware Links

Mass Inject
Competition

Competition Competition

PageRankis O Black Listed
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Malware New Distribution Woes
Popular websites targeted malware distribution to the masses
Compromised websites are embedded with links to malware sites – the website’s user base being the ultimate target

News Articles about the Massive SQLi/Malware Attack this past June (Wall Street Journal, Jerusalem Post):
http://www.informationweek.com/news/infrastructure/management/showArticle.jhtml?articleID=225600247
http://www.itworld.com/internet/110593/mass-web-attack-hits-wall-street-journal-jerusalem-post
http://blog.sucuri.net/2010/06/mass-infection-of-iisasp-sites-robint-us.html
http://threatpost.com/en_us/blogs/mass-sql-injection-attack-hits-sites-running-iis-061010
http://www.computerworld.com/s/article/9177904/Mass_Web_attack_hits_Wall_Street_Journal_Jerusalem_Post
http://blog.armorize.com/2010/06/recent-evolution-of-mass-sql-injection.html
http://isc.sans.edu/diary.html?storyid=8935
http://www.sophos.com/blogs/sophoslabs/?p=9941
http://www.zionsecurity.com/blog/2010/3/8/sql-injection-worm-with-new-injection-domain-dnf666net.aspx
http://news.slashdot.org/story/10/06/11/175259/Mass-SQL-Injection-Attack-Hits-Sites-Running-IIS
http://nsmjunkie.blogspot.com/2010/06/anatomy-of-latest-mass-iisasp-infection.html






Malware Defenses
PROTECT YO NECK

o STACH&LIU
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Anti-virus is Dead

MALWARE DEFENSES
AntiVirus — Wouldn't Play Those Odds

« Only 3 of 46 antiwvirus vendors would have helped

InformationWeek Security

NBC Websites Hacked To Serve Citadel
Financial Malware

RedKit exploit kit launched drive-by malware attacks from NBC websites, targeted vulnerabilities
in Java and Adobe Reader.

Mathew .J. Schwartz | February 22, 2013 09:50 AM

hawve caught the mabware
distributed by NBC com.

Cnly a B.5% chance AV would e

Multiple NBC websites were compromised by onlin acks at

visitors Thursday. Wiould yau play those aodds?

"At 16:43 CET [12:43 EST] this afternoon we notice e MBC.com website links to the redkit exploit
kit that is spreading Citadel malware, targetin ~inancials (sic) institutions,” warned security analyst
Barry Weymes at Dutch security firm F in a Thursday blog post. "This version of Citadel is only

recognizable by 3 out of the 46 antmirus programs on virustotal.com.”
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Anti-Virus – Not good odds

InformationWeek.com - NBC Websites Hacked To Serve Citadel Financial Malware - 22Feb2013 
http://www.informationweek.com/security/attacks/nbc-websites-hacked-to-serve-citadel-fin/240149106
https://www.virustotal.com/en/file/96deefbe5034d826b2fe4796c32104badaa6c8df768da1059827ccac6ef2f9d8/analysis/1361464137/




Malware Defenses

BLACKHAT SEO DEFENSES

* Malware Warning Filters
» Google Safe Browsing
« Microsoft SmartScreen Filter
* Yahoo Search Scan

 Sandbox Software
« Sandboxie (sandboxie.com|
 Dell KACE - Secure Browser
« Office 2010 (Protected Mode]
 SharePoint 2010 (Sandboxed Solutions)
« Adobe Reader Sandbox (Protected Mode)
 Adobe Flash Sandbox (Profected Mode) = NEW May2012

* Noscript and Ad-block browser plugins
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Commercial Malware Scanners For Websites
*To see if a website (including your own) is hosting and serving up malware
Armorize - HackAlert - Web Malware Detection and Monitoring Service for Websites
http://armorize.com/index.php?link_id=hackalert


Web Browser Malware Filters
Popular malware browser filters:
Google SafeBrowsing Plugin
http://www.google.com/tools/firefox/safebrowsing/
Microsoft SmartScreen Filter
http://www.microsoft.com/security/filters/smartscreen.aspx
Yahoo Search Scan
http://au.docs.yahoo.com/search/search_scan/index.html
Zscaler Research: Comparison of Malware protections: Google Safe Browsing, Microsoft SmartScreen, etc.
http://research.zscaler.com/2010/06/comparison-of-malware-protections.html


Sandbox Browsers and Software
General info:
http://en.wikipedia.org/wiki/Sandbox_%28computer_security%29
http://www.techsupportalert.com/safe-surfing.php
http://www.informationweek.com/blog/main/archives/2010/07/secure_browsing.html
Sandboxie 
http://www.sandboxie.com/
http://en.wikipedia.org/wiki/Sandboxie
Dell KACE - Secure Browser
http://www.kace.com/products/freetools/secure-browser/
http://www.itworld.com/software/114366/dell-offering-free-web-browser-security-tool
Adobe Reader - Sandbox
http://threatpost.com/en_us/blogs/adobe-releases-reader-x-sandbox-111810
http://blogs.adobe.com/asset/2010/07/introducing-adobe-reader-protected-mode.html
http://www.eweek.com/c/a/Security/Adobe-Reader-to-Get-Sandboxing-Security-Technology-331178/
http://blogs.msdn.com/b/david_leblanc/archive/2010/07/20/acrobat-is-getting-a-sandbox.aspx
Adobe Flash – Sandbox
http://threatpost.com/en_us/blogs/flash-113-beta-includes-protected-mode-sandbox-firefox-050712
http://www.zdnet.com/blog/security/flash-player-sandbox-available-for-firefox/11995
ZoneAlarm ForceField from CheckPoint
http://www.zonealarm.com/security/en-us/zonealarm-forcefield-browser-security.htm
VMWare – Browser Appliance
http://www.vmware.com/pdf/bavm_getting_started_100.pdf
Microsoft Office 2010 – Sandboxing
http://www.computerworld.com/s/article/9136831/Microsoft_struts_Office_2010_sandbox_security
http://blogs.technet.com/b/office2010/archive/2009/08/13/protected-view-in-office-2010.aspx
Microsoft - Practical Windows Sandboxing Technique
http://blogs.msdn.com/b/david_leblanc/archive/2007/07/27/practical-windows-sandboxing-part-1.aspx
http://blogs.msdn.com/b/david_leblanc/archive/2007/07/30/practical-windows-sandboxing-part-2.aspx
http://blogs.msdn.com/b/david_leblanc/archive/2007/07/31/practical-windows-sandboxing-part-3.aspx
SharePoint 2010 – Sandboxed Solutions 
http://siggaard.wordpress.com/2010/06/30/sharepoint-2010-sandbox-solutions/ 
http://blogs.msdn.com/b/pstubbs/archive/2009/11/02/sharepoint-2010-sandboxed-solutions.aspx 
http://msdn.microsoft.com/en-us/library/ee535715.aspx

Other
NoScript
http://noscript.net/
Ad-block
http://adblockplus.org/en/
http://adblockplus.org/en/



Browser Filters
MALWARE DEFENSES

Profecting users from known threats
« Joint effort to protect customers from known malware and phishing links

Reported Attack Site!

This web site at 91.205.233.31 has been reported as an attack site and has been
blocked based on your security preferences.

steal private information, use your computer to

Cyare:, bt marey are 'Z:Z'Z:Z'ITI[Z'F'Z:Z'fTIiEIE'Zj

yyithoL
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Web Browser Malware Filters
Popular malware browser filters:
Google SafeBrowsing Plugin
http://www.google.com/tools/firefox/safebrowsing/
Microsoft SmartScreen Filter
http://www.microsoft.com/security/filters/smartscreen.aspx
Yahoo Search Scan
http://au.docs.yahoo.com/search/search_scan/index.html
Zscaler Research: Comparison of Malware protections: Google Safe Browsing, Microsoft SmartScreen, etc.
http://research.zscaler.com/2010/06/comparison-of-malware-protections.html


MalwareDiggity Alerts

MONITORING FORINFECTIONS

|dentify

External Links

y

|dentify
Alert Incoming Links

Detect Compare to

Infections Black List
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MalwareDiggity Alerts
http://www.stachliu.com/resources/tools/google-hacking-diggity-project/defense-tools/ 
Leverages the Bing ‘&format=rss’ directive, to actively monitor new off-site links of your site as they appear, example:
Example RSS feed:  http://www.bing.com/search?q=linkfromdomain%3Astachliu.com&format=rss 
Immediately lets you know if you have been compromised.

Leverages the Bing 2.0 API and the Google Safe Browsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?” 

MalwareDiggity Alerts identifies off-site links of your web sites by using Bing’s linkfromdomain: search directive and then creates RSS feeds to provide real-time updates to new off-site links discovered using Bing’s &format=rss directive. Those off-site links are tested and compared to known malware distribution sites by running them against Google’s Safe Browsing API. 




Monitoring Malware
MALWARE DEFENSES

Google Safe Browsing Alerts for Network Administrators

« Google’s new service which greatly resembles MalwareDiggity
* Imitation is the sincerest form of flattery. ..

Google Safe Browsing Alerts for Network Administrators

Home Home
Messages
Messages

Safs Browsing Aleris for |0 O fecent notificatior GO ()Sle Google ?Inﬁllne Security Blog

Network Administrators Blog The ns and insights from Google
allows autonomous on _.':'_._J.If‘j and safety on the Internet
system [(AS)
administrators to register
to receive Google Safe
Browsing notifications.
The goal is to provide

Enter the A% you'd like to manage.

Safe Browsing Alerts for Network Administrators

network administrators Tuesday, Septemnber 28, 2010 1:30 PM
with information of Posted by Nav Jagpal and Ke Wang, Security Team
ralicious content that is
being hosted on their Google has been working hard to protect its users from malicious web pages, and also to help
Fetworks. webmasters keep their websites clean. When we find malicious content on wehsites, we atternpt
to notify their webmasters via email about the bad URLS. There is even a Webmaster Tools [r—

feature that helps webmasters identify specific malicious content that has been surreptitiously
added to their sites, so that they can clean up their site and help prevent it from being
compromised in the future.
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Google Safe Browsing Alerts for Network Administrators – 28 SEPT 2010
http://www.google.com/safebrowsing/alerts/
http://safebrowsingalerts.googlelabs.com/
http://googleonlinesecurity.blogspot.com/2010/09/safe-browsing-alerts-for-network.html
http://googleonlinesecurity.blogspot.com/2010/10/phishing-urls-and-xml-notifications.html
http://blog.programmableweb.com/2010/10/22/google-safe-browsing-alerts-no-to-phishing-yes-to-xml/

Google Safe Browsing Alerts for Network Administrators allows autonomous system (AS) administrators to register to receive Google Safe Browsing notifications. The goal is to provide network administrators with information of malicious content that is being hosted on their networks. 


Monitoring Malware

MALWARE DEFENSES

oarmorize HackAlert™

Secure Your Web Applications

SCANDETAILS

L| Selected Monitor: zorack e
o |=] Clea
@ status: Analyzing iy

u URLs
U Duration: 4 Seconds T

|=] URLs

l;] Total URLs Crawled: 3

Bl crawier output | [ siURLs | [2) ClesnURLs | [2] Suspicious Links

Youw can copy and paste the crawler output.

REPORT DETAILS
| Selected Monitor: zorack o
= |=] Clean URLs: a
@ status: Finished oy
U URL s with suspicious links: 1]
L Crawl Time: Mary 12th, 2010 - 10:43 e 3
|=] URLs with malware: 3
U@ Duration: 46 Seconds P "
|=| URLSs blacklisted: a

E'_'| Total URLs Crawled: 3

[ anurLs | [2) clesnURLs | [2) Suspicious URLs | [2] Malware | [2] Blacklisted URLs

| Status  URL

]

hittp: Siaesnewne Torack orgl

Trigger the following Malicious Behaviours:

DRIVE_BY _DotARLCAD

Contains hidden iframes, frames or scripts which links to the following URL s:
http: Shmalwearegur comimakwaretdS06-01 4MS06-01 4 Htm

http: Shnalkweareguin cominakwaref=S06-01 4M=06-01 4 j=

it Shmalweareguiu cominskwaretS06-042MS0E-042 Himl

Trigger DRIVE_BY _DOWHLOAD= that originate here:

hitp: Simalwareguru comicommon_exetest avi

Remediation Informati R the following lines from your code or database.
Line: 211 - =iframe src="hitp: fmalwareguru.comimalsy arefd SO6-042MS06-042 html" wicith="
Line: 215 - =zcript src="http: fimakwareguru.comimalware MS06-01 4MAS06-01 4 js"==lzcript=
"t dimalvearenne g comdmaeare M S0R-M 4MSNE-N1 4 B wvicth="0" heirkit=

height="0"==/frame:=

Line: M7 - ziframe sre=

== fiframes
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Armorize - HackAlert
https://hackalert.armorize.com/
http://www.armorize.com/?link_id=hackalert

Commercial product.

HackAlert V3 is a cloud-based service that provides real-time identification and alarms for drive-by downloads and zero-day malware threats hidden in websites and online advertisements.
HackAlert V3 optimizes multiple analysis techniques to detect malware drive-by downloads targeting end-users before the website is flagged by search engines as malicious.
HackAlert V3 delivers the following benefits to business:
Protects clients and customers from malware injected websites, drive by downloads and malicious advertizing (malvertising)
Identifies malware before the website is flagged as malicious
Displays injected code snippets to facilitate remediation
Deploys as cloud-based SaaS or as a flexible API for enterprise integration
Integrates with WAF or Web server modules for instant mitigation

Commercial Malware Scanners For Websites
*To see if a website (including your own) is hosting and serving up malware
Armorize - HackAlert - Web Malware Detection and Monitoring Service for Websites
http://armorize.com/index.php?link_id=hackalert




Disable Java

* In the Cisco 2013 Annual Security Report, Javo
accounted for 87% of exploits reported in the survey,
dwarfing the number of PDF, Flash and ActiveX attacks.

* It at all possible, disable Java in your browsers

S/ 7

3.3 & 105


Presenter
Presentation Notes
Disable Java in Browsers (if possible)

If not required for necessary business applications, consider disabling Java  in the browser.

Cisco - 2013 Annual Security Report
http://www.cisco.com/web/offer/gist_ty2_asset/Cisco_ASR_2012_013013.pdf

ThreatPost - Report: Mainstream Websites Host Majority of Malware - 31Jan2013
http://threatpost.com/en_us/blogs/report-mainstream-websites-host-majority-malware-013113

InformationWeek Reports - Java Insecurity - Jan2013
http://reports.informationweek.com/abstract/21/9795/Security/Java-Insecurity.html

PCMag.com - How to Disable Java - 01Mar2013
http://www.pcmag.com/article2/0,2817,2414191,00.asp


Disable Java

MALWARE DEFENSES

| ™y
(= & |
% 4 E » Control Panel » All Control Panel Items » - | |

File Edit VWiew Tools Help

1. Type in "Java"

[ @J Java Control Panel = | =
& | Java :
= b | General | Javal: Security | Advanced

@ Search Windows He Enable Java contentin the browser

Security Level

l@/ Very High

_ - High {recommended)

& Computer

Medi
e To disable Java in specific

browsers anly, go to
advanced settings

ﬂ_&/ Lo ‘
o

Custom | Settings..

High restrictions for web ba:
old version.

Advanced Security Settings

ava content that attempts to run on an

Certificates
Use certificates to positively identify yourself, certifications, authorities, and publishers,

Certificates. ..

o | Ceane ) [
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Disable Java in Browsers (if possible)

If not required for necessary business applications, consider disabling Java  in the browser.

Cisco - 2013 Annual Security Report
http://www.cisco.com/web/offer/gist_ty2_asset/Cisco_ASR_2012_013013.pdf

ThreatPost - Report: Mainstream Websites Host Majority of Malware - 31Jan2013
http://threatpost.com/en_us/blogs/report-mainstream-websites-host-majority-malware-013113

InformationWeek Reports - Java Insecurity - Jan2013
http://reports.informationweek.com/abstract/21/9795/Security/Java-Insecurity.html

PCMag.com - How to Disable Java - 01Mar2013
http://www.pcmag.com/article2/0,2817,2414191,00.asp



Help from Google

MALWARE DEFENSES
CGoogle releases "Help for Hacked Sites” — 12Mar2013

GOL)S Google Online S_ec_:urity Blog

Blog The latest news and insights from Google

on security and safety on the Interr
Google

ebmasters help for hacked sites
Videos and articles for hacked site recovery

Tuesday, March 12, 2013 10:00 AM
Fosted by Maile Ohye, Developer Programs Tech Lead

If you're a site owner and you see:

We created a new Help for hacked sites informational series to help all 1g
owners understand how they can recover their hacked site. The series in
dozen articles and 80+ minutes of informational videos—from the basics

example.com
means for a site to be hacked to diagnosing specific malware infection ty)

example.com

www.@xample.com/

This site may be compromised.
I've been an avid boater for 10 vears. M
- a 1g with toys that float
|
‘-— E— Warning - phishing (web forgery) suspected - S ——
@ chrome [BIS) Reported Attack Page! - .-
o The Webs e Ahead Contains Mabmare w T e e st i sxuple com e
\ e pric.con | T ———————
- it

Nﬁ% Unfortunately, it's likely your site was hacked.

Every day, cybercriminals compromise thousands of websites. Hacks are often invisible to users, yet remain harmful to anyone viewing the page — including the site

“Help for hacked sites” overview: How and why a site is hach owner. For example, unbeknownst to the site owner, the hacker may have infected their site with harmful code which in turn can record keystrokes on visitors' computers,
stealing login credentials for online banking or financial transactions.

% STACH&LIU
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Google - Help for Hacked Sites - 12Mar2013
http://googleonlinesecurity.blogspot.com/2013/03/videos-and-articles-for-hacked-site.html
http://www.google.com/webmasters/hacked/


NON-DIGGITY ATTACKTOOLS

Other Search Hacking Tools
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Maltego

INFORMATION GATHERING TOOL

ient 3.0 BETA,

Maltego Client 3.1.1

[ ] W Copy L Ty R H o0 ./ o Select parents
- 0 L]

& Cut | A, select children Investigate Manage Organize
Paste  Clear q " i Select  Inwert )
Al @ Delete 8l Selection X Select neighbours ( ] . JCopy e F m 52 Select Al 2, Add simiar Sibings A, Select Chidren 4%, Add chy
R X - 9% Invert Selection g7, Add Path 3 Select Neighbors 34 Add Ne|
ELf patervahletwork *  x Paste ¢ [ Quick Entity
Al e Delete 12 S0 285 10k Find Selection Select None ¢° o Select Parents f o Add Parents W Select
El Infrastructure Mining Yigw Dynamic Yiew | Edge Weighted view | ¥ . :
g : ranskc "
L e e ﬂ I
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= Domain Marne System server a8 €s
Damain . DFVEE
An internet domain ~ s
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¢ Location florian wichot (@did A &% Domain Nan
A location on mother earth o Desney va [Pv4 Address
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ES
Metblock "“p ] " U.RI' : i
An internet Autonomous Sysl & W\ :.g et F st Rastiron ! ocator (LI =
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Presentation Notes
Maltego - open source intelligence and forensics application
http://www.paterva.com/web5/
http://www.darknet.org.uk/2008/11/maltego-forensics-and-intelligence-application-information-gathering-tool/
http://maltego.shodanhq.com/

Maltego is an open source intelligence and forensics application. It allows for the mining and gathering of information as well as the representation of this information in a meaningful way.  The unique perspective that Maltego offers to both network and resource based entities is the aggregation of information posted all over the internet - whether it’s the current configuration of a router poised on the edge of your network or the current whereabouts of your Vice President on his international visits, Maltego can locate, aggregate and visualize this information. 

Maltego – 1 year subscription license = $650  (each year renewal only $320)

23 Types of Info to Gather
For target company, Maltego helps automate finding 23 types of information, namely those lsited in the Palette (e.g. emails, hostnames, IP addresses, domains, etc.).

Tranforms – Finding More Info Based on Info You Already Know
“Transforms” are operations that attempt to find more of the different types of info based on existing info known.  So if we have a domain we know, microsoft.com for example, we can run “transforms” to maybe find email addresses for that domain.

Entity List – One Big Table
All of these entries we continue to find are added to one big table of data, and can easily be viewed and manipulated in that table by switching over to the “Entity List” view. 
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Presentation Notes
Maltego - open source intelligence and forensics application
http://www.paterva.com/web5/
http://www.darknet.org.uk/2008/11/maltego-forensics-and-intelligence-application-information-gathering-tool/
http://maltego.shodanhq.com/

Maltego is an open source intelligence and forensics application. It allows for the mining and gathering of information as well as the representation of this information in a meaningful way.  The unique perspective that Maltego offers to both network and resource based entities is the aggregation of information posted all over the internet - whether it’s the current configuration of a router poised on the edge of your network or the current whereabouts of your Vice President on his international visits, Maltego can locate, aggregate and visualize this information. 

Maltego – 1 year subscription license = $650  (each year renewal only $320)

23 Types of Info to Gather
For target company, Maltego helps automate finding 23 types of information, namely those lsited in the Palette (e.g. emails, hostnames, IP addresses, domains, etc.).

Tranforms – Finding More Info Based on Info You Already Know
“Transforms” are operations that attempt to find more of the different types of info based on existing info known.  So if we have a domain we know, microsoft.com for example, we can run “transforms” to maybe find email addresses for that domain.

Entity List – One Big Table
All of these entries we continue to find are added to one big table of data, and can easily be viewed and manipulated in that table by switching over to the “Entity List” view. 
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Presentation Notes
Maltego - open source intelligence and forensics application
http://www.paterva.com/web5/
http://www.darknet.org.uk/2008/11/maltego-forensics-and-intelligence-application-information-gathering-tool/
http://maltego.shodanhq.com/

Maltego is an open source intelligence and forensics application. It allows for the mining and gathering of information as well as the representation of this information in a meaningful way.  The unique perspective that Maltego offers to both network and resource based entities is the aggregation of information posted all over the internet - whether it’s the current configuration of a router poised on the edge of your network or the current whereabouts of your Vice President on his international visits, Maltego can locate, aggregate and visualize this information. 

Maltego – 1 year subscription license = $650  (each year renewal only $320)

23 Types of Info to Gather
For target company, Maltego helps automate finding 23 types of information, namely those lsited in the Palette (e.g. emails, hostnames, IP addresses, domains, etc.).

Tranforms – Finding More Info Based on Info You Already Know
“Transforms” are operations that attempt to find more of the different types of info based on existing info known.  So if we have a domain we know, microsoft.com for example, we can run “transforms” to maybe find email addresses for that domain.

Entity List – One Big Table
All of these entries we continue to find are added to one big table of data, and can easily be viewed and manipulated in that table by switching over to the “Entity List” view.  


theHarvester

theHarvester

FOOTPRINTING TOOL

« Gathers email accounts, user names and hostnames, and subdomains

theHarvester

The information gathering suite

theHarvester gathers: emails,
subdomains, hosts, employee
names, open ports, and banners

Searches different public sources,
such as: Google, Bing, LinkedIn,
PGP key servers, and SHODAN

:\theH
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Presentation Notes
Edge-Security - theHarvester - Gather E-mail Accounts, Subdomains, Hosts, Employee Names – Information Gathering Tool
http://www.edge-security.com/theharvester.php
https://code.google.com/p/theharvester/
http://www.toolswatch.org/2013/02/theharvester-v2-2a-released/
http://www.darknet.org.uk/2012/01/theharvester-gather-e-mail-accounts-subdomains-hosts-employee-names-information-gathering-tool/


theHarvester is a tool to gather emails, subdomains, hosts, employee names, open ports and banners from different public sources like search engines, PGP key servers and SHODAN computer database. 
This tools is intended to help Penetration testers in the early stages of the project It’s a really simple tool, but very effective.


Enumerates from various sources:
Google - emails,subdomains/hostnames
Google profiles - Employee names
Bing search - emails, subdomains/hostnames,virtual hosts 
Pgp servers - emails, subdomains/hostnames 
Linkedin - Employee names
Exalead - emails,subdomain/hostnames


Y]
C ‘\\‘/ J

theHarvester

theHarvester

FOOTPRINTING EXAMPLE

e/ CfthetHarcest er- 220 microscitoutput. itml

theHarvester results

for :microsoft.com
Dashboard:

94%

6%
i 0% 0% 0%

1 16 L] o o
Emails || hests || Viast) | TLD || Shedan

E-mails names found:

* PlayXBLA@microsoft com

Hosts found:

microsoft.com

s microsoft com

soft.com
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Edge-Security - theHarvester - Gather E-mail Accounts, Subdomains, Hosts, Employee Names – Information Gathering Tool
http://www.edge-security.com/theharvester.php
https://code.google.com/p/theharvester/
http://www.toolswatch.org/2013/02/theharvester-v2-2a-released/
http://www.darknet.org.uk/2012/01/theharvester-gather-e-mail-accounts-subdomains-hosts-employee-names-information-gathering-tool/


theHarvester is a tool to gather emails, subdomains, hosts, employee names, open ports and banners from different public sources like search engines, PGP key servers and SHODAN computer database. 
This tools is intended to help Penetration testers in the early stages of the project It’s a really simple tool, but very effective.


Enumerates from various sources:
Google - emails,subdomains/hostnames
Google profiles - Employee names
Bing search - emails, subdomains/hostnames,virtual hosts 
Pgp servers - emails, subdomains/hostnames 
Linkedin - Employee names
Exalead - emails,subdomain/hostnames
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Presentation Notes
Edge-Security – Metagoofil – Metadata Info Gathering – Information Gathering Tool
http://www.edge-security.com/metagoofil.php
http://code.google.com/p/metagoofil/
http://www.toolswatch.org/2013/02/metagoofil-v2-2-released/

Metagoofil is an information gathering tool designed for extracting metadata of public documents (pdf,doc,xls,ppt,docx,pptx,xlsx) belonging to a target company.

The tool will perform a search in Google to identify and download the documents to local disk and then will extract the metadata with different libraries like Hachoir, PdfMiner and others. With the results it will generate a report with usernames, software versions and servers or machine names that will help Penetration testers in the information gathering phase.


SpiderFoot

SpiderFoot 2.0

FOOTPRINTING TOOL

Download Docs Support
* SpiderFoot
o] <o =
CiE SpiderFoot % New Scan = Scans
* e ¥ o9
. Affiiage ¢ Un,
New S SpiderFoot 2.0 JL——
~Mail Agq 1
ew can The Open Source Footprinting tool HTTs o
Scan Name - Fast, Easy to Use HTTP Statug ooy 409
riptive name for this scan - Highly Configurable " Adresy N
For Windows & Linux i
- Create your own modules in Python ]
Target Domain Name o 780
e.g. scantarge . 8417
Physicay at 4
Modules " Date 5
sfp_dns Performs a number of DNS checks to obtain IP Addresses and Affiliates.
sfp_geoip |dentifies the physical location of IP addresses identified.
sfp_googlesearch Some light Google scraping to identify links for spidering.
sfp_mail |dentify e-mail addresses in any obtained web content.
sfp_pageinfo Obtain information about web pages (do they take passwords, do they contain forms, efc.)
sfp_portscan_basic Scans for commonly open TCP ports on Internet-facing systems.
sfp_ripe Queries RIPE to identify netblocks and other info.
sfp_similar Search various sources to identify similar looking domain names.
sfp_spider Spidering of web-pages to extract content for searching. Probably the most important module.
sfp_stor_db Stores scan results into the back-end SpiderFoot database. You will need this.
sfp_subdomain ldentify hostnames / sub-domain names in URLs and obtained content.
sfp_websvr Obtain web server banners to identify versions of web servers being used.
sfp_xref |dentify whether other domains are associated ('Affiliates') of the target.
Note: Scan will be started immediately.
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Presentation Notes
SpiderFoot 2.0
http://www.toolswatch.org/2013/05/spiderfoot-v2-0-released/
http://www.spiderfoot.net/


FOCA

INFO GATHERING AND METADATA

35 Project " Tools . »Options (3 TaskList Ehbout =l Donate

B--@ Na project
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5] Servers (0)

—— Domains

@ Vulnerabilties
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* Documents (0/0) Web Searcher
—~ Metadata Summary

DNS Search Using a web searcher like Google or Bing the program

searchs links pointing to the domain site to identify new
subdomains.
Select the web search enaine to use:
PTR Scarning GoogleWeb
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Shodan & Robtex Bing\Web ch search
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FOCA – Information Gathering Tool and Metadata Analysis
http://www.informatica64.com/foca.aspx
http://www.informatica64.com/foca/
http://www.darkreading.com/blog/227700505/foca-and-the-power-of-metadata-analysis.html
http://www.slideshare.net/chemai64/defcon-17-tactical-fingerprinting-using-foca
http://www.darknet.org.uk/2010/05/foca-network-infrastructure-mapping-tool/

FOCA FREE 3.0.2 is a tool for carrying out processes and information gathering fingerprinting in web audit work. Free version makes finding servers, domains, URLs and documents published, as well as the discovery of versions of software on servers and clients. FOCA became famous for extracting metadata of public documents, but today is much more than that.


SHODAN 4 SHODAN.

HACKER SEARCH ENGINE

* Indexed service banners for whole Internet for HTTP (Port 80), as well

as some FTP (23), SSH (22) and Telnet (2 1) services

% SHODAN [ EERT I  -"

» Top countries matching your search  Haly 20
China 14

United States 1

NAS storage Spain 6

devices located Greece 5

Default username

123.116.195.215 HTTP/1.0 401 Unauthorized is "admin’
Server: NAShttpd

Date: Mon, 06 Feb 2012 18:01:34 GMT
WWW-Authenticate: Basic realm|="Default USER :admin" |
Content-Type: text/html

Bl Beijing

Connection: close
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SHODAN 
http://www.shodanhq.com/
http://www.shodanhq.com/help/filters
SHODAN is a search engine that lets you find specific computers (routers, servers, etc.) using a variety of filters. Some have also described it as a public port scan directory or a search engine of banners.
Web search engines, such as Google and Bing, are great for finding websites. But what if you're interested in finding computers running a certain piece of software (such as Apache)? Or if you want to know which version of Microsoft IIS is the most popular? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don't let you answer those questions.
So what does SHODAN index then? Good question. The bulk of the data is taken from 'banners', which are meta-data the server sends back to the client. This can be information about the server software, what options the service supports, a welcome message or anything else that the client would like to know before interacting with the server.
Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (23), SSH (22) and Telnet (21) services. There are plans underway to expand the index for other services. Let me know if there are specific ports you would like to see included. 

SHODAN Twitter:
http://twitter.com/#!/achillean

SHODAN - Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=net:216.75.0.0/16
RSS Version: http://www.shodanhq.com/?q=net:216.75.0.0/16&feed=1

Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=100

SHODAN – Other Cool
http://webcams.shodanhq.com/
http://www.shodanhq.com/exploits
http://maltego.shodanhq.com/



DeepMagic DNS

FOOTPRINTING DNS SEARCH ENGINE

« DNS/IP Addr records hacker search engine

o STACH&LIU

https://www.deepmagic.com/ptrs/ptrs?search=microseft.com&limit=1000

microsoftcom

\Set Limit (Max 10000): 1000

Search )

Search conventions:

Limited to 1000 results
Displaved Results: 1000

12.129.20.1

12.129.20.23

1p:127.0.0.1

DNS and IP Address
records search engine

host] messaging microsoft com

host23 messaging microsoft.com

12.129 ]

12.129 ]

12.129]

Deep Magic DNS

deepmagicdns
A searchable DB of all of the world's DNS I could get my hands on.
nsZ yourcompany.com - hitp:fwww.deepmagic.comy
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Deep Magic – “A searchable DB of all of the world’s DNS I could get my hands on”
https://twitter.com/#!/deepmagicdns
https://www.deepmagic.com/ 

Examples:
https://www.deepmagic.com/ptrs/ptrs?search=nessus&limit=1000 
https://www.deepmagic.com/ptrs/ptrs?search=cidr:98.129.0.0/16&limit=1000


asteBin Leaks

PASSWORDS IN PASTEBIN.COM POSTS

« Twitter feed tracking passwords leaked via PasteBin

tw ihter’ Search

PASTEBIN

Pastebi n Leaks [B. CREATE NEW PASTE gllj TRENDING PASTES
@PastebinLeaks Glued to the leak http://biclopsgames.com (hacked)

Discovering leaks on Pastebin, web attacks| BY: AGUEST | DEC 16TH, 2011 | SYNTAX: NONE | SIZE: 22.99 KB | HITS: 3,304 | EXPIRES: NEY
and so on DOWNLOAD | RAW | EMBED | REPORT ABUSE

Twitter feed tracking
public data leaks via
PasteBincom

Text follow PastebinLeaks to 40404 i Target: http://biclopsgames.com/game.php?id=%Inject_Here%l
Date: 12/15/2€11 11:17:28 PM

Usernames, emails, and

Tweets Favorites  Following  Followers  Lists DB Detection:  MySQL error based ( password hashes of
Method: GET compromised website
PastehinLeaks PastebinLeaks Type: Integer (Auto Detected) posted to PasieBin.com
Possible Massive mail/pass leak pastebin com/LEYbD Data Base: biclops_phpbl
_Pa_SPtEbinleaks Table: phpbb_users
o Total Rows: 341
PastebinLeaks Pastebinleaks
Possible listing of http passwords pastebin.com/gZbce username user_password  user_email
pastebinleaks $voloch b35d1ac9729539d978e875@8e8b2bel kirillwow79@mail.ru
15 Dee &amp;#28023;8amp;$30423; Se@ed8de3d765e4¥b5128b6ba7bc8481
AaronFF cee3dSa7af23179%acea3558fc6301300 Embevelcomo@mall.bij )
abadrabPype 1le3c47bF39af11993cfdchb89693b7012 jeinso.n.welg
absurdism 297dbe7699dcfab@6@9bf9e667e2eddc evolancia@gmg

Accichfueve adefblé336d9e@168c9bfc4@afSblief lokorepaser‘r1
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PasteBin Leaks
https://twitter.com/pastebinleaks
http://pastebin.com/

Also new PasteBin.com monitoring tools:
http://www.toolswatch.org/2012/03/pastemon-v1-6-black-hat-eu-2012-edition-released/

Examples:
http://pastebin.com/L6YbD136
http://pastebin.com/mUU0xQAE


Internet Census 2012

NMAP OF ENTIRE INTERNET

« ~420k botnet used to perform NMAP against entire IPv4 addr space!
 ICMP sweeps, SYN scans, Reverse DNS, and Service probes of 662 ports
* Free torrent of 568GB of NMAP results (9TB decompressed NMAP results)

C"

}m-.ax‘fl\trated.com_.-’quer}'.php?starﬂD=74.125.239‘1 BendIP=74125.230 255 &Port=&lincludeHostnames=Yes

:: Internet Census 2012 Search - Query :

Navigation

IP Range Search

= lSilnlale M8 74 1252391 = s B> 74 125 239 255 B Limit to specific port: _ Inchide hos
an
Research Submit Query

A Executing query for hosts between: 74.125.239.1 and 74.125.239.255

Hostname

—in-f1.1el00.net

Internet Census 2012

Port scanning /0 using insecure embedded devices

Carna Botnet
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Internet Census 2012 – 9TB of Nmap Results for entire IPv4 Address Space
http://internetcensus2012.bitbucket.org/paper.html
http://internetcensus2012.bitbucket.org/download.html
https://community.rapid7.com/community/infosec/blog/2013/03/21/internet-census-2012--thoughts

Exfiltrated.com - Web search interface makes use of the fantastic Internet Census 2012 results
http://www.exfiltrated.com/querystart.php

Summary:
~420k Carna botnet used to perform NMAP against entire IPv4 addr space!
ICMP sweeps, SYN scans, Reverse DNS, and Service probes of 662 ports
Free torrent of 568GB of NMAP results (9TB decompressed NMAP results)
Port scans running at 3-5 billion IPs per hour for weeks
Found 1.3 billion IP addresses in use total

Abstract While playing around with the Nmap Scripting Engine (NSE) we discovered an amazing number of open embedded devices on the Internet. Many of them are based on Linux and allow login to standard BusyBox with empty or default credentials. We used these devices to build a distributed port scanner to scan all IPv4 addresses. These scans include service probes for the most common ports, ICMP ping, reverse DNS and SYN scans. We analyzed some of the data to get an estimation of the IP address usage.  All data gathered during our research is released into the public domain for further study. �
The ~700 ports they grabbed service banners from are:
1, 3, 7, 9, 13, 17, 19, 21, 22, 23, 25, 26, 35, 37, 42, 43, 44, 53, 69, 70, 79, 80, 81, 82, 83, 84, 85, 88, 98, 100, 106, 110, 111, 113, 119, 123, 130, 135, 137, 139, 143, 144, 161, 177, 179, 199, 214, 254, 255, 256, 257, 264, 280, 311, 389, 390, 406, 407, 427, 443, 444, 445, 449, 464, 465, 497, 500, 505, 510, 512, 513, 514, 515, 517, 518, 523, 524, 540, 543, 544, 548, 554, 587, 591, 593, 616, 620, 625, 626, 628, 631, 636, 641, 646, 660, 666, 706, 710, 711, 731, 771, 782, 783, 787, 808, 873, 888, 898, 900, 901, 902, 990, 993, 995, 1000, 1010, 1022, 1024, 1025, 1026, 1027, 1028, 1029, 1030, 1031, 1032, 1033, 1035, 1036, 1037, 1038, 1039, 1040, 1041, 1042, 1043, 1044, 1048, 1049, 1050, 1053, 1054, 1056, 1058, 1059, 1064, 1065, 1066, 1068, 1069, 1071, 1074, 1080, 1090, 1095, 1098, 1099, 1100, 1105, 1109, 1110, 1111, 1112, 1200, 1212, 1214, 1217, 1220, 1234, 1241, 1248, 1302, 1311, 1314, 1344, 1352, 1400, 1414, 1415, 1416, 1417, 1418, 1419, 1420, 1432, 1433, 1434, 1467, 1494, 1500, 1501, 1503, 1505, 1521, 1522, 1526, 1527, 1549, 1550, 1574, 1583, 1604, 1610, 1611, 1666, 1687, 1688, 1702, 1720, 1723, 1748, 1754, 1755, 1761, 1762, 1763, 1801, 1830, 1900, 1935, 1967, 1972, 1981, 1998, 2000, 2001, 2002, 2003, 2005, 2010, 2024, 2030, 2040, 2049, 2064, 2068, 2100, 2103, 2105, 2107, 2121, 2160, 2161, 2301, 2303, 2306, 2383, 2396, 2401, 2427, 2525, 2600, 2601, 2627, 2638, 2701, 2715, 2717, 2869, 2947, 2967, 3000, 3001, 3002, 3003, 3004, 3005, 3006, 3025, 3031, 3050, 3052, 3128, 3268, 3280, 3306, 3310, 3333, 3351, 3372, 3389, 3483, 3493, 3531, 3632, 3689, 3690, 3703, 3872, 3892, 3900, 3940, 3986, 4000, 4001, 4045, 4155, 4369, 4443, 4444, 4567, 4660, 4711, 4868, 4899, 4999, 5000, 5001, 5003, 5009, 5050, 5051, 5060, 5061, 5101, 5120, 5190, 5222, 5232, 5269, 5280, 5302, 5323, 5353, 5357, 5400, 5427, 5432, 5520, 5530, 5550, 5555, 5556, 5570, 5600, 5631, 5632, 5666, 5800, 5801, 5802, 5803, 5900, 5901, 6000, 6001, 6002, 6003, 6004, 6005, 6006, 6007, 6008, 6009, 6010, 6011, 6012, 6013, 6014, 6015, 6016, 6017, 6018, 6019, 6020, 6050, 6103, 6112, 6163, 6346, 6379, 6543, 6544, 6560, 6588, 6600, 6646, 6660, 6661, 6662, 6663, 6664, 6665, 6666, 6667, 6668, 6669, 6670, 6699, 6802, 6969, 7000, 7001, 7002, 7007, 7008, 7070, 7100, 7101, 7144, 7145, 7171, 7180, 7200, 7210, 7272, 7402, 7461, 7776, 7777, 7780, 7937, 7938, 8000, 8001, 8002, 8003, 8004, 8005, 8006, 8007, 8008, 8009, 8010, 8031, 8080, 8081, 8082, 8083, 8084, 8085, 8087, 8088, 8118, 8138, 8181, 8194, 8307, 8333, 8443, 8770, 8880, 8881, 8882, 8883, 8884, 8885, 8886, 8887, 8888, 9000, 9001, 9002, 9003, 9030, 9050, 9080, 9088, 9089, 9090, 9091, 9092, 9093, 9094, 9095, 9096, 9097, 9098, 9099, 9100, 9101, 9102, 9103, 9104, 9105, 9106, 9107, 9481, 9801, 9999, 10000, 10001, 10005, 10010, 10031, 10080, 11210, 11211, 11371, 11965, 12203, 12345, 13013, 13666, 13720, 13722, 13783, 14238, 14534, 15000, 15001, 15002, 17007, 17555, 17988, 18086, 18182, 18264, 19150, 19350, 20000, 22001, 22490, 26214, 26470, 27000, 27001, 27002, 27003, 27004, 27005, 27006, 27007, 27008, 27009, 27010, 27017, 27960, 30444, 31337, 31416, 32211, 32750, 32751, 32752, 32753, 32754, 32755, 32756, 32757, 32758, 32759, 32760, 32761, 32762, 32763, 32764, 32765, 32766, 32767, 32768, 32769, 32770, 32771, 32772, 32773, 32774, 32775, 32776, 32777, 32778, 32779, 32780, 32781, 32782, 32783, 32784, 32785, 32786, 32787, 32788, 32789, 32790, 32791, 32792, 32793, 32794, 32795, 32796, 32797, 32798, 32799, 32800, 32801, 32802, 32803, 32804, 32805, 32806, 32807, 32808, 32809, 32810, 33015, 34012, 37435, 38978, 40193, 41523, 49152, 49153, 49154, 49155, 49156, 49157, 49400, 50000, 50001, 50002, 50003, 50004, 50005, 50006, 50007, 50008, 50009, 50010, 50011, 50012, 50013, 50014, 50015, 50016, 50017, 50018, 50019, 50020, 50021, 50022, 50023, 50024, 50025, 50030, 55553, 55555, 56667, 60000, 60001, 60002, 60003, 60004, 60006, 60007, 60008, 60009, 60010, 60011, 60012, 60013, 60014, 60015, 60016, 60017, 60018, 60019, 60020, 60021, 60022, 60023, 60024, 60025



Advanced Defenses

PROTECT YO NECK
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Traditional Defenses

GOOGLE HACKING DEFENSES

"Google Hack yourselt” organizati
* Employ tools and techni

strictions
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Presentation Notes
Remove Info from Google’s Cache:
http://www.google.com/remove.html
http://www.google.com/support/webmasters/bin/answer.py?hl=en&answer=164734
http://www.google.com/support/webmasters/bin/answer.py?answer=61817
https://www.google.com/webmasters/tools/home?hl=en
http://onecoolsitebloggingtips.com/2008/03/21/how-to-remove-data-from-googles-cache/

Blocking indexing on a page basis by:
<meta name="robots" content="noindex">
<meta name="googlebot" content="nodindex">
http://googlewebmastercentral.blogspot.com/2007/03/using-robots-meta-tag.html
http://searchengineland.com/yahoo-provides-noydir-opt-out-of-yahoo-directory-titles-descriptions-10631
http://www.robotstxt.org/meta.html

DLP Info:
http://en.wikipedia.org/wiki/Data_Loss_Prevention
 Data Loss Prevention (DLP) is a computer security term referring to systems that identify, monitor, and protect data in use (e.g., endpoint actions), data in motion (e.g., network actions), and data at rest (e.g., data storage) through deep content inspection, contextual security analysis of transaction (attributes of originator, data object, medium, timing, recipient/destination, etc.), and with a centralized management framework. The systems are designed to detect and prevent the unauthorized use and transmission of confidential information.
http://www.csoonline.com/documents/whitepapers/UnderstandingDataLocation.pdf
http://www.csoonline.com/article/221272/Data_Loss_Prevention_Dos_and_Don_ts
http://www.gtbtechnologies.com/Downloads/5_essential_ingredients_gtb.pdf
http://www.codegreennetworks.com/blog/?p=33
http://www.sans.org/reading_room/whitepapers/dlp/

DLP Free Tools:
OpenDLP – Free Open-Source Data Loss Prevention (DLP) Tool – (Released 4/28/2010) 
http://code.google.com/p/opendlp/
http://www.darknet.org.uk/2010/05/opendlp-free-open-source-data-loss-prevention-dlp-tool/
Senf - The Sensitive Number Finder (Last updated 5/22/2009)
https://senf.security.utexas.edu/wiki/

Other DLP Commercial Products:
Code Green Networks -- Content Inspection Appliance, CI-1500; CI-750; CI-Agent, v. 5.0
InfoWatch -- InfoWatch Traffic Monitor, v. 3.0
McAfee -- McAfee Data Loss Prevention (DLP): Host 2.0, Gateway 3300, 3400
Orchestria -- Orchestria v. 5.0
Reconnex -- Reconnex 7
RSA Security -- RSA Data Loss Prevention (DLP) Suite: Datacenter 3.1.1; Network 5.1.1; and Endpoint 3.0
Trend Micro -- Trend Micro LeakProof, v. 3.0
Verdasys -- Digital Guardian, v. 5.1
Vericept -- Vericept Monitor, Protect, Discover, v. 8.2; Vericept Edge, v. 1.3
Websense -- Websense Content Protection Suite, v. 6.5
Workshare -- Workshare Protect, v. 6



Existing Defenses

"HACK YOURSELF

v’ Tools exist

X Convenient

X Realime updates
X Multi-engine results
X Historical archived data

X Mult-domain searching
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Presentation Notes
Defense Recommendations of Old: "Google Hack Yourself”

 Not efficient with existing tools, have to run many times across all domains and correlate results (e.g. stachliu.com, sl.com, stachliu.org…).  Also have to use different tools to look for vulns in different search engines (Google/Bing/Yahoo/…)

 If done say quarterly, you go by 3 months with a vuln exposed via Google to the public without being able to respond.  Or if the index has been retired by the time you re-Google Hack yourself, but the vuln still exists - you missed the opportunity of identifying it.

 Need for real time updates and detection, as well as historical data (i.e. not just vulns in your company systems that are in Google's index now, but vulns in your company systems that have ever been in Google's index.



Advanced Defenses

NEW HOT SIZZLE

Stach & Liu now proudly presents:

» Google and Bing Hacking Alerts
« SharePoint Hacking Alerts — 118 dorks
« SHODAN Hacking Alerts = 26 dorks

» Diggity Alerts FUNdle Bundles

« Consolidated alerts into 1 RSS feed

« Alert Client Tools
« Alert Diggity — Windows systray notifications

« iDiggity Alerts — iPhone notification app

o STACH&LIU 124
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StachLiu Defense Tools 
Our “Google Alerts” and “Bing Alerts”. 
RSS feed to be alerted of new issues – a GoogleHacking Detection System (GHDS). Real time updates on Google Hack hits across both Google and Bing, that are organized and sent to you conveniently via RSS feeds. 
Future tool that allows you to set alerts based on these feeds, but filtered specifically for your company.


New Stach & Liu Google/Bing hacking tools available at:
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/



ADVANCED DEFENSES

Google Hacking Alerts

» Al hacking database queries using Google alerts
* Realtime vuln updates to >2400 hack queries via RSS

Google Hacking Alerts

» Organized and available via Google reader importable file

gmail.cum | Settings | FAQ

I 1
GOOS[E alerts Mﬂnage your Alerts GHDB regexs made into
Google Alerts
Your Google Alerts Switch to text emails | Exf
Search terms \ Type How often Email length
[0 Host="" intext-enc_UserPassword=" ext:pcf Web as-it-happens up to 50 results
View in Google Reader
[ "# Durnping data for table (usemameluserlusers|passward)” Web Feed )
View in Google Reader
; - ) RSS Feeds generated that
[ "# Dumping data for table Wveb track new GHDB vulnerable Feed B}
pages in real-time Yiew in Google Reader
E “# phphyAdimin MySQL-Durnp” "INSERT INTO" -"the" _) Weh 0 results Feed £

“igw in Google Reader

o STACH&LIU
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Google Hacking Alerts
http://www.google.com/alerts
http://www.google.com/reader



Google Hacking Alerts

ADVANCED DEFENSES

GOL PSIC reader All items ~|| Search
James Bond needs help!
Add a subscription Google Alerts - "mySQL error with query” mySQL error page snippet conveniently
. B provided in RSS summary
All ftems (1000+) . Show: 11 new items - all items | Mark allas read ~ | Refresh | Feed settings... ~|

Peaple you follow + =

Explore + FESLEEKOFTDEMN- BRLH T, XHK- BEXERLC, K. mySOL erorwith gf SCREATE TEMPORARY
ubscriptions :\ HEEE-LAOFBEAT - mySAL error with query SELECT COUNT(™) AS result FROM nucleus ffttionlog: Can't open file: 'nucld

@ {7 FSDB-Backup Files (195) 4 [ James Bond 007 :: MI6 - The Home Of James Bond - mySQL error with query SELECT c.citem as itemid, c.cnumb¥ as commentid. ¢ d

[ FSDB-Configuration Ma... (371)

® 9 FSDB-Error Messages (654) James Bond 007 :: MI6 - The Home Of James Bond

|/ FSDB-Privacy Related (501) via Google Alerts - "mySQL error with query”

@ [ FSDB-Remote Administr... (102) \

(' FSDB-Reported Vulnera... (90) mySQL error with query SELECT c.citem as itemid, c.cnumber as commentid, c.chody as body, c.cuser as =
user, ¢.cmail as userid, c.cemail as email, ...

® FSDB-Technology Profile (652)
# [7 GHDB-Advisories and V... (1000+
= 7 GHDB-Error Messages (1000+) Add star [=/Like ~ Share "= Share with note ~ Email <> Add tags

\_ wirnwy MiB co ukimiB phpdfinewsindex php?itemid.  t y.

2 Google Alegts - "mySQ... (11 ~ EMT » P sV —A-mySQL error with query INSERT INTO nucleus_plug_captcha {ckey, time, solution, active) VALUES ('890

1 Google Ale AR EHbAEER | 55 ... - mySQL errorwith query INSERT INTO nucleus_plugin_op|
Several thousand GHDB/FSDB

- Eoog:e ::elts -"A ! '“1 BERE vuln alerts generated each day 1 FrEEsh : SEW .- mySQL error with query INSERT INTO nucleus_plugin_o
_“ oogle Alerts - "An ... (1) 1 mysql macosx - gs Jewelry ... - mysql error with query. creating standalone applications with mysc|

| "
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Google Hacking Alerts
http://www.google.com/alerts
http://www.google.com/reader




ing Hacking Alerts

ADVANCED DEFENSES

Bing Hacking Alerts

* Bing searches with regexs from BHDB
* leverages hitp://api.bing.com/rss.aspx
¢ Realime vuln updates to =900 Bing hack queries via RSS

Gousle reader Allitems ~ | Search

€3 Add a subscription Bing: intitle:"Snap Server” intitle:"Home" "Active Users" »
All items (1000+) "~ Show: 0 new items - all items  Mark all as read |~ || Refresh || Feed settings... ~
People you follow +[=

Explore < Snap Server WELW-SNAP [Home] - WELW-SNAP » Home
Subscriptions == Snap Server CORESERVER [Home] - CORESERVER » Homne
@ [ BHDB-Advisories and V... 910) [ Snap Server GSTI [Home] - GST! - Home

@ [ BHDB-Backup Files {50)

@ [J BHDB-Configuration Ma... (207)
# [ BHDB-Error Messages (507)

SNAP network attached
storage servers exposed

adsphotographer.com - SMNAPS5373 - Home
Snap Server SNAPB24929 [Home] - SNAPS24929 « Home

® [ BHDB-Files containing... (607) Snap Server SAINTSNAP [Home] - SAINTSNAFP = Home

@ [J BHDB-Files containing... (343) Snap Server DIGITALDATA1 [Home] - BOT - Unavailable: folder does not exist. SHARE1: acesag - For ACEQ
@ [ BHDB-Files containing... (50) Snap Server FTP-SERVER [Home] - Flinn - Flinn OFF-Site Backup: Home - Folder for network shares/drive 1
@ [ BHDB-Footholds (45)

@ 7 BHDB Misc (116) Snap Server FTP-SERVER [Home]

@ [ BHDB-Pages containing... (T65) Flinn - Flinn OFF-Site Backup: Home - Folder for network shares/drive mapping: MyHost - Folder for my persq
# [ BHDB-Pages containing... (159) Web Hosting msmcs net - wew msmes ngt PUB FTP

@ [J BHDB-Privacy Related {196) Add star (“/Like ~ Share “|Share withnote [~1Email [ Keep unread < Edittags: BHDB-Various Online D

@ [ BHDB-Remote Administr... (36) 4 Snap Server XRAY7 [Home] - XRAY7 « Horne

o STACH&LIU
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Bing Hacking Alerts

Show creation of Bing Hacking alerts via Bing ‘&format=rss’ and Google Reader
Good example bing query:  "mySQL error with query“
http://www.bing.com/search?q="mySQL error with query“&format=rss

Bing search result RSS feeds now also generated using http://api.bing.com/rss.aspx, example:
http://api.bing.com/rss.aspx?source=web&query="mySQL error with query“



Bing/Google Alerts

LIVE VULNERABILITY FEEDS

World's Largest Live Vulnerability Repository
* Daily updates of ~3000 new hits per day

Last 30 days Time ofday Day of the week

11 e el ittt | Yttt

T TR R R E TR R R E

~3,000 new vuln
N SN EREEENEN hits per day
e L T L LA S s et S B s S e s S

118 1/21 1/24 1/27 1/30 2/2 2/5 28 2111 14
lterms posted B ltems read

o STACH&LIU 128


Presenter
Presentation Notes
Largest live vulnerability feed.  


#7) Diggity Alerts ™
One Feed to Rule Them All

ADVANCED DEFENSE TOOLS

Diggity Alert Fundle Bundle
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Diggity Hacking Alerts – Fundle Bundle
http://www.google.com/reader/bundle/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/public/atom/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts?r=n&n=1000

Mobile and iPhone Friendly Interfaces
http://www.google.com/reader/i/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/m/view/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts


Google Reader – Creating “Bundles”:
http://www.google.com/reader/view/#bundle-creator-page


Ve

FUNdIle Bundle >

AD\/ANCED DEFENSES DIGGITY ALERTS

|8 Google reader DIGGITY HACKING ALERTS

"Diggity Hacking Alerts" bundle created by Stach ‘&"
Description: All of the GHDB, FSDB, BHDB, and SLDB alert feeds. . ‘
A bundle is a collection of blogs and websites hand-selected by your friend on a ' '
particular topic or interest. You can keep up to date with them all in one place by

subscribing in Google Reader.
| There are ® 3762 feeds included in this bundle |
Sign in to subscribe

) Atom feed

- OPML fil
Debris Removal - News E—

via Google Alerts - inurl:"/_layouts/” filetype:asp

(Mew Hanover County)-— New Hanover County and
with representatives of the Federal Emergency Manage|
www.nhcgov.com/Mews/_layouts/listform.aspx?...

3762 RSS feeds from
GHDB, FSDB, SLDB
all consolidated into 1
RSS feed using Google
Reader bundles

*Curriculum Vitae*

& & &I

via Google Alerts - "phone
9/11/1

“address ** "e-mail" intitle:"curriculum vitae" by on

Work Phone Number: 972-860-4130 for emergency only. E-mail address:
shavanal@dcccd.edu. Education. | received my Associates in Arts and Sciences
from ...

hb2504 deced eduvita/0017421 pdf
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Diggity Hacking Alerts – Fundle Bundle
http://www.google.com/reader/bundle/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/public/atom/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts?r=n&n=1000

Mobile and iPhone Friendly Interfaces
http://www.google.com/reader/i/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/m/view/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts


Google Reader – Creating “Bundles”:
http://www.google.com/reader/view/#bundle-creator-page



FUNdle Bundle

ADVANCED DEFENSES

GOugle reader | | Al items '.| Search |
Navigation - | Diggity Hacking Alerts Show: Expanded - List

Show: 0 new items - all items | Mark all as read -| Refresh |

Diggity Hacking Alerts
%ﬂﬁ Bundle created by you
| subecrber Al ofthe GHDB, FSDB, BHDB, and
SLDB alert feeds.
H 3762 feeds
Bing NEW: intitle:"BadBlut  Free best intitle badblue the file sharing web server anyone can ... - Free best intitle badblue the file sharing web server anyone can use Download at 6:32 AM
Bing NEW: intitle:"BadBlur  BadBlue: the file-sharing web server anyone can use - ganadores horario payroll ccr AVISOS uploads JESUS AREVALO 4seasons MULTIVA MERCHANTS 6:32 AM
Bing NEW: intitle:"BadBlut  intitle:"BadBlue: the file-sharing web server anyone can use” - intitle:"BadBlue: the file-sharing web server anyone can use” Google search: intitle:"BadBlue: the file- 6:32 AM
Bing NEW: intitle:"AppSer  AppServ Open Project 2.5.9 - phpMyAdmin Database Manager Version 2.10.2 PHP Information Version 5.2.3. About AppServ Version 2.5.9 for Windows AppServis a 6:31 AM
Bing NEW: intitle:"AppSer  AppServ Open Project 2.5.10 - phpMyAdmin Database Manager Version 2.10.3 PHP Information Version 5.2.6. About AppServ Version 2.5.10 for Windows AppServis a 6:31 AM
Bing NEW: intitle:"AppSer  AppServ Open Project 2.6.0 - phpMyAdmin Database Manager Version 2.10.3 PHP Information Version 6.0.0-dev. About AppServ Version 2.6.0 for Windows AppServ is a 6:31 AM
Bing NEW: intitle:"AppSer  www.pgnshop.com - phpMyAdmin Database Manager Version 2.10.3 PHP Information Version 5.2.6. About AppServ Version 2.5.10 for Windows AppServ is a merging 6:31 AM
Bing NEW: intitle:"AppSer  scorpionco2010.tk - phpMyAdmin Database Manager Version 2.10.3 PHP Information Wersion 6.0.0-dev. About AppServ Version 2.6.0 for Windows AppServ is a merging 6:31 AM
Bing NEW: intitle:"AppSer  SkypeHotel v64 - Entre no SkypeHotel v64, Jogue SkypeHotel Gratis! - SkypeHotel v64 - Jogue agora mesmo SkypeHotel vG4, aqui as moedas sdo totalmente gratis 6:31 AM
Bing NEW: "Powered by n Search - @ 2011 ILO Portal - ILO Decent Work Team and Office for the ... Powered by mnoGoSearch - free web search engine software 6:26 AM
Bing NEW: "Powered by n  Google Hacks - PawnGame.com - Multiplayer Flash Gaming - "Powered by mnoGoSearch - free web search engine software” "powered by openbsd” +"powered by 6:26 AM
Bing NEW: "Powered by n Circuit Breaker Reset Philosophies for aircraft - CEB reset philosophy ... Powered by mnoGoSearch - free web search engine software 6:26 AM
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Diggity Hacking Alerts – Fundle Bundle
http://www.google.com/reader/bundle/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/public/atom/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts?r=n&n=1000

Mobile and iPhone Friendly Interfaces
http://www.google.com/reader/i/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/m/view/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts




FUNdle Bundle

MOBILE FRIENDLY

Google Reader

Diggity Hacking Alerts
1  Newsletter 21 27th July 2011 - School Website Portal - Google Alerts - inurl:"Forms” inurl:"dispform.aspx” filetype-aspx

sarrafyurdaer.com - Gooals Aler

Usage Statistics for guiakolor.net - Summary by Month - Google Alerts - infitle:"Usage

2  WebPartPagesWebService Web Service - Gooale Alerts - inurl:"/ vti binfwebpartpages asmx" filetvpe:asmx

3 Intitle: *index of passwd pass CO\ iglt‘ reader

4 *Usage Statistics for® guiakol

5  *Usage Statistics for* totallyb{ « Feeds Diggity Hacking Alerts L2

6 Phoca Forum * View topic - M source”
7 pongamos que hablo de mad| 5 "j- Intitle: index of passwd passwd.bak - Google Alerts - infitle’ index of passwd passwd bak | ca"

8  bomb wiz - MP3moo.com | Fi Intitle: index of passwd passwd bak One will come but more strenuously than ever .

9

0

#

more... ; Statistics for" "Generated by Webalizer"
mark these items as read Jul 2011, 70, 59, 62, 46, 132, 3975, 1073, 18427, 1367, 1632. Totals, 3975, 1073, 1...
Tags | Subscriptions .*

- Usage Statistics for totallybali.com - Summary by Month - Google Alerts - —
intitle"Usage Statistics for” "Generated by Webalizer"
Jul 2011, 1910, 827, 523, 319, 1013, 72638, 959, 1570, 2482, 5731. Totals, 72638 ,...

"+ Operate on comma separated data - Google Aleris - data filetype:mdb -site:gov -site:mil
| need to work with a matrix of data that looks something like the matrix below. |. ..

.+ Recover My Files Data Recovery Standard Download | Data Recovery - Google
Alerts - data filetype:mdb -site:gov -site:mil
Recover My Files Data Recovery Software is a powerful utility which will recoverd
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Diggity Hacking Alerts – Fundle Bundle
http://www.google.com/reader/bundle/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/public/atom/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts?r=n&n=1000

Mobile and iPhone Friendly Interfaces
http://www.google.com/reader/i/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/m/view/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts




SHODAN

Computer Search Engine

ADVANCED DEFENSE TOOLS

SHODAN Alerts
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SHODAN Hacking Alerts
New live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.
Stach & Liu incorporates SHODAN data into its defense alerts by utilizing the feature to turn SHODAN search results into RSS feeds by appending &feed=1 to common SHODAN query URLs. 
As an example: http://www.shodanhq.com/?q=Default+Password&feed=1


SHODAN - Main Site:
http://www.shodanhq.com/
http://www.shodanhq.com/help/filters
SHODAN is a search engine that lets you find specific computers (routers, servers, etc.) using a variety of filters. Some have also described it as a public port scan directory or a search engine of banners.
Web search engines, such as Google and Bing, are great for finding websites. But what if you're interested in finding computers running a certain piece of software (such as Apache)? Or if you want to know which version of Microsoft IIS is the most popular? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don't let you answer those questions.
So what does SHODAN index then? Good question. The bulk of the data is taken from 'banners', which are meta-data the server sends back to the client. This can be information about the server software, what options the service supports, a welcome message or anything else that the client would like to know before interacting with the server.
Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (23), SSH (22) and Telnet (21) services. There are plans underway to expand the index for other services. Let me know if there are specific ports you would like to see included. 

SHODAN Twitter:
http://twitter.com/#!/achillean

SHODAN - Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=net:216.75.0.0/16
RSS Version: http://www.shodanhq.com/?q=net:216.75.0.0/16&feed=1

Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000




SHODAN Alerfs ~ cstooan’

FINDING SCADA SYSTEMS

“ SHODAN E=f

» Top countries matchy j your search Canada 13
Finland 12

. United Stat 8
Using SHODAN to Swodon 6
find SCADA web Denmark 6

admin interfaces

218.111.69.68 HTTP/.0 401 Auvthorization Required
Date: Sat, 11 Jun 2011 04:38:51 GMT
Server: Apache/].3.31 (Unix)

E Kuala Lumpur

WWW- Authenticate: Basic !uln:F':SC:‘LD.{ Gateway User Login”
Transfer-Encoding: chunked
Content-Type: text himl; charset=130-8859-1

66.18.2323.232 HTTP/1.0 401 Authorization Required
Date: Wed, 20 Apr 2011 20:09:46 GMT
I cs gary Server: Apacha2 0,63 (FreeB3SD) mod_pyvthon'3.3.1 Python/2.5.2
) WV Authenhicate: Digest realm="RTS SCADA Server”, nonce="Z9PTNF+hE
dsl-main-66-18.233.232.
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SHODAN Hacking Alerts
New live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.
Stach & Liu incorporates SHODAN data into its defense alerts by utilizing the feature to turn SHODAN search results into RSS feeds by appending &feed=1 to common SHODAN query URLs. 
As an example: http://www.shodanhq.com/?q=Default+Password&feed=1

http://www.shodanhq.com/
Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=Server:%20SQ-WEBCAM
Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000



SHODAN Alerts SHODAN

FINDING SCADA SYSTEMS

I E E m SUBSCRIBE SECTIONS BLOGS » REVIEWS

THREAT LEVEL

PRIVACY, CRIME AND SECURITY DNLINE

Global Exposure Surface Timeline

= - 10K Reasons to Worry About Critical 708 | 83 140
= - Infrastructure W Tweet [ -1 Share

By Kim Zetter 0 January 24, 2012 | 6:30 am| Categories: Cybersecurity

B P Lo 208.08.144.10 : Moxa Globkal Exposure Surface Timeline

lightningdetect finte.com
Fruitland : United States

MIAMI, Florida — Asecurity researcher was able to locate and map more than 10,000 industrial control
systems hooked up to the public internet, including water and sewage plants, and found that many could be
apen to easy hack attacks, de to lax security practices.

Screenshot showing an industrial control system in Idaho that's connected to the internet. The red tag indicates there are
known vulnerabilities for the device that might be exploitable. Two known vulnerabilities are listed at the bottom of the

text bubble.
O e
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Wired.com - 10K Reasons to Worry About Critical Infrastructure - 24Jan2012
http://www.wired.com/threatlevel/2012/01/10000-control-systems-online/
http://www.wired.com/images_blogs/threatlevel/2012/01/2011-Leverett-industrial.pdf


SHODAN Hacking Alerts
New live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.
http://www.shodanhq.com/
Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=Server:%20SQ-WEBCAM
Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000



N
SHODAN Alerts Cp, SHODAN

SHODAN RSS FEEDS

E Google reader SHODAN ALERTS

"SHODAN Alerts” bundle created by stach

Description: SHODAN RSS Alerts GO ( )SIC reader

Abundle is a collection of blogs and websites hand-select| — : [ s
a particular topic or interest. You can keep up to date with | u Feeds | SHODAN Alerts I C|l = |
place by subscribing in Google Reader. : S —
There are @ 26 feeds included in this bundle 1::; 67.228.99.229:80 - SHODAN - Search: Server: LiteSpeed country:CN

HTTR/1.0 200 OK Date: Tue, 02 Aug 2011 13:30:41 GMT Server: LiteSpeed Connection: ...
B3 Subscribe

<> 184.172.42.27:80 - SHODAN - Search: Server: LiteSpeed country:CN
HTTPR/1.0 302 Found Date: Tue, 02 Aug 2011 13:13:37 GMT Server: LiteSpeed Connectio...

67.228.99.229:80

via SHODAN - Search: Server: LiteSpeed country:CM on 82/| 57 188.212.156.174:80 - SHODAN - Search: Server: LiteSpeed country:CN
HTTP/1.0 200 OK Date: Tue, 02 Aug 2011 13:12:25 GMT Server: LiteSpeed Accept-Range..

HTTR/1.0 200 OK

Date: 1_—”'3_1 02 Aug 2011 13:30:41 GMT i::;i 173.243.113.188:80 - SHODAN - Search: Server: LiteSpeed country:CN

CNEC LRt HTTP/1.0 200 OK Date: Tue, 02 Aug 2011 12:44:38 GMT Server: LiteSpeed Accept-Range..
Connection: clase

X-Powered-By: PHF/S.2.14

Content-Type: text/html i::i 50.23.136.8:80 - SHODAN - Search: Server: LiteSpeed country:CN

Content-Length: 1110 HTTP/1.0 200 OK Transfer-Encoding: chunked Date: Tue, 02 Aug 2011 12:42:48 GMT Ser...

<> 89.162.175.133:80 - SHODAN - Search: Server: LiteSpeed country:CN
HTTP/1.0 200 OK Date: Tue, 02 Aug 2011 12:19:36 GMT Server: LiteSpeed Accept-Range..

184.172.42.27:80

via SHODAN - Search: Server: LiteSpeed country-CN on 8/2/|5"> 95.168.161.220:80 - SHODAN - Search: Server: LiteSpeed country:CN
HTTP/1.0 200 OK Date: Tue, 02 Aug 2011 12:10:13 GMT Server: LiteSpeed Accept-Range..

HTTP/1.0 302 Found
il <> 87.220.86.40:80 - SHODAN - Search: Server: LiteSpeed country:CN
HTTP/1.0 200 OK Date: Tue, 02 Aug 2011 11:57:18 GMT Server: LiteSpeed Accept-Range..
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SHODAN Hacking Alerts
New live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.
Stach & Liu incorporates SHODAN data into its defense alerts by utilizing the feature to turn SHODAN search results into RSS feeds by appending &feed=1 to common SHODAN query URLs. 
As an example: http://www.shodanhq.com/?q=Default+Password&feed=1

http://www.shodanhq.com/
Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=Server:%20SQ-WEBCAM
Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000



Bing/Google Alerts

THICK CLIENTS TOOLS

Google/Bing Hacking Alert Thick Clients
« Google/Bing Alerts £55 feeds as input

o Allow user to saf one or more lilfers

* e.g. yourcompany.com”in the URL

* Several #hick clients being released:
« Windows Systray App
* Droid app (coming soon)

* iPhone app
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Google/Bing Hacking Alerts – Thick Client Apps
Stach & Liu will be releasing 3 free thick client interfaces to filter the Google/Bing Hacking Alerts RSS feeds at Black Hat USA 2010.



&8 STACH&LIU
ALERT DIGGITY

ADVANCED DEFENSE TOOLS

Alert Diggity
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AlertDiggity
Windows systray application that filters the results of the various Google/Bing/Shodan Hacking Alerts RSS feeds and notifies the user if any new alerts match a domain belong to them.

http://www.stachliu.com/resources/tools/google-hacking-diggity-project/defense-tools/


Alerts Diggity

ADVANCED DEFENSES

£ Alerts Diggity I=] E3

File Help

Al Alerts | Feeds  Subscriptions | Schedule |

IDomain m Add | |
 Avers Diggity =
stachliu.com [Domain] Host File Help
98.129.200.37 [IPAddress] IPAddres| | AllAlerts | Subscribed Feeds | Subscribed Domains | Schedule
URL Publish Date £
http://milblogging.com/findex.php¥3Fentry®%3Dentry1 10802-153334 8/2/2011 7:38:18 PM
http:/milblegging.com/findex.php?entry=entry110727-211303 8/1/2011 5:31:00 PM
http:/milblegging.com/findex.phpd 3Fentry®30Dentry1 10802-043535 8/2/2011 3:05:01 AM
SUbSCFipi http:/milblegging.com/findex.php3Fentry®30entry1 10801-171305 8/1/2011 11:59:26 PM
http:/‘milblogging.com/findexphp?entry=entry110731-123020 8/1/2011 6:01:00 AM
http:/‘milblogging.com/findex.php?entry=entry110727-211303 8/1/2011 5:31:00 PM

Hack Alerts is up to date, 2 vulnerabilities
were found.
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AlertDiggity
Windows systray application that filters the results of the various Google/Bing/Shodan Hacking Alerts RSS feeds and notifies the user if any new alerts match a domain belong to them.

http://www.stachliu.com/resources/tools/google-hacking-diggity-project/defense-tools/



ADVANCED DEFENSETOOLS

iDiggity Alerts

8 STACH&LIU

IDIGGITY ALERTS
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iDiggity Alerts for iPhone, iPod touch, and iPad on the iTunes App Store
http://itunes.apple.com/us/app/idiggity-alerts/id452442740?mt=8


iDiggity Alerts

ADVANCED DEFENGSES

.. AT&T 3G

iDiggity Alert URL

http://www.stachliu.com/tools
/iDiggityAlerts.xml

Search Domains

Tap To Add a Domain
hp.com
milblogging.com
Startup Behavior

Search feeds

Settings

8 STACH&LIU

mil. ATET 3G 3% 4:52 AM 3 will ATET 3G 4:57 AM b 3
Feed 0 Feed Actio
ollapse A ollapse A

GHDB-Advisories and Vulnerabilities

Collapse 214 searches

Searching...
931 of 1496

Google A Bst
book "adv

ancxvestbook
Google Alerts pe:asp

inurl:"shopdisplayproducts.a

Google Alerts - "Powered b
y: vBulletin * 3.0.1" inurl:new

GHDB-Files containing passwords
Collapse 2 searches

Google Alerts - intitle:Index.
of etc shadow

Google Alerts - "login: *" "p

assword= *" filetype:xls 1

GHDB-Pages containing login
portals

Collapse 2 searches

Google Alerts - ASP.login_a
spx "ASP.NET_Sessionld"

Google Alerts - "Establishin

1
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iDiggity Alerts for iPhone, iPod touch, and iPad on the iTunes App Store
http://itunes.apple.com/us/app/idiggity-alerts/id452442740?mt=8



iDiggity Alerts

ADVANCED DEFENGSES

mi AT&T 3G 4:57 AM 3

hp.com
Google Alerts - "login: *"
"password= *" filetype:xls

http://www.google.com/url?
sa=X&q=http://h30499.www3.
hp.com/hpeb/attachments/hpe
b/sws-
20/1044/1/Attack%2520Status
s.XLS&ct=ga&cad=CAcQARgB
IAEoATAAOABAXxvOQ8QRIAIg
AYgVIbi1VUw&cd=YIV5QJjTxm
g&usg=AFQjCNEzfNr95HhqCh

mtMJRucbiiZmKU-g
2011-07-18 13:48:58

mi AT&T 3G 4:44 AM 3

Repeat Weekly m\
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J

Reminder Details

Thursday (08-04) at 04:30 AM

Cancel

Tue Aug 2

Today

Thu Aug 4

Settings

Choose Action

Search Again
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iDiggity Alerts for iPhone, iPod touch, and iPad on the iTunes App Store
http://itunes.apple.com/us/app/idiggity-alerts/id452442740?mt=8



New Defenses

'‘GOOGLE/BING HACK ALERTYS”

v’ Tools exist

v’ Convenient

v’ Reakime updates

v Multi-engine results

v’ Historical archived data

v Multi-domain searching
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Diggity Alert DB

DATA MINING VULNS

File View Connections Execute Help

DIGGITY ALERTS
DATABASE

FPROEOHI & 40D 0 olda sl - b ®
— x [J000T select alercTable.* from AlercTable o
|72 dleitDB 0088
Tables: —"
| Blevx BlSaeREIT
@A\ertTabla —
Drag a column header here to group by that column
~[FubDate [DatelR Shared? [Title [URLClean ]
[ p PR F AT =R Ad sat Jul 30 17:23:07 2011 PHP Tutorials: Form <b>Data</b> Display and Sec http://blog.phpmoz.org,php-tuter fam >
0 |20110?*30T23:41:342 Sat Jul 30 16:41:34 2011 |error_log http: /fcelestedesignsusa. comferre P in
[ |2011-07-30T23:41:34Z Sat Jul 30 15:41:34 2011 RC Plane » Nine eagles Kategari: MNine eagles View: http://depok-aeromodeling. com/c zera i
0008 =elect LlertTable.* from AlertTable
D002
Bldv x| @ Sl ®®mE)=a
C—
Drag a column header here to group by that column
¥ [PubD ate DateGRShared? Title RLClean DiggityFeedS ource
1 [ e 00 i Sat Jul 30 17:23:07 2011 PHP Tutarials: Form <b=Data < /b= Display and Sec http://blog.phpmoz.org/php-tutorials-form-data-display-and-security Google Alerts - dats file
2 [ |2011-07-30T23:41:34Z Sat Jul 30 15:41:34 2011 error_log http: /{celestedesignsusa.comjferror_log Google Alerts - "Warnings
3 [ |2011-07-30T23:41:34Z Sat Jul 30 16:41:34 2011 RC Plane » Nine eagles Kateqgori: Nine eagles View: http://depok-aeromodelling. com/category/235/nine-eagles Google alerts - "Warning:
4 [T |2011-07-31T00:01:58Z Sat Jul 30 17:01:58 2011 Eliza Dushku Central / Photo Gallery http://eliza-dushku. orgfgallery /displayimage . php?album = 10 20 &pid =t Google Alerts - "Powered
——
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Future Directions – Data Explosion

~1 million vulnerability feed entries from Diggity Alert feeds in 1 database.


Future Direction

'S NOW
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Diggity Dashboards

COMING SOON

Google Charts

DIGGITY ALERTS
LouUD DRATABASE
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For more info:

Fran Brown

Rob Ragan (@sweepthatleg)
Email: contact@stachliv.com
Project: diggity@stachliuv.com
Stach & Liv, LLC

www. stachliu.com
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Also, Stach & Liu Google Hacking Diggity Project Contact Info:
Email: diggity@stachliu.com
Website: http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/



Thank You

Stach & Liv Google Hacking Diggity Project info:
htto: / /www.stachliu.com/index.php/resources /tools / google-hacking-diggity-project,/
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For copies of the presentation and tools, please go to:

http://www.stachliu.com
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/
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