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GETTING UP TO SPEED 



Open Source Intelligence 
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S E A R C H I N G  P U B L I C  S O U R C E S 

OSINT – is a form of intelligence 
collection management that involves 
finding, selecting, and acquiring 
information from publicly available 
sources and analyzing it to produce 
actionable intelligence.  

Presenter
Presentation Notes
Open Source Intelligence (OSINT)
Google Hacking is one form of OSINT
http://en.wikipedia.org/wiki/OSINT 

NATO – OSINT Resources
http://www.oss.net/dynamaster/file_archive/030201/1c0160cde7302e1c718edb08884ca7d7/Intelligence%20Exploitation%20of%20the%20Internet%20FINAL%2018NOV02.pdf
http://www.oss.net/dynamaster/file_archive/030201/ca5fb66734f540fbb4f8f6ef759b258c/NATO%20OSINT%20Handbook%20v1.2%20-%20Jan%202002.pdf
http://www.oss.net/dynamaster/file_archive/030201/254633082e785f8fe44f546bf5c9f1ed/NATO%20OSINT%20Reader%20FINAL%2011OCT02.pdf



Google/Bing Hacking 
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S E A R C H  E N G I N E  A T T A C K S 

Presenter
Presentation Notes
Search Engine Hacking
http://www.google.com/
http://www.bing.com/

Search engine hacking is a great way to perform “passive recon”, gathering information about a target organization without ever really interacting with their systems/networks/applications.  With search engine hacking you can easily identify vulnerabilities, sensitive information disclosures, and footprinting information on a target organization.



Google vs Bing Size 
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M O R E  B A N G  F O R  Y O U R  S E A R C H 

Presenter
Presentation Notes
Google vs. Bing – results size
http://www.worldwidewebsize.com/
http://en.wikipedia.org/wiki/Comparison_of_web_search_engines

Results above from 17Mar2013



Attack Targets 
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• Advisories and Vulnerabilities (215) 
• Error Messages (58) 
• Files containing juicy info (230) 
• Files containing passwords (135) 
• Files containing usernames (15) 
• Footholds (21) 
• Pages containing login portals (232) 

G O O G L E  H A C K I N G  D A T A B A S E 

• Pages containing network or 
vulnerability data (59) 

• Sensitive Directories (61) 
• Sensitive Online Shopping Info (9) 
• Various Online Devices (201) 
• Vulnerable Files (57) 
• Vulnerable Servers (48) 
• Web Server Detection (72) 

Presenter
Presentation Notes
Google Hacking Database (GHDB) – as of April 8, 2010
http://www.hackersforcharity.org/ghdb/ 

Advisories and Vulnerabilities (215 entries)
These searches locate vulnerable servers. These searches are often generated from various security advisory posts, and in many cases are product or version-specific. 
Error Messages (68 entries)
Really retarded error messages that say WAY too much! 
Files containing juicy info (230 entries)
No usernames or passwords, but interesting stuff none the less. 
Files containing passwords (135 entries)
PASSWORDS, for the LOVE OF GOD!!! Google found PASSWORDS! 
Files containing usernames (15 entries)
These files contain usernames, but no passwords… Still, google finding usernames on a web site.. 
Footholds (21 entries)
Examples of queries that can help a hacker gain a foothold into a web server 
Pages containing login portals (232 entries)
These are login pages for various services. Consider them the front door of a website’s more sensitive functions. 
Pages containing network or vulnerability data (59 entries)
These pages contain such things as firewall logs, honeypot logs, network information, IDS logs… all sorts of fun stuff! 
sensitive Directories (61 entries)
Google’s collection of web sites sharing sensitive directories. The files contained in here will vary from sesitive to uber-secret! 
sensitive Online Shopping Info (9 entries)
Examples of queries that can reveal online shopping info like customer data, suppliers, orders, creditcard numbers, credit card info, etc 
Various Online Devices (201 entries)
This category contains things like printers, video cameras, and all sorts of cool things found on the web with Google. 
Vulnerable Files (57 entries)
HUNDREDS of vulnerable files that Google can find on websites… 
Vulnerable Servers (48 entries)
These searches reveal servers with specific vulnerabilities. These are found in a different way than the searches found in the “Vulnerable Files” section. 
Web Server Detection (72 entries)
These links demonstrate Google’s awesome ability to profile web servers.. 




Google Hacking = Lulz 
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LulzSec and Anonymous believed to use 
Google Hacking as a primary means of 
identifying vulnerable targets. 
 
Their releases have nothing to do with their goals 
or their lulz.  It's purely based on whatever they 
find with their "google hacking"  queries and then 
release it.  
 

-- A-Team, 28 June 2011 

R E A L  W O R L D  T H R E A T 

Presenter
Presentation Notes
LulzSec - Outed by A-Team - 28June2011
http://pastebin.com/iVujX4TR
http://www.informationweek.com/news/security/attacks/231000584
http://news.yahoo.com/lulzsec-hacker-identities-apparently-outed-rival-group-123405640.html


LulzSec – IRC Logs Leaks – BackTrace Security
http://www.scribd.com/doc/57141513/Consequences



Google Hacking = Lulz 
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R E A L  W O R L D  T H R E A T 

22:14 <@kayla> Sooooo...using the link above and the google hack string. 
!Host=*.* intext:enc_UserPassword=* ext:pcf Take your pick of VPNs you 
want access too. Ugghh.. Aaron Barr CEO HBGary Federal Inc. 
22:15 <@kayla> download the pcf file 
22:16 <@kayla> then use http://www.unix-ag.uni-
kl.de/~massar/bin/cisco-decode?enc= to clear text it 
22:16 <@kayla> = free VPN 

Presenter
Presentation Notes
LulzSec – IRC Logs Leaks – BackTrace Security
http://www.scribd.com/doc/57141513/Consequences

Reference 1
22:14 <@kayla> From: "Aaron Barr" <aaron@hbgary.com>
22:14 <@kayla> To: "Ted Vera" <ted@hbgary.com>,"Mark Trynor" <mark@hbgary.com>
22:14 <@kayla> Original Email
22:14 <@kayla> http://www.unix-ag.uni-kl.de/~massar/bin/cisco-decode?
enc=68C5730C268E5722C1B9FA63247B01B63BBF99317CFBFEEF393299B041D165ADA
3DE3B0D7E556EE784628ED7849CA9F1C859763381AFDDF9&.submit=decode%21
Sooooo...using the link above and the google hack string. !Host=*.*
intext:enc_UserPassword=* ext:pcf Take your pick of VPNs you want access too. Ugghh..
2
Aaron Barr CEO HBGary Federal Inc.
22:15 <@kayla> 1) Google search !Host=*.* intext:enc_UserPassword=* ext:pcf
22:15 <@kayla> download the pcf file
22:16 <@kayla> then use http://www.unix-ag.uni-kl.de/~massar/bin/cisco-decode?enc= to
clear text it
22:16 <@kayla> = free VPN :D
22:19 <@entropy> thats only the group password
22:19 <@entropy> so with cisco vpn you have the tunnel group pass then th username and
user pass
22:19 <@entropy> tunnel group is like the first line in just shared secret
22:19 <@entropy> but still userfull
22:19 <@entropy> 99% of the pcf's will have usernames too
22:30 <@kayla> :D
22:41 <@kayla> ni ni guys :D <3
22:41 <@kayla> sleeps time :3
22:41 -!- kayla [mysql2@fbi.gov] has quit [Quit: leaving




Diggity Tools 
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P R O J E C T  O V E R V I E W  

Presenter
Presentation Notes
http://www.stachliu.com/resources/tools/google-hacking-diggity-project/



Diggity Tools 
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A T T A C K  T O O L S 

Tool Description 

GoogleDiggity Traditional Google hacking tool 
BingDiggity Bing equivalent of traditional Google hacking tool 
FlashDiggity Adobe Flash security scanning tool 
DLPDiggity Data loss prevention scanning tool 
LinkFromDomain Bing footprinting tool based on off-site links 
CodeSearch Diggity Open-source code vulnerability scanning tool 
MalwareDiggity Malware link detection tool for off-site links 

Presenter
Presentation Notes
http://www.stachliu.com/resources/tools/google-hacking-diggity-project/attack-tools/

GoogleDiggity
With the retirement of Google’s AJAX Search API on November 1, 2010, most of the security utilities available for Google Hacking cease to function properly, leaving the security industry with a need for new and innovative tools. GoogleDiggity is a new utility designed to help fill that need, now leveraging the Google JSON/ATOM Custom Search API, so it will not get you blocked by Google bot detection while scanning. Also, unlike other Google Hacking tools available, GoogleDiggity actually allows you to specify a Google Custom Search Engine (CSE) id to run Google Hacking vulnerability checks against a customized version of Google that will only return results tailored to your organization. 

BingDiggity
Leverages the new Bing 2.0 API and Stach & Liu’s newly developed Bing Hacking Database (BHDB) to find vulnerabilities and sensitive information disclosures related to your organization that are exposed via Microsoft’s Bing search engine. This utility also provides footprinting functionality that allows you to enumerate URLS, hosts, domains, IP-to-virtual host mappings, etc. for target companies. 

FlashDiggity
Automates Google searching/downloading/decompiling/analysis of SWF files to identify Flash vulnerabilities and information disclosures.   FlashDiggity first leverages the GoogleDiggity tool in order to identify Adobe Flash SWF applications for target domains via Google searches, such as ext:swf. Next, the tool is used to download all of the SWF files in bulk for analysis. The SWF files are disassembled back to their original ActionScript source code, and then analyzed for code-based vulnerabilities. 

DLPDiggity
Data loss prevention tool that leverages Google/Bing to identify exposures of sensitive information (e.g. SSNs, credit card numbers, etc.) via common document formats such as .doc, .xls, and .pdf.  DLPDiggity utilizes IFilters to search through the actual contents of files, as opposed to just the meta-data. Using .NET regular expressions, DLPDiggity can find almost any type of sensitive data within common document file formats. 

MalwareDiggity
Leverages the Bing 2.0 API and the Google Safe Browsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?”  MalwareDiggity first identifies off-site links of your web sites using Bing’s linkfromdomain: search directive, and then tests to see if those off-site links are to known malware distribution sites by running them against Google’s Safe Browsing API. 

CodeSearch Diggity
Utilizes Google Code Search to identifies vulnerabilities in open source code projects hosted by Google Code, MS CodePlex, SourceForge, Github, and more. The tool comes with over 130 default searches that identify SQL injection, cross-site scripting (XSS), insecure remote and local file includes, hard-coded passwords, and much more.  Essentially, Google CodeSearchDiggity provides a source code security analysis of nearly every single open source code project in existence – simultaneously.

Bing LinkFromDomainDiggity
Attack footprinting tool that leverages Bing’s linkfromdomain: search directive to find off-site links. From those results the tool then enumerates lists of applications, hostnames, domains, and sub-domains related to your attack target. 



Diggity Tools 
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N E W  A T T A C K  T O O L S 

Tool Description 

PortScan Diggity Passive port scanning via Google 
NotInMyBackYard Easily find your info in third-party sites 
BHDB 2.0 New Bing Hacking DB now as effective as Google 
Bing BinaryMalware Find malware via Bing’s indexing of executables 
CodeSearch REBORN Brought back from the dead 
SHODAN Diggity Easy interface to SHODAN search engine 



Diggity Scraping 
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N E W  A C R O S S  A L L  A T T A C K  T O O L S 

Presenter
Presentation Notes
Proxy Lists:
http://www.hidemyass.com/proxy-list/
http://www.dmoz.org/Computers/Internet/Proxying_and_Filtering/Hosted_Proxy_Services/Free/Proxy_Lists/
http://www.publicproxyservers.com/
https://www.google.com/search?q=+”:8080” +”:3128” +”:80” filetype:txt
http://www.softsea.com/review/Proxy-Checker-Lite.html

Google Hacking Finding Proxies List Working
http://www.youtube.com/watch?v=IBvMB7AlnPI



Diggity Scraping 
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P R O X I E S  S P E C I F I C A T I O N 

Presenter
Presentation Notes
Proxy Lists:
http://www.hidemyass.com/proxy-list/
http://www.dmoz.org/Computers/Internet/Proxying_and_Filtering/Hosted_Proxy_Services/Free/Proxy_Lists/
http://www.publicproxyservers.com/
https://www.google.com/search?q=+”:8080” +”:3128” +”:80” filetype:txt
http://www.softsea.com/review/Proxy-Checker-Lite.html

Google Hacking Finding Proxies List Working
http://www.youtube.com/watch?v=IBvMB7AlnPI




Diggity Scraping 
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M A N U A L  P R O X I E S  S P E C I F I C A T I O N 

Presenter
Presentation Notes
Proxy Lists:
http://www.hidemyass.com/proxy-list/
http://www.dmoz.org/Computers/Internet/Proxying_and_Filtering/Hosted_Proxy_Services/Free/Proxy_Lists/
http://www.publicproxyservers.com/
https://www.google.com/search?q=+”:8080” +”:3128” +”:80” filetype:txt
http://www.softsea.com/review/Proxy-Checker-Lite.html

Google Hacking Finding Proxies List Working
http://www.youtube.com/watch?v=IBvMB7AlnPI




Advanced Attacks 
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W H A T   Y O U   S H O U L D   K N O W 

Presenter
Presentation Notes
Major Google Hacking and other related OSINT attacks and techniques.

Also for more info see:
Google Hacking Diggity Project
http://www.stachliu.com/resources/tools/google-hacking-diggity-project/
Dark Reading – How To Use Google To Find Vulnerabilities In Your IT Environment – Mar2012
http://www.darkreading.com/vulnerability-management/167901026/security/vulnerabilities/232602469/how-to-use-google-to-find-vulnerabilities-in-your-it-environment.html



Diggity Core Tools 
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Google Diggity 
• Uses Google JSON/ATOM API 

• Not blocked by Google bot detection 
• Does not violate Terms of Service 
• Max 100 results per query 
• Max 10k queries per day. $5 per 1000 queries 

• Required to use  
 

Bing Diggity 
• Uses Bing Search API (Azure Marketplace) 

• 5,000 queries per month for free 
• Max 50 results per query 

• Company/Webapp Profiling 
• Enumerate: URLs, IP-to-virtual hosts, etc. 

• Bing Hacking Database (BHDBv2) 
• Vulnerability search queries in Bing format 

S T A C H  &  L I U  T O O L S 

Presenter
Presentation Notes
New Stach & Liu Google/Bing hacking tools available at:
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/


SearchDiggity
Windows GUI application front end to new Google Diggity and BingDiggity versions.

GoogleDiggity
 Google Custom Search Engines: 
http://www.google.com/cse/
 Google JSON/ATOM Custom Search API:
http://code.google.com/apis/customsearch/v1/overview.html
Max Results: 100 results per query
10,000 queries per day pretty cheap ($5 per 1000 Google queries)
Pricing: https://code.google.com/apis/customsearch/v1/overview.html#Pricing 

BingDiggity
 Bing Search API – Windows Azure Marketplace
As of August 1, 2012, the Bing Search API has moved to the Windows Azure Marketplace - a one stop shop for data sets, cloud applications and analysis tools.
Main:
https://datamarket.azure.com/dataset/explore/5ba839f1-12ce-4cce-bf57-a49d98d29a44
http://datamarket.azure.com/dataset/5BA839F1-12CE-4CCE-BF57-A49D98D29A44
Announcement:
http://www.bing.com/blogs/site_blogs/b/developer/archive/2012/04/12/bing-dev-update.aspx
API Resource URLS:
https://datamarket.azure.com/dataset/explore/getproxy/5ba839f1-12ce-4cce-bf57-a49d98d29a44
https://skydrive.live.com/view.aspx?resid=9C9479871FBFA822!110&app=Word&authkey=!AInKSlZ6KEzFE8k
http://go.microsoft.com/fwlink/?LinkID=272626&clcid=0x409
http://go.microsoft.com/fwlink/?LinkID=272627&clcid=0x409
http://go.microsoft.com/fwlink/?LinkID=272625&clcid=0x409
http://www.bing.com/toolbox/bingsearchapi
Max results: Each query can return a maximum of 100 results per query.
Queries per Month: 5,000 queries per month for free
Price: Free for first 5000 queries per month.  $40 will get you 20,000 transactions per month.





New Features 
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Google Diggity - New API 
• Updated to use Google JSON/ATOM API 
• Due to deprecated Google AJAX API 

 
 

 
 

Misc. Feature Uprades 
• Auto-update for dictionaries 
• Output export formats 

• Now also XLS and HTML 
• Help File – chm file added 

 

D I G G I T Y  C O R E  T O O L S 

Presenter
Presentation Notes
NEW FEATURES

Nov 1, 2010 - Google AJAX API slated for retirement
http://googlecode.blogspot.com/2010/11/introducing-google-apis-console-and-our.html


Google Custom Search Engines: 
http://www.google.com/cse/
Google JSON/ATOM Custom Search API:
http://code.google.com/apis/customsearch/v1/overview.html



New Features 
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Download Buttons for Google/Bing Diggity 
• Download actual files from Google/Bing search results 

• Downloads to default: C:\DiggityDownloads\ 
 
 
 
 
 
 
 

• Used by other tools for file download/analysis: 
• FlashDiggity, DLP Diggity, MalwareDiggity,… 

 

D O W N L O A D  B U T T O N 

Presenter
Presentation Notes
NEW FEATURES - Download button.  

Select results (highlight) and download in bulk.

Default download to C:\DiggityDownloads\

Analysis of files in FlashDiggity, DLPDiggity, …



New Features 
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SLDB Updates in Progress 
• Example: SharePoint Google Dictionary 

• http://www.stachliu.com/resources/tools/sharepoint-hacking-diggity-
project/#SharePoint – GoogleDiggity Dictionary File 

A U T O - U P D A T E S 

Presenter
Presentation Notes
NEW FEATURES – auto-updates of dictionary files.  

Always have the latest and greatest  Google/Bing hacking dictionaries.  We will be continually updating them.

SharePoint Google Dictionary
http://www.stachliu.com/resources/tools/sharepoint-hacking-diggity-project/#SharePoint%20-%20GoogleDiggity%20Dictionary%20File



New Features 
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GoogleDiggity can now search for IP Address Ranges 

I P  A D D R E S S  R A N G E S 

Presenter
Presentation Notes
NEW FEATURES – GoogleDiggity now can search IP address ranges.  


TEST:
216.75.0.0/16
216.75.26.1-216.75.26.255

Resulting Google Query:
https://www.google.com/#q=site:216.75.*.*
https://www.google.com/#q=site:216.75.26.*


More info:
http://www.elladodelmal.com/2011/05/ripe-arin-el-escaneo-http-google-shodan.html 



New Features 
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Searching for web admin interfaces on non-standard HTTP ports 

T A R G E T I N G  H T T P  A D M I N  C O N S O L E S 

Presenter
Presentation Notes
NEW FEATURES – Targeting web admin interfaces on non-standard HTTP ports

EXAMPLES:
https://www.google.com/search?q=site:/com:* 
https://www.google.com/search?q=site:/org:* 
https://www.google.com/search?q=site:/gov:* 
https://www.google.com/search?q=site:/edu:* 
https://www.google.com/search?q=site:/net:* 
https://www.google.com/search?q=site:/mil:* 
https://www.google.com/search?q=site:/gov.cn:* 

Also, by IP address ranges:
https://www.google.com/search?q=site:/216.75.*.*:*

OR just specific port ranges:
https://www.google.com/search?q=site:/com:* 8000...9000



Dictionary Updates 
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T H I R D - P A R T Y  I N T E G R A T I O N 

New maintainers of the GHDB – 09 Nov 2010 
• http://www.exploit-db.com/google-hacking-database-reborn/ 

Presenter
Presentation Notes
Integration of 3rd party Google Dork Dictionary Efforts
http://www.exploit-db.com/google-hacking-database-reborn/




Google Diggity 
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D I G G I T Y  C O R E  T O O L S 

Presenter
Presentation Notes
GoogleDiggity
 Google Custom Search Engines: 
http://www.google.com/cse/
 Google JSON/ATOM Custom Search API:
http://code.google.com/apis/customsearch/v1/overview.html
Max Results: 100 results per query
Pricing: https://code.google.com/apis/customsearch/v1/overview.html#Pricing 




Hacking CSE’s 
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A L L  T O P  L E V E L   D O M A I N S 

Presenter
Presentation Notes
Creating Google custom search engines (CSEs) to return results of all web.  

All top level domains:
http://data.iana.org/TLD/tlds-alpha-by-domain.txt
.com becomes filter *.com/*

Google Custom Search Engines: 
http://www.google.com/cse/
Google JSON/ATOM API:
http://code.google.com/apis/customsearch/v1/overview.html
Top Level Domain List
http://data.iana.org/TLD/tlds-alpha-by-domain.txt 


Previously, the Google Diggity hacking tools provided an extra bonus feature of allowing you to specify a Google Custom Search Engine (CSE)  id to have search queries performed against a custom Google engine of your creation.
With the retirement of the Google AJAX API announced on November 1, 2010, we’ve since migrated our Google Diggity tools to the new Google JSON/ATOM Custom Search API.  With this new API, utilizing Google Custom Search Engines is now a requirement, and not just a bonus add-on feature.



Bypass Google CSE’s 
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F U L L  W E B  S E A R C H  R E S U L T S 

Presenter
Presentation Notes
Bypassing Google CSE to get full web search results
Previously, the Google Diggity hacking tools provided an extra bonus feature of allowing you to specify a Google Custom Search Engine (CSE)  id to have search queries performed against a custom Google engine of your creation.
With the retirement of the Google AJAX API announced on November 1, 2010, we’ve since migrated our Google Diggity tools to the new Google JSON/ATOM Custom Search API.  With this new API, utilizing Google Custom Search Engines is now a requirement, and not just a bonus add-on feature.

Wouldn’t it be nice to go through the Google Custom Search API, but still get the full Google results for the entire Internet (i.e. not filtered results).

Bypass using an exclamation point before any valid Google CSE id value, try:
!001280586187183383443:vcqkedkugeo



Bing Diggity 
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D I G G I T Y  C O R E  T O O L S 

Presenter
Presentation Notes
BingDiggity
Seen using the IP: search operator, returns seearch results for all known virtual hosts for that IP address:
http://msdn.microsoft.com/en-us/library/ff795671.aspx
Example: http://www.bing.com/search?q=ip:98.129.200.37

BingDiggity
 Bing Search API – Windows Azure Marketplace
As of August 1, 2012, the Bing Search API has moved to the Windows Azure Marketplace - a one stop shop for data sets, cloud applications and analysis tools.
Main:
https://datamarket.azure.com/dataset/explore/5ba839f1-12ce-4cce-bf57-a49d98d29a44
http://datamarket.azure.com/dataset/5BA839F1-12CE-4CCE-BF57-A49D98D29A44
Announcement:
http://www.bing.com/blogs/site_blogs/b/developer/archive/2012/04/12/bing-dev-update.aspx
API Resource URLS:
https://datamarket.azure.com/dataset/explore/getproxy/5ba839f1-12ce-4cce-bf57-a49d98d29a44
https://skydrive.live.com/view.aspx?resid=9C9479871FBFA822!110&app=Word&authkey=!AInKSlZ6KEzFE8k
http://go.microsoft.com/fwlink/?LinkID=272626&clcid=0x409
http://go.microsoft.com/fwlink/?LinkID=272627&clcid=0x409
http://go.microsoft.com/fwlink/?LinkID=272625&clcid=0x409
http://www.bing.com/toolbox/bingsearchapi
Max Results: 5,000 queries per month for free
Price: Free for first 5000 queries per month.  $40 will get you 20,000 transactions per month.




N E W  G O O G L E  H A C K I N G  T O O L S 
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Bing Hacking Database v2.0 

Presenter
Presentation Notes
BHDB v2.0
Exploiting recent API changes and undocumented features within Bing, we’ve been able to completely overcome the previous Bing hacking limitations to create an entirely new BHDB that will make Bing hacking just as effective as Google hacking (if not more so) for uncovering vulnerabilities and data leaks on the web. This also will include an entirely new SharePoint Bing Hacking database, containing attack strings targeting Microsoft SharePoint deployments via Bing.
 
More Details
Some of the recent changes and undocumented features that will make Bing hacking just as effective as Google hacking involves 1) the ability to now use the ext: search operator, which previously didn’t exist, and 2) the ability to mimic Google’s inurl: search operator by using Bing’s instreamset:url: search operator.  

Examples
InURL Workaround:
http://www.bing.com/search?q=instreamset:url:"web-console" intitle:"JBoss Management Console - Server Information" "application server"
http://www.bing.com/search?q=intitle:"Tomcat Status" inbody:"Free memory" inbody:jboss
http://www.bing.com/search?q=instreamset:url:WS_FTP.log ext:log
http://www.bing.com/search?q=intitle:"D-LINK CORPORATION, INC" intitle:"WIRELESS ROUTER" -site:dlink.com
http://www.bing.com/search?q=instreamset:url:webdav tomcat intitle:"Directory Listing For"
http://www.bing.com/search?q=instreamset:url:cfide/administrator
http://www.bing.com/search?q=instreamset:url:"wp-config.php" "define('DB_PASSWORD'," ext:php
Bing - Targeting SharePoint Applications
http://www.bing.com/search?q=instreamset:url:"layouts/viewlsts.aspx"
http://www.bing.com/search?q=instreamset:url:"forms" instreamset:url:"dispform.aspx" ext:aspx
Bing’s “contains:” feature
http://www.bing.com/search?q=contains:log WS_FTP.log
http://www.bing.com/search?q=contains:sh "index of"




Bing Hacking Database v2.0 
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BHDB v2.0 – Updates 
• Bing hacking database 

 

• Bing hacking limitations 
• Disabled inurl:, link: and linkdomain: 

directives in March 2007 
 

• No support for ext:, allintitle:, allinurl:  
 

• Limited filetype: functionality 
• Only 12 extensions supported 

 

• UPDATES (2012) 
• ext: functionality now added 
• inurl: work around by using 

instreamset:url: 
 

• New BHDB 2.0 
• Several thousand more Bing dorks! 

S T A C H  &  L I U  T O O L S 

Presenter
Presentation Notes
Past Bing/MSN hacking tools were limited to only basic footprinting techniques, with no actual vulnerability identification

Bing has disabled inurl to prevent Bing Hacking, see:
http://www.bing.com/community/blogs/search/archive/2007/03/28/we-are-flattered-but.aspx 
“For those of you who use some of the advanced query syntax in our search engine such as link:, linkdomain: and inurl:, you may have noticed that this functionality has been recently turned off.”

Previous Bing/MSN search engine tools – limited to footprinting:
MSNPawn
http://net-square.com/msnpawn/index.shtml
Binging
http://www.blueinfy.com/Binging.zip
http://www.blueinfy.com/tools.html

Steps for conversion of GHDB/FSDB to Bing compatible:
Remove all with "link:"
One instance: 
GHDB;;Vulnerable Files;;link:http://www.toastforums.com/
Find/Replace filetype: with ext:
Change all the allinurl: to inurl:
Change "allintitle:" to "intitle:"
Have to add "intitle:" before each word that was after original "allintitle:"
Altered a few a bit to make work better
Change all “intext:” and “allintext:” to “inbody:”
Convert allinurl: and inurl: to instreamset:url:

http://msdn.microsoft.com/en-us/library/hh527182.aspx
http://msdn.microsoft.com/en-us/library/ff795650
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NotInMyBackYard 

Presenter
Presentation Notes
NotInMyBackYardDiggity
Don’t be the last to know if LulzSec or Anonymous post data dumps of your company’s passwords on PasteBin.com, or if a reckless employee shares an Excel spreadsheet with all of your customer data on a public website.  This tool leverages both Google and Bing, and comes with pre-built queries that make it easy for users to find sensitive data leaks related to their organizations that exist on 3rd party sites, such as PasteBin, YouTube, and Twitter.  Uncover data leaks in documents on popular cloud storage sites like Dropbox, Microsoft SkyDrive, and Google Docs.  A must have for organizations that have sensitive data leaks on domains they don’t control or operate.  

NotInMyBackYardDiggity makes it easy to search for your sensitive information in 3rd party sites (i.e. “not your backyard”).  Some examples are:
Cloud storage:
Google Docs/Drive, DropBox, Microsoft SkyDrive, Amazon S3,…
Public document sharing sites:
scribd.com, 4shared.com, issuu.com, docstoc.com, wepapers.com
PasteBin and other text sharing sites:
pastebin.com, snipt.org, drupalbin.com, paste.ubuntu.com, tinypaste.com, paste2.org, codepad.org, dpaste.com, pastie.org, pastebin.mozilla.org
Social networking sites:
Facebook, Twitter, Youtube, LinkedIn
Public presentations, charts,  graphs, and video sharing sites:
slideshare.net, prezi.com, present.me, gliffy.com, ratemynetworkdiagram.com, ManyEyes, vimeo.com, dailymotion.com, metacafe.com
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S E N S I T I V E  I N F O  E V E R Y W H E R E 

Verizon - 2012 Data Breach Investigation Report 

Presenter
Presentation Notes
Verizon - 2012 Data Breach Investigation Report
http://www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-2012_en_xg.pdf
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P A S S W O R D S  I N   P A S T E B I N . C O M   P O S T S 

• Twitter feed tracking passwords leaked via PasteBin 

Presenter
Presentation Notes
PasteBin Leaks
https://twitter.com/pastebinleaks
http://pastebin.com/

DumpMon - A Twitter-bot that Monitors Paste-Sites for Account/Database Dumps and Other Interesting Content
http://raidersec.blogspot.com/2013/03/introducing-dumpmon-twitter-bot-that.html
https://twitter.com/dumpmon
https://github.com/jordan-wright/dumpmon

Also new PasteBin.com monitoring tools:
http://www.toolswatch.org/2012/03/pastemon-v1-6-black-hat-eu-2012-edition-released/

Examples:
http://pastebin.com/L6YbD136
http://pastebin.com/mUU0xQAE
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P U B L I C  C L O U D  S E A R C H I N G 

Public cloud storage document exposures 
 

 

Presenter
Presentation Notes
Cloud Storage – Document Exposures via Google

Dropbox searching via Google:
https://www.google.com/search?q=intext:"name" intext:"address" intext:"taxpayer" site:dl.dropbox.com

Google Docs searching:
https://www.google.com/search?q=intext:"enable password" inurl:docid site:docs.google.com

Microsoft SkyDrive
https://www.google.com/search?q=site:live.com%20%22skydrive%22%20ext:dmp
https://www.google.com/search?q=site:skydrive.live.com%20inurl:documents
https://www.google.com/search?q=site:skydrive.live.com%20inurl:%22sc=documents%22


More info on Cloud Storage Exposures:
Dropbox - Other Security Issues
http://www.fiercecio.com/techwatch/story/security-researcher-questions-design-dropbox-authentication/2011-04-12
http://www.fiercecio.com/techwatch/story/dropboxs-multiple-security-problems/2011-08-19
http://www.tuaw.com/2011/06/20/dropbox-security-bug-temporarily-allowed-logins-without-authenti/
http://blog.rootshell.be/2012/05/19/what-are-you-sharing-with-dropbox/
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R O B O T S . T X T  I S  D E A D 

Personal photo galleries exposed 
 

 

Presenter
Presentation Notes
Cloud Storage – Document Exposures via Google

http://www.theverge.com/apple/2012/6/14/3088092/dropbox-ios-1-5-automatic-photo-uploads-gallery-view

https://www.dropbox.com/robots.txt
https://www.google.com/search?q=site:dropbox.com/gallery
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M A J O R  D A T A  L E A K S 

• Yale Alumni 43,000 SSNs Exposed in Excel Spreadsheet 
 

Presenter
Presentation Notes
Yale Alumni 43k SSNs - Google Hacked
23Aug2011

Yale alumni searches Google for his own name, and stumbles upon a Microsoft Excel spreadsheet with his information…and 43,000 other alumni of Yale personal information.

http://news.cnet.com/8301-27080_3-20096355-245/yale-oversight-exposes-43000-social-security-numbers/?part=rss&tag=feed&subj=News-Security
http://www.businessinsider.com/yale-gets-hacked-2011-8
http://doj.nh.gov/consumer/security-breaches/documents/yale-university-20110809.pdf 
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M A J O R  D A T A  L E A K S 

• Lifeline170,000 SSNs Exposed in Customer Applications 

Presenter
Presentation Notes
Lifeline - 170k Customer Records Found via Google
20May2013

http://yro.slashdot.org/story/13/05/20/201227/reporters-threatened-labeled-hackers-for-finding-security-hole
http://www.networkworld.com/community/blog/reporters-threatened-cfaa-labeled-scripps-hackers-finding-security-hole
http://www.newsnet5.com/dpp/news/local_news/special_reports/Privacy-on-the-Line-Security-lapse-exposes-some-Lifeline-phone-customers-to-ID-theft-risk
https://www.google.com/search?q=terracom%20oklahoma%20city%20ext:pdf
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L O C A T I O N,  L O C A T I O N,  L O C A T I O N 

Cloud storage: 
• Google Docs, DropBox, 

Microsoft SkyDrive, Amazon S3 
 

Social networking sites: 
• Facebook, Twitter, LinkedIn 
 
Public document sharing sites: 
• scribd.com, 4shared.com, 

issuu.com, docstoc.com,  
 

PasteBin and text sharing sites: 
• pastebin.com, pastie.org, … 

Public presentations sharing sites: 
• slideshare.net, prezi.com, 

present.me, authorstream.com 
 
Public charts and graphs sharing sites: 
• ratemynetworkdiagram.com, 

gliffy.com, ManyEyes, 
lucidchart.com 
 

Video sharing sites: 
• vimeo.com, dailymotion.com, 

metacafe.com, youtube.com 

Presenter
Presentation Notes
NotInMyBackYardDiggity
Don’t be the last to know if LulzSec or Anonymous post data dumps of your company’s passwords on PasteBin.com, or if a reckless employee shares an Excel spreadsheet with all of your customer data on a public website.  This tool leverages both Google and Bing, and comes with pre-built queries that make it easy for users to find sensitive data leaks related to their organizations that exist on 3rd party sites, such as PasteBin, YouTube, and Twitter.  Uncover data leaks in documents on popular cloud storage sites like Dropbox, Microsoft SkyDrive, and Google Docs.  A must have for organizations that have sensitive data leaks on domains they don’t control or operate.  

NotInMyBackYardDiggity makes it easy to search for your sensitive information in 3rd party sites (i.e. “not your backyard”).  Some examples are:
Cloud storage:
Google Docs/Drive, DropBox, Microsoft SkyDrive, Amazon S3, Amazon CloudFront (cloudfront.net)
Public document sharing sites:
scribd.com, 4shared.com, issuu.com, docstoc.com, wepapers.com
PasteBin and other text sharing sites:
pastebin.com, snipt.org, drupalbin.com, paste.ubuntu.com, tinypaste.com, paste2.org, codepad.org, dpaste.com, pastie.org, pastebin.mozilla.org, slexy.org
Social networking sites:
Facebook, Twitter, Youtube, LinkedIn
Public presentations, charts,  graphs, and video sharing sites:
slideshare.net, prezi.com, present.me, gliffy.com, ratemynetworkdiagram.com, ManyEyes, vimeo.com, dailymotion.com, metacafe.com, authorstream.com, speakerdeck.com, lucidchart.com
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P A S T E B I N  E X A M P L E 

Presenter
Presentation Notes
site:s3.amazonaws.com
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X L S  I N  C L O U D  E X A M P L E 

Presenter
Presentation Notes
Cloud Storage – Document Exposures via Google

Amazon S3 searching via Google:
https://www.google.com/search?q=password ext:xls site:s3.amazonaws.com
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P U B L I C  C L O U D  S E A R C H I N G 

Public cloud storage document exposures 
 

 

Presenter
Presentation Notes
Cloud Storage – Document Exposures via Google

Amazon S3 searching via Google:
https://www.google.com/search?q=password ext:xls site:s3.amazonaws.com
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P E R S O N A L  U S E 

Presenter
Presentation Notes
http://www.stachliu.com/2012/08/quick-intro-to-notinmybackyard-diggity/

http://www.usatoday.com/money/industries/technology/story/2012-08-01/online-consumer-privacy-tool/56719894/1
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PortScan Diggity 

Presenter
Presentation Notes
PortScan Diggity
How would you like to get Google to do your port scanning for you?  Using undocumented functionality within Google, we’ve been able to turn Google into an extremely effective network port scanning tool.  You can provide domains, hostnames, and even IP address ranges to scan in order to identify open ports ranging across all 65,535 TCP ports.  An additional benefit is that this port scanning is completely passive – no need to directly communicate with target networks since Google has already performed the scanning for you.
https://www.google.com/search?q=site:/com:*
https://www.google.com/search?q=site:/216.75.*.*:32000
https://www.google.com/search?q=site:/gov:* 8000..9000 site:wellingtonfl.gov
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Searching for web admin interfaces on non-standard HTTP ports 

T A R G E T I N G  H T T P  A D M I N  C O N S O L E S 

Presenter
Presentation Notes
NEW FEATURES – Targeting web admin interfaces on non-standard HTTP ports

EXAMPLES:
https://www.google.com/search?q=site:/com:* 
https://www.google.com/search?q=site:/org:* 
https://www.google.com/search?q=site:/gov:* 
https://www.google.com/search?q=site:/edu:* 
https://www.google.com/search?q=site:/net:* 
https://www.google.com/search?q=site:/mil:* 
https://www.google.com/search?q=site:/gov.cn:* 

Also, by IP address ranges:
https://www.google.com/search?q=site:/216.75.*.*:*

OR just specific port ranges:
https://www.google.com/search?q=site:/com:* 8000...9000
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Searching for specific port ranges 

T A R G E T I N G  P O R T  R A N G E S 

Presenter
Presentation Notes
NEW FEATURES – Targeting web admin interfaces on non-standard HTTP ports

EXAMPLES:
https://www.google.com/search?q=site:/com:* 
https://www.google.com/search?q=site:/org:* 
https://www.google.com/search?q=site:/gov:* 
https://www.google.com/search?q=site:/edu:* 
https://www.google.com/search?q=site:/net:* 
https://www.google.com/search?q=site:/mil:* 
https://www.google.com/search?q=site:/gov.cn:* 

Also, by IP address ranges:
https://www.google.com/search?q=site:/216.75.*.*:*

OR just specific port ranges:
https://www.google.com/search?q=site:/com:* 8000...9000
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Targeting specific HTTP ports example 

T A R G E T I N G  V U L N E R A B I L I T Y 

Presenter
Presentation Notes
Target Specific Example: Parallels’ Plesk Panel 0day – 10July2012
http://krebsonsecurity.com/2012/07/plesk-0day-for-sale-as-thousands-of-sites-hacked/
Query: site:/.com:8443 
https://www.google.com/search?q=site:/com:8443/
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T A R G E T I N G  H T T P  A D M I N  C O N S O L E S 
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CodeSearch Diggity 

Presenter
Presentation Notes
GoogleCodeSearchDiggity
Identifying vulnerabilities in open source code projects hosted by Google Code, MS CodePlex, SourceForge, Github, and more. The tool comes with over 130 default searches that identify SQL injection, cross-site scripting (XSS), insecure remote and local file includes, hard-coded passwords, and much more.

Essentially, Google CodeSearchDiggity provides a source code security analysis of nearly every single open source code project in existence – simultaneously. 

NEW CodeSearch – for Google Code project:
http://code.google.com/codesearch 

NOTE – The Code Search API has been retired by Google as of January 15, 2012.  However, the risks associated with information disclosures and vulnerabilities exposed in open-source code remains.  As such, we are currently working on an alternative search API to migrate CodeSearchDiggity to in order to identify vulnerabilities in open-source code projects.
Google Code Search shuts down:  http://googleblog.blogspot.com/2011/10/fall-sweep.html
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V U L N S  I N  O P E N  S O U R C E  C O D E 

 
 

 
 

• Regex search for vulnerabilities in indexed 
public code, including popular open source 
code repositories: 

 

• Example: SQL Injection in ASP querystring 
• select.*from.*request\.QUERYSTRING 

Presenter
Presentation Notes
Google Code Search
http://www.google.com/codesearch

NOTE – The Code Search API has been retired by Google as of January 15, 2012.  However, the risks associated with information disclosures and vulnerabilities exposed in open-source code remains.  As such, we are currently working on an alternative search API to migrate CodeSearchDiggity to in order to identify vulnerabilities in open-source code projects.
Google Code Search shuts down:  http://googleblog.blogspot.com/2011/10/fall-sweep.html


Google Code Search – Hacking Database –
S&L will be releasing Google Code Search regexs from the following categories (below are a few samples, all will be released soon):
SQL Injection 
PHP Parameters
ASP Querystring 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=select.*from.*request%5C.QUERYSTRING&btnG=Search 
.Net 
ASP Form Parameters
JSP/Java Parameters
 
Cross-site Scripting (XSS) 
PHP XSS 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=input.*type%3Dhidden.*%3D.*%5C%24_%28GET%7CPOST%7CCOOKIE%29&btnG=Search 
JSP XSS 
ASP XSS 
 
Handling Sensitive Data 
Passwords 
SSNs 
Credit Cards 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=4%5B0-9%5D%7B3%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D+lang%3Asql&btnG=Search 
 
Hard-coded Passwords 
MS SQL 
Oracle 
DB UserIds 
MySQL 
 
Filesystem Interaction 
ASP OpenTextFile 
Sample: http://www.google.com/codesearch?q=+FileSystemObject+OpenTextFile%5C(.*request%5C.&sa=N 
PHP fopen Get 
PHP fopen Post 
PHP file_get_cont GET 
PHP file_get_cont POST 
PHP file GET 
PHP file POST 
 
Other
Remote File Include
Sample: http://www.google.com/codesearch?hl=en&lr=&q=%28fopen|include|require%29%28_once%29%3F\s*\%28\s*\%24_%28%28GET%29|%28POST%29|%28REQUEST%29%29[^%2C.%22%29]*%3F\.%22.*%3F\%29+lang%3Aphp&sbtn=Search 
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A M A Z O N  C L O U D  S E C R E T  K E Y S 

Presenter
Presentation Notes
Amazon Keys stored in code:
http://en.wikipedia.org/wiki/Amazon_AWS
http://en.wikipedia.org/wiki/Amazon_ec2
http://en.wikipedia.org/wiki/Amazon_S3

Amazon – Secret Access Keys
http://www.bucketexplorer.com/documentation/amazon-s3--what-is-my-aws-access-and-secret-key.html
https://aws-portal.amazon.com/gp/aws/developer/account/index.html?action=access-key#access_credentials 
http://docs.amazonwebservices.com/AWSSecurityCredentials/1.0/AboutAWSCredentials.html#AccessKeys 

Amazon AWS – Secret Key Finding Regular Expression Examples:
ec2[^\d]["'][A-Z0-9]{20}["']
amazon.*["'][A-Z0-9]{20}["']

Amazon AWS Tools for Hacking
Firefox – Amazon S3 Organizer Plug-in
https://addons.mozilla.org/en-US/firefox/addon/amazon-s3-organizers3fox/
Elasticfox – Amazon EC2 Administration Tool
http://aws.amazon.com/developertools/9302537431253167
https://bitbucket.org/winebarrel/elasticfox-ec2tag/downloads  



Cloud Security 

50 

N O  P R O M I S E S . . .N O N E 

Amazon AWS Customer Agreement 
• http://aws.amazon.com/agreement/#10 

Presenter
Presentation Notes
Amazon AWS Customer Agreement - #10 Disclaimers
http://aws.amazon.com/agreement/#10

CIA Security Triad – Confidentiality, Integrity, Availability
http://en.wikipedia.org/wiki/CIA_triad#Key_concepts
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C R E A T E  Y O U R  O W N  S E A R C H  E N G I N E S 

Presenter
Presentation Notes
Articles:
http://news.slashdot.org/story/11/04/13/164223/Scrapers-Dig-Deep-For-Data-On-Web

Examples:
http://80legs.com/
http://screen-scraper.com/
http://www.freelancer.com/projects/XML-Cloud-Computing/Web-Crawler-Scraper-for-targeted.html
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V U L N S  I N  O P E N  S O U R C E  C O D E 

 
 

 
 

Presenter
Presentation Notes
Google Code Search
http://www.google.com/codesearch

Google Code Search – Hacking Database
S&L will be releasing Google Code Search regexs from the following categories (below are a few samples, all will be released soon):
SQL Injection 
PHP Parameters
ASP Querystring 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=select.*from.*request%5C.QUERYSTRING&btnG=Search 
.Net 
ASP Form Parameters
JSP/Java Parameters
 
Cross-site Scripting (XSS) 
PHP XSS 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=input.*type%3Dhidden.*%3D.*%5C%24_%28GET%7CPOST%7CCOOKIE%29&btnG=Search 
JSP XSS 
ASP XSS 
 
Handling Sensitive Data 
Passwords 
SSNs 
Credit Cards 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=4%5B0-9%5D%7B3%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D+lang%3Asql&btnG=Search 
 
Hard-coded Passwords 
MS SQL 
Oracle 
DB UserIds 
MySQL 
 
Filesystem Interaction 
ASP OpenTextFile 
Sample: http://www.google.com/codesearch?q=+FileSystemObject+OpenTextFile%5C(.*request%5C.&sa=N 
PHP fopen Get 
PHP fopen Post 
PHP file_get_cont GET 
PHP file_get_cont POST 
PHP file GET 
PHP file POST 
 
Other
Remote File Include
Sample: http://www.google.com/codesearch?hl=en&lr=&q=%28fopen|include|require%29%28_once%29%3F\s*\%28\s*\%24_%28%28GET%29|%28POST%29|%28REQUEST%29%29[^%2C.%22%29]*%3F\.%22.*%3F\%29+lang%3Aphp&sbtn=Search 
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V U L N S  I N  O P E N  S O U R C E  C O D E 

 
 

 
 

Presenter
Presentation Notes
Google Code Search
http://www.google.com/codesearch

Google Code Search – Hacking Database
S&L will be releasing Google Code Search regexs from the following categories (below are a few samples, all will be released soon):
SQL Injection 
PHP Parameters
ASP Querystring 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=select.*from.*request%5C.QUERYSTRING&btnG=Search 
.Net 
ASP Form Parameters
JSP/Java Parameters
 
Cross-site Scripting (XSS) 
PHP XSS 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=input.*type%3Dhidden.*%3D.*%5C%24_%28GET%7CPOST%7CCOOKIE%29&btnG=Search 
JSP XSS 
ASP XSS 
 
Handling Sensitive Data 
Passwords 
SSNs 
Credit Cards 
Sample: http://www.google.com/codesearch?hl=en&lr=&q=4%5B0-9%5D%7B3%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D-%5B0-9%5D%7B4%7D+lang%3Asql&btnG=Search 
 
Hard-coded Passwords 
MS SQL 
Oracle 
DB UserIds 
MySQL 
 
Filesystem Interaction 
ASP OpenTextFile 
Sample: http://www.google.com/codesearch?q=+FileSystemObject+OpenTextFile%5C(.*request%5C.&sa=N 
PHP fopen Get 
PHP fopen Post 
PHP file_get_cont GET 
PHP file_get_cont POST 
PHP file GET 
PHP file POST 
 
Other
Remote File Include
Sample: http://www.google.com/codesearch?hl=en&lr=&q=%28fopen|include|require%29%28_once%29%3F\s*\%28\s*\%24_%28%28GET%29|%28POST%29|%28REQUEST%29%29[^%2C.%22%29]*%3F\.%22.*%3F\%29+lang%3Aphp&sbtn=Search 
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SHODAN Diggity 

Presenter
Presentation Notes
SHODAN Diggity
SHODAN Diggity provides an easy-to-use scanning interface to the popular SHODAN hacking search engine, and comes equipped with convenient list of search queries ready in a pre-made dictionary file.

SHODAN is a search engine that lets you find specific types of computers (routers, servers, etc.) using a variety of filters. Some have also described it as a search engine of service banners. Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (23), SSH (22) and Telnet (21) services.

Web search engines, such as Google and Bing, are great for finding websites. But what if you’re interested in finding computers running a certain piece of software (such as Apache)? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don’t let you answer those questions. 
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H A C K E R  S E A R C H  E N G I N E 

• Indexed service banners for whole Internet for HTTP (Port 80), as well 
as some FTP (23), SSH (22) and Telnet (21) services 

Presenter
Presentation Notes
SHODAN 
http://www.shodanhq.com/
http://www.shodanhq.com/help/filters
SHODAN is a search engine that lets you find specific computers (routers, servers, etc.) using a variety of filters. Some have also described it as a public port scan directory or a search engine of banners.
Web search engines, such as Google and Bing, are great for finding websites. But what if you're interested in finding computers running a certain piece of software (such as Apache)? Or if you want to know which version of Microsoft IIS is the most popular? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don't let you answer those questions.
So what does SHODAN index then? Good question. The bulk of the data is taken from 'banners', which are meta-data the server sends back to the client. This can be information about the server software, what options the service supports, a welcome message or anything else that the client would like to know before interacting with the server.
Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (23), SSH (22) and Telnet (21) services. There are plans underway to expand the index for other services. Let me know if there are specific ports you would like to see included. 

SHODAN Twitter:
http://twitter.com/#!/achillean

SHODAN - Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=net:216.75.0.0/16
RSS Version: http://www.shodanhq.com/?q=net:216.75.0.0/16&feed=1

Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=100

SHODAN – Other Cool
http://webcams.shodanhq.com/
http://www.shodanhq.com/exploits
http://maltego.shodanhq.com/




SHODAN 

56 

F I N D I N G  S C A D A  S Y S T E M S 

Presenter
Presentation Notes
SHODAN 
http://www.shodanhq.com/
http://www.shodanhq.com/help/filters
SHODAN is a search engine that lets you find specific computers (routers, servers, etc.) using a variety of filters. Some have also described it as a public port scan directory or a search engine of banners.
Web search engines, such as Google and Bing, are great for finding websites. But what if you're interested in finding computers running a certain piece of software (such as Apache)? Or if you want to know which version of Microsoft IIS is the most popular? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don't let you answer those questions.
So what does SHODAN index then? Good question. The bulk of the data is taken from 'banners', which are meta-data the server sends back to the client. This can be information about the server software, what options the service supports, a welcome message or anything else that the client would like to know before interacting with the server.
Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (23), SSH (22) and Telnet (21) services. There are plans underway to expand the index for other services. Let me know if there are specific ports you would like to see included. 

SHODAN Twitter:
http://twitter.com/#!/achillean

SHODAN - Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=net:216.75.0.0/16
RSS Version: http://www.shodanhq.com/?q=net:216.75.0.0/16&feed=1

Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=100

SHODAN – Other Cool
http://webcams.shodanhq.com/
http://www.shodanhq.com/exploits
http://maltego.shodanhq.com/
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Presentation Notes
Wired.com - 10K Reasons to Worry About Critical Infrastructure - 24Jan2012
http://www.wired.com/threatlevel/2012/01/10000-control-systems-online/
http://www.wired.com/images_blogs/threatlevel/2012/01/2011-Leverett-industrial.pdf


SHODAN Hacking Alerts
New live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.
http://www.shodanhq.com/
Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=Server:%20SQ-WEBCAM
Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000


SCADA Vulnerabilities:
Now point-n-click exploits are readily available for most major SCADA manufacturers.
Includes vulnerabilities in the The vulnerabilities were found in widely used programmable logic controllers (PLCs) made by Siemens, General Electric, Rockwell Automation, Schneider Modicon, Koyo Electronics and Schweitzer Engineering Laboratories.

http://www.wired.com/threatlevel/2012/01/scada-exploits/
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F I N D I N G  S C A D A  S Y S T E M S 

Presenter
Presentation Notes
SHODAN Diggity
http://www.stachliu.com/resources/tools/google-hacking-diggity-project/attack-tools/ 
SHODAN Diggity provides an easy-to-use scanning interface to the popular SHODAN hacking search engine, and comes equipped with convenient list of search queries ready in a pre-made dictionary file.

SHODAN is a search engine that lets you find specific types of computers (routers, servers, etc.) using a variety of filters. Some have also described it as a search engine of service banners. Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (23), SSH (22) and Telnet (21) services.

Web search engines, such as Google and Bing, are great for finding websites. But what if you’re interested in finding computers running a certain piece of software (such as Apache)? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don’t let you answer those questions. 
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Bing LinkFromDomainDiggity 

Presenter
Presentation Notes
Bing LinkFromDomain
Attack footprinting tool.  Enumerating applications, hosts, and domains belonging to target organization.

http://www.bing.com/community/site_blogs/b/search/archive/2006/10/16/search-macros-linkfromdomain.aspx
http://www.dailyblogtips.com/using-the-linkfromdomain-operator-on-bing-to-find-spammy-links-on-your-site/
http://www.seomoz.org/blog/linkfromdomain-a-linkbuilding-tip-for-use-at-bingcom
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D I G G I T Y  T O O L K I T 

Presenter
Presentation Notes
Bing LinkFromDomain
Attack footprinting tool.  Enumerating applications, hosts, and domains belonging to target organization.

http://www.bing.com/community/site_blogs/b/search/archive/2006/10/16/search-macros-linkfromdomain.aspx
http://www.dailyblogtips.com/using-the-linkfromdomain-operator-on-bing-to-find-spammy-links-on-your-site/
http://www.seomoz.org/blog/linkfromdomain-a-linkbuilding-tip-for-use-at-bingcom
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F O O T P R I N T I N G  L A R G E  O R G A N I Z A T I O N S 

Presenter
Presentation Notes
Bing LinkFromDomain
Attack footprinting tool.  Enumerating applications, hosts, and domains belonging to target organization by looking at off-site links of known applications belonging to the target.

Example:  Essentially performs and parses results for Bing search:
linkfromdomain:www.gov.cn site:gov.cn
http://www.bing.com/search?q=linkfromdomain:www.gov.cn site:gov.cn


http://www.bing.com/community/site_blogs/b/search/archive/2006/10/16/search-macros-linkfromdomain.aspx
http://www.dailyblogtips.com/using-the-linkfromdomain-operator-on-bing-to-find-spammy-links-on-your-site/
http://www.seomoz.org/blog/linkfromdomain-a-linkbuilding-tip-for-use-at-bingcom
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DLP Diggity 

Presenter
Presentation Notes
DLPDiggity
Data loss prevention tool that leverages Google/Bing to identify exposures of sensitive information (e.g. SSNs, credit card numbers, etc.) via common document formats such as .doc, .xls, and .pdf. 

DLPDiggity utilizes IFilters to search through the actual contents of files, as opposed to just the meta-data. Using .NET regular expressions, DLPDiggity can find almost any type of sensitive data within common document file formats. 

Files downloaded via GoogleDiggity and BingDiggity can be searched for SSN, credit cards, etc.

Data Loss Prevention
http://en.wikipedia.org/wiki/Data_loss_prevention_software
http://www.sans.org/reading_room/whitepapers/dlp/
http://www.csoonline.com/article/221272/Data_Loss_Prevention_Dos_and_Don_ts
http://www.csoonline.com/documents/whitepapers/UnderstandingDataLocation.pdf
http://www.codegreennetworks.com/blog/?p=33

.NET Framework Regular Expressions
http://msdn.microsoft.com/en-us/library/hs600312.aspx

IFilters
Used iFilters to turn documents into searchable text:
http://www.powergrep.com/ifilter.html
http://en.wikipedia.org/wiki/Ifilter
http://www.ifilter.org/
Ifilter utilities:
http://www.nirsoft.net/utils/search_filter_view.html
http://www.codeproject.com/KB/cs/IFilter.aspx
PDF Ifilter – Better than Adobe’s default:
http://www.foxitsoftware.com/downloads/otherpdf/ifilter2_1.html
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L O T S  O F  F I L E S  T O  D A T A  M I N E 

Presenter
Presentation Notes
DLPDiggity
Data loss prevention tool that leverages Google/Bing to identify exposures of sensitive information (e.g. SSNs, credit card numbers, etc.) via common document formats such as .doc, .xls, and .pdf. 

https://www.google.com/#q=ext:pdf
https://www.google.com/#q=ext:doc
https://www.google.com/#q=ext:xls
https://www.google.com/#q=ext:txt

Bing – Filetype Searching
http://msdn.microsoft.com/en-us/library/dd250876.aspx 
 
Google – Filetype Searching
http://www.google.com/help/faq_filetypes.html
http://www.google.com/support/webmasters/bin/answer.py?hl=en&answer=35287
http://www.googleguide.com/file_type.html
http://www.googleguide.com/advanced_operators.html#filetype
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Presenter
Presentation Notes
DLPDiggity
Data loss prevention tool that leverages Google/Bing to identify exposures of sensitive information (e.g. SSNs, credit card numbers, etc.) via common document formats such as .doc, .xls, and .pdf. 

https://www.google.com/#q=ext:pdf
https://www.google.com/#q=ext:doc
https://www.google.com/#q=ext:xls
https://www.google.com/#q=ext:txt
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M A J O R  D A T A  L E A K S 

• Groupon.com Leaks 300,000 users emails and passwords 
• filetype:sql hotmail gmail password 

 

Presenter
Presentation Notes
Groupon.com Leaks 300,000 users emails and passwords
28June2011

Groupon.com leaks Indian user database with emails and plaintext passwords for 300,000 users.  File was discovered by Googling for “filetype:sql hotmail gmail password”.
http://risky.biz/sosasta 
http://it.slashdot.org/story/11/06/29/172232/Groupon-Deal-of-the-Day-300000-Customer-Accounts

http://www.google.com/#q=filetype:sql hotmail gmail password
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M A J O R  D A T A  L E A K S 

• Yale Alumni 43,000 SSNs Exposed in Excel Spreadsheet 
 

Presenter
Presentation Notes
Yale Alumni 43k SSNs - Google Hacked
23Aug2011

Yale alumni searches Google for his own name, and stumbles upon a Microsoft Excel spreadsheet with his information…and 43,000 other alumni of Yale personal information.

http://news.cnet.com/8301-27080_3-20096355-245/yale-oversight-exposes-43000-social-security-numbers/?part=rss&tag=feed&subj=News-Security
http://www.businessinsider.com/yale-gets-hacked-2011-8
http://doj.nh.gov/consumer/security-breaches/documents/yale-university-20110809.pdf 
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D I G G I T Y  T O O L K I T 

Presenter
Presentation Notes
DLPDiggity
Data loss prevention tool that leverages Google/Bing to identify exposures of sensitive information (e.g. SSNs, credit card numbers, etc.) via common document formats such as .doc, .xls, and .pdf. 

DLPDiggity utilizes IFilters to search through the actual contents of files, as opposed to just the meta-data. Using .NET regular expressions, DLPDiggity can find almost any type of sensitive data within common document file formats. 

Files downloaded via GoogleDiggity and BingDiggity can be searched for SSN, credit cards, etc.

Data Loss Prevention
http://en.wikipedia.org/wiki/Data_loss_prevention_software
http://www.sans.org/reading_room/whitepapers/dlp/
http://www.csoonline.com/article/221272/Data_Loss_Prevention_Dos_and_Don_ts
http://www.csoonline.com/documents/whitepapers/UnderstandingDataLocation.pdf
http://www.codegreennetworks.com/blog/?p=33

.NET Framework Regular Expressions
http://msdn.microsoft.com/en-us/library/hs600312.aspx

IFilters
Used iFilters to turn documents into searchable text:
http://www.powergrep.com/ifilter.html
http://en.wikipedia.org/wiki/Ifilter
http://www.ifilter.org/
Ifilter utilities:
http://www.nirsoft.net/utils/search_filter_view.html
http://www.codeproject.com/KB/cs/IFilter.aspx
PDF Ifilter – Better than Adobe’s default:
http://www.foxitsoftware.com/downloads/otherpdf/ifilter2_1.html
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P R A C T I C A L  E X A M P L E S 
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DLPDiggity
Discovered public vulnerability disclosure
XSS.CX actively scanning and publishing known vulnerabilities on the web
XSS, SQLi, etc
DLP section could be updated with the graph of how many files of each type we found during our custom consulting project
DLP Findings
Within those files we can talk about what we found anonymously. 
Sensitive Info Exposure
Infrastructure documentation with IP address, hostname, and purpose
Sensitive credentials
SMTP services
Private image galleries
Load testing credentials in a Word document
Database connection strings in an XML file
Shared FTP credentials in PDF files
Credentials confirmed to have write access
Log File Exposures
Ws_ftp.log files exposed file paths and detailed file information
Flash Hacking
Discovered 2,752 SWF files
Vulnerabilities included 
XSS
Weak Cross-domain policy
Compromised Email lists per domain
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P R A C T I C A L  E X A M P L E S 

Presenter
Presentation Notes
DLPDiggity
Discovered public vulnerability disclosure
XSS.CX actively scanning and publishing known vulnerabilities on the web
XSS, SQLi, etc
DLP section could be updated with the graph of how many files of each type we found during our custom consulting project
DLP Findings
Within those files we can talk about what we found anonymously. 
Sensitive Info Exposure
Infrastructure documentation with IP address, hostname, and purpose
Sensitive credentials
SMTP services
Private image galleries
Load testing credentials in a Word document
Database connection strings in an XML file
Shared FTP credentials in PDF files
Credentials confirmed to have write access
Log File Exposures
Ws_ftp.log files exposed file paths and detailed file information
Flash Hacking
Discovered 2,752 SWF files
Vulnerabilities included 
XSS
Weak Cross-domain policy
Compromised Email lists per domain
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FlashDiggity 

Presenter
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FlashDiggity
Automated Google searching/downloading/decompiling/analysis of SWF files to identify Flash vulnerabilities and info disclosures.

http://en.wikipedia.org/wiki/SWF
http://en.wikipedia.org/wiki/Actionscript

https://www.google.com/search?q=ext:swf
http://www.bing.com/search?q=ext:swf

FlashDiggity first leverages the GoogleDiggity tool to identify Adobe Flash SWF applications for target domains via Google searches, such as ext:swf. 
Next, the tool is used to download all of the SWF files in bulk for analysis. The SWF files are disassembled back to their original ActionScript source code, and then analyzed for code-based vulnerabilities.

Note: BingDiggity cannot be used to initially identify SWF files using Bing’s filetype: operator only works on a small set of file extensions, and SWFs are not among them.  However, recently Bing starting supporting the ext: operator, so you can now search Bing for ext:swf to gather initial URLs using BingDiggity to feed to FlashDiggity.
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D I G G I T Y  T O O L K I T 

• Google/Bing for SWF files on target domains 
• Example search: filetype:swf site:example.com 

• Download SWF files to C:\DiggityDownloads\ 
• Disassemble SWF files and analyze for Flash vulnerabilities 

Presenter
Presentation Notes
FlashDiggity
Automated Google searching/downloading/decompiling/analysis of SWF files to identify Flash vulnerabilities and info disclosures.

http://en.wikipedia.org/wiki/SWF
http://en.wikipedia.org/wiki/Actionscript

https://www.google.com/search?q=ext:swf
http://www.bing.com/search?q=ext:swf

FlashDiggity first leverages the GoogleDiggity tool to identify Adobe Flash SWF applications for target domains via Google searches, such as ext:swf. 
Next, the tool is used to download all of the SWF files in bulk for analysis. The SWF files are disassembled back to their original ActionScript source code, and then analyzed for code-based vulnerabilities.

Note: BingDiggity cannot be used to initially identify SWF files using Bing’s filetype: operator only works on a small set of file extensions, and SWFs are not among them.  However, recently Bing starting supporting the ext: operator, so you can now search Bing for ext:swf to gather initial URLs using BingDiggity to feed to FlashDiggity.
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• Google/Bing for Non-SWF files on target domains, but related to Flash. Example queries: 
• inurl:crossdomain.xml ext:xml intext:"secure" intext:"false“ 
• intext:"swf" intext:"param name" intext:"allowNetworking * all“ 

 

• Download Non-SWF files to C:\DiggityDownloads\ 
 

• Use DLPDiggity to analyze for non-SWF Flash vulnerabilities, such as: 
• Crossdomain.xml Insecure Settings 

• Secure flag set to false 
• Open * wildcard used 

• Unsafe Flash HTML Embed Settings: 
• AllowScriptAccess always 
• AllowNetworking all 
• AllowFullScreen true 

 

O T H E R  F L A S H  H A C K I N G 

Presenter
Presentation Notes
Flash Hacking:  Non-SWF Files
Catch insecure Crossdomain.xml policies, insecure HTML embedding of SWF files, and other Flash related vulnerabilities that occur in non-SWF files (such as .xml, ,html, and other file types).
First, use GoogleDiggity to find pages on target domains related to Flash, but that are not file extension .swf, then
Secondly, use DLPDiggity checks to confirm non-SWF Flash related vulnerabilities

Non-SWF Flash Vulnerability Checks:
Crossdomain.xml Files Secure Flag False
Insecure Crossdomain.xml Open Wildcard
Unsafe Flash Embed Settings - AllowScriptAccess always
Unsafe Flash Embed Settings - AllowNetworking all
Unsafe Flash Embed Settings - AllowFullScreen true

Flash Crossdomain.xml Security Resources
http://code.google.com/p/doctype-mirror/wiki/ArticleFlashSecurityCrossDomain
http://code.google.com/p/doctype-mirror/wiki/ArticleFlashSecurityPolicyAttack
http://shiflett.org/blog/2006/sep/the-dangers-of-cross-domain-ajax-with-flash
http://www.adobe.com/devnet/articles/crossdomain_policy_file_spec.html

Unsafe Flash Embed Settings in HTML
Adobe - How to restrict SWF content from HTML
http://blogs.adobe.com/stateofsecurity/2007/07/how_to_restrict_swf_content_fr_1.html
Adobe - Exploring full-screen mode in Flash Player
http://www.adobe.com/devnet/flashplayer/articles/full_screen_mode.html
SANS - ISC Diary - Flash attack vectors (and worms)
http://isc.sans.edu/diary.html?storyid=7015
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Baidu Diggity 

Presenter
Presentation Notes
BaiduDiggity
First ever Baidu hacking tool, which targets vulnerabilities disclosed by China's dominant search engine.
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C H I N A  S E A R C H  E N G I N E 

• Fighting back 

Presenter
Presentation Notes
Baidu
http://www.baidu.com/

Founded in 2000, Baidu, a Chinese language search platform, leveraging the booming Chinese Internet and search engine market , has dominated Chinese online ad market in 2007, generating RMB1.74 billion revenue with at 108% growing rate year on year. Respond to hundreds of millions of queries daily, Baidu represent approximately 70% of total online search queries in China. Over 150,000 small and mid-sized Chinese enterprises, large domestic corporations and Chinese divisions or subsidiaries of large multinational corporations have benefited from Baidu's online search marketing services. Beyond online search, Baidu continues its success in query-based searchable communities with Baidu's Post Bar (BBS) and Baidu Knows (Answers) representing two of the biggest communities in the world.

Example: http://www.baidu.com/s?wd=intitle%3A%22Snap+Server%22+intitle%3A%22Home%22+%22Active+Users%22&n=2
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UNHOLY UNION 
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N O  S I T E S  A R E  S A F E 

SOPHOS - Security Threat Report 2012 
• Popular websites victimized, become malware distribution sites to their own customers 

 

Presenter
Presentation Notes
Malware distributed via legitimat websites

SOPHOS - Security Threat Report 2012
http://www.sophos.com/en-us/security-news-trends/reports/security-threat-report.aspx

Dark Reading - Legitimate Sites Are Most Likely To Serve Up Malware, Cisco Study Says - 31Jan2013
http://www.darkreading.com/vulnerability-management/167901026/security/vulnerabilities/240147403/legitimate-sites-are-most-likely-to-serve-up-malware-cisco-study-says.html

ThreatPost - Report: Mainstream Websites Host Majority of Malware - 31Jan2013
http://threatpost.com/en_us/blogs/report-mainstream-websites-host-majority-malware-013113
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M A L W A R E   G O N E   W I L D 

Malware Distribution Woes – WSJ.com – June2010 
• Popular websites victimized, become malware distribution sites to their own customers 

 

Presenter
Presentation Notes
Malware New Distribution Woes
Popular websites targeted malware distribution to the masses
Compromised websites are embedded with links to malware sites – the website’s user base being the ultimate target

News Articles about the Massive SQLi/Malware Attack this past June (Wall Street Journal, Jerusalem Post):
http://www.informationweek.com/news/infrastructure/management/showArticle.jhtml?articleID=225600247
http://www.itworld.com/internet/110593/mass-web-attack-hits-wall-street-journal-jerusalem-post
http://blog.sucuri.net/2010/06/mass-infection-of-iisasp-sites-robint-us.html
http://threatpost.com/en_us/blogs/mass-sql-injection-attack-hits-sites-running-iis-061010
http://www.computerworld.com/s/article/9177904/Mass_Web_attack_hits_Wall_Street_Journal_Jerusalem_Post
http://blog.armorize.com/2010/06/recent-evolution-of-mass-sql-injection.html
http://isc.sans.edu/diary.html?storyid=8935
http://www.sophos.com/blogs/sophoslabs/?p=9941
http://www.zionsecurity.com/blog/2010/3/8/sql-injection-worm-with-new-injection-domain-dnf666net.aspx
http://news.slashdot.org/story/10/06/11/175259/Mass-SQL-Injection-Attack-Hits-Sites-Running-IIS
http://nsmjunkie.blogspot.com/2010/06/anatomy-of-latest-mass-iisasp-infection.html
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M A L W A R E   G O N E   W I L D 

Malware Distribution Woes – LizaMoon – April2011 
• Popular websites victimized, become malware distribution sites to their own customers 

 

Presenter
Presentation Notes
Malware New Distribution Woes
Popular websites targeted malware distribution to the masses
Compromised websites are embedded with links to malware sites – the website’s user base being the ultimate target

LizaMoon – Mass SQLi – April 2011
http://community.websense.com/blogs/securitylabs/archive/2011/03/29/lizamoon-mass-injection-28000-urls-including-itunes.aspx
http://www.ibtimes.com/articles/129843/20110402/lizamoon-websense-apple-itunes-security-trojan-malware-scareware-script-sql-injection-four-million-w.htm
http://blog.spiderlabs.com/2011/04/analysis-of-lizamoon-stored-xss-via-sql-injection.html
http://threatpost.com/en_us/blogs/lessons-learned-lizamoon-sql-injection-attack-040511
http://threatpost.com/en_us/blogs/counterspin-lizamoon-web-attacks-no-big-deal-040511
http://www.eweek.com/c/a/Security/Data-Breaches-LizaMoon-Topped-Last-Weeks-Security-News-534130/?kc=rss&utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+RSS%2Feweeksecurity+%28eWEEK+Security%29&utm_content=Google+Reader
http://isc.sans.edu/diary.html?storyid=10642
http://digg.com/news/technology/how_to_defeat_lizamoon_sql_injection_attack_in_one_easy_step?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+digg%2Ftopic%2Fsecurity%2Fpopular+%28Popular+in+Security%29&utm_content=Google+Reader
http://www.pcmag.com/article2/0,2817,2382979,00.asp
http://isc.sans.edu/diary.html?storyid=10642&rss
http://it.slashdot.org/story/11/04/02/2040253/Viral-Scareware-Infects-Four-Million-Websites
http://www.informationweek.com/news/security/attacks/229400764?cid=RSSfeed_IWK_ALL
http://www.sans.org/newsletters/newsbites/newsbites.php?vol=13&issue=26&rss=Y#sID304
http://www.ibtimes.com/articles/129843/20110402/lizamoon-websense-apple-itunes-security-trojan-malware-scareware-script-sql-injection-four-million-w.htm
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M A L W A R E   G O N E   W I L D 

Malware Distribution Woes – willysy.com - August2011 
• Popular websites victimized, become malware distribution sites to their own customers 

 

Presenter
Presentation Notes
Malware New Distribution Woes
Popular websites targeted malware distribution to the masses
Compromised websites are embedded with links to malware sites – the website’s user base being the ultimate target

Willysy.com Mass Injection –July/Aug 2011
http://www.theregister.co.uk/2011/08/02/mass_injection_attack_goes_viral/
http://blog.armorize.com/2011/07/willysycom-mass-injection-ongoing.html
http://threatpost.com/en_us/blogs/massive-iframe-attack-hits-more-90000-pages-072611



Watering Hole Attacks 
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M A L W A R E   G O N E   W I L D 

Malware Distribution Woes – mysql.com - Sept2011 
• Popular websites victimized, become malware distribution sites to their own customers 

 

Presenter
Presentation Notes
Malware New Distribution Woes
Popular websites targeted malware distribution to the masses
Compromised websites are embedded with links to malware sites – the website’s user base being the ultimate target

MySQL.com –Sept 2011
http://news.cnet.com/8301-27080_3-20111943-245/hacked-mysql.com-used-to-serve-windows-malware/
http://it.slashdot.org/story/11/09/26/2218238/mysqlcom-hacked-made-to-serve-malware



Watering Hole Attacks 
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M A L W A R E   G O N E   W I L D 

Malware Distribution Woes – LATimes.com - Feb2013 
• Popular websites victimized, become malware distribution sites to their own customers 

 

Presenter
Presentation Notes
Malware New Distribution Woes
Popular websites targeted malware distribution to the masses
Compromised websites are embedded with links to malware sites – the website’s user base being the ultimate target

LATimes.com –Feb 2013
http://krebsonsecurity.com/2013/02/exploit-sat-on-la-times-website-for-6-weeks/
offersanddeals.latimes.com

Estiamted 324,000 visitors affected.




Watering Hole Attacks 
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M A L W A R E   G O N E   W I L D 

Malware Distribution Woes – iphonedevsdk.com - Feb2013 
• Popular websites victimized, become malware distribution sites to their own customers 

 

Presenter
Presentation Notes
Malware New Distribution Woes
Popular websites targeted malware distribution to the masses
Compromised websites are embedded with links to malware sites – the website’s user base being the ultimate target

Facebook, Apple & Twitter Watering Hole Attack Additional Informations - 20Feb2013
http://eromang.zataz.com/2013/02/20/facebook-apple-twitter-watering-hole-attack-additional-informations/



Inconvenient Truth   
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Malware Black List Woes 
• Average web administrator has no idea when their site gets black listed 

 

D * * * H E A D  A L E R T  S Y S T E M 

Presenter
Presentation Notes
Malware New Distribution Woes
Popular websites targeted malware distribution to the masses
Compromised websites are embedded with links to malware sites – the website’s user base being the ultimate target



Malware SaaS Services 
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C R I M I N A L  T H I R D - P A R T Y  S O L U T I O N S 

Presenter
Presentation Notes
Malware SaaS Criminal Solutions

Krebs on Security - Service Automates Boobytrapping of Hacked Sites - 01May2012
http://krebsonsecurity.com/2012/05/service-automates-boobytrapping-of-hacked-sites/



N E W  G O O G L E  H A C K I N G  T O O L S 
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Malware Diggity 

Presenter
Presentation Notes
MalwareDiggity 
Leverages the Bing 2.0 API and the Google SafeBrowsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?” MalwareDiggity first identifies off-site links of your web sites using Bing’s linkfromdomain: search directive, and then tests to see if those off-site links are to known malware distribution sites by running them against Google’s Safe Browsing API.

Google Safe Browsing API
http://code.google.com/apis/safebrowsing/

Example Google Safe Browsing Diagnostic Page:
http://www.google.com/safebrowsing/diagnostic?site=ww.robint.us

Bing – LinkFromDomain: search operator
http://www.bing.com/blogs/site_blogs/b/search/archive/2006/10/16/search-macros-linkfromdomain.aspx
http://www.seomoz.org/blog/linkfromdomain-a-linkbuilding-tip-for-use-at-bingcom




MalwareDiggity 
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D I G G I T Y  T O O L K I T 

1. Leverages Bing’s linkfromdomain: search operator 
to find off-site links of target applications/domains 
 
 

2. Runs off-site links against Google’s Safe Browsing API 
to determine if any are malware distribution sites 
 
 
 
 
 

3. Return results that identify malware sites that your web 
applications are directly linking to 

Presenter
Presentation Notes
MalwareDiggity 
Leverages the Bing 2.0 API and the Google SafeBrowsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?” MalwareDiggity first identifies off-site links of your web sites using Bing’s linkfromdomain: search directive, and then tests to see if those off-site links are to known malware distribution sites by running them against Google’s Safe Browsing API.

Google Safe Browsing API
http://code.google.com/apis/safebrowsing/

Example Google Safe Browsing Diagnostic Page:
http://www.google.com/safebrowsing/diagnostic?site=ww.robint.us

Bing – LinkFromDomain: search operator
http://www.bing.com/blogs/site_blogs/b/search/archive/2006/10/16/search-macros-linkfromdomain.aspx
http://www.seomoz.org/blog/linkfromdomain-a-linkbuilding-tip-for-use-at-bingcom




Malware Diggity 
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D I G G I T Y  T O O L K I T 

Presenter
Presentation Notes
MalwareDiggity 
Leverages the Bing 2.0 API and the Google SafeBrowsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?” MalwareDiggity first identifies off-site links of your web sites using Bing’s linkfromdomain: search directive, and then tests to see if those off-site links are to known malware distribution sites by running them against Google’s Safe Browsing API.

Google Safe Browsing API
http://code.google.com/apis/safebrowsing/

Example Google Safe Browsing Diagnostic Page:
http://www.google.com/safebrowsing/diagnostic?site=ww.robint.us

Bing – LinkFromDomain: search operator
http://www.bing.com/blogs/site_blogs/b/search/archive/2006/10/16/search-macros-linkfromdomain.aspx
http://www.seomoz.org/blog/linkfromdomain-a-linkbuilding-tip-for-use-at-bingcom

Google – Top 1000 Most Visited Web Site List and Other Similar Lists:
http://www.google.com/adplanner/static/top1000/
https://www.google.com/adplanner/?pli=1#lists
http://toolbar.netcraft.com/stats/topsites




Malware Diggity 
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D I G G I T Y  T O O L K I T 

Presenter
Presentation Notes
MalwareDiggity 
Leverages the Bing 2.0 API and the Google SafeBrowsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?” MalwareDiggity first identifies off-site links of your web sites using Bing’s linkfromdomain: search directive, and then tests to see if those off-site links are to known malware distribution sites by running them against Google’s Safe Browsing API.

Google Safe Browsing API
http://code.google.com/apis/safebrowsing/

Example Google Safe Browsing Diagnostic Page:
http://www.google.com/safebrowsing/diagnostic?site=ww.robint.us

Google – Top 1000 Most Visited Web Site List and Other Similar Lists:
http://www.google.com/adplanner/static/top1000/
https://www.google.com/adplanner/?pli=1#lists
http://toolbar.netcraft.com/stats/topsites




Malware Diggity 
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D I A G N O S T I C S  I N  R E S U L T S 

Presenter
Presentation Notes
MalwareDiggity 
Leverages the Bing 2.0 API and the Google SafeBrowsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?” MalwareDiggity first identifies off-site links of your web sites using Bing’s linkfromdomain: search directive, and then tests to see if those off-site links are to known malware distribution sites by running them against Google’s Safe Browsing API.

Google Safe Browsing API
http://code.google.com/apis/safebrowsing/

Example Google Safe Browsing Diagnostic Page:
http://www.google.com/safebrowsing/diagnostic?site=ww.robint.us




N E W  G O O G L E  H A C K I N G  T O O L S 
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BingBinaryMalwareSearch (BBMS) 

Presenter
Presentation Notes
BingBinaryMalwareSearch (BBMS)
According to the Verizon 2012 DBIR, malware was used to compromise a staggering 95% of all records breached for 2011. BBMS allows users to proactively track down and block sites distributing malware executables on the web. The tool leverages Bing, which indexes executable files, to find malware based on executable file signatures (e.g. “Time Stamp Date:”, “Size of Code:”, and “Entry Point:”). 
 
More Details
Bing indexes executable filetypes, allowing us to find malware via Bing.  Some examples of searching for malware via Bing and some previous articles discussing the now antiquated Google method previously used by HD Moore for similar purposes are listed below: 
http://djtechnocrat.blogspot.com/2006/07/mwsearch-finding-malware-with-google.html
http://www.pcworld.com/article/126450/new_tool_searches_google_for_malware.html
http://www.bing.com/search?q="Time Date Stamp:" "Size of Image:" "Entry Point:" "Size of Code:"



Bing Malware Search 
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Targeting known malware signatures 

T A R G E T I N G  M A L W A R E 

Presenter
Presentation Notes
http://www.bing.com/search?q=filetype:txt "Time Date Stamp: 37fb2583" "Size of Image: 00008000" "Entry Point: 00001020" "Size of Code: 00000a00"
 
filetype:txt "Time Date Stamp: 37fb2583" "Size of Image: 00008000" "Entry Point: 00001020" "Size of Code: 00000a00"




Black Hat SEO 
 

 
• Use popular search 

topics du jour 
• Pollute results with links 

to badware 
• Increase chances of a 

successful attack 
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S E A R C H   E N G I N E   O P T I M I Z A T I O N 

Presenter
Presentation Notes
Black Hat SEO
Using Search Engine Optimization (SEO) to raise ranking of malware distributing web sites.

http://en.wikipedia.org/wiki/Search_engine_optimization
http://en.wikipedia.org/wiki/Black_hat_seo

http://research.zscaler.com/2010/03/web-security-google-paradox.html
http://research.zscaler.com/2010/04/search-engines-need-to-protect-their.html


Zscaler Research: How Google is (NOT) tackling the Blackhat SEO issue
http://research.zscaler.com/2010/04/how-google-is-not-tackling-blackhat-seo.html




Google Trends 
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B L A C K  H A T  S E O  R E C O N 

Presenter
Presentation Notes
Google Trends -> targeted malware attacks via Black Hat SEO
http://www.google.com/trends
http://www.google.com/insights/search/

Examples: 
Lada Gaga, Rihanna lyrics sites used to foist Java exploit - SC Magazine US
http://www.scmagazineus.com/lada-gaga-rihanna-lyrics-sites-used-to-foist-java-exploit/article/167935/
Google says 11,000 domains distributing rogue anti-virus - SC Magazine US 
http://www.scmagazineus.com/google-says-11000-domains-distributing-rogue-anti-virus/article/168035/
Zscaler Research: Video: first link on Google leads to a malware site 
http://research.zscaler.com/2010/04/video-first-link-on-google-leads-to.html





Google Trends 
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P R E D I C T I N G  E L E C T I O N S 

Presenter
Presentation Notes
Google Trends -> Predicting Election Outcomes
http://www.google.com/trends

http://googleblog.blogspot.com/2010/10/searching-your-way-to-ballot-box.html
http://tech.slashdot.org/story/10/10/31/1520249/Predicting-Election-Results-With-Google?from=rss



Malvertisements 
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M A L W A R E  A D S  I N  S E A R C H  E N G I N E S 

Presenter
Presentation Notes
Malware Ads – In Google and Bing
http://en.wikipedia.org/wiki/Malvertisement

Malicious Ads on Bing Lead to ZeroAccess Trojan | threatpost
http://threatpost.com/en_us/blogs/malicious-ads-bing-lead-zeroaccess-trojan-101411
Bing and Yahoo Sponsored Results Lead to Hard-to-Remove Rootkit - CSO Online 
http://www.csoonline.com/article/691819/bing-and-yahoo-sponsored-results-lead-to-hard-to-remove-rootkit
GFI LABS Blog: Bing, Yahoo! Search adverts serve up malware 
http://www.gfi.com/blog/bing-yahoo-search-adverts-serve-up-malware/




Google Vanity Alerts 
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S P E A R  P H I S H I N G  V I A  G O O G L E 

• Malcious web sites created 
hosting some browser exploit 
 

• Blackhat SEO to target Google 
Alerts of executives’ names 
 

• Delivered right to targets’ email 
by Google Alerts service 

Presenter
Presentation Notes
Google Alerts
http://www.google.com/alerts/manage

Google Vanity Alerts
Targeted malware attacks against execs that use Google Alerts and their own name.
http://www.usatoday.com/tech/news/2011-03-31-hacking-attacks-on-corporations.htm
 
"One enterprising gang recently put a twist into spear phishing by noticing that more than a few executives have a penchant for using Google Alert in connection with their names. Google’s free service will e-mail a Web link to the executive every time the search engine indexes a Web page containing a fresh news article mentioning the executive.
 
The intruders figured out how to inject an infection onto such Web pages at just the right moment, so the infection has a low chance of being detected and a high chance of appearing as part of a Google Alert arriving in the executive’s in-box, says Mickey Boodaei, CEO of security firm Trusteer. One way they do this is by putting up an infectious Web page that redirects to a legitimate Web page carrying a news article about the executive; the link between the bad and good sites is enabled just after Google indexing has occurred. “These targeted attacks are very powerful and should be taken very seriously,” Boodaei says."

http://www.trusteer.com/blog/google-alert-get-your-malware-here




Identify 
Malware Links 

Mass Inject 
Competition 

Competition 
Black Listed 

Competition 
PageRank is 0 

Profit 

 
Search Engine deOptimization 

B L A C K    L I S T   Y O U R   F O E S 
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Presenter
Presentation Notes
Malware New Distribution Woes
Popular websites targeted malware distribution to the masses
Compromised websites are embedded with links to malware sites – the website’s user base being the ultimate target

News Articles about the Massive SQLi/Malware Attack this past June (Wall Street Journal, Jerusalem Post):
http://www.informationweek.com/news/infrastructure/management/showArticle.jhtml?articleID=225600247
http://www.itworld.com/internet/110593/mass-web-attack-hits-wall-street-journal-jerusalem-post
http://blog.sucuri.net/2010/06/mass-infection-of-iisasp-sites-robint-us.html
http://threatpost.com/en_us/blogs/mass-sql-injection-attack-hits-sites-running-iis-061010
http://www.computerworld.com/s/article/9177904/Mass_Web_attack_hits_Wall_Street_Journal_Jerusalem_Post
http://blog.armorize.com/2010/06/recent-evolution-of-mass-sql-injection.html
http://isc.sans.edu/diary.html?storyid=8935
http://www.sophos.com/blogs/sophoslabs/?p=9941
http://www.zionsecurity.com/blog/2010/3/8/sql-injection-worm-with-new-injection-domain-dnf666net.aspx
http://news.slashdot.org/story/10/06/11/175259/Mass-SQL-Injection-Attack-Hits-Sites-Running-IIS
http://nsmjunkie.blogspot.com/2010/06/anatomy-of-latest-mass-iisasp-infection.html







Malware Defenses 
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PROTECT YO NECK 
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AntiVirus – Wouldn’t Play Those Odds 
• Only 3 of 46 anti-virus vendors would have helped 

Anti-virus is Dead 
M A L W A R E  D E F E N S E S 

Presenter
Presentation Notes
Anti-Virus – Not good odds

InformationWeek.com - NBC Websites Hacked To Serve Citadel Financial Malware - 22Feb2013 
http://www.informationweek.com/security/attacks/nbc-websites-hacked-to-serve-citadel-fin/240149106
https://www.virustotal.com/en/file/96deefbe5034d826b2fe4796c32104badaa6c8df768da1059827ccac6ef2f9d8/analysis/1361464137/





Malware Defenses 
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B L A C K H A T   S E O   D E F E N S E S 

• Malware Warning Filters 
• Google Safe Browsing 
• Microsoft SmartScreen Filter 
• Yahoo Search Scan 

 

• Sandbox Software 
• Sandboxie (sandboxie.com) 
• Dell KACE - Secure Browser 
• Office 2010 (Protected Mode) 
• SharePoint 2010 (Sandboxed Solutions) 
• Adobe Reader Sandbox (Protected Mode) 
• Adobe Flash Sandbox (Protected Mode) – NEW May2012 

 

• No-script and Ad-block browser plugins 
 

 

Presenter
Presentation Notes
Commercial Malware Scanners For Websites
*To see if a website (including your own) is hosting and serving up malware
Armorize - HackAlert - Web Malware Detection and Monitoring Service for Websites
http://armorize.com/index.php?link_id=hackalert


Web Browser Malware Filters
Popular malware browser filters:
Google SafeBrowsing Plugin
http://www.google.com/tools/firefox/safebrowsing/
Microsoft SmartScreen Filter
http://www.microsoft.com/security/filters/smartscreen.aspx
Yahoo Search Scan
http://au.docs.yahoo.com/search/search_scan/index.html
Zscaler Research: Comparison of Malware protections: Google Safe Browsing, Microsoft SmartScreen, etc.
http://research.zscaler.com/2010/06/comparison-of-malware-protections.html


Sandbox Browsers and Software
General info:
http://en.wikipedia.org/wiki/Sandbox_%28computer_security%29
http://www.techsupportalert.com/safe-surfing.php
http://www.informationweek.com/blog/main/archives/2010/07/secure_browsing.html
Sandboxie 
http://www.sandboxie.com/
http://en.wikipedia.org/wiki/Sandboxie
Dell KACE - Secure Browser
http://www.kace.com/products/freetools/secure-browser/
http://www.itworld.com/software/114366/dell-offering-free-web-browser-security-tool
Adobe Reader - Sandbox
http://threatpost.com/en_us/blogs/adobe-releases-reader-x-sandbox-111810
http://blogs.adobe.com/asset/2010/07/introducing-adobe-reader-protected-mode.html
http://www.eweek.com/c/a/Security/Adobe-Reader-to-Get-Sandboxing-Security-Technology-331178/
http://blogs.msdn.com/b/david_leblanc/archive/2010/07/20/acrobat-is-getting-a-sandbox.aspx
Adobe Flash – Sandbox
http://threatpost.com/en_us/blogs/flash-113-beta-includes-protected-mode-sandbox-firefox-050712
http://www.zdnet.com/blog/security/flash-player-sandbox-available-for-firefox/11995
ZoneAlarm ForceField from CheckPoint
http://www.zonealarm.com/security/en-us/zonealarm-forcefield-browser-security.htm
VMWare – Browser Appliance
http://www.vmware.com/pdf/bavm_getting_started_100.pdf
Microsoft Office 2010 – Sandboxing
http://www.computerworld.com/s/article/9136831/Microsoft_struts_Office_2010_sandbox_security
http://blogs.technet.com/b/office2010/archive/2009/08/13/protected-view-in-office-2010.aspx
Microsoft - Practical Windows Sandboxing Technique
http://blogs.msdn.com/b/david_leblanc/archive/2007/07/27/practical-windows-sandboxing-part-1.aspx
http://blogs.msdn.com/b/david_leblanc/archive/2007/07/30/practical-windows-sandboxing-part-2.aspx
http://blogs.msdn.com/b/david_leblanc/archive/2007/07/31/practical-windows-sandboxing-part-3.aspx
SharePoint 2010 – Sandboxed Solutions 
http://siggaard.wordpress.com/2010/06/30/sharepoint-2010-sandbox-solutions/ 
http://blogs.msdn.com/b/pstubbs/archive/2009/11/02/sharepoint-2010-sandboxed-solutions.aspx 
http://msdn.microsoft.com/en-us/library/ee535715.aspx

Other
NoScript
http://noscript.net/
Ad-block
http://adblockplus.org/en/
http://adblockplus.org/en/




Browser Filters 
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M A L W A R E  D E F E N S E S 

Protecting users from known threats 
• Joint effort to protect customers from known malware and phishing links 

 

Presenter
Presentation Notes
Web Browser Malware Filters
Popular malware browser filters:
Google SafeBrowsing Plugin
http://www.google.com/tools/firefox/safebrowsing/
Microsoft SmartScreen Filter
http://www.microsoft.com/security/filters/smartscreen.aspx
Yahoo Search Scan
http://au.docs.yahoo.com/search/search_scan/index.html
Zscaler Research: Comparison of Malware protections: Google Safe Browsing, Microsoft SmartScreen, etc.
http://research.zscaler.com/2010/06/comparison-of-malware-protections.html
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MalwareDiggity Alerts 
M O N I T O R I N G  F O R  I N F E C T I O N S 

Identify 
External Links 

Identify 
Incoming Links 

Compare to 
Black List 

Detect 
Infections 

Alert 

Presenter
Presentation Notes
MalwareDiggity Alerts
http://www.stachliu.com/resources/tools/google-hacking-diggity-project/defense-tools/ 
Leverages the Bing ‘&format=rss’ directive, to actively monitor new off-site links of your site as they appear, example:
Example RSS feed:  http://www.bing.com/search?q=linkfromdomain%3Astachliu.com&format=rss 
Immediately lets you know if you have been compromised.

Leverages the Bing 2.0 API and the Google Safe Browsing API together to provide an answer to a simple question, “Am I being used as a platform to distribute malware to people who visit my website?” 

MalwareDiggity Alerts identifies off-site links of your web sites by using Bing’s linkfromdomain: search directive and then creates RSS feeds to provide real-time updates to new off-site links discovered using Bing’s &format=rss directive. Those off-site links are tested and compared to known malware distribution sites by running them against Google’s Safe Browsing API. 
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Google Safe Browsing Alerts for Network Administrators 
• Google’s new service which greatly resembles MalwareDiggity 
• Imitation is the sincerest form of flattery… 

Monitoring Malware 
M A L W A R E  D E F E N S E S 

Presenter
Presentation Notes
Google Safe Browsing Alerts for Network Administrators – 28 SEPT 2010
http://www.google.com/safebrowsing/alerts/
http://safebrowsingalerts.googlelabs.com/
http://googleonlinesecurity.blogspot.com/2010/09/safe-browsing-alerts-for-network.html
http://googleonlinesecurity.blogspot.com/2010/10/phishing-urls-and-xml-notifications.html
http://blog.programmableweb.com/2010/10/22/google-safe-browsing-alerts-no-to-phishing-yes-to-xml/

Google Safe Browsing Alerts for Network Administrators allows autonomous system (AS) administrators to register to receive Google Safe Browsing notifications. The goal is to provide network administrators with information of malicious content that is being hosted on their networks. 
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Monitoring Malware 
M A L W A R E  D E F E N S E S 

Presenter
Presentation Notes
Armorize - HackAlert
https://hackalert.armorize.com/
http://www.armorize.com/?link_id=hackalert

Commercial product.

HackAlert V3 is a cloud-based service that provides real-time identification and alarms for drive-by downloads and zero-day malware threats hidden in websites and online advertisements.
HackAlert V3 optimizes multiple analysis techniques to detect malware drive-by downloads targeting end-users before the website is flagged by search engines as malicious.
HackAlert V3 delivers the following benefits to business:
Protects clients and customers from malware injected websites, drive by downloads and malicious advertizing (malvertising)
Identifies malware before the website is flagged as malicious
Displays injected code snippets to facilitate remediation
Deploys as cloud-based SaaS or as a flexible API for enterprise integration
Integrates with WAF or Web server modules for instant mitigation

Commercial Malware Scanners For Websites
*To see if a website (including your own) is hosting and serving up malware
Armorize - HackAlert - Web Malware Detection and Monitoring Service for Websites
http://armorize.com/index.php?link_id=hackalert





• In the Cisco 2013 Annual Security Report,  Java 
accounted for 87% of exploits reported in the survey, 
dwarfing the number of PDF, Flash and ActiveX attacks. 
 

• If at all possible, disable Java in your browsers 

Disable Java 
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87% 

D O M I N A N T  T H R E A T 

Presenter
Presentation Notes
Disable Java in Browsers (if possible)

If not required for necessary business applications, consider disabling Java  in the browser.

Cisco - 2013 Annual Security Report
http://www.cisco.com/web/offer/gist_ty2_asset/Cisco_ASR_2012_013013.pdf

ThreatPost - Report: Mainstream Websites Host Majority of Malware - 31Jan2013
http://threatpost.com/en_us/blogs/report-mainstream-websites-host-majority-malware-013113

InformationWeek Reports - Java Insecurity - Jan2013
http://reports.informationweek.com/abstract/21/9795/Security/Java-Insecurity.html

PCMag.com - How to Disable Java - 01Mar2013
http://www.pcmag.com/article2/0,2817,2414191,00.asp
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Disable Java 
M A L W A R E  D E F E N S E S 

Presenter
Presentation Notes
Disable Java in Browsers (if possible)

If not required for necessary business applications, consider disabling Java  in the browser.

Cisco - 2013 Annual Security Report
http://www.cisco.com/web/offer/gist_ty2_asset/Cisco_ASR_2012_013013.pdf

ThreatPost - Report: Mainstream Websites Host Majority of Malware - 31Jan2013
http://threatpost.com/en_us/blogs/report-mainstream-websites-host-majority-malware-013113

InformationWeek Reports - Java Insecurity - Jan2013
http://reports.informationweek.com/abstract/21/9795/Security/Java-Insecurity.html

PCMag.com - How to Disable Java - 01Mar2013
http://www.pcmag.com/article2/0,2817,2414191,00.asp
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Help from Google 
M A L W A R E  D E F E N S E S 

Google releases “Help for Hacked Sites” – 12Mar2013 

Presenter
Presentation Notes
Google - Help for Hacked Sites - 12Mar2013
http://googleonlinesecurity.blogspot.com/2013/03/videos-and-articles-for-hacked-site.html
http://www.google.com/webmasters/hacked/



N O N – D I G G I T Y  A T T A C K  T O O L S 
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Other Search Hacking Tools 



Maltego 
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I N F O R M A T I O N  G A T H E R I N G  T O O L 

Presenter
Presentation Notes
Maltego - open source intelligence and forensics application
http://www.paterva.com/web5/
http://www.darknet.org.uk/2008/11/maltego-forensics-and-intelligence-application-information-gathering-tool/
http://maltego.shodanhq.com/

Maltego is an open source intelligence and forensics application. It allows for the mining and gathering of information as well as the representation of this information in a meaningful way.  The unique perspective that Maltego offers to both network and resource based entities is the aggregation of information posted all over the internet - whether it’s the current configuration of a router poised on the edge of your network or the current whereabouts of your Vice President on his international visits, Maltego can locate, aggregate and visualize this information. 

Maltego – 1 year subscription license = $650  (each year renewal only $320)

23 Types of Info to Gather
For target company, Maltego helps automate finding 23 types of information, namely those lsited in the Palette (e.g. emails, hostnames, IP addresses, domains, etc.).

Tranforms – Finding More Info Based on Info You Already Know
“Transforms” are operations that attempt to find more of the different types of info based on existing info known.  So if we have a domain we know, microsoft.com for example, we can run “transforms” to maybe find email addresses for that domain.

Entity List – One Big Table
All of these entries we continue to find are added to one big table of data, and can easily be viewed and manipulated in that table by switching over to the “Entity List” view. 
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I N F O R M A T I O N  G A T H E R I N G  T O O L 

Presenter
Presentation Notes
Maltego - open source intelligence and forensics application
http://www.paterva.com/web5/
http://www.darknet.org.uk/2008/11/maltego-forensics-and-intelligence-application-information-gathering-tool/
http://maltego.shodanhq.com/

Maltego is an open source intelligence and forensics application. It allows for the mining and gathering of information as well as the representation of this information in a meaningful way.  The unique perspective that Maltego offers to both network and resource based entities is the aggregation of information posted all over the internet - whether it’s the current configuration of a router poised on the edge of your network or the current whereabouts of your Vice President on his international visits, Maltego can locate, aggregate and visualize this information. 

Maltego – 1 year subscription license = $650  (each year renewal only $320)

23 Types of Info to Gather
For target company, Maltego helps automate finding 23 types of information, namely those lsited in the Palette (e.g. emails, hostnames, IP addresses, domains, etc.).

Tranforms – Finding More Info Based on Info You Already Know
“Transforms” are operations that attempt to find more of the different types of info based on existing info known.  So if we have a domain we know, microsoft.com for example, we can run “transforms” to maybe find email addresses for that domain.

Entity List – One Big Table
All of these entries we continue to find are added to one big table of data, and can easily be viewed and manipulated in that table by switching over to the “Entity List” view. 
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I N F O R M A T I O N  G A T H E R I N G  T O O L 

Presenter
Presentation Notes
Maltego - open source intelligence and forensics application
http://www.paterva.com/web5/
http://www.darknet.org.uk/2008/11/maltego-forensics-and-intelligence-application-information-gathering-tool/
http://maltego.shodanhq.com/

Maltego is an open source intelligence and forensics application. It allows for the mining and gathering of information as well as the representation of this information in a meaningful way.  The unique perspective that Maltego offers to both network and resource based entities is the aggregation of information posted all over the internet - whether it’s the current configuration of a router poised on the edge of your network or the current whereabouts of your Vice President on his international visits, Maltego can locate, aggregate and visualize this information. 

Maltego – 1 year subscription license = $650  (each year renewal only $320)

23 Types of Info to Gather
For target company, Maltego helps automate finding 23 types of information, namely those lsited in the Palette (e.g. emails, hostnames, IP addresses, domains, etc.).

Tranforms – Finding More Info Based on Info You Already Know
“Transforms” are operations that attempt to find more of the different types of info based on existing info known.  So if we have a domain we know, microsoft.com for example, we can run “transforms” to maybe find email addresses for that domain.

Entity List – One Big Table
All of these entries we continue to find are added to one big table of data, and can easily be viewed and manipulated in that table by switching over to the “Entity List” view.  
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F O O T P R I N T I N G  T O O L 

• Gathers e-mail accounts, user names and hostnames, and subdomains  

Presenter
Presentation Notes
Edge-Security - theHarvester - Gather E-mail Accounts, Subdomains, Hosts, Employee Names – Information Gathering Tool
http://www.edge-security.com/theharvester.php
https://code.google.com/p/theharvester/
http://www.toolswatch.org/2013/02/theharvester-v2-2a-released/
http://www.darknet.org.uk/2012/01/theharvester-gather-e-mail-accounts-subdomains-hosts-employee-names-information-gathering-tool/


theHarvester is a tool to gather emails, subdomains, hosts, employee names, open ports and banners from different public sources like search engines, PGP key servers and SHODAN computer database. 
This tools is intended to help Penetration testers in the early stages of the project It’s a really simple tool, but very effective.


Enumerates from various sources:
Google - emails,subdomains/hostnames
Google profiles - Employee names
Bing search - emails, subdomains/hostnames,virtual hosts 
Pgp servers - emails, subdomains/hostnames 
Linkedin - Employee names
Exalead - emails,subdomain/hostnames
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F O O T P R I N T I N G  E X A M P L E 

Presenter
Presentation Notes
Edge-Security - theHarvester - Gather E-mail Accounts, Subdomains, Hosts, Employee Names – Information Gathering Tool
http://www.edge-security.com/theharvester.php
https://code.google.com/p/theharvester/
http://www.toolswatch.org/2013/02/theharvester-v2-2a-released/
http://www.darknet.org.uk/2012/01/theharvester-gather-e-mail-accounts-subdomains-hosts-employee-names-information-gathering-tool/


theHarvester is a tool to gather emails, subdomains, hosts, employee names, open ports and banners from different public sources like search engines, PGP key servers and SHODAN computer database. 
This tools is intended to help Penetration testers in the early stages of the project It’s a really simple tool, but very effective.


Enumerates from various sources:
Google - emails,subdomains/hostnames
Google profiles - Employee names
Bing search - emails, subdomains/hostnames,virtual hosts 
Pgp servers - emails, subdomains/hostnames 
Linkedin - Employee names
Exalead - emails,subdomain/hostnames
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F O O T P R I N T I N G  T O O L 

Presenter
Presentation Notes
Edge-Security – Metagoofil – Metadata Info Gathering – Information Gathering Tool
http://www.edge-security.com/metagoofil.php
http://code.google.com/p/metagoofil/
http://www.toolswatch.org/2013/02/metagoofil-v2-2-released/

Metagoofil is an information gathering tool designed for extracting metadata of public documents (pdf,doc,xls,ppt,docx,pptx,xlsx) belonging to a target company.

The tool will perform a search in Google to identify and download the documents to local disk and then will extract the metadata with different libraries like Hachoir, PdfMiner and others. With the results it will generate a report with usernames, software versions and servers or machine names that will help Penetration testers in the information gathering phase.



SpiderFoot 2.0 

115 

F O O T P R I N T I N G  T O O L 

Presenter
Presentation Notes
SpiderFoot 2.0
http://www.toolswatch.org/2013/05/spiderfoot-v2-0-released/
http://www.spiderfoot.net/
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I N F O  G A T H E R I N G  A N D  M E T A D A T A 

Presenter
Presentation Notes
FOCA – Information Gathering Tool and Metadata Analysis
http://www.informatica64.com/foca.aspx
http://www.informatica64.com/foca/
http://www.darkreading.com/blog/227700505/foca-and-the-power-of-metadata-analysis.html
http://www.slideshare.net/chemai64/defcon-17-tactical-fingerprinting-using-foca
http://www.darknet.org.uk/2010/05/foca-network-infrastructure-mapping-tool/

FOCA FREE 3.0.2 is a tool for carrying out processes and information gathering fingerprinting in web audit work. Free version makes finding servers, domains, URLs and documents published, as well as the discovery of versions of software on servers and clients. FOCA became famous for extracting metadata of public documents, but today is much more than that.
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H A C K E R  S E A R C H  E N G I N E 

• Indexed service banners for whole Internet for HTTP (Port 80), as well 
as some FTP (23), SSH (22) and Telnet (21) services 

Presenter
Presentation Notes
SHODAN 
http://www.shodanhq.com/
http://www.shodanhq.com/help/filters
SHODAN is a search engine that lets you find specific computers (routers, servers, etc.) using a variety of filters. Some have also described it as a public port scan directory or a search engine of banners.
Web search engines, such as Google and Bing, are great for finding websites. But what if you're interested in finding computers running a certain piece of software (such as Apache)? Or if you want to know which version of Microsoft IIS is the most popular? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don't let you answer those questions.
So what does SHODAN index then? Good question. The bulk of the data is taken from 'banners', which are meta-data the server sends back to the client. This can be information about the server software, what options the service supports, a welcome message or anything else that the client would like to know before interacting with the server.
Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (23), SSH (22) and Telnet (21) services. There are plans underway to expand the index for other services. Let me know if there are specific ports you would like to see included. 

SHODAN Twitter:
http://twitter.com/#!/achillean

SHODAN - Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=net:216.75.0.0/16
RSS Version: http://www.shodanhq.com/?q=net:216.75.0.0/16&feed=1

Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=100

SHODAN – Other Cool
http://webcams.shodanhq.com/
http://www.shodanhq.com/exploits
http://maltego.shodanhq.com/
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F O O T P R I N T I N G  D N S  S E A R C H  E N G I N E 

• DNS/IP Addr records hacker search engine 

Presenter
Presentation Notes
Deep Magic – “A searchable DB of all of the world’s DNS I could get my hands on”
https://twitter.com/#!/deepmagicdns
https://www.deepmagic.com/ 

Examples:
https://www.deepmagic.com/ptrs/ptrs?search=nessus&limit=1000 
https://www.deepmagic.com/ptrs/ptrs?search=cidr:98.129.0.0/16&limit=1000
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P A S S W O R D S  I N   P A S T E B I N . C O M   P O S T S 

• Twitter feed tracking passwords leaked via PasteBin 

Presenter
Presentation Notes
PasteBin Leaks
https://twitter.com/pastebinleaks
http://pastebin.com/

Also new PasteBin.com monitoring tools:
http://www.toolswatch.org/2012/03/pastemon-v1-6-black-hat-eu-2012-edition-released/

Examples:
http://pastebin.com/L6YbD136
http://pastebin.com/mUU0xQAE
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N M A P  O F  E N T I R E  I N T E R N E T 

• ~420k botnet used to perform NMAP against entire IPv4 addr space! 
• ICMP sweeps, SYN scans, Reverse DNS, and Service probes of 662 ports 
• Free torrent of 568GB of NMAP results (9TB decompressed NMAP results) 

Presenter
Presentation Notes
Internet Census 2012 – 9TB of Nmap Results for entire IPv4 Address Space
http://internetcensus2012.bitbucket.org/paper.html
http://internetcensus2012.bitbucket.org/download.html
https://community.rapid7.com/community/infosec/blog/2013/03/21/internet-census-2012--thoughts

Exfiltrated.com - Web search interface makes use of the fantastic Internet Census 2012 results
http://www.exfiltrated.com/querystart.php

Summary:
~420k Carna botnet used to perform NMAP against entire IPv4 addr space!
ICMP sweeps, SYN scans, Reverse DNS, and Service probes of 662 ports
Free torrent of 568GB of NMAP results (9TB decompressed NMAP results)
Port scans running at 3-5 billion IPs per hour for weeks
Found 1.3 billion IP addresses in use total

Abstract While playing around with the Nmap Scripting Engine (NSE) we discovered an amazing number of open embedded devices on the Internet. Many of them are based on Linux and allow login to standard BusyBox with empty or default credentials. We used these devices to build a distributed port scanner to scan all IPv4 addresses. These scans include service probes for the most common ports, ICMP ping, reverse DNS and SYN scans. We analyzed some of the data to get an estimation of the IP address usage.  All data gathered during our research is released into the public domain for further study. �
The ~700 ports they grabbed service banners from are:
1, 3, 7, 9, 13, 17, 19, 21, 22, 23, 25, 26, 35, 37, 42, 43, 44, 53, 69, 70, 79, 80, 81, 82, 83, 84, 85, 88, 98, 100, 106, 110, 111, 113, 119, 123, 130, 135, 137, 139, 143, 144, 161, 177, 179, 199, 214, 254, 255, 256, 257, 264, 280, 311, 389, 390, 406, 407, 427, 443, 444, 445, 449, 464, 465, 497, 500, 505, 510, 512, 513, 514, 515, 517, 518, 523, 524, 540, 543, 544, 548, 554, 587, 591, 593, 616, 620, 625, 626, 628, 631, 636, 641, 646, 660, 666, 706, 710, 711, 731, 771, 782, 783, 787, 808, 873, 888, 898, 900, 901, 902, 990, 993, 995, 1000, 1010, 1022, 1024, 1025, 1026, 1027, 1028, 1029, 1030, 1031, 1032, 1033, 1035, 1036, 1037, 1038, 1039, 1040, 1041, 1042, 1043, 1044, 1048, 1049, 1050, 1053, 1054, 1056, 1058, 1059, 1064, 1065, 1066, 1068, 1069, 1071, 1074, 1080, 1090, 1095, 1098, 1099, 1100, 1105, 1109, 1110, 1111, 1112, 1200, 1212, 1214, 1217, 1220, 1234, 1241, 1248, 1302, 1311, 1314, 1344, 1352, 1400, 1414, 1415, 1416, 1417, 1418, 1419, 1420, 1432, 1433, 1434, 1467, 1494, 1500, 1501, 1503, 1505, 1521, 1522, 1526, 1527, 1549, 1550, 1574, 1583, 1604, 1610, 1611, 1666, 1687, 1688, 1702, 1720, 1723, 1748, 1754, 1755, 1761, 1762, 1763, 1801, 1830, 1900, 1935, 1967, 1972, 1981, 1998, 2000, 2001, 2002, 2003, 2005, 2010, 2024, 2030, 2040, 2049, 2064, 2068, 2100, 2103, 2105, 2107, 2121, 2160, 2161, 2301, 2303, 2306, 2383, 2396, 2401, 2427, 2525, 2600, 2601, 2627, 2638, 2701, 2715, 2717, 2869, 2947, 2967, 3000, 3001, 3002, 3003, 3004, 3005, 3006, 3025, 3031, 3050, 3052, 3128, 3268, 3280, 3306, 3310, 3333, 3351, 3372, 3389, 3483, 3493, 3531, 3632, 3689, 3690, 3703, 3872, 3892, 3900, 3940, 3986, 4000, 4001, 4045, 4155, 4369, 4443, 4444, 4567, 4660, 4711, 4868, 4899, 4999, 5000, 5001, 5003, 5009, 5050, 5051, 5060, 5061, 5101, 5120, 5190, 5222, 5232, 5269, 5280, 5302, 5323, 5353, 5357, 5400, 5427, 5432, 5520, 5530, 5550, 5555, 5556, 5570, 5600, 5631, 5632, 5666, 5800, 5801, 5802, 5803, 5900, 5901, 6000, 6001, 6002, 6003, 6004, 6005, 6006, 6007, 6008, 6009, 6010, 6011, 6012, 6013, 6014, 6015, 6016, 6017, 6018, 6019, 6020, 6050, 6103, 6112, 6163, 6346, 6379, 6543, 6544, 6560, 6588, 6600, 6646, 6660, 6661, 6662, 6663, 6664, 6665, 6666, 6667, 6668, 6669, 6670, 6699, 6802, 6969, 7000, 7001, 7002, 7007, 7008, 7070, 7100, 7101, 7144, 7145, 7171, 7180, 7200, 7210, 7272, 7402, 7461, 7776, 7777, 7780, 7937, 7938, 8000, 8001, 8002, 8003, 8004, 8005, 8006, 8007, 8008, 8009, 8010, 8031, 8080, 8081, 8082, 8083, 8084, 8085, 8087, 8088, 8118, 8138, 8181, 8194, 8307, 8333, 8443, 8770, 8880, 8881, 8882, 8883, 8884, 8885, 8886, 8887, 8888, 9000, 9001, 9002, 9003, 9030, 9050, 9080, 9088, 9089, 9090, 9091, 9092, 9093, 9094, 9095, 9096, 9097, 9098, 9099, 9100, 9101, 9102, 9103, 9104, 9105, 9106, 9107, 9481, 9801, 9999, 10000, 10001, 10005, 10010, 10031, 10080, 11210, 11211, 11371, 11965, 12203, 12345, 13013, 13666, 13720, 13722, 13783, 14238, 14534, 15000, 15001, 15002, 17007, 17555, 17988, 18086, 18182, 18264, 19150, 19350, 20000, 22001, 22490, 26214, 26470, 27000, 27001, 27002, 27003, 27004, 27005, 27006, 27007, 27008, 27009, 27010, 27017, 27960, 30444, 31337, 31416, 32211, 32750, 32751, 32752, 32753, 32754, 32755, 32756, 32757, 32758, 32759, 32760, 32761, 32762, 32763, 32764, 32765, 32766, 32767, 32768, 32769, 32770, 32771, 32772, 32773, 32774, 32775, 32776, 32777, 32778, 32779, 32780, 32781, 32782, 32783, 32784, 32785, 32786, 32787, 32788, 32789, 32790, 32791, 32792, 32793, 32794, 32795, 32796, 32797, 32798, 32799, 32800, 32801, 32802, 32803, 32804, 32805, 32806, 32807, 32808, 32809, 32810, 33015, 34012, 37435, 38978, 40193, 41523, 49152, 49153, 49154, 49155, 49156, 49157, 49400, 50000, 50001, 50002, 50003, 50004, 50005, 50006, 50007, 50008, 50009, 50010, 50011, 50012, 50013, 50014, 50015, 50016, 50017, 50018, 50019, 50020, 50021, 50022, 50023, 50024, 50025, 50030, 55553, 55555, 56667, 60000, 60001, 60002, 60003, 60004, 60006, 60007, 60008, 60009, 60010, 60011, 60012, 60013, 60014, 60015, 60016, 60017, 60018, 60019, 60020, 60021, 60022, 60023, 60024, 60025
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P R O T E C T  Y O  N E C K 



• “Google Hack yourself” organization 
• Employ tools and techniques used by hackers 
• Remove info leaks from Google cache 

• http://www.google.com/remove.html 
 

• Regularly update your robots.txt. 
• Or robots meta tags for individual page exclusion 

 
• Data Loss Prevention/Extrusion Prevention Systems 

• Free Tools: OpenDLP, Senf 
 

• Policy and Legal Restrictions 
 

Traditional Defenses 
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G O O G L E   H A C K I N G  D E F E N S E S 

Presenter
Presentation Notes
Remove Info from Google’s Cache:
http://www.google.com/remove.html
http://www.google.com/support/webmasters/bin/answer.py?hl=en&answer=164734
http://www.google.com/support/webmasters/bin/answer.py?answer=61817
https://www.google.com/webmasters/tools/home?hl=en
http://onecoolsitebloggingtips.com/2008/03/21/how-to-remove-data-from-googles-cache/

Blocking indexing on a page basis by:
<meta name="robots" content="noindex">
<meta name="googlebot" content="nodindex">
http://googlewebmastercentral.blogspot.com/2007/03/using-robots-meta-tag.html
http://searchengineland.com/yahoo-provides-noydir-opt-out-of-yahoo-directory-titles-descriptions-10631
http://www.robotstxt.org/meta.html

DLP Info:
http://en.wikipedia.org/wiki/Data_Loss_Prevention
 Data Loss Prevention (DLP) is a computer security term referring to systems that identify, monitor, and protect data in use (e.g., endpoint actions), data in motion (e.g., network actions), and data at rest (e.g., data storage) through deep content inspection, contextual security analysis of transaction (attributes of originator, data object, medium, timing, recipient/destination, etc.), and with a centralized management framework. The systems are designed to detect and prevent the unauthorized use and transmission of confidential information.
http://www.csoonline.com/documents/whitepapers/UnderstandingDataLocation.pdf
http://www.csoonline.com/article/221272/Data_Loss_Prevention_Dos_and_Don_ts
http://www.gtbtechnologies.com/Downloads/5_essential_ingredients_gtb.pdf
http://www.codegreennetworks.com/blog/?p=33
http://www.sans.org/reading_room/whitepapers/dlp/

DLP Free Tools:
OpenDLP – Free Open-Source Data Loss Prevention (DLP) Tool – (Released 4/28/2010) 
http://code.google.com/p/opendlp/
http://www.darknet.org.uk/2010/05/opendlp-free-open-source-data-loss-prevention-dlp-tool/
Senf - The Sensitive Number Finder (Last updated 5/22/2009)
https://senf.security.utexas.edu/wiki/

Other DLP Commercial Products:
Code Green Networks -- Content Inspection Appliance, CI-1500; CI-750; CI-Agent, v. 5.0
InfoWatch -- InfoWatch Traffic Monitor, v. 3.0
McAfee -- McAfee Data Loss Prevention (DLP): Host 2.0, Gateway 3300, 3400
Orchestria -- Orchestria v. 5.0
Reconnex -- Reconnex 7
RSA Security -- RSA Data Loss Prevention (DLP) Suite: Datacenter 3.1.1; Network 5.1.1; and Endpoint 3.0
Trend Micro -- Trend Micro LeakProof, v. 3.0
Verdasys -- Digital Guardian, v. 5.1
Vericept -- Vericept Monitor, Protect, Discover, v. 8.2; Vericept Edge, v. 1.3
Websense -- Websense Content Protection Suite, v. 6.5
Workshare -- Workshare Protect, v. 6




Existing Defenses 

123 

“H A C K  Y O U R S E L F” 

Multi-engine results  
Real-time updates  
Convenient  

Historical archived data  
 Multi-domain searching 

Tools exist  

Presenter
Presentation Notes
Defense Recommendations of Old: "Google Hack Yourself”

 Not efficient with existing tools, have to run many times across all domains and correlate results (e.g. stachliu.com, sl.com, stachliu.org…).  Also have to use different tools to look for vulns in different search engines (Google/Bing/Yahoo/…)

 If done say quarterly, you go by 3 months with a vuln exposed via Google to the public without being able to respond.  Or if the index has been retired by the time you re-Google Hack yourself, but the vuln still exists - you missed the opportunity of identifying it.

 Need for real time updates and detection, as well as historical data (i.e. not just vulns in your company systems that are in Google's index now, but vulns in your company systems that have ever been in Google's index.
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N E W  H O T  S I Z Z L E 

Stach & Liu now proudly presents: 
• Google and Bing Hacking Alerts 

• SharePoint Hacking Alerts – 118 dorks 

• SHODAN Hacking Alerts – 26 dorks 

• Diggity Alerts FUNdle Bundles 
• Consolidated alerts into 1 RSS feed 

• Alert Client Tools 
• Alert Diggity – Windows systray notifications 

• iDiggity Alerts – iPhone notification app 

Presenter
Presentation Notes
StachLiu Defense Tools 
Our “Google Alerts” and “Bing Alerts”. 
RSS feed to be alerted of new issues – a GoogleHacking Detection System (GHDS). Real time updates on Google Hack hits across both Google and Bing, that are organized and sent to you conveniently via RSS feeds. 
Future tool that allows you to set alerts based on these feeds, but filtered specifically for your company.


New Stach & Liu Google/Bing hacking tools available at:
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/




Google Hacking Alerts 
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Google Hacking Alerts 
• All hacking database queries using  
• Real-time vuln updates to >2400 hack queries via RSS 
• Organized and available via                     importable file 

A D V A N C E D  D E F E N S E S 

Presenter
Presentation Notes
Google Hacking Alerts
http://www.google.com/alerts
http://www.google.com/reader




Google Hacking Alerts 
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A D V A N C E D  D E F E N S E S 

Presenter
Presentation Notes
Google Hacking Alerts
http://www.google.com/alerts
http://www.google.com/reader





Bing Hacking Alerts 
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Bing Hacking Alerts 
• Bing searches with regexs from BHDB 
• Leverages http://api.bing.com/rss.aspx 
• Real-time vuln updates to >900 Bing hack queries via RSS 

A D V A N C E D  D E F E N S E S 

Presenter
Presentation Notes
Bing Hacking Alerts

Show creation of Bing Hacking alerts via Bing ‘&format=rss’ and Google Reader
Good example bing query:  "mySQL error with query“
http://www.bing.com/search?q="mySQL error with query“&format=rss

Bing search result RSS feeds now also generated using http://api.bing.com/rss.aspx, example:
http://api.bing.com/rss.aspx?source=web&query="mySQL error with query“




Bing/Google Alerts 
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L I V E  V U L N E R A B I L I T Y  F E E D S  

World’s Largest Live Vulnerability Repository 
• Daily updates of ~3000 new hits per day 

Presenter
Presentation Notes
Largest live vulnerability feed.  



A D V A N C E D  D E F E N S E  T O O L S 
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Diggity Alert Fundle Bundle 

Diggity Alerts 
One Feed to Rule Them All 

Presenter
Presentation Notes
Diggity Hacking Alerts – Fundle Bundle
http://www.google.com/reader/bundle/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/public/atom/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts?r=n&n=1000

Mobile and iPhone Friendly Interfaces
http://www.google.com/reader/i/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/m/view/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts


Google Reader – Creating “Bundles”:
http://www.google.com/reader/view/#bundle-creator-page
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A D V A N C E D  D E F E N S E S 

Presenter
Presentation Notes
Diggity Hacking Alerts – Fundle Bundle
http://www.google.com/reader/bundle/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/public/atom/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts?r=n&n=1000

Mobile and iPhone Friendly Interfaces
http://www.google.com/reader/i/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/m/view/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts


Google Reader – Creating “Bundles”:
http://www.google.com/reader/view/#bundle-creator-page
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Presenter
Presentation Notes
Diggity Hacking Alerts – Fundle Bundle
http://www.google.com/reader/bundle/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/public/atom/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts?r=n&n=1000

Mobile and iPhone Friendly Interfaces
http://www.google.com/reader/i/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/m/view/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
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M O B I L E  F R I E N D L Y 

Presenter
Presentation Notes
Diggity Hacking Alerts – Fundle Bundle
http://www.google.com/reader/bundle/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/public/atom/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts?r=n&n=1000

Mobile and iPhone Friendly Interfaces
http://www.google.com/reader/i/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
http://www.google.com/reader/m/view/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts#stream/user%2F05636138098450672261%2Fbundle%2FDiggity%20Hacking%20Alerts
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SHODAN Alerts 

Presenter
Presentation Notes
SHODAN Hacking Alerts
New live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.
Stach & Liu incorporates SHODAN data into its defense alerts by utilizing the feature to turn SHODAN search results into RSS feeds by appending &feed=1 to common SHODAN query URLs. 
As an example: http://www.shodanhq.com/?q=Default+Password&feed=1


SHODAN - Main Site:
http://www.shodanhq.com/
http://www.shodanhq.com/help/filters
SHODAN is a search engine that lets you find specific computers (routers, servers, etc.) using a variety of filters. Some have also described it as a public port scan directory or a search engine of banners.
Web search engines, such as Google and Bing, are great for finding websites. But what if you're interested in finding computers running a certain piece of software (such as Apache)? Or if you want to know which version of Microsoft IIS is the most popular? Or you want to see how many anonymous FTP servers there are? Maybe a new vulnerability came out and you want to see how many hosts it could infect? Traditional web search engines don't let you answer those questions.
So what does SHODAN index then? Good question. The bulk of the data is taken from 'banners', which are meta-data the server sends back to the client. This can be information about the server software, what options the service supports, a welcome message or anything else that the client would like to know before interacting with the server.
Shodan collects data mostly on web servers at the moment (port 80), but there is also some data from FTP (23), SSH (22) and Telnet (21) services. There are plans underway to expand the index for other services. Let me know if there are specific ports you would like to see included. 

SHODAN Twitter:
http://twitter.com/#!/achillean

SHODAN - Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=net:216.75.0.0/16
RSS Version: http://www.shodanhq.com/?q=net:216.75.0.0/16&feed=1

Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000





SHODAN Alerts 

134 

F I N D I N G  S C A D A  S Y S T E M S 

Presenter
Presentation Notes
SHODAN Hacking Alerts
New live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.
Stach & Liu incorporates SHODAN data into its defense alerts by utilizing the feature to turn SHODAN search results into RSS feeds by appending &feed=1 to common SHODAN query URLs. 
As an example: http://www.shodanhq.com/?q=Default+Password&feed=1

http://www.shodanhq.com/
Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=Server:%20SQ-WEBCAM
Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000
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F I N D I N G  S C A D A  S Y S T E M S 

Presenter
Presentation Notes
Wired.com - 10K Reasons to Worry About Critical Infrastructure - 24Jan2012
http://www.wired.com/threatlevel/2012/01/10000-control-systems-online/
http://www.wired.com/images_blogs/threatlevel/2012/01/2011-Leverett-industrial.pdf


SHODAN Hacking Alerts
New live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.
http://www.shodanhq.com/
Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=Server:%20SQ-WEBCAM
Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000
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S H O D A N  R S S  F E E D S 

Presenter
Presentation Notes
SHODAN Hacking Alerts
New live vulnerability RSS feeds based on results from the popular SHODAN hacking search engine.
Stach & Liu incorporates SHODAN data into its defense alerts by utilizing the feature to turn SHODAN search results into RSS feeds by appending &feed=1 to common SHODAN query URLs. 
As an example: http://www.shodanhq.com/?q=Default+Password&feed=1

http://www.shodanhq.com/
Examples:
http://www.shodanhq.com/?q=Default+Password
RSS Version:  http://www.shodanhq.com/?q=Default+Password&feed=1
http://www.shodanhq.com/?q=scada
RSS Version: http://www.shodanhq.com/?q=scada&feed=1
http://www.shodanhq.com/?q=Server:%20SQ-WEBCAM
Diggity – SHODAN Alerts:
http://www.google.com/reader/bundle/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts
http://www.google.com/reader/public/atom/user%2F03670274132463592349%2Fbundle%2FSHODAN%20Alerts?r=n&n=1000
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T H I C K  C L I E N T S  T O O L S 

Google/Bing Hacking Alert Thick Clients 
• Google/Bing Alerts RSS feeds as input 

 

• Allow user to set one or more filters 
• e.g. “yourcompany.com” in the URL 

 

• Several thick clients being released: 
• Windows Systray App 
• Droid app (coming soon) 
• iPhone app 

Presenter
Presentation Notes
Google/Bing Hacking Alerts – Thick Client Apps
Stach & Liu will be releasing 3 free thick client interfaces to filter the Google/Bing Hacking Alerts RSS feeds at Black Hat USA 2010.
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Alert Diggity 

Presenter
Presentation Notes
AlertDiggity
Windows systray application that filters the results of the various Google/Bing/Shodan Hacking Alerts RSS feeds and notifies the user if any new alerts match a domain belong to them.

http://www.stachliu.com/resources/tools/google-hacking-diggity-project/defense-tools/
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A D V A N C E D  D E F E N S E S 

Presenter
Presentation Notes
AlertDiggity
Windows systray application that filters the results of the various Google/Bing/Shodan Hacking Alerts RSS feeds and notifies the user if any new alerts match a domain belong to them.

http://www.stachliu.com/resources/tools/google-hacking-diggity-project/defense-tools/
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iDiggity Alerts 

iDiggity Alerts 

Presenter
Presentation Notes
iDiggity Alerts for iPhone, iPod touch, and iPad on the iTunes App Store
http://itunes.apple.com/us/app/idiggity-alerts/id452442740?mt=8
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A D V A N C E D  D E F E N S E S 

Presenter
Presentation Notes
iDiggity Alerts for iPhone, iPod touch, and iPad on the iTunes App Store
http://itunes.apple.com/us/app/idiggity-alerts/id452442740?mt=8
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A D V A N C E D  D E F E N S E S 

Presenter
Presentation Notes
iDiggity Alerts for iPhone, iPod touch, and iPad on the iTunes App Store
http://itunes.apple.com/us/app/idiggity-alerts/id452442740?mt=8
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“G O O G L E / B I N G   H A C K  A L E R T S” 

Multi-engine results  
Real-time updates  
Convenient  

Historical archived data  
 Multi-domain searching 

Tools exist  



Diggity Alert DB 

144 

D A T A  M I N I N G  V U L N S 
Diggity Alerts 

Database 

Presenter
Presentation Notes
Future Directions – Data Explosion

~1 million vulnerability feed entries from Diggity Alert feeds in 1 database.
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I S  N O W 



Diggity Dashboards 
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C O M I N G  S O O N 
Google Charts 

Mobile BI Apps 



Questions? 
Ask us something 
We’ll try to answer it. 

For more info:  
Fran Brown 
Rob Ragan (@sweepthatleg) 
Email: contact@stachliu.com 
Project: diggity@stachliu.com 
Stach & Liu, LLC 
www.stachliu.com 

Presenter
Presentation Notes
Also, Stach & Liu Google Hacking Diggity Project Contact Info:
Email: diggity@stachliu.com
Website: http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/
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Stach & Liu Google Hacking Diggity Project info:  
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/ 

Presenter
Presentation Notes
For copies of the presentation and tools, please go to:

http://www.stachliu.com
http://www.stachliu.com/index.php/resources/tools/google-hacking-diggity-project/
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